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1. Introduction

1.1 What is an Operations and Maintenance Plan?

The Operations and Maintenance (OM) Plan defines the roles and responsibilities of each party involved in the delivery and support of the application/service.  Precise definition of roles and responsibilities is necessary in a typical shared responsibility environment to avoid confusion over which party is responsible for a specific task or action.
It is not necessary to restate and redefine roles and responsibilities in OM plans for conventional products and services in the Service Strategy and Service Design activities, as they are known.  It is only necessary to explicitly state roles and responsibilities in the Service Operation and Continued Service Improvement activities.  
During the initial engagement of implementing a system, <the Customer> and <Application/Service> assume joint responsibility for the roles covered in this Plan. As part of the system implementation process, a detailed ARCI (A- Accountable, R – Responsible, C – Consulted, I – Informed) Matrix will be created to identify all areas addressed in the OM Plan and show specific roles and responsibilities by environment.  Once developed, this detailed matrix will be added as an attachment to this OM Plan.

During the active phases of a project, assignment of the Contracting Officer’s Representative (COR) role is the responsibility of the Project Manager (PM) (designation must be made through the Contracting Officer).  If there is maintenance activity on the contract, assignment of the COR is the responsibility of the operational owner following operational acceptance of the product or service the contract provides (re-designation must be made through the Contracting Officer).  The operational owner assigns <COR Assignee Name> as the COR – this will be communication to the Contracting Officer 30 days prior to the planned date for operational acceptance so the re-designation can be accomplished.
Once participating offices have been identified as having an active role in the Operations and Maintenance of the <Application /Service>, columns in the linked matrix should be reviewed, updated, and removed as necessary.  A detailed ARCI Matrix is to be developed for each OM plan. The link to the template follows:
Operations and Maintenance Responsibility Matrix
To complete this OM Plan, provide only descriptions and responsibilities assigned to specific departments in the Service Operation and elements of Continued Service Improvement activities.  Descriptions and responsibilities assigned to specific departments in the Service Strategy and Service Design activities have been provided for informational purposes. Both the OM Plan template and matrix should be hyperlinked from the <Gold Source> (Gold Source should be updated to reflect specific project/program repository) to ensure that all changes to the source documents are effectively managed. 
1.2 Key Service Delivery Areas 
Office of Information Technology (OIT) operates according to guidelines established by Infrastructure Technology Information Library (ITIL), an internationally recognized set of industry best practices for Information Technology (IT) management.  This OM plan is defined along both functional roles and ITIL Service Areas for ease of reference.  Service Delivery Areas and a summary of their responsibilities are listed below.  For assistance with terminology, please refer to the ITIL Glossary, the OIT Master Glossary, or the VA Acronym Lookup.   
The Service Delivery Areas are listed below in alphabetical order with no relation to relevance or sequence.  Provided here is a general description of each area.  The Service Delivery Area’s specific roles and responsibilities are described in the ARCI matrix accompanying this OM Plan. 
Service Delivery Areas 
· Application Administration

· Application Architecture

· Application Development

· Asset Management

· Availability Management

· Build Management

· Business (Service) Continuity Management 

· Capacity Management

· Change Management

· Configuration Management

· Database Administration

· Desktop Support

· Incident Management

· Network Administration

· Problem Management

· Program Management

· Project Management

· Release Management

· Security Management

· Service Level Management

· Storage Management

· System Administration
1.3 Application/Service Governance 

Governance of the <Application/Service> will be covered in three specific areas; the OM of the product, the Governance for decision making, and the OM Plan template.  The OM of the product would rely on the Change Control process previously documented for < Application/Service >.  The System Owner is responsible for Governing the decision making process where changes will be managed through the products chain of command. The OM Plan template will be maintained in ProPath in order to manage changes, provide consistency, and ensure the template is maintained on a regular basis.  The < Application/Service > team may keep a project specific template on a team site.  
Once the product is released to an operational owner, typically in Service Delivery Enterprise Operations or Field Operations (FO), or to an alternative provided or production support, it resides within Sustainment and complies with documented OM policies and procedures. Enterprise Systems Engineering (ESE) owns the standards and must collaborate with System and Business Owners to oversee decisions being made that impact <Application/Service>, including but not limited to maintenance, funding, and baseline changes.  Once products enter OM they must remain there and follow all predetermined processes for changes that may be needed or lifecycle refresh. 
2. Application Administration
Application Administration schedules application/service tasks, develops backup schedules, monitors operations of the application/services software, and troubleshoots the application/service when a problem occurs.  In addition, Application Administration participates in tuning the application/service to resolve performance issues.  Coordinate with System Administrators to manage changes. 
3. Application Architecture
Application Architecture is the single point of responsibility for the application/service solution, from a functional perspective, which sees the big picture and defines the interaction among components.  Application Architecture defines designs for component-based application/services; deals with boundaries, interfaces, and interactions between two systems written in different languages at different locations, or between two components of the same software system, written in the same coding language.  Process activities include evaluating the appropriateness of hardware solutions to satisfy the needs of the application/service design.

4. Application Development
Application Development performs Requirements Analysis, Design, Programming, Testing, and Integration.

5. Asset Management

Asset Management provides asset availability information and requisition status and ensures asset deployment in support of scheduled Releases.
6. Availability Management
Availability Management ensures IT services are available when <the customer> needs them.  This function includes ensuring that the system uptime requirements documented in the service level agreement (SLA) are met and that monitoring services are in place per the SLA to proactively respond to projected system demands.  Monitoring also provides capacity trending, allowing proactive system modifications or planning for upgrades.  This process can make use of a variety of methods to optimize availability. 
7. Build Management

Build Management assembles Configuration Items into Build Packages, controls baseline versioning and manages the working library during development, updates and reports status of Change Orders addressed by Builds, conducts review of tested Release Package, ensures implementation of the tested Release, ensures back out of Release (if necessary), provides Incident and Problem reports to appropriate Incident and Problem Management, provides Release status to Release Management, and provides Gold Build to Configuration Management.

8. Business (Service) Continuity Management 
Business (Service) Continuity Management encompasses Disaster Recovery (DR) and continuity of operations (COOP) planning.  The purpose of Service Continuity Management is to support the overall Business Continuity Management process by ensuring that the required IT technical and services facilities (including computer systems, networks, applications, telecommunications, technical support and service desk) can be recovered within required and agreed-upon business timescales.  For further details, refer to the (Application/Service Contingency Plan) for this application/service.

9. Capacity Management
Capacity Management ensures all current and future IT capacity and performance aspects of the business requirements are provided cost effectively. Furthermore, the goal of Capacity Management is to plan and implement the appropriate IT capacity while ensuring that the IT services achieve expected levels of performance. 
Capacity Management encompasses three sub-processes; Resource Capacity Management, Service Capacity Management, and Business Capacity Management.

Resource Capacity Management defines resources as computer and computer-related equipment, software, facilities, or organization (people).  The process focuses on the management of individual components of the infrastructure through monitoring, measurement, analysis, and reporting.

Service Capacity Management defines service as one or more IT processes that enable a business process.  The process focuses on the management of the performance of IT services through monitoring, measurement, analysis, and reporting.

Business Capacity Management is responsible for ensuring that both current and future, and strategic and tactical business requirements for IT services capacity are considered, planned, and implemented.
10.  Change Management
Change Management ensures that standardized, documented, and repeatable methods and procedures are used for efficient and prompt handling of all changes, in order to minimize the impact of change-related incidents upon service quality, and consequently to improve the day-to-day operations of the organization.
The Change Management process ensures that changes are recorded, evaluated, authorized, prioritized, planned, tested, implemented, documented, and reviewed in a controlled manner.  This is accomplished by engaging other processes and roles like Application, Database, Network, and System Administration, Configuration Management, Build Management, and Release Management.  
Standard OIT Change Management guidelines should be followed to ensure standardized data collection and methods of processing of changes are followed.

<The customer> may establish a Change Control Board to review and approve changes. Preferred practice is to use an automated system to enter, approve, and track all change orders. 

No changes will be made to the system without prior approval.  Changes made to the application/service will be tracked via < System> and follow <name of change process>.   
11.  Configuration Management
Configuration Management defines and controls the components of services and infrastructure (Configuration Items) and maintains accurate configuration records. (ITIL v3 calls this Service Asset Configuration Management (SACM).
12.  Database Administration
Database engineering/management involves the design, security, administration, and problem resolution for all database functionality.  

13. Desktop/Client Support

Desktop/Client Support is directly linked to computer equipment and software used by individuals (this excludes servers).  Desktop/Client Support ensures that client devices under their control are appropriately managed in accordance with ITIL processes and configured to ensure standards compliance, vulnerability remediation, and normal day to day use of the supported device.  Examples of these supported devices are:  desktop/notebook/laptop computers, client e-mail, file and print shares, and other client related software. 

14.  Incident Management
Incident Management concentrates on restoring unexpectedly degraded or disrupted normal service operation to users as quickly as possible, in order to minimize the adverse impact on business operations, thus ensuring that the best possible levels of service quality and availability are maintained.  This process manages the coordination of appropriate resources and communication of incident related information for situational awareness as quickly as possible. 
15.  Network Administration
Network Administration implements and maintains the voice and data communications infrastructure utilized by the application/service. 

16. Problem Management
Problem Management manages the lifecycle of all problems, where a problem is defined as the unknown cause of one or more incidents.  The lifecycle includes proactive activities to detect and prevent future problems/incidents by diagnosing the root cause of incidents, determining the resolution of those incidents, the development of a known error sub-process to allow quicker diagnosis and resolution if future incidents do occur, and ensuring that the resolution is implemented through appropriate change control procedures. 
17.  Program Management
Program Management establishes the credibility and trust necessary to maintain productive interaction with a specific customer (organizations and individuals) and Operational point of contact (POC).  Activities include implementing the processes necessary to manage contracts, provision and deliver new orders, and resolve product satisfaction issues (including back charges, credits, exchanges, refunds, trouble tickets and warranties).

In addition, Program Management analyzes and evaluates the business performance against <the customer> contract(s) and Service Level Agreements (SLAs).  Specifically, this means reviewing the customer-perceived satisfaction with application/service availability/reliability, product quality, and project cost/schedule execution.  Responsibilities include effecting corrective actions through PMs and Resource Managers as required to maintain customer satisfaction and operational service levels.

18.  Project Management
Project Management provides oversight and management of assigned projects following Department of Veterans Affairs (VA) guidelines.  A project is an effort that is unique, temporary, and performed for a specific purpose.  It is an effort where the scope, cost, schedule, and product quality are of significant importance, such that formal procedures will be used to manage the effort.  
In interpreting this definition, unique refers to characteristics of the product.  For example, implementing a new application/service, even though it may be on standard hardware and utilizes standard software, is considered a unique effort since it is establishing a new application/service.  It is also temporary as it has a specific start date and a finish date.  The finish date is the date the application/service’s status changes from implementation to OM.  
Operating and maintaining a system throughout its lifecycle is generally not considered a project.  However, significant change events within the lifecycle, such a technology refresh of the platform, could be treated as a project.  
19.  Release Management
Release Management ensures the planned and controlled deployment of hardware and software into the Production environment. Process activities include ensuring that testing and verification are complete, that assets are available for deployment, and that necessary Configuration Items are included in the Build.  Release Management also ensures that necessary training is provided to users and support personnel and that information about the release and its status is communicated to Stakeholders.  The Release Management process does not perform the testing or provide the training it ensures that appropriate touch points that have this responsibility have completed the needed actions before approving the release.
20.  Security Management
Security Management has overall responsibility for setting policies, standards and procedures to ensure the protection of the organization’s assets, data, information and IT services from harm due to failures of confidentiality, integrity and availability; meets security requirements of the business (documented in SLAs and external requirements); and provides a basic level of security (security baseline).

Security Management assesses identified vulnerabilities to determine the potential impact of the risk to the IT environment and advises IT management or customer representatives of the recommended mitigation or remediation options.

21.  Service Level Management

Service Level Management provides the business with the agreed service targets and the required management information to ensure that those targets have been met.  This includes implementation of improvement measures for the level of service delivered.

22.  Storage Management

Storage Management describes the function and processes responsible for management of storage and maintenance of data through its lifecycle.

23.  System Administration
System Administration is directly linked to ITIL-based processes that directly relate to hardware and operating systems changes to configuration and are released to the environment.
Systems Administration involves the installation and maintenance of one or more computer systems and associated peripherals, internal hardware components, the operating system, and associated utility programs.

Systems Administration ensures machines are maintained at an established baseline and updated with the latest security patches, upgrades, and encryption.  To ensure this process is properly managed, <the customer> agrees to abide by all established administration processes and procedures as listed in the Responsibility Matrices, as well as granting appropriate administrative rights to servers and peripherals.
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