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1. Overview 
The implementation of a formal and structured Software Configuration Management (SCM) Environment ensures that all Veterans Affairs (VA) software product artifacts are baselined and maintained in a stable environment. It provides the ability to apply state-of-the-art technology and environment enhancements to satisfy all project development and test objectives, in order to maintain the integrity of their products.

The complexities of the SCM process require the implementation of formal processes and procedures. These processes and procedures along with detailed work instructions provide objectives, requirements, and step-by-step instruction on the performance of activities within the SCM Environment for software products. This document will provide discussion on topics such as the organization of personnel and the division of tasks for teams working on software products. The processes and procedures are documented in the Configuration Management Procedures Manual and work instructions for each VA Product.

1.1. Purpose

This document is intended to provide a uniform approach to SCM for VA software products being developed.  It describes the processes and procedures for managing and controlling the development, delivery, and maintenance of all software and documentation products.  This plan also outlines the SCM organization, responsibilities, activities, configuration change control flow, as well as the SCM requirements to be followed by teams producing or modifying software within the VA. This SCM Plan Standard will aid both management and technical staff in the production of high-quality software products. 

NOTE: This SCM Plan Standard applies to all software development workflows adopted by the VA and used for both legacy and object oriented development. This SCM Plan Standard is in support of both the new development and legacy development efforts being conducted to produce and maintain VA products. The SCM Plan Standard has been developed at a high level to accommodate all software development and program documentation activities.  Its flexibility allows development conducted on software to follow its methodology through adaption to individual needs of the VA agencies. Its description of configuration management techniques with regard to electronic documentation allows it to govern production of electronic documentation in work teams not responsible for producing software releases.   The details of the SCM environments including tool implementation and work instructions will be documented in the SCM Procedures Manual and work instructions for each VA product being developed and supported. 

1.2. Scope

These standards and procedures apply to all products under development or maintenance and include management of embedded, purchased or outsourced software and third party frameworks or packages. It also applies to all documentation products and other project or program initiative documentation management communicates now or in the future as required to be controlled by configuration management processes.
SCM processes include configuration identification, configuration control, configuration status accounting, configuration audit, interface management, and baseline/build management. 

1.3. Audience

The primary audience for this document consists of all staff members or others, who have a requirement, need, or desire to develop, change, fix, or enhance software artifacts.

1.4. References

Reference documents are those documents that, although not a part of this document, serve to strengthen and clarify its contents. The following documents provide reference material for background information only. In case of conflict, the Office of Information and Technology documents is the guidance document otherwise; the Software Configuration Management Plan Standard will take precedence. Contact the SCM team for instructions on how to obtain copies of the released version(s) of these documents. 

· Office of Information and Technology VA Directive 6004 - Configuration, Change, and Release Management Programs 

· Office of Information and Technology Configuration Management Process 

· Office of Information and Technology Change Management Process 

· Office of Information and Technology Release Management Process 

· Enterprise Process Group (EPG) Pro-Path Process Maps 
· Technical Reference Models

· 192-039 Interface Control Registration and Approval Document

2. Roles and Responsibilities

This section defines the SCM tasks performed for VA Products. The following members participate in the delivery of artifacts (code, documents, etc.)

· Program Management
· Program Manager

· Project Manager
· Development Team
· Development Managers 

· Leads
· Developers
· DBAs
· System Administration

· Functional/Technical Analysts
· Technical Writers
· SQA Team 
· Testing Analyst

· Testing Service Analyst

· Software Quality Assurance Manager

· Software Quality Assurance Analyst

· Release Manager

· Implementation Team

· Enterprise VistA Support (EVS)
· Operations Team

· Deployment Team –Enterprise Product Support (EPS)

· Change Management
· Change Manager
· Configuration Management

· Configuration Manager

· Software Configuration Manager
· Enterprise Process Group 
· Process Engineer
2.1. Software Configuration Management Team

VA Projects may be comprised of VA and Contractor personnel, located in VA facilities and other offsite development locations, such as approved contractor/vendors. 

Table 1 is a high level list of the personnel who may be members of the VA Project teams and SCM team along with their assigned roles and responsibilities as they relate to SCM. The Roles defined herein can sometimes be overlapped with other roles and responsibilities depending on the environment.  In addition, one person allocated for a specific role as listed below may often have the responsibility of other roles. Project specific roles and responsibilities are listed in the Project Management Plan. The project specific roles and responsibilities as they relate to SCM are listed in the project SCM Procedures Manual and work instructions.

Table 1: Software Configuration Management Team Roles and Responsibilities

	Role
	Responsibility

	Program Manager /Project Manager


	· Develops and maintains artifacts following proper version control procedures using the SCM Procedures Manual and work instructions for each VA Product being worked as part of the Program/Project.

· Ensures proper execution of the SCM Plan Standard.

· Oversees the software configuration management process.

· Assesses and evaluates all other change requests.

·  Establish Project Change Control Board (CCB).

· Submit CCB baseline information.
· Identify dependent projects.
· Establish/revise required artifacts.
· Creation of SCM Procedures Manual and work instructions for each VA product they are assigned.

	Software Configuration Manager


	· Educates project team members in SCM “best practices.”

· Develops and maintains SCM Procedures Manual and work instructions for each VA product they are assigned.
· Establishes, promotes, and releases baselines.

· Works with the Enterprise Tools Team to create and administer the SCM repositories.

· Works with the Enterprise Tools Team to build and manage the SCM tool environment.

· Performs or validates interim and final builds.

· Prepares release package, release archives and version description documents (VDD).

· Accountable for instituting the established processes and reporting progress statistics based on change requests.

· Attends CCB meetings.

· Identifies product baselines as necessary of all products within their assigned Projects.

· Responsible for SCM audits and necessary status accounting related to the product.

· Conducts audits at scheduled milestones.

	Development Manager/Leads
	· Develops and maintains artifacts following proper version control procedures using the SCM Procedures Manual and work instructions.

· Submits build/release requests.

· Coordinates development activities and assigns tasks.

· Ensures all SCM Procedures Manual and work instructions are implemented and followed for all software, documentation, and/or any other components for which they are responsible.

· Ensures all developers’ work within the specified SCM process and related guidelines as specified in the SCM Procedures Manual and work instructions.
· Attends the CCB meetings and provide technical details, as required.

	Developers/System Administration/Functional/ Technical Analysts/DBAs/System Administration


	· Develops and maintains artifacts following proper version control procedures using the SCM Procedures Manual and work instructions.
· Maintain accurate, detailed information for all assigned change requests (CRs), in the CR database, related to the applicable development detail of the CRs lifecycle.

· Provide impact analysis reporting for the CCB approved problems or changes, including documentation of suggested solutions to facilitate CCB disposition activities.

· Documentation of build, release, and installation instructions.

	Software Change Manager
	· Develops and maintains artifacts following proper version control procedures using the SCM Procedures Manual and work instructions.
· Governing body for reviewing and approving change requests under the SCM Procedures Manual and work instructions. 

	Technical Writer
	· Develops technical deliverable documentation to support the software deliverables. 

· Provides editing, formatting, and graphics support for documentation. 

· Develops and maintains artifacts following proper version control procedures using the SCM Procedures Manual and work instructions.

	Software Quality Assurance Manager


	· Develops and maintains artifacts following proper version control procedures defined in the SCM Procedures Manual and work instructions.
· Ensures all SQA Analysts work within the SCM Procedures Manual and work instructions.
· Verifies that only SCM-approved deliverables are installed into the test environment(s).

· Ensures that SQA Analysts are always testing from official SCM deliverables.

· Attends CCB meetings and provides testing details, as required.

· Reviews status accounting related to the project.

· Reviews deliverable artifacts.

	Software Quality Assurance Analysts/Testing Analyst/Testing Service Analyst


	· Develops and maintains artifacts following proper version control procedures using the SCM Procedures Manual and work instructions.

· Responsible for testing installed releases, as SCM provides releases from development.

· Update CRs assigned to them according to test activity results.

· Determines Pass/Fail for each CR scheduled for a release.

· Opens CRs (defect and or enhancements) for any newly discovered problems during testing.

	Release Manager/Implementation Team/EVS/Operations Team/Deployment Team-Enterprise Product Support (EPS)


	· Develops and maintains artifacts following proper version control procedures using the SCM Procedures Manual and work instructions document.

· Coordinates the release and deployment of software to the existing sites and the newly activated sites following SCM Procedures Manual and work instructions.

· Assures products meet all exit criteria prior to release 

· Assures change control and configuration management processes have been followed as defined in the SCM Procedures Manual and work instructions.

	Process Engineer
	· Develops and maintains artifacts following proper version control procedures using the SCM Procedures Manual and work instructions.

· Guides the Team members in following the EPG published process maps. 




2.2. Change Control

Change Control is typically defined as the ability to coordinate, track, and manage change to the baseline of a Product or Systems configurable items. Change Control for a Product should satisfy all Change Management criteria established by the Office of Information and Technology Change Management Process.  Criteria should satisfy all VA Product plan development and test objectives while maintaining the stability and integrity of the baseline within all products regardless of which VA projects are conducting development activities on the artifacts.
2.2.1 Change Control Board
The Software Change Control Process is currently under development.  Please contact the Process Management Service for guidance.
2.2.2 SCM Review Board

The SCM Review Board is commissioned for the primary purpose of managing configuration and change requests to the SCM environment itself and assessing impact on the artifacts produced within that environment.

The SCM Review Board is staffed from the SCM committee and members form the Enterprise Tools Team and on occasion, other guest VA Project personnel. The SCM Review Board brings together the key decision makers for the SCM environments, which are involved in day-to-day development.  This gives them an opportunity to review and/or present any changes to the teams conducting development activities on VA Products to asses any impact that may occur to schedule, cost or quality of the product as a result of the SCM environment change.

2.2.3 Technical Reference Model 

The Technical Reference Model (TRM) provides a technical framework which categorizes standards and technologies. The TRM leverages a common, standardized vocabulary, allowing inter/intra-agency collaboration and interoperability. It provides a foundation to advance the reuse of solutions and technologies. The TRM is allocated to the Technology Infrastructure level of the Federal Enterprise Architecture Framework pyramid. The recommendations of the TRM, once approved by the Architecture Review Board (ARB), constitute formal architectural policy.

The TRM tools evaluation provides planning information to ensure that release planning for applications, services, and infrastructure can be efficiently managed and well-coordinated. The document also encourages discussion of enterprise level considerations that impact the viability of a candidate release, including integration and regression testing, configuration, migration, training and monitoring. Reference to the TRM permits project teams to understand and conform to the official release schedule for tools at the enterprise level and architecturally significant. 
The TRM artifact describes an efficient, repeatable, and consistent process for managing the tools artifacts in a robust, collaborative and parallelized fashion.

Success of the TRM as a viable planning tool for the enterprise requires ongoing management review and approval. The evaluations will be iteratively presented to management for approval in order to assure that it represents the best available understanding of official release planning for the enterprise. Approval by management allows teams conducting development activities on VA Products to make design, development and deployment decisions, knowing in advance the planned releases that will be available at appropriate points in the life cycle.
2.2.4 Process Management Service
The Process Management Service is aligned under the Office of Information and Technology (OIT).  They are a dedicated team of Process Engineers that are here to implement programs to improve processes in order to optimize product development. The team was founded to accomplish the following objectives:

· Design effective processes and supporting procedures sufficient to address the significant risks in the process, as well as address the specific needs of compliance and management control 

· Provide the discipline for understanding what drives the realization of those outcomes, so that necessary modifications or improvements can be made.
· Help Information and Technology (IT) leaders know what levels of process are 'just enough' so they provide a means of prioritization and focus 

· Improve the process based on the analysis, and look for opportunities to improve its effectiveness, efficiency and variance 

· Provide sufficient process related training to staff 

· Control the process, ensuring that the processes 'do' what they are supposed to do 

The Process Management Services has the desire to improve the capability of the workforce by training and mentoring project teams to execute the processes effectively and efficiently and thereby allowing them to become institutionalized. Improving workforce capability:
· Increases the staff's readiness to perform critical development processes 

· Increases the likelihood of achieving desired results from performing the processes 

· Allows the VA to realize the benefits from the investment in process improvement 

 ProPath is the central resource that builds upon the Program and Development managers' delivery of high-quality products. Through an 'at-a-glance' perspective of nearly every step in the software development process, ProPath offers insight into the steps required, in the form of process maps, to ensure that IT activities and resources are focused on optimizing specific outcomes, rather than assets. 
ProPath was established in order to enhance and encourage standard, repeatable processes that can be utilized easily across the organization and is the first step in a long-term investment toward improving our development processes.

2.2.5 Software Engineering (SE) Group

Software Engineering provides engineering and integration functions, such as architecture, execution, development, testing oversight and management, to all development efforts. The Software Engineering Team focuses on establishing policies and processes for identification of standards and sources of standards related to the discipline of software engineering including but not limited to: Software Architecture; Messaging Architecture; Data Architecture; Software Analysis; Application Design; Database Design; Software Management; Data Security; Data Quality; Data Management; and Data Standardization within the VA IT community. 
Software Engineers are responsible for developing strategic documents and processes to guide the future engineering and architectural tasks and initiatives of applications being developed.  The team provides specific services in addition to supporting the current and future standards for project teams. SE defines the ground rules Architecture. It promotes the use of architectural concepts and fundamental elements of designing, building, and composing enterprise business solutions. Additionally, the Software Engineering team provides services to enable integration and data exchange of the VA healthcare information system with external healthcare entities.

2.2.6 Testing Program 

The Testing Program consists of Quality Assurance Coordination and Testing Services.  Their mission is to define and oversee the comprehensive testing program and the software quality assurance.  The Testing Program Teams promote standardization and improve software release quality and effectiveness of healthcare delivery through planned and controlled evaluation and testing of products being developed.  Testing and evaluation will identify system and software risks through certification and Patient Safety Issue (PSI) review, which will help reduce the cost of rework and/or eliminate software anomalies, inconsistencies, deficiencies, and potential failures of deployed systems.  The Testing Program will provide testing environments, independent testing services, and capacity metrics that support improvement of the overall quality, performance and safety of all developed systems. 
Testing Services within the Testing Program is responsible for ensuring that all systems meet or exceed all acceptance criteria and requirements to perform as efficiently as possible in production. Testing performed by Testing Services ensures that the application behaves appropriately in the production environment and that it performs according to specifications.

Quality Assurance Coordination within the Testing Program is made up of a single component at this time, the Quality Assurance Program Coordinator.  The Quality Assurance Program Coordinator within Testing Services is responsible for coordination & tracking of the Memorandum of Understanding Test Site Concurrences. The Coordinator works closely with the Portfolio level Software Quality Assurance Managers as they execute the Quality Assurance and testing processes as well as serve as the Point of Contract for Personal Health De-Identification issues and initiatives.

2.2.7 Tools Program 
The Tools division consists of Design and Development Tools, Portal and Content Management Tools, Scheduling and Earned Value Management Tools, Risk Management Tools, Integrated Collaborative Environment.  The mission of the Tools Program is to manage the procurement, implementation, training and support of those tools which are chosen for standardization across software development.  The Tools Division Teams are responsible for the delivery of product and customer service to other areas of VA via provision of licenses and/or systems support in order to promote the One-VA objective to maximize efficiencies through partnership where there is similar resource need.  The Tools division has an objective to consolidate standardized tool implementations within the components. In this role, the Tools division champions and provides oversight for COTS product implementations when those products are identified for use across a significant segment of the organization along with their VA and corporate business partners.  The Tools Division is comprised of the following teams:

· The Design and Development Tools Team is focused on procurement, design, implementation and management of the IBM Rational Software – Development Platform Suite of tools, and the current and future expanded implementations of software engineering suite tools.

· The Scheduling and Earned Value Management Tools Team has a focus on procurement, design, implementation and management of the Primavera portfolio management product as the standard tool for project planning and management.

· The Portal and Content Management Tools Team has a focus on procurement, design, implementation and management of the Intranet and Internet Microsoft SharePoint web presence as a standard content management method of communications with the organization and the larger VA and business partner community.

· The Risk Management Tools Team has a focus on procurement, design, implementation and management of the selected Risk Management tools.

· The Integrated Collaborative Environment Team has a focus on creation of a web-centric environment which will be used by the VA for sharing, collaborating, integrating, accessing and controlling management information and product data defining all of the products.

The primary functions of the Tools division teams are to define standardized tool deployment architecture, identify technical tool solutions for meeting customer requirements, determine acquisition plans (e.g., make, buy, COTS) for new tools,  manage design, development, configuration test, and deployment of tools and their updates and  manage end user support, formal training, and mentoring of provisioned tools.
3. SCM Activities

The primary goal of SCM processes and procedures is detailed in this section along with a discussion of the Software Development Life Cycle (SDLC). The sections below include the following:

· Configuration Identification: includes but is not limited to documentation, product structures, and identification standards.

· Configuration Control: including interface and document management strategies as well as change management.

· Status Accounting: includes various status reports on elements from an available tracking tool.

· Configuration Audits and Reviews: may include build audits, testing audits, and test readiness reviews.

· Release Management: includes the development side of release packaging concepts, electronic releases, and version description document production

3.1. Configuration Identification

Configuration identification is the process of identifying, selecting, naming, and classifying the development items subject to change control. This involves defining the product structure and defining identification conventions to be used for baselines of products, documents, software builds, and releases packages. Items are normally placed under change control as soon as they are instantiated, as tracking the configuration and new contents and implementation status of new requirements going into an initial release is equally as important as tracking later changes.
3.1.1 Documentation Identification

All project related documents will be managed and controlled in the designated documents repository for that type of document. All project documentation must adhere to VA policy on protection of VA security and VA architecture content, desensitization of patient data content, FOIA content redaction restrictions, 508 accessibility standards, and documentation standards where applicable.
3.1.2 Documentation Categorization

Any documentation artifact should be categorized as either Product documentation or Project Management documentation. The criteria are relatively simple should make it easy to determine which category and ultimately repository a new artifact should be placed in.

3.1.2.1. Project Management Artifacts

Project Management artifacts are typically those that do not require migration through a series of life cycle stages, but rather, once generated are static and relate to a specific state that the project is in at a certain time within its life cycle. For example, Meeting Agenda, Meeting Minutes, Status Reports, etc.

3.1.2.2. Development Artifacts

Product Artifacts are those that change along with the developed product and most likely will experience change over time and thus require baselining and Change Management. They also typically represent specific configurations and criteria required by the developed release of the product to which they are associated with and thus should be packaged and migrated through the same series of life cycle stages as all other baselined artifacts within the development environment architecture and utilities.

Typically artifacts which require authorization or change control also require versioning. Documentation resources subject to change control are managed within the standard directory structure within the Configuration and Change Management repository.  Refer to Section 3.2.2 for additional information related to documentation management.
3.1.3 Product Structures

A core part of Configuration Management is identifying and describing the attributes of a Product or System’s hierarchy of component parts; referred to as a product structure.  
All products have the following attributes: 

· A name, title, or similar nomenclature

· A unique identifier that is usually an acronym or abbreviation and or name space. This is often used in other identifiers, for example baseline, build, or release identifiers.  

· A version identifier, once the product is created, instantiated and or released nationally. 

For VA software the primary level for Configuration Management is the Product.  Each project or program needs to define what the Product is composed of, that is, packages, modules and or sub modules.
The product structure is defined by the architecture of the product as well as how it is implemented in the overall VA OIT architecture.  The architecture documentation will contain the logical views of the product which will result in the physical objects that make up the deployable product structure.  

The SCM Manager, Project Manager, Development Manager, and Product Technical Staff will work with the System Engineers and the appropriate team within the Tools division for the physical product structure and the SCM repositories setup to represent the structure.

3.1.4 Identification Standards
Within the SCM repository, unique identifiers will be applied to products and their associated content.  The following are the types of identifiers used in accordance with the formats defined in the applicable procedure documents:
1. File versions - Identifies the version or revision identifier of each software item that comprise the Product at any specific baseline. It allows identification of unique items that make up the inventory of a baseline. Software identification provides the foundation for traceability of related artifacts. The software identification version number is assigned by the version control automated tool and controlled in the development repository. Each VDD lists all software, its version, and related change document numbers.
2. Change records– Identifies a set of work product versions created to resolve a specific Change Request. The identifier is created, controlled, and tracked by the Change Management System. 

3. Baseline – Identifies a set of specifications or work products that has been formally reviewed and agreed upon, which serves as the basis for further development, and which can be changed only through change control procedures.
4. Build – Identifies a set of source code and other file versions used to build and assemble deployable packages.
5. Release Package – Identifies a set of deployable file versions and deliverable document versions that constitute a complete release package.

6.  Release Candidate – Identifies the distribution of the baseline or application modifications to the baseline that is being staged for production before it become a Product Release.

3.2. Configuration Control

Software development at the VA follows an iterative development process.  All product assets are expected to be managed sufficiently to provide a stable, traceable, dependable, and secured development, test, and production environment within VA and for VA information assets managed outside the VA for the purposes of conducting business with or on behalf of the VA.   Configuration items in the scope of this document are defined as any object (software, hardware, data, documentation, environment configurations, etc.) that may experience change over time.
The act of creating any software deliverable implies that objects will be created and modified in the design and development process, which by definition become CIs along with the environments and documentation developed to support them. After development is complete, testing for validation and certification is required. This can only be accomplished accurately if the integrity of the software deliverable can be maintained through formal change control.

Formal change control involves the management of changes and versions to the CIs that are introduced to the baseline. Change control will also apply to product migration beyond development, to the various phases of testing and certification, and until it is released into a production environment.

There are at least two levels of change control that this document is addressing.  The change control that takes place during the Software Development Life Cycle (SDLC) is managed with the Software Configuration Management change management processes and procedures and the Operations change control is managed by OIT Change Management processes and procedures.  The handoff between software development and OIT will be handled by assigned staff from both departments that the SCM Manager will coordinate.

The complexity involved in the Change Control process requires the implementation of formal processes and procedures to be documented in detail for each VA product in the SCM Procedures Manual and work instructions. These documents provide objectives, requirements, and step-by-step instruction on the performance of Change Control activities within the SCM Environment for each VA Product. The document will also provide sections with information on key process areas such as:

· The organization of personnel and the division of tasks for the VA team members...
· The commissioning of various levels of review and Change Control Boards (CCBs).

· Decision criteria and escalation requirements specific to each level of change request review.

· The overall Change Management Process description and flow.

· The description of the change control tools and how the team will use them.

3.2.1 Interface Management

Interface management is required at the product level, system level and the enterprise level.  This document does not attempt to document the Interface Management Process however, it is required that all product development will use SOP 192-039 Interface Control Registration and Approval which can be obtained by contacting the EPG.  
3.2.2 Document Management Strategy 

 Software development requires the implementation of all SCM tools to follow standards for documentation repositories.  The implementation approach that all product development teams are expected to follow can be requested at http://vista.med.va.gov/tools/sr/.

Documentation Management includes the execution of a document’s lifecycle based on the nature of its content and purpose; its understanding of established federal and VA records retention policy; its understanding of federal and VA content management, web content, business need, privacy, security and FOIA applicability; and its need to be placed under configuration control based on those established properties. 

The following set of general principles and practices guide the VA product and project documentation management process.

7. Product and Project documentation will be created with check-in/out and baselining activities in the approved set of SCM tools for versioning and  change tracking  activities

8. When approved for web distribution, baselined project documentation will be uploaded to the approved Project intranet publication tool.

9. When the project is released, baselined end user documentation will be uploaded to VDL for Intranet AND Internet publication.

10. When editing, product and project documentation will be maintained by continuing check-in/out and baselining activities in the approved set of SCM tools for versioning and change tracking activities.
A list of VA Project Management Repositories and their use is documented in the VA Project Management Repositories and can be obtained from EPG.  Further information regarding the documentation management strategy including implementation approach, directory names, and a description of the purpose of each directory is available in the SCM Procedures Manual and work instructions.

3.2.3 Change Management.
Formal change control should be instituted for a Product’s work products when an initial Functional Baseline is created, i.e. there are a set of approved requirements. From a management standpoint, implementing the initial set of requirements is no different from those requirements defined later or changes to baselined requirements. Some form of Change Request should be used for tracking and status accounting of all development activities.  Although the development team is responsible they are still expected to follow change control process which will facilitate the transition to formal change control that is managed by the SCM team. 
3.2.3.1. Software Change Management 
A key principle in the change control process is to push the change authority to the lowest possible level while still maintaining sufficient control. Change authority depends upon the phase of development the project is in and the state of the configuration item. Each role in the change process has a set of guidelines to determine authority for either approving change or escalating the change authority to the next level. This results in a compromise between a stringent, centralized change authority and the flexibility of rapid change required by an iterative process.

All changes are subject to the following and must follow a change request review cycle: 

· Development Managers and/or delegates such as team lead have the authority to approve programming or documentation change requests but must defer architecture change requests to the project architects that are within scope, schedule and budget and do not coincide or conflict with the promotion of deliverables from developer’s environment. 
· Development Managers and/or delegates such as team lead with the Product architect has the authority to approve architecture change requests for the said product but must promote the change request to the CCB if a change to the architecture that affects products external to the said product or the system architecture or has budgetary, schedule, or quality ramifications.

· The appropriate CCB is the approval authority for changes that impact budget, schedule, overall product functionality and quality.  As discussed in the CCB section of the document, these processes are in the process of being defined by EPG.  Please contact EPG services for information when required.
3.2.4 Change Control Process

Issues, Risk and Change Request management and tracking activities facilitate the ability to perform the change control processes with consistency and effectiveness.  These processes combined with the CCB ensure that the products artifacts are introduced into the product baseline and eventually delivered to customers with a high degree of confidence of known contents.
3.2.4.1. Issue Management

Issue management is responsible for managing identified items that, if not resolved, may affect product in regard to cost, schedule, or scope.  Resolving an issue may result in unforeseen activities that impact the triple constraint, necessitating a Change Request. The rule is that actions to manage an Issue cannot change an artifact that has been introduced into the SCM repository.  If unforeseen/unplanned activities needed to manage an Issue require an artifact to be changed, then a Change Request must be created.

Any individual associated with the development of the VA product or executing its resulting functionality may identify issues. Issues may or may not result in a requirement for modification of the executing products or environment.

Issues that do result in such a requirement, will, by process, generate an associated Change Request(s) (either a Defect or Enhancement) in the Development Environment Change Tracking facility.

Issues that are solely related to the management of the product such as scheduling or resource management concerns will follow the established methodology for issue resolution.  The detail for managing issues is documented in the Project Issue Management Plan for each VA product.
3.2.4.2. Risk Management

Risk management is responsible for managing uncertain future events or conditions that, if they occur, have a positive or negative affect on a product.  Risks have three components:  a possible future event, the probability of its occurrence, and the impact of its occurrence.  
Executing mitigation strategies or contingency plans may result in unforeseen activities necessitating a Change Request.  If unforeseen/unplanned activities needed to manage risk require an artifact to be changed, then a Change Request must be created.

Any individual associated with the development of the VA product or executing its resulting functionality may identify risk. Risk may or may not result in an issue, requirement for modification of the executing products or environment.

Risks that do result in such an issues or requirements for change, will, by process, generate an associated Issue and or Change Request(s) (either a Defect or Enhancement) in the Development Environment Change Tracking facility.

Risks that are solely related to the management of the product such as scheduling or resource management concerns will follow the established methodology for risk resolution.  The detail for managing risk is documented in the Project Risk Management Plan for each VA product.

3.2.4.3. Change Request

Within software development, Change Request is a general term for any request from a stakeholder to change an artifact or process. All SCM artifacts established in the repositories for a product, or changes to those artifacts must be tracked.  This will ensure that the baseline of the product has documented contents from the initial baseline and throughout the life of the Product. 

Software development has two types of Change Request:

· Enhancements specify a new feature of the product or system or a change to the “as designed” behavior of a product or system.  An enhancement generally involve changes to requirements, other supporting artifacts and then to code.  There is however times in which code may need to be enhanced without affecting a set of non-code artifacts.  An enhancement typically requires activities that change existing requirement specifications, which will likely impact and cause changes to models and other non-code artifacts.

· Defects are an anomaly or flaw, in a delivered work product or are changes to repair any failure or anomalies to artifacts.  A defect can pertain to the models (design) or written requirements. A Defect can be discovered by a user before it is baselined and released to one of the designated areas and should be tracked. 

Software development has two Change Request processes that accommodate the change control and tracking of artifacts within software development.

· Change Request (for non-code artifacts)

· Code-Change Request (for testable/deployable artifacts)

Any individual associated with the development of the VA product or executing its resulting functionality may submit a Change Request within the development environment for the product.  Change Requests may be submitted as a result of CCB Approved Issues requiring modifications to the developed products or as a result of the identification of needed modifications that are of type defect or enhancements while performing actions (such as development or testing) within the various environments within the SDLC.

3.3. Status Accounting

Configuration status accounting addresses the recording, tracking, and reporting of information needed to effectively manage the development of the VA products. Data and logs that identify the configuration status, configuration item identification, and change status of all change requests must be maintained to enable reporting.

Change requests provide the foundation for software configuration management status accounting but are not stand along therefore with additional status reporting should be conducted where appropriate to include: tool and resource usage, progress and the overall product SCM Environment condition.
3.3.1 Status Reporting on Change Request Activity

Status Reporting on Change Request Activity should be reported either on a weekly basis or on an as needed basis.  The reports that are generated should contain data pertaining to each CR that is deemed necessary for the audience.  It is not believed one report will serve the purpose of many needing to understanding the status of the product.  
3.3.2 General Status Reports

Based on the status accounting tool, other reports can be produced as required. As stated above, other reports can include; tool and resource usage, progress and the overall application’s SCM Environment condition.  The frequency, format and detail included in these reports are all determined by the needs of the project as required.  For detail on what reports are required refer to the SCM Procedures Manual and work instructions document for each product.
3.4. Configuration Audits and Reviews

The audits and reviews are actions performed to verify the product matches the configuration items described in the specification and other documents and to report the known state of the deliverable.  The audits and reviews vary in complexity and formality. Generally, all products released will have gone through at the very minimum:

· A review by Product management, or designee, for verification of functionality completeness.  This would be accomplished by the Development Manager reviewing the VDD to ensure the contents are correct.

· An audit by SCM for accuracy of the VDD.  This is accomplished by auditing the actual objects and versions included in the release listed in the VDD against the SCM maintained environment for Change Control and Change Tracking.

3.4.1 Build Audits

Build audits consist of an as designed against an as-built verification, which is the comparison of the designed development of elements (technical documentation) versus the completed or built product. The SCM staff will maintain audit trails of the builds that validate traceability of baseline changes, verify incorporation of approved changes, and provide integrity to baselines.

Audits are performed incrementally during development to validate the progress toward schedules and reduce efforts to successful testing. Unless otherwise directed, the SCM Team will assume responsibility for verification that this activity is performed.

3.4.2 Testing Audits

Testing Audits will be performed to assure quality and to assess the correctness, reliability, performance, robustness, and usability of the application by executing the application in a test environment with test data.  Audits will confirm that release contents, including change requests and defects, are mapped to test cases to be executed.
To have adequate configuration control of the testing environment, a formal test plan with all test cases to be run must be documented as well as the expected configuration, before any testing begins. When testing is complete, an as-run test plan along with all testing material is then archived in the SCM Environment.

3.4.3 Test Readiness Review

An informal test readiness review will take place directly before each phase of testing to discuss any known deficiencies, impacting internal CRs, or test environment issues. The lead, architects, developers, testers, SCM Manager and the SQA Manager will attend the test readiness review, as well as any other employees who may benefit from the information.

3.5. Release Management

Release Management within SCM maps to Development Build Promotion Management as to not be confused with OIT Release Management.  A release is defined as the grouping of objects physical or electronic along with all the supporting media (documentation) necessary to satisfy a given set of requirements.

Release packages are created for a variety of reasons throughout the development lifecycle, although they are release packages that will be promoted, these packages will not be official Releases until OIT Release Management has verified the package has been placed into production.  The first release package is the initial grouping of CIs as they are formulated into a baseline.  The baseline may or may not contain software objects depending on the defined configuration of the deliverable. If the baseline represents a deliverable that does not contain software objects or impact the function of an executable application then the baseline may follow a different process from that of a baseline that contains software objects or impacts the function of an executable application.  A baseline that contains a software object for deployment to a system will be then becomes a build.  The build is then put into a release package that will support the SDLC and may be used as the foundation for promotion up to and including stage to production which becomes a Release Candidate for OIT Release if it meets all the release criteria. 
The methods of packaging and rules concerning management of a release are determined by OIT Release Management working with product management to meet the needs of the development team along with consideration for the operational needs for accepting the product.  The SCM environment and the tools used will also be taken into consideration to allow full support and automation of the packaging to the highest degree. For VA products being developed the primary form of a release candidate will be in the form of an electronically packaged release. All product artifacts are subject to all the baselining and promotion management practices being used with the details documented for each product in the SCM Procedures Manual and work instructions.
3.5.1 Release Packaging Concepts

A release that contains a software deliverable is made up of controlled artifacts that must be baselined, built, tested, and packaged and staged for distribution as a single entity.  The product’s release packages will provide the ability to identify the exact contents that comprise a product, which can provide the traceability to the exact version of artifacts at specific point in time. A single version of an artifact may be included in several releases.  A new release cannot be identified until the release candidates that have been staged for production has been deployed and verified by OIT Release Management.  
Each subsequent release of a product references may contain the same contents items as its predecessor. However, each release links to a particular version of each individual item included in the release package. Thus maintenance of an older release may occur at the same time as new development.
3.5.2 Electronic Release Package
The electronic release package contains executable(s), installation scripts, user guide, installation documentation, and any required supporting software on electronic media. The executable is generated from a Baseline. The electronic production release package media will be labeled with an identification number, descriptive name, and release date. A soft copy of the VDD will be generated and sent with the electronic product as part of the release package.

3.5.3 Version Description Document

The Version Description Document (VDD) describes the documentation, media used in producing the deliverable, and the contents of the release package (both physical and functional). The VDD should be produced when the first build is promoted to the first testing environment outside of the developer’s integration test environment and modified with each promotion to other environments.  The VDD contains the following:

· Description of release media containing the electronic product identification, description of deliverable, and location of the release package.

· Intent of version being described.

· Identification of all the artifacts used to make or generate the executable image. The identification will include the name of the version control tool, the artifact storage location, item name and version
· Identification of all the artifacts used to make or generate the executable image that have changed from the previous VDD
· Identification and location of the functional and physical configuration audit reports and explanation or notes pertaining to the audit findings. 
· Change descriptions containing one or both of the following:

· Defect report listing defects that have been completed since the last release of the product and all open defects against this release of the product.

· Change Requests addressed by this release of the product along with a description of the changes made.

3.6. The Software Development Life Cycle (SDLC)
The Software Development Life Cycle (SDLC) is used to identify and display all the stages that a product goes through during its evolution. The SDLC is not designed or engineered; it is simply the result of documenting what has been established by other activities in the development of a product. The main purpose and use for documenting the SDLC is to map the required stages and states to the terminology and configuration of the SCM Tools implemented to support them.

The SDLC for VA Products has multiple stages corresponding to the stages of development, test and deployment of the releases. All tools in the development environment by default have been incorporated and configured to manage and control activity within the SDLC.

All release packages should be migrated through the SDLC by use of and adherence to the SCM Procedures Manual and work instructions for this purpose. 

A description of the stages that may be used and the migration path through the SDLC will vary across the software development.  The SCM Procedures Manual and work instructions will illustrate the correlation between SDLC stages and migration path through the SDLC from initiation and ending at the production handoff and can be obtained through the SCM Team for each VA Product.
4. SCM Environment

This section contains a description of the SCM environment for software products being developed. Software development project teams develop and deliver software systems that are of multiple platforms not only within the development environments but are deployed in multiple environments.  Each of the products can have multiple test phases being conducted at multiple locations.  There are many products being developed by a workforce that follows a distributed staff model. These considerations in conjunction with merging all development staff to institute standardization are the bases for following sub sections of this document.

As stated, change control provides an integrated method for change initiation-processing, approval, and updating of a product baseline and/or release package. SCM is responsible for ensuring the accuracy and integrity of the baseline in the repository.

The methods by which all activity within a SCM Environment is conducted are determined by the functionality and configuration of the tools used for and within that environment. Figure 7 provides an overview of the tools typical of a software development environment and how they are related to SCM tools.

Figure 7 Software development environment related to SCM tools.
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The tools implemented for the SCM Environment will provide the functionality depicted in above. This section provides information needed for actual Product SCM Environment configurations and naming conventions to be used.

4.1. SCM Tools

Formal SCM tools have been identified and approved for performing SCM tasks within the development environment.  Only approved tools will be used in the SCM environment and all SCM environments that   are using un-approved tools must go through the wavier process.  The SCM tools that have been selected for version/change control, baseline management, build/package management, issue/risk/change tracking, and have standardized implementation.  All team members are to follow standardized instructions for using these tools in order to maintain consistency throughout the SDLC. The SCM Procedures Manual and work instructions will provide instructional material and can be obtained through the SCM Team for each VA Product.

The implementation of approved SCM tools will form standard software and document repositories and associated change history artifacts to allow development and service delivery teams to develop, store and manage promotion of all work products through configuration and change management processes.  The approved list of SCM tool can be obtained within the TRM.

4.1.1 SCM Architecture for the Product Development Environment 

The approved SCM tools are implemented within the VA to support a distributed work force but architected to be centrally controlled and managed.   As the VA is maturing the SCM discipline throughout the organization the use of the approved tools and the architecture and implementation of the approved tools is also maturing.  All approved SCM tools will have a standard implementation and deployment model that is to be followed in order to maintain consistency throughout the SDLC. The SCM Procedures Manual and work instructions will provide the details of the implementation and deployment information and can be obtained through the SCM Team for each VA Product.  
4.1.2 SCM Environment Requirements/Initial Conditions

This is a simple list of known conditions for the SDLC activities to be conducted for product development, which in turn are the requirements that must be supported by the formal SCM Architecture.  

· Distributed Development (multiple development sites possibly in multiple time zones) 

· Distributed Testing (multiple thread testing sites possibly in multiple time zones)

· Centrally Managed and Administration of the SCM environment 

· Consolidated Product Packaging and Release (single integration testing and single integrated product release)

4.1.3 Typical User Actions within the SCM Environment

As artifacts are created, they will be placed under SCM control. To change any existing artifact, it will need to be checked out from the SCM controlled environment, changed, and the new artifact, resulting from the changes made, will be checked back in, therefore updating the SCM archive repository.

The SCM tool stores additional information about the artifact (such as who changed it and why) each time an action is performed against it. This information can be queried at any time.

Common actions against artifacts include:
· Add to Source Control or Create or Submit: To store an artifact from your workstation or tool into the SCM repository, or to create or submit a record within the SCM repositories.

· Check Out (Extract for Updating): To get a copy of an artifact onto your workstation for update.

· Check In: To put an updated artifact back into the SCM repository creating a new version.

· Extract (Read Only): To get a copy of an artifact onto your workstation without any intention of making changes to it.

4.2. Migration through the SDLC 

Development artifacts all pass through various stages within the SDLC as they evolve. A mapping of the SDLC and how artifacts are managed through the change control and tracking processes will vary across the software development.  The SCM Procedures Manual and work instructions will demonstrate the correlation between SDLC stages and associated change control processes including issues starting with initiation and ending at the production handoff and can be obtained through the SCM Team for each VA Product.

4.3. Managing the Turnover Process

The development teams will turn over the configured items to the SCM team for migration through the testing phases and production staged. The SCM Team will follow a standard turnover process of all configured items in order to meet OIT Release Management requirements.  These requirements must be met before configuration items will be introduced or updated into the National Configuration Management Configuration Management Database.  Each SCM handoff process being utilized within software development must be documented in the SCM Procedures Manual and work instructions that can be obtained through the SCM Team.

4.4. Security 

Access to work areas, change records, and artifacts within the repositories for the VA Products is based on being a staff member and need.  All SCM environments will have a standard implementation and security model that is to be followed in order to meet security requirements. Each SCM environment being utilized must be documented describing the security model and be referenced in the SCM Procedures Manual and work instructions that can be obtained through the SCM Team for each VA Product.  
4.5. Training

Access to the SCM toolset may require training.  Training requirements can be obtained through the SCM Team for each VA product.  Any sequent training will be conducted or facilitated by the Project Manager, Development Manager and or the SCM Team for each VA product. 

4.6. Repositories

The automation of the SCM processes and procedures requires the implementation of tools that function to meet requirements pertaining the SCM architecture, build environment, version control, process / access control, administration, reporting / metrics, business needs, and stated functional requirements.  Most modern SCM tools implement a user interface that connects to database(s) that store data to enable proper controls and processes.  These repositories will be considered the primary method of managing and archiving all VA Product artifacts and be the master repositories. All SCM Repositories described in this section will be managed and controlled by formally documented and implemented SCM processes and procedures designed to help ensure the most reliable and recoverable conditions are established and maintained.

4.6.1 Status Accounting Repository

The status accounting repositories store all Development Issues, Risk and Change Requests which records and tracks all relevant events, episodes, or occurrences of change information that emerge during the course of VA Products SDLC and maintenance. These repositories will be used for the reporting of all current and historical data concerned with each CI throughout its life cycle.

4.6.2 Development Environment Repository

The development repositories store all system files with regard to check in and checkout activity, security access, shared source code, history of changes, and development item version control.

4.6.3 Document Management Repository

The document management repositories store all Product and Project documentation that is to be managed within the SCM process and procedures. Each document management repository will follow a standard directory structure documented in the SCM Procedures Manual and work instructions.  Refer to Section 3.2.2 for additional information.

4.7. Development Tools and Environments
Various tools will be selected as the preferred development tool set for use in conjunction with the SCM Environment tools for Product development and is documented within the TRM.

4.7.1 Development Workspace (Work Area)

A workspace is an isolated work area where an individual team member performs their work. These are sometimes referred to as sandboxes or snapshots of the SCM repository. The team member retrieves artifacts from the SCM repository, so that development and unit testing activities can be performed.

4.7.2 Parallel Development

Within software product development, it is common to begin development of the next set of functional requirements prior to the current product release being delivered to production.  Additionally, defects discovered during development, testing, and production use will be allocated to planned releases.  A release for defects cannot include changes against the current release because of the risk of introducing additional errors or other implications to the new functionality. At this point the code must diverge into two independent lines of development called parallel development.

4.7.3 Branching

Branching is the most common mechanism for controlling parallel development. Branches are deviations from a unique development path for an artifact. It allows the concurrent creation of versions and the splitting of development activities. To reduce complexity within the product, branching is performed in a controlled and limited method. Branches only occur when a particular artifact must be updated for two distinct and different requirements (i.e. new functionality and defect fixes).

A new branch will be created off of the appropriate branch of the product containing the appropriate versions of the artifacts to be modified.  

4.7.4 Merging

After defect fixes are implemented, they are unit tested and follow the lifecycle of testing and promotion as described in previous sections of this document. 
Merging refers to the procedure of analyzing and consolidating divergent pieces of software. Following the successful introduction of changes into a branch, the modifications are merged into the appropriate development branch.  

The owner of the development branch is responsible for merging changes from the branched software into the development branch. Responsibility lies with the branch developer because they have a better understanding of the functionality that currently exists in the branch, which may be substantially different from the development branch.

4.7.5 Development Tool Updates

The development environment and the developer’s toolset must remain in sync, including any software purchased from an outside vendor. This can be controlled by way of a change request. These change requests include the authorization to introduce new tool releases into the development environment, which improves control points and prevents the installation of new tools that may negatively impact the development environment (i.e., a new compiler release just before a production release of the product).  The change request must be presented to the Architecture Review Board to be incorporated into the TRM as referenced above.

Object-oriented development is dependent upon reuse and third-party class libraries. These items are also controlled and managed by the SCM Staff as a complete library.

4.7.6 Builds

Builds will be performed utilizing selected versions of the formally submitted source code contained within the Development Repositories. Developers can and will build portions of the products within a private workspace area without affecting any other developer. However, to ensure consistency, repeatability, and especially product stability, the only official build is and will be the one conducted within the controlled environment by execution of the formal build process and procedures using a formal code baseline.

4.7.7 IDE - Development Tool IDE

Most of the commercially available development tools offer an interface for accessing source files that reside in the formal SCM repositories; however, with or without this capability, all official versions of the objects to be worked on must originate and be traceable to the formal SCM repository.

General processes and procedures for creation, checkout and check in of modifications are covered in the SCM Procedures Manual and work instructions and can be obtained through the SCM Team for each VA Product.

4.7.8 IDE Integration – Development Tool to SCM Tool Configuration
There is no formal requirement for tool integration between the developer IDE and the SCM tool.  If a team foresees a need for this integration it will be their responsibility to ensure that the SCM Procedures Manual and work instructions provides the details of the work instructions and can be obtained through the SCM Team for each VA Product. 
4.7.9 COTS/GOTS

Commercial and Government off the Shelf Products

A Commercial off the Shelf (COTS) product is a commercial item that is of a type customarily used by the general public or by non-governmental entities for purposes other than governmental purposes, and
a) Has been sold, leased, or licensed to the general public; or has been offered for sale, lease, or license to the general public, and
b) Sold or offered for sale in substantial quantities in the commercial marketplace, and
c) Offered to the Government, under a contract or subcontract at any tier, without modification, in the same form in which it is sold in the commercial marketplace

Control of COTS items shall be achieved through identification within the system configuration by the manufacturers name, item identification and version in sufficient detail to allow re-acquisition of the identical items.

Nondevelopmental Items (NDI) are any COTS item that requires only minor tailoring of a type customarily available in the commercial marketplace and is within the normal function of the COTS item. This tailoring does not include modification or customization beyond what is normally provided in the commercial marketplace and is outside of the provider’s normal pricing structure.  

Control of NDI items shall be shall be achieved through identification within the system configuration by the manufacturers name, item identification, and version and tailoring in sufficient detail to allow re-acquisition of the identical item.

A Government off the Shelf (GOTS) item is any previously developed item of supply used exclusively for governmental purposes by a Federal agency, a State or local government, or a foreign government with which the United States has a mutual defense cooperation agreement.

Control of GOTS items shall be achieved through identification within the system configuration by the Government name, item identification and version in sufficient detail to allow re-acquisition of the identical item.

A Modified Item is a COTS or GOTS item which is customized for a specific purpose and to meet specific requirements beyond the normal function of the COTS or GOTS item.

All modifications and customizations shall be subject to the requirements defined in this SCM Plan Standard.

A Third Party Item is a new item or modified item developed by a subcontractor for a specific purpose and to meet specific requirements.

All development, modifications and customizations shall be subject to the requirements defined in this SCM Plan Standard.
5. SCM Processes and Procedures

The documentation in this section contains the methodology; terminology and process flow to be used for software development. This information will be published in the SCM Procedures Manual and work instructions that can be obtained through the SCM Team for each VA Product.

The Process and Procedures sections of that document are designed and formatted to allow for easy extraction and separate printing from the entire document. This is in an attempt to minimize the need to filter out the processes and/or procedures from all the associated front and end matter in the entire document for those who only need either of those sections to work with as a reference. 

5.1. The SCM Process

Each master process to be documented and executed has five basic components (Sub-Tasks, Entry Criteria, Input(s), Exit Criteria, and Output(s)). Each subtasks maybe a master process in itself and thus described separately.

The master process is initiated when a proper entry criterion is perceived for any of the listed sub-tasks. The Point of Contact (POC) for each process will verify that all required inputs are available and upon completion of each sub-task in the execution, that all required outputs have been generated and all the necessary exit criteria has been met.

The master process is not considered completed until all related sub-tasks for the perceived entry criteria have been completed. Verification and validation is done to ensure that the process (es) executed meet(s) the needs of the development effort and that execution of this process satisfies the certification requirements of the organization requesting the activity.

5.1.1 SCM Compliant Processes 

The main focus of this activity is to establish and document the current Project processes then begin to establish the steps necessary to apply SCM Compliant tools, processes and procedures as needed in support of the Project requirements.  Processes developed to support product delivery must be in accordance with requirements established by the Enterprise Process Group.  Refer to Section 2.2.4 for additional information.  
The basic steps needed for the PD SCM Compliant process, include:

· Entry Criteria - What events have occurred that make execution of this process required.

Example: A product enhancement/update request and/or directive have been issued.

· Inputs - What components are required to begin execution of this process? 

Example: Tools, personnel, software, documented procedures to be executed such as a migration procedure, or a compile procedure are generally listed here.

· Exit Criteria - What procedures have to be completed to satisfy completion of this process?
Example: The compile procedure has been completed and notification has been published.

· Outputs - What are the products of this process?
Example: The executables produced by a compile process and the notification that was sent.

· Verification and Validation - What is done to guarantee that this process is the correct process to be executed and that it was executed successfully? 

Example: An Audit process is normally triggered on exit from a process that describes where and how periodic inspection and review of the outputs should be done.

A process with these basic steps documented provides SCM with the ability to support a formally structured Source Code Management tool. A formally structured SCM tool helps guarantee the ability to back out a change, as well as provide a more stable and structured environment in which to perform concurrent development and testing. 

5.1.2 SCM Process Flow Model 

Figure 2 illustrates the typical SCM process flow model that can be used for all projects that produce software to be brought into SCM Compliance. 

Figure 2: SCM Process Flow Model
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A. When it has been determined a Configuration Item (CI) needs to be updated the requested update will be documented and authorized. The extent of the documentation and authorization is dependent on the scope and complexity of the requested update.

B. Upon authorization of the requested update the assignees will check out the impacted work products from the determined repository for performing the update following the published SCM Procedures Manual and work instructions. 

C. After the assignees complete the required updates on the checked out work products the work products will be check in to the determined repository following the published SCM Procedures Manual and work instructions. 

D. The updated CI then migrates through verification and validation following the published SCM Procedures Manual and work instructions in preparation for deployment. 

E. During the above events the stakeholders can expect status reporting described as recording, tracking, and reporting of information associated with the implementation of the authorized updates. 

F. Regularly perform process audits of the SCM processes to maintain measure and improve those SCM processes. The process audits are an ongoing task that can be performed by either the SCM team or another entity such as SQA.

5.1.3 SCM Backup and Disaster Recovery Plans

Recovery of modifications to Project Configurable Items is possible at multiple levels within the SCM environment tools, depending on the nature of changes to be recovered and the activities leading up to a need for recovery.

All SCM environments will have a standard implementation and SCM recovery model that is to be followed in order to meet backup and recovery requirements. Each SCM environment being utilized must be documented and be referenced in the SCM Procedures Manual and work instructions that can be obtained through the SCM Team for each VA Product.
5.1.4 Method for SCM Environment Configuration Recovery

All system configuration files for SCM Environments are maintained in a separate location from the SCM tools used for the Configurable Item Archives. All SCM environments will have a standard implementation and SCM environment recovery model that is to be followed in order to restore the SCM environment. Each SCM environment being utilized must be documented and be referenced in the SCM Procedures Manual and work instructions that can be obtained through the SCM Team for each VA Product.

5.1.5 Communication and Environment Coordination

Various forms of communication and coordination of activities will be utilized within software development, and may be used in conjunction with email. After the formal processes are in place, certain actions that might be presently conducted through email should be conducted through formal Communication Management utilities designed for distribution of information. Email will be used as a backend to the Utilities operating in parallel.

6. Acronyms, Abbreviations, and Terms  
6.1. Acronyms and Abbreviations

	Acronym
	Definition

	ARB
	Architecture Review Board

	CCB
	Change Control Board

	COTS
	Commercial-off-the-shelf products

	CMP
	Configuration Management Plan

	CR
	Change Request

	EPS
	Enterprise Product Support

	EPG
	Enterprise Process Group

	EVS
	Enterprise VistA Support

	FOIA
	Freedom of Information Act

	GOTS
	Government-off-the-shelf products

	IDE
	Integrated Development Environment

	IDL
	Iterative Development Lifecycle

	NDI
	Nondevelopmental Items

	PD
	Office of Enterprise Development

	OIT
	Office of Information and Technology

	PAL
	Project Artifact Library

	POC
	Point of Contact

	RUP
	Rational Unified Process

	SCM
	Software Configuration Management

	SDLC
	Software Development Life Cycle

	SOP
	Standard Operating Procedure

	SQA
	Software Quality Assurance

	TRM
	Technical Reference Model

	TSPR
	Technical Services Project Repository

	UCM
	Unified Change Management

	UML
	Unified Modeling Language

	VDD
	Version Description Document

	VA
	Veterans Health Administration

	VISTA
	Veterans Health Information System and Technology Architecture


6.2. Terms 
The glossary supporting the terms used within this document is contained within the Master Glossary and is available from the following location:  

http://vaww.oed.wss.va.gov/process/Library/master_glossary/masterglossary.htm
May 23, 2012
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Configuration Management Tool used for Artifacts, providing Unified Change Management and baseline managment
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Developer IDE used for developing or witting coding, scrips and etc. 





Other tools such as Word, Excel, Power Point and etc. used for developing artifacts 




Change Control and version contol 
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B. Work Products Checked out for Update
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