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1. Introduction
The Quality Assurance Standard specifies the goals, practices, and approach for implementing quality principles and methods employed by the Office of Enterprise Development (OED).  This standard defines how the organization builds quality into its products and services by addressing management responsibility for the implementing of a quality assurance program, conducting reviews, performing testing, conducting quality assessments and audits, analyzing measures and metrics, controlling artifacts and records, and providing training so that the organization may achieve the stated quality objectives.
ProPath serves as the process framework guiding software development in OED.  ProPath, a web-based tool, is the quality standard for system and software development in OED.  ProPath specifies the processes, activities, artifacts used, roles, artifacts created, tools, and standards for the organization. ProPath also identifies the touch points, activities, resources, and standards external to OED.
The implementation of this Quality Assurance Standard is carried out in the Quality Assurance Plan section of the Project Management Plan and in the delivering a quality product or service to the customer.

1.1. Quality Policy
OED is dedicated to providing the highest quality healthcare information system to the veteran and all recipients of the Department of Veterans Affairs healthcare benefits. OED is committed to providing quality products, services and processes to achieve sustained technology excellence. OED employs quality principles and methods in order to:

· Anticipate and meet customer needs and exceed expectations, every time

· Continually improve the performance of work – to deliver high quality, innovative healthcare information systems

· Put quality first until first in quality

In sum, quality is a responsibility shared by everyone in OED.

1.2. Goals
In order to achieve this high level of excellence, this Quality Assurance Standard supports the following goals:
· Achieve the quality assurance goals in this standard 
· Involve stakeholders throughout the entire system/software development life cycle

· Promote consistency of practice across the organization while supporting innovation and creativity

· Build quality into system/software development by systematically reviewing products and artifacts prior to release

· Perform quality assessments and audits in order to determine the effectiveness of quality practices

· Analyze measures and metrics to constantly improve products and processes 

2. Quality Assurance Framework
ProPath establishes the quality assurance framework for system/software development for OED. In creating ProPath, Process Management Service drew heavily from the Software Engineering Institute’s (SEI) Capability Maturity Model Integrated (CMMI), IT Infrastructure Library (ITIL), International Business Machine (IBM) Business Process Model, and best practices from VA and industry.
ProPath represents a major advance over the former Standard Operating Procedures (SOPs) and memorandums and promotes standardization across OED. As a web-based tool with hyper linking capability, ProPath is fast, easy to use, and promotes a process-driven approach to system/software development.
2.1. Processes
A process is a set of activities occurring in a definite sequence to convert a given input into a desired output. In ProPath, the given input equates to Artifacts Used and desired outputs to Artifacts Created. Each process in ProPath provides a process flow map with responsible roles and activities; goals specific for that process; a RACI chart specifying responsible and accountable roles; activities defined with description, artifacts used, roles, artifacts created, tools, standards and more information.
2.2. Guides
Guides in ProPath offer practical work instruction on how to accomplish a specific task or to carry out a specific responsibility. The Project Artifact Summary Guide lists all the ProPath deliverables in a single location. In addition, the Project Artifact Summary Guide specifies each deliverable by process and process activity and identifies the roles responsible for creating the artifact and the location for storage. Some other guides are Project Team Kick Off Guide, Project Management Accountability System for Project Manager’s Guide, and Testing Service Testing Guide, to name just a few. 
2.3. Standards
A standard is a benchmark for determining the quality of a product or service. For example, the Risk Management Standard is the benchmark for the Risk Management section in the Project Management Plan. Likewise, this Quality Assurance Standard is the benchmark for the Quality Assurance Plan. The project documents any deviations from the established standard in the Project Management Plan. Other standards include, but are not limited to, the VA Handbook 6500.3 - Certification and Accreditation of Federal Information Systems, the One-VA Technical Reference Model, and OED Documentation Standard.
3. Management Responsibility

The success of this Quality Assurance Standard, the implementation of ProPath, and the Process Quality Assurance program is directly related to the ongoing support of senior management.

Senior management ensures that this Quality Assurance Standard is successfully implemented across the organization.
4. Reviews

Reviews are efficient, effective, and economical methods of finding errors in requirements, design, code or any artifact created. The purpose of a review is to: 

· Find anomalies, omissions, and contradictions in the artifact

· Improve the artifact’s quality

· Evaluate the artifact conformance to standards and specifications

· Develop a better understanding of the artifact by all review team members

· Promote collaborative analysis of the artifact

An artifact is a piece of information that is produced, modified, or used by a process; it defines an area of responsibility and is subject to version control. Examples of artifacts include: models, model elements, documents, code, hardware, or reports generated by an automated tool.

ProPath specifies five different types of reviews.

4.1. 
Peer Review
Peer Review is the evaluation of an artifact or its performance by peers in order to maintain or enhance the quality or performance of the artifact. The generic activities for a Peer Review are:

· Distribute Peer Review Materials

· Review Peer Materials

· Distribute Consolidated Review Findings

· Record Finding Resolutions

· Implement Finding Resolutions

For more information about Peer Reviews, see the Peer Review in the specific ProPath process.

4.2.
 Project Management Accountability System Review
The intent of these reviews and assessments are not to impede project or increment performance.  Focus will be on required artifacts and/or process compliance.

PMAS includes three forms of review and assessment in order to support management control: CIO review, independent review, and internal review.  The type, focus and level of detail of these reviews and assessments will vary according to the nature of the review requested or required.  Review and assessment guides and methodologies, including checklists, will be made available to PMs within ProPath or other official artifact repositories.

CIO Reviews

The CIO may require a briefing or independent review on a project’s status at any time.

Internal Reviews

Internal reviews may be conducted by any involved competency organization, including the IPT, and/or the OOR.

In addition, to facilitate internal reviews, based on project risk and available staffing, an independent reviewer can be made a member of the project IPT to routinely monitor project execution on an ongoing basis.

Independent Reviews  

Independent reviews are conducted by a review team that is organizationally separate from the product delivery team.  These reviews are conducted to address:

· ProPath compliance

· Architecture compliance

· PMAS compliance

· PMAS performance

· Budget performance

There are two types of independent reviews: 

Project Management reviews: 

Examine all key aspects of a project, including but not limited to: business, management, technical, financial, and security.

Focus reviews:

Tailored reviews for specific areas of a product or project which will generally be a subset of the topics covered in a Project Management Review.

Reviews may occur:

· When directed by the CIO

· Based upon the project being high visibility or high risk

· In response to reporting trends identified in the MPR

· According to a regular periodic schedule

· When an associated program level review is being conducted

PMs will be notified when a review is to occur and the points of contact for the review team.

4.3. 
Formal Review
A Formal Review is a structured examination of an artifact by an assigned formal review team.  The generic activities for a Formal Review are:

· Plan Formal Review

· Conduct Formal Review

· Implement Finding Resolutions

A Formal Review does require approval signatures specified in ProPath. For more information about Formal Reviews, see the Formal Review in the specific ProPath process.

4.4. 
Process Quality Gate Review
Process Quality Gate Review is a structured examination of an artifact by stakeholders who decide to advance the project. In a Process Quality Gate Review, the Project Manager performs a self assessment by completing the Process Quality Gate Review Checklist.  The Process Quality Gate Review Checklist signed by the Program Manager is sent to the Process Management Service Director.   The generic activities for a Process Quality Gate Review are:

· Submit Quality Gate Review Artifacts

· Obtain Quality Gate Review Concurrence

A Process Quality Gate Review does require approval signatures from the Program Manager and Process Management Service Director in the Process Quality Gate Review Checklist. For more information about Process Quality Gate Reviews, see the Process Quality Gate Review in the specific ProPath process.

4.5. 
Go /No Go Review (Milestone)
Go No/Go Review (Milestone) occurs during the Test and Certification Process and addresses three major testing stages:
· Testing Service Testing

· Operational Readiness Testing

· Initial Operating Capability Testing (was Field Testing)

A Go No/Go Review (Milestone) reviews the findings from the respective testing stage, captures Lessons Learned, and decides whether or not to proceed to the next testing event. The generic activities for a Process Quality Gate Review are:

· Submit Go / No Go Review (Milestone) Artifacts

· Obtain Go / No Go Review (Milestone) Concurrence

Go No/Go Review (Milestone) does require concurrence in the Go Decision template for the respective testing event. For more information about Go No/Go Review (Milestone) s, see the Go No/Go Review (Milestone) in the specific ProPath process.

5. 
Test and Evaluation
5.1. 
Overview of Testing
Testing strives to discover defects in the system or software by exercising the code. Testing activities in ProPath are distributed throughout the Test and Preparation Process, Product Build, and the Test and Certification process. These three processes define the testing activities not only for the Development Team but also for external organizations like Testing Service (IV&V), Enterprise Testing Service, and selected test sites in production. 

5.2.
 Master Test Plan
The Master Test Plan defines the Integrated Project Team’s overall approach to testing. The Master Test Plan includes items to be tested, test strategy, test criteria, test deliverables, test schedule, test environments, staffing and training needs, risks and constraints, and test metrics. This Quality Assurance Standard is the benchmark for creating the Master Test Plan.

The Master Test Plan can be tailored for Integrated Project Teams performing Test-Driven or Agile development.

If testing is performed iteratively, the Iteration Test Plan is used to specify the testing for the iteration.

6. 
Process Quality Assurance
Process Quality Assurance provides staff and management with objective insight into processes and associated artifacts. The Process Quality Assurance process involves the following:

· Objectively evaluating performed processes, artifacts, and services against the applicable process descriptions, standards, and procedures

· Identifying and documenting noncompliance issues

· Providing feedback to project staff and managers on the results of quality assurance activities

· Ensuring that noncompliance issues are addressed

The Process Quality Assurance program ensures that processes are documented, available, understood and followed.  The Process Quality Assurance reports to senior management the degree of compliance to the defined processes and standards.
Importance, past compliance history, resource availability, and project commitments determine when a quality assessment or audit is scheduled.

6.1. 
Quality Assessments
A quality assessment is an appraisal by a team of professionals to determine the state of an organization's current development processes, to identify the organization’s high-priority process improvement issues, and to maintain organizational support for process improvement.

The assessment portion of the Process Quality Assurance program will be developed after the auditing procedures have been implemented and institutionalized.

6.2. 
Quality Audits
A quality audit is an independent examination of an artifact or set of artifacts to assess compliance with specifications, standards, contractual agreements, or other criteria.

The Process Quality Assurance program audits focus on the project team’s adherence to the process documentation requirements as outlined in ProPath. The Project Artifact Summary Guide and documented ProPath Workflows identify the required documentation for projects developed according the process in ProPath and serve as baselines for auditing. Each process artifact is expected to be in the correct location, in the correct format and complete at the correct time within the project lifecycle.

6.3.
Organizational Assessments and Audits
From time to time, senior VA management may determine the need to conduct special assessments and audits. Staff and management may be asked to comply with Office of Business Management (OMB), Office of the Inspector General (OIG) and, Federal Food and Drug (FDA) assessments and audits, to name just a few. Still other assessments and audits may apply.
6.4.
 Senior Management Reviews
Process Quality Assurance provides staff and management with objective insight into processes and associated artifacts by reporting the results of quality assessments and audits. Senior management regularly schedules review meetings, reviews the results, approves corrective actions, and implements process improvements. 
6.5.
 Internal Quality Assessors

The Director for Process Management Service is responsible for designing, developing, delivering, maintaining, updating and evaluating the training of internal Quality Assessors. Internal Quality Assessors are members of staff and management who assess the extent of compliance to ProPath and OED quality policies and standards. 

7. 
Metrics 
OED analyzes measures and metrics in order to continuously improve OED products, services and processes.

7.1.
Organizational Metrics Program
System metrics provide senior management with quantitative information required for effective program management and process improvement. Key system metrics include, but are not limited to:

· Percentage of projects on schedule

· Percentage of projects on budget

· Percentage of quality objectives met

· Percentage of milestones met

7.2.
Project Level Metrics Program
Key project metrics include, but are not limited to:

· Anomalies and issues found during review

· Number of defects found during required tests, by severity

· Number of defects found during Testing Service Testing, by severity

· Number of defects found during Operational Readiness Testing, by severity

· Number of defects found during Initial Operating Capability Testing, by severity

8. 
Artifacts and Records

8.1.
Systems Security and Data Security
VA Handbook 6500.3 - Certification and Accreditation of Federal Information Systems is the standard for protecting VA systems and data sets from potential loss and misuse from a variety of accidental or deliberate causes.
The activities supporting the implementation of the Certification and Accreditation process are embedded throughout ProPath. For more information on systems and data security, consult the Computer Assisted Software Engineering (CASE) Security Engineer or Facility Information Security Officer (ISO). 

8.2.
Technical Services Project Repository (TSPR)
The OED Project Repository (TSPR) is the central data repository and database for Veterans Administration Office of Enterprise Development (OED) project information. The system is composed of three components, OED Data Entry, OED Project Notebooks and OED Report Generation. For more information about policies and procedures for TSPR Data Entry, see http://tspr.vista.med.va.gov/tspr/index.asp 

The Project Artifact Summary defines the project deliverables for storage in TSPR.

8.3.
Electronic Media

OED maintains and archives forms of electronic media, a type of artifact, in order to provide evidence of conformance to requirements and to the effective operation of a quality assurance program. Electronic media are titled, dated, stored, and protected from accidental or intentional damage, so that the media can be produced when necessary. Electronic media includes, but is not limited to, compact disks (CDs), Diskettes, external drives, audio tapes, video tapes, and more.

Forms of electronic media follow the same retention schedule for Documentation below.
8.4.
Documentation
Documentation includes artifacts that are maintained as evidence of the software development lifecycle practices. Examples of documentation include baselined work products, issue resolution logs, summary of work product reports, and more. Documentation shall be archived for seven years in TSPR. 

Some applications may have additional regulatory requirements that govern quality record and documentation retention. For instance, if your application can be classified as a medical device, additional record retention requirements may apply. (Example - The FDA retention period is the life of the product plus two years).

8.5.
Quality Records
Quality records include documentation established and maintained to provide evidence of conformance to requirements and to the effective operation of the quality assurance program Examples of quality records are meeting agendas, meeting minutes, email correspondence, attendance sheets, training certificates, review results, evaluation of suppliers, and more.

Quality records specified in the Project Artifact Summary shall be archived for a period of three years and then disposed.

9. 
Process Improvement

9.1.
Process improvement Responsibilities
OED is committed to continuously improving its products, services, and processes. OED management and staff, at all levels, are responsible for identifying, planning, and evaluating process improvement activities. Management and staff are responsible for ensuring conditions adverse to quality are:

· Prevented

· Identified promptly with an analysis  of the nature and extent of the problem

· Corrected as soon as reasonably possible
· Documented and tracked by Process Change Request

One of the key strategies for organizational and process improvement is analyzing lessons learned.  Lessons learned serves to capture organization-wide knowledge, to validate its applicability and its correctness, and to promote organizational learning. This includes:

· Identifying the key factors that led to success during project execution
· Helping to curtail repeated mistakes during project execution 

· Transmitting lessons learned across the organization

· Providing a positive closure process for implementation

9.2.
Process Change Request
Everyone is responsible for improving the quality of OED products, services, and processes. Any staff member may submit a Process Change Request by selecting the designated web page on the ProPath Website.

9.3.
Critical Success Factors

Critical success factors for promoting continuous improvement across the organization include the following:

· Full commitment and support  from senior management, stakeholders, program and project managers, and project team members

· Support for Process Management Service which will, at a minimum, develop and maintain processes and artifacts in collaboration with subject matter experts (SMEs), manage/maintain the process asset library (PAL), provide process consultations to project teams, and mentor/coach all staff on processes/guides/standards/workflows.

· Quantitative management and continuous process improvement activities

· Process Quality Assurance program with adequate staffing and resources to perform assessments and audits
· Program thresholds and  objectives that are measurable and reasonable 

· Dedicated resources  for quality assurance that are correctly estimated and fully committed 
· Quality assurance  training for management and staff, both contract and VA-staff alike

This Quality Assurance Standard provides a framework for the establishment of a baseline quality assurance program, which, with the consistent application of process improvement, will refine and mature the organization going forward.

10. Training

10.1.
Responsibilities
The Program Manager, Project Manager or Technical Project Manager are responsible for ensuring that personnel maintain the competence, qualifications, and certification required for their assigned activities and functions. Likewise, the Program Manager, Project Manager or Technical Project Manager are responsible for identifying training needs and arranging for training to address the identified needs.
10.2.
Quality Assurance Training 
The Director for Process Management Service is responsible for coordinating the delivery of training on ProPath and quality policies and standards. Quality Assurance training may be developed by Process Management or other competent designees.

10.3.
VA Mandatory Training
The VA requires all personnel to attend the following courses on an annual basis:

· Cyber Security Awareness

· What is Sexual Harassment? 

· Privacy Awareness Training

As need arises, senior management may designate other training as mandatory.

10.4.
Training Records
All personnel are responsible for entering and maintaining training records in VA Learning Management System.

Appendix A – Artifacts and Reviews 
The following table defines the artifacts that are created at a variety of levels including:

Program Level – These artifacts are defined at the program level and can be applied universally across multiple projects, products or increments within the Program.

Product Level – These artifacts are product specific and are typically needed for each product or application.

Project Level – These artifacts are needed at the project level and can serve as an ‘umbrella’ for one or more increment deliverables of the project.

Increment Level – These artifacts are specific to the increment’s deliverables.
	PROGRAM ARTIFACTS

	Project Quad Chart 

	Organizational Breakdown Structure 

	Acquisition Plan Strategy 

	Concept of Operations (CONOPs)

	Product Evaluation and Decision Analysis Plan 

	Service Level Agreements 

	Operating Level Agreement 

	PRODUCT ARTIFACTS

	Domain Architecture

	Logical Architecture

	Functional Architecture

	Data Architecture

	Physical Architecture

	Interface Architecture

	Security Architecture

	Operational Architecture

	Test Architecture

	Product Architecture Document

	Capacity Assessment

	Infrastructure Impact Analysis

	Cost Benefit Analysis

	Architecture Recommendation Presentation

	Operational Sequence Diagrams

	Context Diagrams

	State Transition Diagrams 

	Data Sourcing Diagrams

	CRUD Matrix 

	Logical Database Design

	Physical Database Design 

	BI Tool Metadata Design 

	Database Design Document

	Data Definition Requirements

	Data Security Diagrams

	Failure Detection and Correction Rules

	Technical Stack Variance 

	System Design Document 

	Executable Prototype

	Test Architecture Impact Analysis

	System Security Plan 

	Privacy Impact Assessment 

	System Interconnection Agreements 

	Incident Response Plan 

	Server Security Configuration Checklist 

	Signatory Authority 

	Installation Guide 

	Security Guide 

	Technical Manual 

	User Guide 

	Product Online Help 

	Product Configuration Management Plan 

	Disaster Recovery Plan 

	Contingency Plan (COOP) 

	Training Plan

	Roll Back Procedures/Plan

	Production Operations Manual

	Operations and Maintenance Plan

	PROJECT ARTIFACTS

	Project Charter 

	Integrated Project Team Charter

	Project Management Plan 

	Project Schedule

	Staffing Assignments Spreadsheet 

	Project Dependency Matrix

	PMAS Contract Sheet 

	Requirements Specification Document 

	Conceptual Design 

	Acceptance Criteria Plan 

	PMAS Readiness Checklist 

	PMAS Readiness Executive Decision Memorandum 

	PMAS Readiness Notification

	Master Test Plan

	Development Test Environments

	OED Testing Service Request

	Test Site MOU

	Release Management Plan 

	Deployment Plan 

	Implementation Plan 

	Assess Report 

	Independent Assessment Report 

	Post Implementation Review Report 

	Individual Recognition Letter 

	INCREMENT ARTIFACTS

	Risk Log

	Test Cases

	Test Scripts

	Product Component 

	Test Results (from Product Component Test)

	Product Build 

	Component Integration Test Defect Log 

	Component Integration Test Evaluation Summary 

	Component Integration Test Execution Log 

	Software Quality Assurance Review Checklist 

	System Build 

	System Tests Defect Log 

	System Tests Evaluation Summary 

	System Tests Execution Log 

	User Functionality Defect Tracking Spreadsheet 

	User Functionality Test Defect Log 

	User Functionality Test Evaluation Summary 

	Release Notes 

	OED Testing Service Test Plan 

	Enterprise Testing Service Endorsement 

	Enterprise Testing Service Findings Report 

	Initial Operating Capability Testing Request 

	Initial Operating Capability Testing Evaluation Summary 

	Patch for a Patch Reporting Memorandum 

	Software Release with Known Anomaly Reporting Memorandum 

	Authority To Operate 

	Conformance Validation Statement (508 compliance certificate) 

	Test Site Concurrence Statements 

	Test Site Recognition Letter 

	National Deployment Addendum (VHA only) 

	Package-Patch Completion Transition Document 

	Release Announcement 

	Release Package 

	National Deployment Addendum (VHA only) 

	Underpinning Contracts

	Operational Acceptance Plan

	Release Profile

	Release Notification 


The following table provides the list of artifacts that are subject to reviews including Peer, Formal, Process Quality Gate, Go No/No Go Review.  For more information on how reviews are conducted refer to the ProPath Reviews Guide.
	PEER REVIEW

	Requirements Specification Document

	Master Test Plan

	Test Cases and Test Scripts

	Product Build

	Security Document

	Product Document

	Configuration Management Plan

	Acquisition Plan

	Concept of Operations

	Contingency Plan

	Disaster Recovery Plan

	Release Management Plan

	Deployment Plan

	Implementation Plan

	Training Plan

	FORMAL REVIEW

	Project Management Plan

	Requirements Specification Document

	Master Test Plan

	Test Cases and Test Scripts

	Product Build

	Product Document

	Configuration Management Plan

	Acquisition Plan

	Concept of Operations (CONOPs)

	Contingency Plan

	Disaster Recovery Plan

	Release Management Plan

	Deployment Plan

	Implementation Plan

	Training Plan

	PROCESS QUALITY GATE REVIEW

	Product Build

	Release Plans

	Release Deployment Plans

	GO NO/GO REVIEW (MILESTONE)

	OED Testing Service Testing

	Operational Readiness Testing

	Initial Operating Capability Testing



