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ProPath
Essentials for Vendors

Organization of Processes
ProPath processes have been organized into logical sets (area, function, or program) to emphasize 

that ProPath now serves a greater customer base within OIT. For Vendor use purposes, a subset 
of the ProPath Processes is being made available for viewing. Active links are in blue:

Processes greyed out are not included in this subset file but are available on request 
from Process Management Service <ProcessManagementService@va.gov>.
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ProPath
Project Management

Project Management Processes
Project Management processes focus on the Project Life Cycle to produce deliverables or artifacts to initiate, 
plan, and manage the IT project. Project Management processes within ProPath were developed using best 
practices associated with the Project Management Institute (PMI), Software Engineering Institute (SEI) and 
Information Technology Infrastructure Library (ITIL) and are compliant with the VA’s Project Management 

Accountability System (PMAS).  These processes are:

Home

System Development Life CycleAgile Methodology and ProPath Open Source Methodology

Change Management (CHG)

Configuration Management (CFG)

Project Initiation (PRI)

Project Closure (PRC)

Project Planning (PRP)

Project Shut Down (PSD)

Restart Paused Projects (RES)

Start Subsequent Increment (SSI)

Project Monitoring & Control (PMC)

Project Launch (PRL)
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System Development Processes
System Development processes focus on the System Development Life Cycle to produce deliverables or artifacts 

to design, develop, test, implement and support the system as part of an IT project.  Like Project Management, 
these processes were developed using industry best practices and are compliant with requirements established 
in the Project Management Accountability System (PMAS), Assessment and Authorization from the Office of 

Information Security, and the requirements for National Release. These processes are:

ProPath
System Development

Home

System Development Life CycleAgile Methodology and ProPath Open Source Methodology

Assessment and Authorization (AAA)

Design Evaluation (DEV)

Independent Test and Evaluation (ITE)

Implementation Management (IMP)

Product Architecture (ARC)

Product Build (BLD)

Product Design (DES)

Product Documentation (DOC)

Release Management (REL)

Product Support (SUP)

Requirements Elaboration (RQE)

Test Preparation (TST)

Architecture Evaluation (AEV)
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Acquisition and Vendor Management Processes
Acquisition processes focus on the Acquisition Life Cycle and involve the IT project team, the Office of 

Acquisition Logistics (OAL) and the Purchasing Office. They are compliant with the Federal Acquisition 
Regulation (FAR). Vendor Management (also known as Supplier Relationship Management) processes 

develop and exercise working relationships between IT and supplier in-order to make available the external 
services and products that are required to support IT's services commitment to its customers. These sets of 
processes produce deliverables or artifacts for the purpose of procuring services, applications, systems, or 

hardware as part of an IT project and include the following processes:

ProPath
Acquisition and Vendor 

Management

Home

Acquisition Map

S
E
Q
U
E
N
C
E

Contract Services Support (CSS)

Purchase (PUR)

Information Technology Acquisition Request System (ITARS) Vendor Access Management (VAM)

Vendor File Management (VFM)

Vendor Summary Reporting (VSR)
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Capital Planning and Investment Control Processes
Capital Planning & Investment Control (CPIC) processes focus on the Capital Planning Life Cycle. These processes 

provide direction on multi-year programming, which align resources with IT strategic goals, priorities and 
initiatives, and a standard process for submitting unfunded business requirement requests to OIT. CPIC processes 

adhere to requirements set forth by the Office of Management and Budget to produce exhibits 300A and 53 for 
submission to Congress as part of the Federal budget and follow internal OIT guidance for submitting unfunded 

business requirements.  The CPIC processes include:

ProPath
Capital Planning

and Investment Control

Home

CPIC Life Cycle Map

S
E
Q
U
E
N
C
E

Exhibit 300A (300A)

Multi-Year Programming (MYP)

Business Intake (BIP)

Exhibit 300B (300B)
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Operations and Infrastructure Processes
Operations and Infrastructure processes focus on providing operational support for IT systems and assets. 

Conversely, Project Management and System Development focus on the delivery of systems, Operational processes 
focus on triaging incidents, events and problems within the VA through such entities as help desks. Infrastructure 
processes are concerned with managing the physical IT assets, ensuring service continuity and maintaining service 

level agreements and customer satisfaction. These processes include:

ProPath
Operations and Infrastructure

Home

Customer Satisfaction Management (CSM)

Event Management (EVM)

Incident Management (INM)

IT Asset Management (ITAM)

IT Service Continuity Management (ITSCM)

Problem Management (PBM)

Service Level Management (SLM)

Service Desk Knowledge Management (SDKM)

Service Desk Request Management (SDRM)
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Financial Management and Internal Controls (FMIC) Processes
Financial Management & Internal Controls (FMIC) processes focus on establishing, executing, managing and, 
when required, changing the budget for all OIT. These processes include:

ProPath
Financial Management
and Internal Controls

Home

CPIC Life Cycle Map

S
E
Q
U
E
N
C
E

Budget Execution Management (BEM)

Budget Operating Plan (BOP)

Financial Change Control (FCC)
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Strategy and Enterprise Architecture Processes
Strategy and Enterprise Architecture processes are designed for use at the enterprise level. Strategy processes 

focus on developing the overall IT Strategy for the VA to support strategic goals, priorities and initiatives.
Conversely, Enterprise Architecture (EA) processes focus on ensuring all VA Leaders and OneVA EA have a 
documented means to capture, track, and address customer concerns to improve customer satisfaction. The 

Segment Architecture process provides a standard method to scope, prioritize and resource efforts that 
require the skills of an Enterprise Architect. These processes include:

ProPath
Strategy and

Enterprise Architecture

Home

Strategy Map

S
E
Q
U
E
N
C
E

Strategy Communication Phase (SCOM)

Strategy Initiation Phase (SINI)

Strategy Planning Phase (SPLN) Segment Architecture (SAM)

Enterprise Architecture Customer Feedback (EACF)
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Communication Processes
Communication processes focus on providing guidance for addressing both internal and external 

communication.  The external communication processes describe how to address requests from the Office of 
Government Accountability, Official Questions for the Record, and the media.  The internal processes include 

communication with OIT leadership, the process for developing an all encompassing calendar for all 
communication events, and directions for conducting a lockdown event.  The processes include:

   

ProPath
Communications

Home

Communication Calendar Implementation (CCI)

Communication Media Request (CMR) Government Accountability Office (GAO)

Internal Communication with Leadership (ICL)   

Lockdown Process (LDP)     

Official Questions For the Record (QFR)     

Congressional Hearing Testimony (CHT)

Congressional Informal Tasking (CIT)

Office of Inspector General (OIG)   

Congressional Budget Briefing Development (CBBD)

Front Office Action Completion (FOAC)

Conference Approval Process (CFAP)
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 Human Capital Management
   

Human Capital Management processes support the Human Resource Life Cycle by focusing on planning, 
acquisition, development and retention of the IT workforce.  Taken together the processes provide the framework 
that enables managers and supervisors to effectively acquire, deploy, develop and retain the dynamic workforce 

essential to the success of the Office of Information and Technology. The processes include:

ProPath
Human Capital Management

Home

Above Minimum Rate (HAMR)

Awards (HRAP)

Classification (HCLA)

GS-15 Process (HG15)

Informal Employee Concern (HIEC)

Recruitment/Relocation Incentive (HRRI)

Labor Relations Negotiation (HRLR)

Performance Management (HRPM)

Telework (HRTW)

Workforce Planning (HRWP)

Formal Complaint (HRFC)

Human Capital Managament 
Life Cycle Map

Alternate Dispute Resolution (HADR)

Hoteling (HOTL)

Office of Workers Compensation (HRWC)

electronic Individual Development Plan (eIDP)

Government On/Off-Boarding (GONB)

Contractors On/Off-Boarding (CONB)

Volunteers/Veterans Service Organizations
 On/Off-Boarding (VONB)

Evaluation and Selection of Candidates (HESC)

Employee OIG Hotline (HOIG)

In-Processing and Orientation of VA Employee (HIRO)

Request ITWD Sponsored Training (RIST)

Health Professions Trainees
 On/Off-Boarding (TONB)
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IT Research and Innovation Processes

IT Research and Innovation processes identify new developments in technology, methods, and solutions 
which have potential business value, conduct research into their applicability and benefit, and to promote 
viable, innovative concepts in support of business objectives. They include the following processes:

ProPath
IT Research and Innovation

Home

Innovative Technologies and Discovery Strategies  (ITDS)
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Interagency Program Office Processes

The Interagency Program Office (IPO) Acquisition Framework provides the Interagency Office (IPO) with a 
process that includes both a program level acquisition life cycle to produce the deliverables necessary to 
satisfy DoD Business Capability Lifecycle (BCL) requirements and  a project level management life cycle to 
produce the deliverables necessary to satisfy VA Project Management Accountability System (PMAS) 
requirements for each of the integrated Electronic Health Record (iEHR) capabilities.  They include the 
following processes:

ProPath
Interagency Program Office

Home

Capability Requirements Management (ICRM)

IPO Acquisition Framework  (IAF)

Interagency Program Office (IPO) 
Life Cycle Map
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Risk Management Processes

Risk Management processes provides guidance in identifying, analyzing, and mitigating risks at the 
enterprise level. Risk identified at the project and program level are rolled up for analysis at the enterprise 
level an is affected by an entity's board of directors, management and other personnel, applied in strategy 
setting and across the enterprise, designed to identify potential events that may affect the entity, manage the 
risk, and provide reasonable assurance of achieving entity objectives. It includes the following processes:

ProPath
Risk Management

Home

Enterprise Risk Management (ERM)
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ProPath
Legend
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Vendor Access Management

Description
Vendor Access Management's purpose is  to ensure that vendor requests for access to the VA is managed, 
controlled, and coordinated. Vendor specific information is properly captured and stored in the vendor file. All 
vendor inputs are received, acknowledged, and appropriate actions taken to provide timely and accurate 
responses to schedule appropriate meetings based upon vendor input and existing vendor file information.

Goals
Vendor Access Management ensures:

All vendor inputs are captured and vendor files updated
Each vendor meeting request is addressed
Appropriate meetings are scheduled
Actions taken are communicated back to the vendor
Adequate government preparation for vendor meetings

�

�

�

�

�

home process raci



Vendor Access Management RACI Chart - 1

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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VAM-3 Prepare Meeting Analysis Package R A

VAM-4 Complete Meeting Analysis R A

VAM-5 Approve Recommendations R A

VAM-6 Review Recommendations R

VAM-7 Finalize All Recommendations R

VAM-8 Schedule Vendor Visits R A

next
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R = Responsible     A = Accountable     C = Consulted    I = Informed
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VAM-9 Respond to Vendor R A

VAM-10 Update Vendor File R A

backhome process goals



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Vendor Access Management: VAM-1 Receive Vendor Visit Request 
home process goals raci

The Program Support,  or designee,  receives the VA IT Vendor Visit Form through the Vendor Management Office 
(VMO) Portal or Office of Information Technology (OIT) Leadership, and reviews the submission to determine if 
Vendor Submission is complete. Vendors must clearly describe their company qualifications and capabilities, any 
existing relationships with  VA or other government agencies, the specific relationship being sought with VA, and any 
additional information beneficial to their request. 

An automated response is sent to acknowledge receipt of the VA IT Vendor Visit Form.

VA IT Vendor Visit Form

Confirmation Email

Program Support

VMO Portal

Vendor Rules of Engagement



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Vendor Access Management: VAM-2 Update Vendor File

VA IT Vendor Visit Form
Vendor Management Office (VMO) Vendor File

Updated Vendor File

Program Support

VMO Portal 

The Program Support, or designee,  updates the Vendor File using information from the VA IT Vendor Visit Form.

home process goals raci

Vendor Rules of Engagement



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Vendor Access Management: VAM-3 Prepare Meeting Analysis Package

home process goals raci

The Program Support, or designee, assembles the Meeting Analysis Package.  The package includes: current Vendor 
Executive Summary (VES) information and Vendor Performance Summary (VPS) information for current vendors, 
and the Meeting Analysis Checklist using the VA IT Vendor Visit Form to determine meeting attendees and the 
meeting priority.

Meeting Analysis Package

Program Support

VMO Portal 

Meeting Analysis Checklist
VA IT Vendor Visit Form
Vendor Executive Summary
Vendor Performance Summary



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Vendor Access Management: VAM-4 Complete Meeting Analysis 
home process goals raci

The Vendor Management Office (VMO) Team, consisting of all VMO Staff, develops recommended meeting 
attendees, meeting priorities, etc.,  from the Meeting Analysis Package and generates the Updated Meeting Analysis 
Package and Meeting Recommendation Report  for the VMO Director for the following decisions:

Vendors to meet with Executive Director 
Vendors to meet with the VMO Director, or 
Vendors to be declined a visit opportunity

�

�

�

Meeting Analysis Package

Meeting Recommendation Report
Updated Meeting Analysis Package

VMO Team

VMO Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Vendor Access Management: VAM-5 Approve Recommendations

home process goals raci

The Vendor Management Office (VMO) Director reviews the Meeting Recommendation Report, specifically noting the 
recommended declined visits, and either concurs or makes revisions.  For all concurred visits the VMO Director 
forwards the information to the Program Support Staff to schedule Vendor Visits.   The Meeting Recommendation 
Report is then sent to the Executive Director to approve all visits requiring executive level participation or those visits 
recommended to be declined.

Meeting Recommendation Report

Updated Meeting Recommendation Report

VMO Director



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Vendor Access Management: VAM-6 Review Recommendations

home process goals raci

The Executive Director reviews the Meeting Recommendations Report and approves meetings to be scheduled with 
the Vendor Management Office (VMO) Director or directs changes.

Meeting Recommendation Report

Approved Meeting Recommendation Report

Executive Director

VMO Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Vendor Access Management: VAM-7 Finalize All Recommendations

home process goals raci

The Executive Director reviews the Meeting Recommendations Report and approves meetings recommended to 
include the Executive Director and those recommended to decline vendor requests. The Executive Director may direct 
changes to include additional attendees or decline additional meeting requests.

Meeting Recommendation Report

Updated Approved Meeting Recommendation Report

Executive Director

VMO Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Vendor Access Management: VAM-8 Schedule Vendor Visits
home process goals raci

The Program Support, or designee,  schedules visits for all approved vendors using the Vendor Management Office 
(VMO) Shared Calendar Meeting Appointment template.

Meeting Recommendation Report 

VMO Shared Calendar Meeting Appointment 

Program Support

VMO Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Vendor Access Management: VAM-9 Respond to Vendor
home process goals raci

The Vendor Management Office (VMO) Director responds directly to all vendors declined a meeting, after receiving 
approval from the Executive Director, using the Updated Meeting Recommendation Report. 

Meeting Recommendation Report

Visit Declination Email

VMO Director

VMO Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Vendor Access Management: VAM-10 Update Vendor File
home process goals raci

The Program Support, or designee, updates the Vendor Management Office (VMO) Vendor file with new information 
including the date, time and purpose of scheduled meetings and attendees and verifies that all information is properly 
recorded. 

VMO Vendor File

Updated VMO Vendor File

Program Support

VMO Portal
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Requirements Elaboration

Description
home process raci

To specify a set of activities that extend beyond the initial requirements gathering process. 

Goals 

Evaluate cross-cutting requirements for implementation
Document use case scenarios
Document nonfunctional requirements
Ensure requirements traceability 

�

�

�

�



Requirements Elaboration RACI Chart 

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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RQE-3 Document Nonfunctional Requirements R A
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RQE-5.1 Manage Epic Stories R A
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Requirements Elaboration: RQE-1 Evaluate Mandated Requirements

Business Requirements Document
Enterprise RM Project Allocation Questionnaire 

Project Allocation Report

Requirements Management Repository Analyst

home process goals raci

Requirements Management Repository (see SharePoint site above for login instructions)

IBM Rational RequisitePro ®

Requirements Management Repository SharePoint Portal 

The Requirements Management (RM) Repository is managed by the Product Development (PD) RM Repository Team. 
The repository contains cross-cutting requirements submitted by many VA Office of Information Technology (OIT) 
and Veterans Health Administration (VHA) Office of Health Information (OHI) organizational entities.  These cross-
cutting requirements are provisioned to OIT development projects through an allocation process that is initiated with 
an information sharing presentation followed by a Project Allocation Questionnaire (PAQ) that a project populates and 
submits to the RM Repository Team. Based on the project’s completed PAQ, the RM Repository Team generates an 
initial Project Allocation Report (PAR) and provides the report to the project. The report contains a set of cross-cutting 
requirements and associated metadata that are determined through the allocation process, to be applicable to a 
particular project increment. The PAR is negotiated and a final set of cross-cutting requirements is allocated to the 
project through a final PAR. The development project is expected to incorporate cross-cutting requirements as deemed 
applicable to their product into their requirements artifacts and subsequently implement them in the identified project 
increment. 

The email distribution list for development projects to contact the RM Repository is: 'OIT PD PAC Requirements 
Repository Team'.

All community generated Open Source products (products developed by anyone outside the VA national 
development resources) that are identified as viable candidates to be used within VA need to be reviewed by the 
business community to assure that stakeholders approve all of the functionality that is provided in any such 
product.  For VHA, contact should be made with Health Systems staff, who ensure the proper Program Offices are 
engaged.
The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for a 
product or product release.

Project Charter
Project Management Plan

ETA Compliance Criteria



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Requirements Elaboration: RQE-2 Document Use Case Scenarios

Business Requirements Document
Project Allocation Report
Requirements Specification Document

Use Case Model
Use Case Specifications

Functional Analyst

The Functional Analyst creates the Use Case Model and associated Use Cases, taking the Project Allocation Report 
into consideration. The Use Case Model, a high-level requirements document, (1) models the system's intended 
functions and its environment and (2) serves as a contract between the customer and the developers.

Each Use Case specifies the actors and the sequence of activities performed by the actors interacting with the system. 
The Use Case Model and Use Cases serve as input for the analysis, design, and testing activities.

IBM Rational RequisitePro ®

home process goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Requirements Elaboration: RQE-3 Document Nonfunctional Requirements

Requirements Specification Document
Use Case Model
Use Case Specifications

Updated Requirements Specification Document

Functional Analyst

IBM Rational RequisitePro ®

The Functional Analyst updates the Requirements Specification Document with any additional nonfunctional 
requirements that have been identified while creating use cases.

home process goals raci

ETA Compliance Criteria

The Enterprise Technical Architecture Compliance Criteria document establishes minimum 
compliance criteria for a product or product release.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Requirements Elaboration: RQE-4 Create Requirements Traceability Matrix

Business Requirements Document
Requirements Specification Document
Use Case Specifications

Requirements Traceability Matrix

Functional Analyst

IBM Rational RequisitePro ®

The Functional Analyst generates the Requirements Traceability Matrix in the project's IBM Rational RequisitePro ® 
project. Development teams that do not have access to automated tools should use the Requirements Traceability 
Matrix template.

home process goals raci

VA Section 508 Standards Checklists
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Requirements Elaboration: RQE-5 Conduct Agile Story Management

home goals raci

RQE-5.1
Manage 

Epic Stories 

RQE-5.2
Manage 

User Stories

process



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Requirements Elaboration: RQE-5.1 Manage Epic Stories

Business Requirements Document
Requirements Specification Document
Stakeholder Feedback

Agile Epic Story log

Functional Analyst

IBM Rational RTC/CCM ®

home process goals raci

The Functional Analyst manages Epic stories which are user stories whose scope is so large as to make them 
difficult to complete in a single iteration or accurately estimate the level of effort to deliver.  Epic stories are 
decomposed into smaller user stories where the requirements of the story are defined much more narrowly in 
scope.  

For further reference regarding ProPath and Agile and to see a Agile Life Cycle which maps to 
ProPath please see the Agile Methodology and ProPath guidance paper

For additional information regarding Agile training, other standards, articles, and further guidance please visit the 
VA Agile/Lean Community of Practice (ALCP) Web Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Requirements Elaboration: RQE-5.2 Manage User Stories

Agile Epic Story Log
Business Requirements Document
Requirements Specification Document
Stakeholder Feedback

Agile Task Item Log
Agile User Story Log

Functional Analyst

IBM Rational RTC/CCM ®

home process goals raci

The Functional Analyst manages User Stories. User Stories are simple, brief and concise statements which describe 
requirements from a user's perspective to capture and communicate customer requirements.  User stories could be 
defined by decomposing an Epic, requirements from Business Requirements Document or Requirements Specification 
Document, or feedback from the project’s stakeholders.  

A user story should be Independent, Negotiable, Valuable, Estimable, Small, and Testable (INVEST). A  recommended 
format for a user story is: 

As a (user role), I would like (statement of need), so that I can (desired benefit) 

User stories are associated with Tasks which become the work items to accomplish a user story (i.e., a user story may 
be associated with several tasks.)

For further reference regarding ProPath and Agile and to see a Agile Life Cycle which maps to 
ProPath please see the Agile Methodology and ProPath guidance paper

For additional information regarding Agile training, other standards, articles, and further guidance please visit the 
VA Agile/Lean Community of Practice (ALCP) Web Site
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home goals raci

CFG-1
Identify

Configuration Items

CFG-3
Adopt

Change Management 
Procedures

CFG-2
Place

Configuration Items 
Under Configuration 

Control

CFG-5
Generate
Reports

CFG-4
Verify 

& Audit
Configuration Items



Configuration Management

The Configuration Management process is a framework for setting a baseline for Configuration Items and adopting change 
management procedures.  This framework also privides a means for verifying and auditing Configuration Items.

Description
home process raci

Establishes an Office of Information & Technology (OIT) Configuration Management process
Documents standardized repeatable methods and procedures that follow sound configuration management principles
Communicates an adaptable framework for configuration management that allows OIT offices to incorporate the 
principles of configuration management into their business functions and work products as a routine procedure
Allows OIT to reinforce a commitment to minimizing or preventing adverse affects on VA information systems, as a 
result of a lack of proper planning, documentation, and/or coordination through an approved standard process

�

�

�

�

Goals



Configuration Management RACI Chart

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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CFG-1 Identify Configuration Items CI R A

CFG-2 Place Configuration Items Under Configuration 
Control CI R A

CFG-3 Adopt Change Management Procedures CI R A

CFG-4 Verify & Audit Configuration Items CI R A

CFG-5 Generate Reports CI R A



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Configuration Management: CFG-1 Identify Configuration Items

Identified Configuration Items

Configuration Management Manager

The Configuration Management Analyst works with the project team members to identify, select, name and classify 
the Configuration Items (CIs) subject to Change Control within Office of Information & Technology (OIT).  The lowest 
level CI is normally the smallest unit that will be changed independently of other components. CI's may vary widely 
in complexity, size and type (including but not limited to hardware, software, software builds, documentation, 
product baselines, release packages, etc.) to a single program module or a minor hardware CI.

Acquisition Package 
All Software and System Engineering Design Documents to include: Logical & Physical Models, Systems, 
Components, Hardware & Software items, etc.
Discovery Tools Data 
Project Management Plan
Software Configuration Management Procedures 

OIT Change Management Process Document
OIT Configuration Management Process Document
OIT Release Management Process Document
VA Directive 6004 Configuration, Change, and Release Management Programs
Software Configuration Management Plan Standard 

home process goals raci

BMC
CA CMDB
IBM Rational ClearCase ®
IBM Rational ClearQuest ®
Serena
Web Intelligence



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Configuration Management: CFG-2 Place Configuration Items Under Configuration Control

Controlled Configuration Items

Configuration Management Manager

The Configuration Management Analyst ensures that Configuration Items (CIs) are managed and controlled 
according to the Configuration Management process. This activity updates existing CI information as well as any 
additions and/or retirement of CI's. Changes to CI information must be carefully controlled so that only approved 
changes are updated.

Acquisition Package 
All Software and System Engineering Design Documents to include: Logical & Physical Models, Systems, 
Components, Hardware & Software items, etc.
Approved Change Requests
Discovery Tools Data 
Identified Configuration Items 
Project Management Plan
Software Configuration Management Procedures

OIT Change Management Process Document
OIT Configuration Management Process Document
OIT Release Management Process Document
VA Directive 6004 Configuration, Change, and Release Management Programs
Software Configuration Management Plan Standard

home process goals raci

BMC
CA CMDB
IBM Rational ClearCase ®
IBM Rational ClearQuest ®
Serena
Web Intelligence

Risk Management and Incident Response



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Configuration Management: CFG-3 Adopt Change Management Procedures

Identified CI's Under Change Control 

Configuration Management Manager

Risk Management and Incident Response

The Configuration Management Analyst follows established change management processes for Configuration Items 
(CIs) under Configuration Management control. 

Approved Change Requests
Identified Configuration Items 
Project Management Plan
Software Configuration Management Procedures

OIT Change Management Process Document
OIT Configuration Management Process Document
OIT Release Management Process Document
VA Directive 6004 Configuration, Change, and Release Management Programs
Software Configuration Management Plan Standard 

home process goals raci

BMC
CA CMDB
IBM Rational ClearCase ®
IBM Rational ClearQuest ®
Serena
Web Intelligence



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Configuration Management: CFG-4 Verify & Audit Configuration Items

Appropriate level of Audit and Verification required

Configuration Management Manager

The Configuration Management Analyst conducts an audit and verifies the current state and status of Configuration 
Items (CIs). The intent is to ensure the CIs match the specifications and other documentation. The audits and reviews 
verify that the CIs are being properly managed within the defined processes. These audits vary in complexity and 
formality and are performed in conjunction with the Change Management process. The Configuration Analyst 
analyzes the information requested to determine the appropriate level of audit and verification. The data gathered 
from the analysis is used to determine the complexity of the audit and performs the audit according to established 
Standard Operating Procedures (SOP's). Changes to the process may be warranted as a result of the audit.

OIT Change Management Process Document
OIT Configuration Management Process Document
OIT Release Management Process Document
VA Directive 6004 Configuration, Change, and Release Management Programs
Software Configuration Management Plan Standard

home process goals raci

BMC 
CA CMDB
IBM Rational ClearCase ®
IBM Rational ClearQuest ®
Serena
Web Intelligence 

Change Management Repository 
Configuration Audit Requests
Configuration Information Requests
Configuration Management Repository
Software Configuration Management Procedures



Description

Artifacts 
Used

Artifacts
Created

Responsible 
Role

Tools

Standards

More Info....

Configuration Management: CFG-5 Generate Reports

Configuration Management Audit Reports

Configuration Management Manager

The Configuration Management Analyst generates reports as required by the schedule or in response to individual 
requests.

Change Management Repository 
Configuration Audit Requests
Configuration Information Requests
Configuration Management Repository
Software Configuration Management Procedures

OIT Change Management Process Document
OIT Configuration Management Process Document
OIT Release Management Process Document
VA Directive 6004 Configuration, Change, and Release Management Programs
Software Configuration Management Plan Standard

home process goals raci

BMC
CA CMDB
IBM Rational ClearCase ®
IBM Rational ClearQuest ®
Serena
Web Intelligence
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Assessment and Authorization

AAA-1
Communication

Outreach
Process

home goals raci

AAA-2
Document 

Review 
Process

AAA-3
Security Control

Assessment
Process

AAA-4
Assessment Review
and Authorization

Determination 
Process

AAA-5
Initial Authorization
and Determination

Process



Assessment and Authorization

Description
The Assessment and Authorization (AAA) Process describes the end to end process to ensure VA 
information systems adhere to and are in compliance with Federal Information Security Management Act 
(FISMA) of 2002. The successful completion of the AAA process results in the issuance an Authority To 
Operate (ATO).  

The Assessment and Authorization Process is comprised of five sub-processes:
Communication Outreach Process
Document Review Process
Security Control Assessment Process
Assessment Review and Authorization Determination Process
Initial Authorization and Determination Process

Goal

The Goals of the Assessment and Authorization Process are to:
Manage information system-related security risks consistent with NIST SP 800-37 Rev.1 Guide For 
Applying Risk Management Framework To Federal Information Systems
Ensure that Veterans sensitive information, (i.e., protected health information and personally 
identifiable information, etc.), is protected from threats, attacks and unintended access 
Ensure compliance to Federal Information Security Management Act (FISMA) of 2002 

�

�

�

�

�

�
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�

home process raci



Assessment and Authorization RACI Chart - 1

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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AAA-1.1 Contact AAA Point of Contact R A

AAA-1.2 Complete Ex-Officio Trip Package R A

AAA-1.3 Send Ex-Officio Trip Package R A

AAA-1.4 Arrange Pre-Visit Conference Call R A

AAA-1.5 Send Baseline Testing 
Requirements R A A

AAA-1.6
Forward Baseline Technical and 
Policy Systems Testing 
Requirements

R
A

AAA-1.7 Hold Pre-Visit Conference Call R A

AAA-1.8 Follow-Up with Stakeholders R A

next



Assessment and Authorization RACI RACI Chart - 2

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals nextback
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AAA-2.1 Ensure Upload to SMART R A

AAA-2.2 Notify Communication and Outreach 
Lead/Case Manager R A

AAA-2.3 Review Documentation R A

AAA-2.4 Send Failure Notice R A

AAA-2.5 Notify AAA POC R A

AAA-2.6 Email Pre-Approval Package R A

AAA-2.7 Submit SCA Readiness Report R A

AAA-2.8 Review SCA Readiness Report R A



Assessment and Authorization RACI RACI Chart - 3

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals nextback
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AAA-3.1 Provide Pre-Approval Package R A

AAA-3.2 Supply SCAT Roster R A

AAA-3.3 Attend Pre-Visit Conference Call R A

AAA-3.4 Conduct In-Brief R A

AAA-3.5 Conduct Security Control 
Assessment R A

AAA-3.6 Conduct Out-Brief R A

AAA-3.7 Develop SCA Reports R A

AAA-3.8 Submit SCA Documentation R A



Assessment and Authorization RACI RACI Chart - 4

R = Responsible     A = Accountable     C = Consulted    I = Informed
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AAA-4.1 Submit SCA Documentation Report R A

AAA-4.2 Notify SCAT of Needed Revisions R A

AAA-4.3 Upload SCA Documentation Report R A

AAA-4.4 Assemble Authorization Package R A

AAA-5.1 Perform ADOR Checklist Review R A

AAA-5.2 Return Authorization Package R A

AAA-5.3 Perform Risk Determination Matrix 
Review R A

AAA-5.4 Prepare ATO Memorandum R A

home process goals back next



Assessment and Authorization RACI RACI Chart - 5

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back
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AAA-5.5 Submit ATO Package R A

AAA-5.6 Review ATO Package (AODR) R A

AAA-5.7 Review ATO Package (AO) R A

AAA-5.8 Disapprove ATO Package R A

AAA-5.9 Approve ATO Package R A
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Assessment and Authorization: AAA-1  Communication Outreach Process

AAA-1.2
Complete

Ex-Officio Packs

AAA-1.1
Contact 

AAA POC

AAA-1.3
Send

 Ex-Officio Trip
Package

home process goals raci

Escalate?

AAA-1.5
Send

Baseline Testing 
Requirements 

AAA-1.6
Forward

Baseline Technical
and Policy 

Requirements 

AAA-1.7
Hold 

Pre-Visit 
Conference Call

AAA-1.4
Arrange
Pre-Visit

Conference Call

  

AAA-1.8
Follow-Up

with
Stakeholders

No

Yes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-1.1 Contact AAA Point Of Contact

Baseline Technical and Policy System Testing Requirements
Record of Notification 

Communication and Outreach Lead/Case Manager

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal 
Information Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems

One hundred twenty days prior to the start of the Security Control Assessment (SCA) site visit, per the SCA Site Visit 
Calendar established by the Certification Program Office Management, the Communication and Outreach Lead/Case 
Manager emails the Initial Contact Script to the Assessment and Authorization (AAA) Point Of Contact (POC), and 
Facility Chief Information Officer, and AAA Coordinator with instructions to:  

•  Upload initial drafts of security documents to the Security Management and Reporting Tool (SMART)
•  Send the best dates/times for the pre-site visit planning conference call
•  Obtain the completed Baseline Technical and Policy System Testing Requirements document from AAA Point of 
Contact

Assessment and Authorization Artifacts (Initial Drafts)

home process goals raciback

SMART



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-1.2 Complete Ex-Officio Trip Packs

The Authorizing Official Designated Representative completes the preliminary Ex-Officio Trip Packs,  e-mails 
the packs to the Ex-Officio, the Ex-Officio completes the Trip Pack, and emails the Trip Pack back to 
Communication and Outreach Lead/Case Manager who uploads the packs to the Certification Program Office 
SharePoint site.

home process goals raciback

Ex-Officio Trip Packs Templates
  

Uploaded Ex-Officio Trip Packs

Security Management and Reporting Tool

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal 
Information Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems

Authorizing Official Designated Representative



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-1.3 Send Ex-Officio Trip Package

SCA Trip Schedule
Selected Certification and Accreditation Test Sites

Record of Notification

Communication and Outreach Lead/Case Manager

The Communication and Outreach Lead/Case Manager e-mails the monthly Security Control Assessment (SCA) Trip 
Schedule and test sites to the corresponding Ex-Officio, the SCA Team Lead, the Assessment and Authorization 
(AAA) Point of Contact, Regional AAA Coordinators, and the Ex-Officio.

home process goals raciback

Security Management and Reporting Tool
  

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information 
Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools 

Standards

More Info....

Assessment and Authorization: AAA-1.4 Arrange Pre-Visit Conference Call

Agenda and Meeting Minute Template

Communication and Outreach Lead/Case Manager 

Based on the dates/times provided by the Assessment and Authorization (AAA) Point of Contact (POC) [the 
Information Security Officer and Facility Chief Information Officer], the Communication and Outreach Lead/Case 
Manager arranges a pre-visit conference call with following participants: the C&A POC, the Regional C&A 
Coordinator, the Security Control Assessment Team Lead, and the Ex-Officio.

Record of Notification

home process goals raciback

Pre-Visit Conference Call Script 
Security Management and Reporting Tool

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal 
Information Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-1.5 Send Baseline Testing Requirements

Baseline Technical and Policy Systems Testing Requirements

Record of Notification (Email) 

Assessment and Authorization Point Of Contact

The Assessment and Authorization Point of Contact sends copies of the completed Baseline Technical and Policy 
Systems Testing Requirements to the Communication and Outreach Lead/Case Manager.

Security Management and Reporting Tool

home process goals raciback

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information 
Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-1.6 Forward Baseline Technical and Policy Systems Testing Requirements 

Baseline Technical and Policy Systems Testing Requirements

Record of Notification

Communication and Outreach Lead/Case Manager

The Communication and Outreach Lead/Case Manager emails the completed Baseline Technical and Policy Systems 
Testing Requirements to the Security Control Assessment Team.

home process goals raciback

Security Management and Reporting Tool

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal 
Information Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-1.7 Hold Pre-Visit Conference Call

Pre-Visit Conference Call Script

Finalized Meeting Minutes

Communication and Outreach Lead/Case Manager

The Communication and Outreach Lead/Case Manager conducts the pre-visit conference call. Immediately after the 
call the Communication and Outreach Lead/Case Manager emails the preliminary notes to invitees. The invitees 
have 24 hours to respond with any updates.

The finalized notes are emailed to invitees by close of business the first business day after the call and are used as 
the scope of work for the Security Control Assessment site visit.

home process goals raciback

Security Management and Reporting Tool

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information 
Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-1.8 Follow-Up with Stakeholders

Record of Notification

Communication and Outreach Lead/Case Manager

In the event performance issues need to be escalated, the Communication and Outreach Lead/Case Manager reaches 
out to the Regional Certification and Accreditation Coordinator responsible for performance issues.

The Communication and Outreach Lead/Case Manager follows up with the Point of Contacts, the Ex-Officio or 
Security Control Assessment Coordinator to close any take-away items and/or to resolve additional issues that arise.

  

home process goals raciback

Security Management and Reporting Tool

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information 
Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems
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Assessment and Authorization: AAA-2 Document Review Process

AAA-2.5
Notify

AAA POC

AAA-2.1
Ensure

Upload to SMART

AAA-2.3
Review

Documentation

AAA-2.2 
Notify

COT Lead/Case 
Manager

home process goals raci

AAA-2.8
Review

SCA Readiness
Report

Two week
upload?

AAA-2.4
Send

Failure Notice

AAA-2.6
Email

Pre-Approval
Package

Accepted?

AAA-2.7
Submit 

SCA Readiness
Report

No

Yes

No Yes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-2.1 Ensure Upload to SMART

Contingency Plan                                            
Incident Response Plan                                  
Privacy Impact Assessment
Security Artifact Checklist
Security Configuration Checklist                          

Record of Notification

Documentation Review Team

Signatory Authority
Software Configuration Management Procedures                  
System Security Plan
System Interconnection Agreements, when applicable
VA Risk Assessment

home process goals raciback

After the Communication and Outreach Lead/Case Manager initiates the Certification Review and the Assessment 
and Authorization (AAA) documents are uploaded to Security Management and Reporting Tool (SMART), the 
Documentation Review Team (DRT) begins its review. The DRT ensures all required documents from the Security 
Artifact Checklist are uploaded to SMART.

iA2
SMART

Security Artifact Checklist

  

Facility Information Security Officers and others use iA2 to generate System Security Plans and Security Risk 
Assessments.  

  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-2.2 Notify Communication & Outreach Lead/Case Manager

Record of Notification (Email)

Document Review Team

If the Assessment and Authorization (AAA) documents are not uploaded within two weeks of initial contact, the 
Document Review Team notifies the Communication and Outreach Lead/Case Manager that there are missing 
documents.

home process goals raciback

Contingency Plan                                            
Incident Response Plan                                  
Privacy Impact Assessment
Security Artifact Checklist
Security Configuration Checklist                          

Signatory Authority  
Software Configuration Management Procedures              
System Security Plan
System Interconnection Agreements, when applicable
VA Risk Assessment

iA2
Security Management and Reporting Tool

Security Artifact Checklist
  

Facility Information Security Officers and others use iA2 to generate System Security Plans and Security Risk 
Assessments. 

  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-2.3 Review Documentation

Pass/Fail Review Results 

Document Review Team 

The Documents Review Team (DRT) reviews the Assessment and Authorization documents according to the DRT 
Checklist for Acceptance, provides a pass/fail notice with comments, and emails the review results to the 
Communication and Outreach Lead/Case Manager.

home process goals raciback

Contingency Plan                                            
Incident Response Plan                                  
Privacy Impact Assessment
Security Artifact Checklist
Security Configuration Checklist                         

Signatory Authority 
Security Configuration Checklist
Software Configuration Management Procedures               
System Security Plan
System Interconnection Agreements, when applicable
VA Risk Assessment

iA2
Security Management and Reporting Tool

Security Artifact Checklist
  

Facility Information Security Officers and others use iA2 to generate System Security Plans and Security Risk 
Assessments.  

  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-2.4 Send Failure Notice 

Record of Notification

Communication and Outreach Lead/Case Manager

If the document review determines that the Assessment and Authorization (AAA) Documents fail, then the 
Communication and Outreach Lead/Case Manager emails the fail notice with comments to the AAA Point of Contact, 
along with instructions to revise and re-upload the updated documents to Security Management and Reporting Tool 
(SMART). The document review cycle restarts and continues until a pass notice is received.

home process goals raciback

Contingency Plan                               
Incident Response Plan                                  
Privacy Impact Assessment
Security Artifact Checklist
Security Configuration Checklist                           

Signatory Authority 
Software Configuration Management Procedures         
System Security Plan
System Interconnection Agreements, when applicable
VA Risk Assessment

iA2
SMART

Security Artifact Checklist
  

Facility Information Security Officers and others use iA2 to generate System Security Plans and Security Risk 
Assessments. 

  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-2.5 Notify AAA POC 

Record of Notification

Communication and Outreach Lead/Case Manager

If the document review determines that the Assessment and Authorization (AAA) Documents pass, then the 
Communication and Outreach Lead/Case Manager emails the pass notice with comments to the AAA Point of Contact.

home process goals raciback

Contingency Plan                               
Incident Response Plan                                  
Privacy Impact Assessment
Security Artifact Checklist
Security Configuration Checklist                         

Signatory Authority 
Software Configuration Management Procedures            
System Security Plan
System Interconnection Agreements, when applicable
VA Risk Assessment

iA2
Security Management and Reporting Tool

Security Artifact Checklist
  

Facility Information Security Officers and others use iA2 to generate System Security Plans and Security Risk 
Assessments.  

  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-2.6 Email Pre-Approval Package 

Pre-Approval Package

Pre-Approval Package Template

The Communication and Outreach Lead/Case Manager emails the pre-approved package to Security Control 
Assessment Team.

home process goals raciback

                           

Security Artifact Checklist
  

  

Communication and Outreach Lead/Case Manager



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-2.7 Submit SCAT Readiness Report

Security Control Assessment Team Readiness Report

Document Review Team

The Document Review Team generates and submits the Security Control Assessment Team (SCAT) Readiness Report 
to the Communication and Outreach Lead/Case Manager.

home process goals raciback

                         

  

Record of Notification



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-2.8 Review SCA Readiness Report

Security Control Assessment Team Readiness Report

Communication and Outreach Lead/Case Manager

The Communication and Outreach Lead/Case Manager reviews the Security Control Assessment Team (SCAT) 
Readiness Report. If the review determines the report passes, Communication and Outreach Lead/Case Manager 
conducts the pre-site visit SCA conference call as described in the activity "Arrange Pre-Visit Conference Call".

home process goals raciback
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Assessment and Authorization: AAA-3 Security Control Assessment Process 

Out-Brief?

AAA-3.7
Develop

SCA Reports

AAA-3.5
Conduct

Security Control
Assessment

AAA-3.4
Conduct
In-Brief

In-Brief?

AAA-3.3
Attend

Pre-Visit Conference
Call

AAA-3.2 
Supply

SCAT Roster

AAA-3.1
Provide

Pre-Approval
Package

AAA-3.6
Conduct
Out-Brief

Yes

No

AAA-3.8
Submit 

SCA
Documentation

No

Yes
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-3.1 Provide Pre-Approval Package

Pre-Package Approval Template
Security Controls Assessment Readiness Report Template

Pre-Approval Package
Security Controls Assessment Readiness Report

Communication and Outreach Lead/Case Manager

After the Document Review Team completes its review of the security documents, the Communication and Outreach 
Lead/Case Manager provides the Pre-Package Approval and the Security Controls Assessment Readiness Report.

home process goals raciback

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems
  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-3.2 Supply SCAT Roster

Record of Notification

Communication and Outreach Lead/Case Manager

The Communication and Outreach Lead/Case Manager emails the Communication and Outreach Lead/Case Manager 
the Security Control Assessment Team (SCAT) roster for the site visit.

home process goals raciback

Security Control Assessment Team Roster

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems
  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-3.3 Attend Pre-Visit Conference Call

Attendance Captured in Meeting Minutes

Security Control Assessment Team Coordinator

The Security Control Assessment Team Coordinator and the On-Site Test Team Lead attend the pre-site planning 
conference call.

home process goals raciback

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems
  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-3.4 Conduct In-Brief

Ex-Officio In-Brief Checklist

Ex-Officio

The On-Site Test Team Lead and the Ex-Officio conducts an in-brief. The recommended site attendees include the 
Information Security Officer, the Facility Chief Information Officer, and the facility or program management.  

home process goals raciback

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems
  

A typical in-brief requires approximately 30 to 45 minutes.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-3.5 Conduct Security Control Assessment

VA Pre-Approved Automated Test Scripts

Raw Security Control Assessment Test Results

Security Control Assessment Team 

The Security Control Assessment Team conducts the Security Control Assessment (SCA) at the site. There are three 
security control families within the scope of the SCA: Management, Operational, and Technical. 

iA2

home process goals raciback

Facility Information Security Officers and others use iA2 to generate System Security Plans and Security Risk 
Assessments.  

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information
Systems

NIST Special Publication 800-53A Revision 1, Guide for Assessing the Security Controls in Federal Information 
Systems and Organizations

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-3.6 Conduct Out-Brief

Ex-Officio Out-Brief Checklist

Ex-Officio

Upon the facility site request, the Ex-Officio and the On-Site Test Team Lead conducts an out-brief.  The 
recommended site attendees include the Information Security Officer, the Facility Chief Information Officer, and the 
facility or program management.  

home process goals raciback

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems

A typical out-brief requires 10 to 15 minutes to complete.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-3.7 Develop SCA Reports

Plan of Action and Milestones Template
Security Control Assessment Detail Report Template
Security Control Assessment Executive Summary Template
Traceability Matrix Template

Plan of Action and Milestones
Security Control Assessment Detail Report
Security Control Assessment Executive Summary
Traceability Matrix

Security Control Assessment Team Coordinator

Upon completion of the Security Control Assessment (SCA) testing, the Security Control Assessment Team Lead 
develop the following SCA Summary Assessment Report which includes the following:

Plans of Action and Milestones, a comprehensive plan capturing and managing corrective actions, costs 
associated with mitigating the findings, and the parties responsible for completing the corrective actions.
SCA Detail Report, capturing the details of every security control executed.
SCA Executive Summary, a 20-30 page PDF file summarizing the SCA site visit.
Traceability Matrix, a table associating results of the SCA site visit to the NIST Special Publication 800-53 
Revision 1 control families.

�

�

�

�

home process goals raciback

  

iA2
  
NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information 
Systems

NIST Special Publication 800-53A Revision 1, Guide for Assessing the Security Controls in Federal Information 
Systems and Organizations 

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-3.8 Submit SCA Documentation Report

Security Control Assessment Documentation Report Template

Security Control Assessment Documentation Report 

Security Control Assessment Team Coordinator

The Security Control Assessment (SCA) Documentation Report is submitted to the Assessment Report Team (ART). 
Within 30 days of the final day of the SCA site visit, the Security Control Assessment Team uploads the completed 
SCA Documentation Report to the Certification Program Office SharePoint site and notifies the ART.

home process goals raciback

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information
Systems

VA Handbook 6500.3 - Certification and Accreditation of VA Information Systems



A
ss

es
sm

en
t a

nd
 A

ut
ho

ri
za

tio
n 

R
ev

ie
w

 T
ea

m
Assessment and Authorization: AAA-4 Assessment Review and Authorization Determination Process

AAA-4.1
Submit

SCA Documentation
Report

AAA-4.2
Notify

SCAT of Needed
Revisions

AAA-4.3
Upload

SCA Documentation
Report

Reports
Complete?

AAA-4.4
Assemble

Authorization
Package

No

Yes
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-4.1 Submit SCA Documentation Report

Security Control Assessment Documentation Report
  

Assessment and Authorization Review Team

After the Security Control Assessment Team (SCAT) completes the Security Control Assessment (SCA) 
Documentation Report, the Assessment and Authorization Review Team (AART) begins its review. 

From the Certification Program Office SharePoint site, the AART performs the following:
Downloads the SCA Documentation Report uploaded by the SCAT
Distributes the report among the appropriate AART members
Reviews the SCA Documentation Report.

�

�

�

home process goals raciback

Security Management and Reporting Tool
  

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information
Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Accreditation: AAA-4.2 Notify SCAT of Needed Revisions

Security Control Assessment Documentation Report

Record of Notification

Assessment and Authorization Review Team

If the Security Control Assessment Documentation Report review determines that the reports are not complete, then 
the Assessment and Authorization Review Team (AART) notifies the  Security Control Assessment Team (SCAT) Lead 
to revise the reports as necessary. The document review cycle restarts and continues until the AART determines that 
the reports are complete.

home process goals raciback

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information
Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-4.3 Upload SCA Documentation Report

Security Control Assessment Documentation Report 

Assessment and Authorization Review Team

If the Security Control Assessment (SCA) Documentation Report review determines that the reports are complete,
the Assessment and Authorization Review Team (AART) uploads the SCA Documentation Report and any 
supporting artifacts to the Certification Program Office SharePoint site and the Security Management and Reporting 
Tool (SMART). 

home process goals raciback

Certification Program Office SharePoint Site
SMART
  

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information
Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-4.4 Assemble Authorization Package

Authorization Package Template

Authorization Package

Assessment and Authorization Review Team

When the review and upload of the Security Control Assessment (SCA) Documentation Report is complete, the 
Assessment and Authorization Review Team (AART) assembles the Authorization Package to submit to the 
Authorizing Official Designated Representative (AODR).  The AART notifies the AODR so the AODR can access the 
documents for an authorization determination.

home process goals raciback

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information
Systems

VA Handbook 6500.3 - Certification and Accreditation of VA Information Systems
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Assessment and Authorization: AAA-5 Initial Authorization and Determination Process

AAA-5.3
Perform

Risk Determination
Matrix Review

AAA-5.1
Perform

ADOR Checklist
Review

AAA-5.2
Return

Authorization
Package

Package
Complete?

No
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AAA-5.5
Submit 

ATO Package

AAA-5.4
Prepare

ATO Memo

AAA-5.6
Review 

ATO  Package 
(AODR)

AAA-5.8
Disapprove 

ATO Package

Approve?

AAA-5.9
Approve

ATO Package

AAA-5.7
Review 

ATO Package 
(AO)

No

Yes

Yes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-5.1 Perform AODR Checklist Review

Authorizing Official Designated Representative Checklist
Authorization Package

Completed Authorizing Official Designated Representative Checklist

Authorizing Official Designated Representative

The Authorizing Official Designated Representative (AODR) first checks the Authorization Package uploaded in 
Security Management and Reporting Tool (SMART) for completeness.

home process goals raciback

SMART

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information
Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-5.2 Return Authorization Package

Authorizing Official Designated Representative Checklist
Authorization Package

List of Deficient Items

Authorizing Official Designated Representative

If the Authorization Package review determines that the Authorization Package is incomplete, the Authorizing 
Official Designated Representative sends the package back to the Assessment Report Team with the list of deficient 
items.

home process goals raciback

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information
Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-5.3 Perform Risk Determination Matrix Review

Authorization Package
Plans of Action and Milestones in Security Management and Reporting Tool
Risk Determination Matrix 

Risk Analysis

Authorizing Official Designated Representative

If the review determines that the Authorization Package is complete, the Authorizing Official Designated 
Representative (AODR) reviews the package against the Risk Determination Matrix to determine if the identified risk 
is acceptable. AODR reviews the Plans of Action and Milestones to ensure that no unmitigated high level risks are 
associated with Authority to Operate package.

home process goals raciback

Security Management and Reporting Tool
  

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information
Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-5.4 Prepare ATO Memorandum

Authorization Package
Risk Determination Matrix

 Authority to Operate Memorandum 

Authorizing Official Designated Representative

If the review of the Authorization Package against the Risk Determination Matrix determines that the identified risk is 
acceptable, the Authorizing Official Designated Representative prepares the Authority to Operate (ATO) 
Memorandum.

home process goals raciback

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information
Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-5.5 Submit ATO Package

Authority to Operate to the System Owner from the Assistant Secretary for IT
Briefing Note
Information Security Memorandum
Recommendation to Assistant Secretary for OIT from Deputy Assistant Secretary 

Authorizing Official Designated Representative

After the Authorizing Official Designated Representative (AODR) decision is complete, the AODR prepares, scans, 
and processes the following three files through WebIQ: 

•  Briefing note
•  Recommendation to Assistant Secretary for OIT from Deputy Assistant Secretary for Information Security 
Memorandum
•  Authority to Operate to the System Owner from the Assistant Secretary for OIT

The AODR assigns review responsibility through WebIQ to the Associate Deputy Assistant Secretary.

 WebIQ

home process goals raciback

Authority to Operate to the System Owner from the Assistant Secretary for IT Template
Briefing Note
Information Security Memorandum
Recommendation to Assistant Secretary for OIT from Deputy Assistant Secretary Template

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information
Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-5.6 Review ATO Package (AODR)

Authority to Operate to the System Owner
Briefing Note
Information Security Memorandum
Recommendation to Assistant Secretary for OIT 

Authority to Operate Memorandum

Authorizing Official Designated Representative

If review of the Authorization Package against the Risk Determination Matrix determines that the identified risk is 
acceptable, the Authorizing Official Designated Representative (AODR) prepares the Authority to Operate (ATO) 
Memorandum.

home process goals raciback

WebIQ
  

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information
Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-5.7 Review ATO Package (AO)

Authority to Operate to the System Owner
Briefing Note
Information Security Memorandum
Recommendation to Assistant Secretary for OIT

Authority to Operate Recommendation Memorandum

Assistant Secretary IT

The Assistant Secretary IT as the Authorized Official (AO) reviews the Authority to Operate (ATO) Package. 

 WebIQ

home process goals raciback

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information
Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-5.8 Disapprove ATO Package

Authority to Operate

Denied Authority to Operate

Assistant Secretary IT

If the Assistant Secretary IT does not concur with the authorization recommendation and disapproves the Authority 
to Operate (ATO) Package, the Authorizing Official Designated Representative updates WebIQ and System 
Management and Reporting Tool (SMART) to reflect the ATO non-concurrence.

SMART
WebIQ
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NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information
Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Assessment and Authorization: AAA-5.9 Approve ATO Package

Authority to Operate

Approved Authority to Operate

Assistant Secretary IT

If the Authorizing Official concurs with the authorization recommendation and approves the Authority to Operate 
(ATO) Package, the Authorizing Designated Official Representative Staff Office updates WebIQ and System 
Management and Reporting Tool (SMART) to reflect the ATO concurrence.

home process goals raciback

SMART
WebIQ  

NIST Special Publication 800-37 Revision 1, Guide for Applying Risk Management Framework To Federal Information
Systems

VA Handbook 6500.3, Certification and Accreditation of VA Information Systems
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Project Initiation  

PRI-1
Define 

Business
Requirements

PRI-3
Create 

QUAD Chart
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MS0

PRI-5
Create 

Project Charter

PRI-6
Form 

Integrated Project 
Team 

PRI-7
Elaborate
Business 

Requirements

Requirements 
Sufficient ?

Yes

F No

PRI-2
Submit 

SDE PAO New 
Project Request Form

P

PRI-4
Develop 

Initial Infrastructure
Rough Order of 

Magnitude  



Project Initiation 

Description 

home process raci

The goals of Project Initiation are as follows:

To determine if the business requirements are sufficient 
To create a high level spend plan 
To identify the project team 
To identify the integrated project team 
To determine if the project is ready for the planning state 

�

�

�

�

�

Goals 

Project Initiation is the process by which a project transitions from the Project Management Accountability System (PMAS) state 
of New Start into the state of Planning. A project “New Start” state is a candidate for “Planning” once the project has been 
added to the Business Operating Plan and the Enterprise Project Structure identifies the funds released by the Information 
Technology Resource Management (ITRM). Projects require a Milestone 0 review to establish if in full compliance before 
transitioning to Planning. The Project Manager is responsible for establishing the Milestone 0 review through the applicable 
Office Of Responsibility.



Project Initiation RACI Chart

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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PRI-1 Define Business Requirements R A

PRI-2 Submit SDE PAO New Project Request Form R A

PRI-3   Create QUAD Chart                                                                             R A

PRI-4   Develop Initial Infrastructure Rough Order of 
Magnitude R A

PRI-5 Create Project Charter R A

PRI-6 Form Integrated Project Team R A

PRI-PR1 Conduct Peer Review of the Business 
Requirements Document R A

PRI-FR1 Conduct Formal Review of the Business 
Requirements Document R A

PRI-7 Elaborate Business Requirements R A

PRI-MR0 Conduct Milestone 0 Review R A



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Initiation: PRI-1 Define Business Requirements
home process goals raci

Business Needs 
New Service Request

Business Requirements Document

Business Analyst 

IBM Rational RequisitePro ®

SharePoint Work Flow Function

The Business Analyst defines the business requirements by completing the Business Requirements Document (BRD). 
The BRD:

Is created in draft form by the Enterprise Systems Manager, Office of Business Process Integration, or Corporate 
Business Analyst to capture and describe the business needs of the customer/business owner
Provides insight into the current state and proposed business area or process, identifies stakeholders and profiles 
primary and secondary user communities
Identifies what capabilities the stakeholders and the target users need and why these needs exist, providing a 
focused overview of the request requirements, constraints, and Information Technology options considered
Provides documentation at a maturity level of 2 (at a minimum) sufficient to support subsequent IT Project 
Planning (see Requirement Level Guide below in Standards)

�

�

�

�

VA Section 508 Standards Checklists

All community generated Open Source products (products developed by anyone outside the VA national development 
resources) that are identified as viable candidates to be used within VA must be reviewed by the business community 
to assure that stakeholders approve all of the functionality that is provided in any such product.  For VHA, contact 
Health Systems staff to ensure the proper Program Offices are engaged.
The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for a 
product or product release.

ETA Compliance Criteria
PMAS Guide
Requirement Level Guide



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Initiation: PRI-2 Submit SDE PAO New Project Request Form
home process goals raci

Any information specified by the business sponsor that can support the population of the request 
form such as the Original Requestor, Program Office or person endorsing the request (Sponsor), 
Proposed Project Name, Overall Project Scope and Objectives, Scope of Deliverables, Business 
Values/Drivers, Major Initiative Association, PMAS Status, and Proposed Project Timeframe.

SDE PAO New Project Request Form 

Project Manager 

The Project Manager submits the Service Delivery and Engineering (SDE) Program Administration Office (PAO) New 
Project Request Form. This form is used to request (1) that a new project be managed by SDE or (2) a sub-project be 
managed by SDE. The requestor should complete the form, save, and email to the VA IT SDE Requests mail 
group.  The Project Manager receives a meeting invitation from the SDE Intake team to review and finalize the New 
Project Request form in preparation for leadership review and approval.   The status of the request is posted on the 
SDE PAO Project Initiation Request Log. 

The requestor can find additional support on the Service Delivery Engineering Intake Support Web site. 
Processes, procedures, helpful links, and contact information are available on the site.

Service Delivery Engineering Intake Support Web site
Artifact Matrix page

The SDE PAO New Project Request Form is located at the Artifact Matrix page.   



Description

Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Initiation: PRI-3 Create QUAD Chart

QUAD Chart 

Business Analyst

Business Requirements Document
Office of Responsibility and Support Staff Designation

The Business Analyst is responsible for the creation of the QUAD Chart which is a formal document that summarizes 
the high level scope, deliverables, schedule, and planned budget for a set of business requirements.  The Business 
Analyst collaborates with the Office of Responsibility and assigned support staff to create the QUAD Chart. 

The QUAD Chart is used as a communication tool across organizations and is designed to support the decision 
making and prioritization process. 

QUAD Chart Web site 

Information requests may be sent to the Program Plans and Controls QUAD Mail Group - 
VA OIT PD PPO QUAD CM.

home process goals raci

SharePoint Work Flow Function

To access the Business Intake Review Board SharePoint Work Flow Function, click on this link.

PMAS Guide
Project QUAD Chart with instructions



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Initiation: PRI-4 Develop Initial Infrastructure Rough Order of Magnitude

Corporate Data Center Operations (CDCO) Pricing Matrix, if used
Infrastructure ROM
Updated QUAD Chart

Project Manager 

Business Requirements Documentation (BRD)
QUAD Chart

The Project Manager develops an initial rough order or magnitude (ROM) infrastructure and sustainment cost 
estimate for budget request purposes.  The ROM is used to create a high level spend plan. The ROM estimates are not 
binding. Precise infrastructure and sustainment cost information is formulated by Enterprise Operations when the 
requisite project artifacts are submitted and the Systems Engineering and Design Review (SEDR) is complete later in 
the system development life cycle.

CDCO Pricing Matrix

home process goals raci

The CDCO Pricing is one vehicle for estimating infrascructure costs. PM's must use other means outside of CDCO.  
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Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Initiation: PRI-5 Create Project Charter 

Project Manager

The Project Manager creates the Project Charter. If an existing Project Charter was created, it should be updated to 
include any revisions such as scope, etc. The revised Project Charter is signed by the Business Sponsor, Program 
Manager, Project Manager, and Integrated Project Team Chair.

Project Charter

For information on how to set up a project folder on the PMAS portal, the Project Manager contacts the 
Communications Representative. If the Communications Representative is not known, then the Project Manager 
contacts the OIT PD Communications Managers mail group for assistance or goes to the Communication Services 
web site to view the current list of representatives.

racigoalsprocesshome

Business Requirements Document

Communication Services Web site

PD PMAS Program Management Document Repository
Work Information Tracking System

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
PMAS Guide
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Tools

Standards

More Info....

Project Initiation: PRI-6 Form Integrated Project Team

racigoalsprocesshome

The Project Manager forms the Integrated Project Team (IPT) using the “Integrated Project Team Guide” to determine 
the required attendees and referring to the Project Management Accountability System (PMAS) Guide (Appendix B.9) 
for the basic IPT Membership Process. 

The IPT is a team of people with complementary skills and expertise who collaborate and commit to a timely delivery 
of specified work products. The IPT members provide skills and advocacy appropriate to all phases of the project life 
cycle and are collectively responsible for delivery of work products as specified and committed. The IPT should 
include empowered representatives from organizations, disciplines, and functions that have a stake in the success of 
the project.

The IPT Roles Matrix, included in the IPT Charter, must be completed during this activity. The Charter is created and 
signed by all IPT members and the Assistant Secretary/Information Technology or designee.

Business Requirements Document
Project Charter
Updated list of VA Staff Resources

IPT Charter
IPT Kick-Off Meeting Agenda and Minutes 

Project Manager

Integrated Project Team Guide
PMAS Guide

Refer to the Integrated Project Team Guide for guidance on IPT members and how to obtain membership.

PD PMAS Program Management Document Repository
Work Information Tracking System
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Tools

Standards

More Info....

Project Initiation: PRI-PR1 Conduct Peer Review of the Business Requirements Document 

Business Requirements Document 

Record of Notification
Business Requirements Document Review Findings Summary
Updated Business Requirements Document   

Project Manager 

home process goals raci

The Project Manager conducts a Peer Review of the Business Requirements Document in accordance with the 
ProPath Reviews Guide (appropriate sections pertaining to Peer Reviews) performing the following general steps:

1. Distribute the Peer Review Materials.
2. Review the Peer Review Materials.
3. Distribute the Consolidated Peer Review Findings.
4. Record the Finding Resolutions.
5. Implement the Finding Resolutions.

The goal of the peer review of the Business Requirements Document is to resolve any questions the project team may 
have and to ensure the quality of the deliverable.

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
ProPath Reviews Guide
Quality Assurance Standard   



Description

Artifacts 
Used

Artifacts 
Created
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Tools

Standards

More Info....

Project Initiation: PRI-FR1 Conduct Formal Review of the Business Requirements Document 

Business Requirements Document

Artifact Review Agenda and Minutes
Business Requirements Document Review Findings Summary
Updated Business Requirements Document 

Project Manager

The Project Manager conducts a Formal Review of the Business Requirements Document in accordance with the 
ProPath Reviews Guide (appropriate sections pertaining to Formal Reviews) performing the following general steps: 

1. Plan the Formal Review.
2. Review the Formal Review Materials.
3. Implement the Finding Resolutions.

The goal of the formal review is to obtain stakeholder concurrence of the Business Requirements Document and the 
appropriate approval signatures. 

home goals raciprocess

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
ProPath Reviews Guide
Quality Assurance Standard  
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More Info....

Project Initiation: PRI-7 Elaborate Business Requirements 

racigoalsprocesshome

The Business Analyst reviews existing business needs and requirements and collaborates with the Business 
stakeholders, technical subject matter experts and other resources to articulate the detailed business requirements. 
Individual business processes are defined and modeled. Upon completion, all requirements and models are prepared, 
finalized, and forwarded for approval by the Business Owner. 

Business Requirements Change Document - External to Product Development (if available) 
Business Requirements Document (BRD) - External to Product Development 
Updated Business Requirements Document 

Business Use Case (BUC) 
Requirements Elaboration Document (RED) 

Business Analyst 

IBM Rational ClearCase®

IBM Rational RequisitePro® 

Refer to the RE Process Dictionary and the RE business process model for guidance in establishing an elaboration 
workgroup. For additional information or assistance, the Requirements Analysis and Engineering Management 
(RAEM) group can be contacted at VHA10P7SHSRAEMReqEngMgmt@va.gov mail group. 

Business Process Model for Requirements Elaboration
PMAS Guide
Requirements Engineering (RE) Process Dictionary



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Initiation: PRI-MS0 Conduct Milestone 0 Review 

The Milestone 0 Review occurs at the end of the New Start state and ensures all of the work required by this state is 
complete. The review also ensures the project is ready to enter the Planning state. A project must receive approval from the 
AS/IT, or designee, during a Milestone 0 Review to advance to the Planning state. The Milestone 0 Review verifies that the 
project is in the Business Operating Plan (BOP) and has a Business Requirements Document (BRD), an Integrated Project 
Team (IPT) Charter, a Project Charter, and a Quad Chart. 

The review is documented by meeting minutes. The PM is responsible for requesting a Milestone 0 Review with the PMAS 
Business Office by sending an email to the PMAS Reviews mailbox (VAPMASReviews@va.gov). This email should include 
the name of the project, the type of review requested, the current PMAS state, and the name of the Project Manager. The 
Office of Responsibility's (OOR’s) Assistant Deputy Assistant Secretary/Assistant Deputy Chief Information Officer 
(ADAS/ADCIO) must participate in the Milestone 0 Review. Milestone Reviews reflect the VA’s collective determination 
and commitment that the project should continue in the development lifecycle. Attendees at the Milestone Reviews include 
empowered representatives from ASD, IS, OOR, OOR Budget Office, PD, and SDE. 

The Exit Criteria for transition from New Start to Planning are as follows: 
- Approved/signed Business Requirements Document 
- Approved funding in the Budget Operating Plan 
- Approved and signed Project Charter (by Business Sponsor/Project Manager and PMAS Readiness Review Official) 
- Entry of the Project Information into the PMAS Dashboard 
- Identified Project Manager or a list of viable candidates to serve as PM 
- Integrated Project Team Charter 
- Project QUAD Chart 

In addition, the Project Manager ensures that lessons learned are initiated by the project team members.

Office of Responsibility

Lessons Learned 
MS0 Review Template   

racigoalsprocesshome

Budget Operating Plan
Business Requirements Document
Integrated Project Team Charter 

PMAS Guide
ProPath Reviews Guide
Quality Assurance Standard  

Budget Tracking Tool 
PD PMAS Program Management Document Repository
Work Information Tracking System

Project Charter 
QUAD Chart 

Send Milestone 0 Review requests to email address: VAPMASReviews@va.gov.

Project Decision to transition from 'New Start' to 'Planning' 
Updated PMAS Dashboard
Updated Project Schedule 

The MS0 Reviews Template can be found at the PMAS Business Office Web site.  
The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
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home goals raci

PRP-7
Evaluate & Define 

Product 
Acceptance 

PRP-1
Initiate

Planning

PRP-3
Develop

Project Management 
Plan (PMP)

PRP-6
Evaluate

Acquisitions

PRP-2
Determine

Requirements

PRP-8
Obtain

Approval to Start

PRP-4
Initiate 

Release Planning

PRP-5
Perform 

Testing Intake 
Assessment



Project Planning

Description

home process raci

Goals of Project Planning

Project Planning is the process by which a project transitions from the Project Management Accountability 
System (PMAS) state of Planning into the state of Active or Provisioning. Planning is a continuous process 
and persists until all project increments are identified and all committed delivery milestones are met. Projects 
in the Planning state must receive approval for entry into the Active state through a Milestone 1 Review for 
Active. If an acquisition is required, and all other planning is done, the PM may request a Milestone 1 Review 
for Provisioning.  The Project Manager is responsible for establishing the Milestone 1 review through the 
applicable Office of Responsibility.

The goals of Project Planning are to:

Develop required artifacts for Project Management Accountability System (PMAS) approval
Initiate Initial Release Planning activities
Perform  Testing Intake Assessment 
Evaluate Acquisitions and Product Acceptance
Conduct Milestone 1 Reviews for Active or Provisioning to facilitate transition to PMAS Active or Provisioning states

�

�

�

�

�
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PRP-1.1 Release Planning Funds R A

PRP-1.2 Validate Enterprise Project 
Structure R A

PRP-1.3 Update Project Quad Chart R A

PRP-1.4 Define Product Registration and 
Development Domain(s) R A C

PRP-1.5 Identify Project Management 
Environment R A

PRP-2.1 Create Concept of Operations 
(CONOPs) R A

PRP-PR1 Conduct Peer Review of Concept 
of Operations (CONOPs) R A

PRP-FR1
Conduct Formal Review of 
Concept of Operations 
(CONOPs) 

R A

PRP-2.2 Document Requirements C R A

PRP-PR2
Conduct Peer Review of 
Requirements Specification 
Document 

C R A
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PRP-FR2
Conduct Formal Review of 
Requirements Specification 
Document

C R A

PRP-2.3 Perform Requirements-Based 
Estimation

R A

PRP-2.4 Initiate Systems Engineering and 
Design Review 

R A

PRP-2.5 Create System Design Document R A

PRP-PR3 Conduct Peer Review of  System 
Design Document

R A

PRP-FR3 Conduct Formal Review of  
System Design Document

R A

PRP-3.1 Create Project Management Plan R A

PRP-3.2 Review Quality Assurance 
Standard

R A

PRP-3.3 Create Risk Management Plan R A

PRP-3.4 Review Project Communication 
Standard

R A
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PRP-3.5 Create Project Schedule R A

PRP-3.6 Create Risk Log R A

PRP-3.7 
Create/Update Software 
Configuration Management 
Procedures 

R A

PRP-3.8 Elaborate Infrastructure Rough 
Order of Magnitude R A

PRP-3.9 Identify Staff Assignments R A

PRP-3.10 Identify Dependent Projects R A

PRP-3.11 Request Planning Budget 
Increase 

R A

PRP-PR4 Conduct Peer Review of Project 
Management Plan

R A

PRP-FR4 Conduct Formal Review of 
Project Management Plan

R A

PRP-4.1 Register Planned Release with 
ESE Release Office

R A
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PRP-4.2 Review Registration and Assign 
ESE Release Office POC

R A

PRP-4.3 Confirm Release Requirements 
with PM R A

PRP-4.4 Update Project Artifacts R A

PRP-4.5 Create Disaster Recovery Plan R A

PRP-4.6 Create Contingency Plan R A

PRP-PR5 Conduct Peer Review of Release  
Plans R A

PRP-FR5 Conduct Formal Review of 
Release  Plans R A

PRP-4.7 Create Service Level Agreements R A

PRP-4.8 Create Operational Acceptance 
Plan

R A
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PRP-PR6 Conduct Peer Review of 
Operational Acceptance Plan R A

PRP-FR6 Conduct Formal Review of 
Operational Acceptance Plan R A

PRP-5.1 Submit Intake Assessment Form R A

PRP-5.2 Perform CARA Analysis R A

PRP-5.3 Update Project Schedule R A

PRP-5.4 Submit Workload Forecast R A

PRP-5.5 Update ESE Master Testing 
Workload Schedule R A

PRP-6.1 Evaluate Contracts R A

PRP-6.2 Create Budget Execution 
Performance Deliverables R A
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R = Responsible     A = Accountable     C = Consulted    I = Informed
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PRP-6.3 Create Acquisition Strategy R A

PRP-7.1 Conduct Product Evaluation R A

PRP-7.2 Create Acceptance Criteria Plan R A

PRP-8.1 Determine Execution Funds 
Available R A

PRP-8.2 Verify PMAS Readiness R A

PRP-8.3 Conduct PMAS Readiness 
Review R A

PRP-8.4 Conduct OOR PMAS Readiness 
Review R A

PRP-8.5 Approve Funding for Increment 
Execution R A

PRP-MS1 Conduct Milestone 1 Review R

PRP-8.6 Communicate PMAS Approval R A
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Project Planning: PRP-1 Initiate Planning 

PRP-1.2
Validate

Enterprise Project 
Structure

PRP-1.3
Update

Project Quad 
Chart

PRP-1.5
Identify
Project

 Management
Environment

PRP-1.1
Release 

Planning Funds
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PRP-1.4
Define

Product Registration 
and  Development 

Domain(s) 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-1.1 Release Planning Funds

Information Technology Resource Management

Information Technology Resource Management (ITRM) works with the Program Planning & Oversight to determine if 
Planning Funds are available per the Budget Operating Plan. Once this determination is complete, ITRM notifies the 
Program Manager that the Release Planning Funds are available and are approved for use in the Planning Phase of the 
project. 

Notification of Release - Planning Funds

racigoalsbackprocesshome

PMAS Guide

Budget Operating Plan

PD PMAS Program Management Document Repository
Work Information Tracking System

For access to the PD PMAS Program Management Document Repository, the Project Manager contacts the OIT PD 
Communications Production mail group.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-1.2 Validate Enterprise Project Structure

Updated Enterprise Project Structure (EPS)

Project Manager

The Project Manager validates the project details against the Enterprise Project Structure (EPS), working with the EPS 
support team (part of Program Planning and Oversight) to complete the required and other applicable fields.

Each project is required to be registered/listed in the EPS with an EPS Code. In addition, the project names and an 
EPS Code as recorded in the EPS will serve as the VA recognized official name and will be used for identification, 
synchronization, and reconciliation of project artifacts throughout the projects lifecycle, budget formulation and 
expenditure tracking, and program/project management processes. 

Note: The Information Technology Resource Management (ITRM) will provide increment level budget formulation 
and expenditure tracking using the Budget Tracking Tool (BTT). 

Budget Operating Plan 
Enterprise Project Structure (EPS) 
Project Charter 

racigoalsbackprocesshome

PMAS Guide

For more information on how to update the Enterprise Project Structure contact VA OIT PD PPO EPS . 

Enterprise Project Structure (EPS) Website

PD PMAS Program Management Document Repository
Work Information Tracking System

For access to the PD PMAS Program Management Document Repository, the Project Manager contacts the OIT PD 
Communications Production  mail group.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-1.3 Update Project Quad Chart

racigoalsbackprocesshome

QUAD Chart Web site

The Project Manager updates the Project Quad Chart. If a Project Quad Chart does not exist, the Project Manager 
creates one during this activity. The Project Quad Chart is a document that provides a high level summary of the 
proposed Business Requirements along with the initial proposed schedule, deliverables, and initial funding. The 
document includes mandates, dependencies, and risks. Completion of the Project Quad Chart is a joint effort between 
the Business group and OIT that summarizes what each project entails. The Project Quad Chart is used in the 
prioritization process and is an input into the decision process of which projects will be executed.

Business Requirements Document
Enterprise Project Structure 
Project Quad Chart

Updated Project Quad Chart

Project Manager

PMAS Guide
Project QUAD Chart with instructions
SDE End-to-End Project Flow - Support Details

Information requests may be sent to the Program Plans and Controls Quad Mail Group - 
VA OIT PD PPO QUAD CM.

PD PMAS Program Management Document Repository

For access to the PD PMAS Program Management Document Repository, the Project Manager contacts the OIT PD 
Communications Production  mail group.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-1.4 Define Product Registration and Development Domain(s) 

Product Registration 

Project Manager

The Project Manager defines product registration and development domain(s). All Class 1 built or acquired Product 
Development-managed software products are centrally registered to reflect product existence in the OIT product 
portfolio and are assigned a development domain to provide for the separation of work done in different products, 
enable Class 2 and 3 local enhancements where permitted, and enable integration of products into the VA 
architecture. Each product is reserved a protected formal name for its development domain and may be assigned 
additional coding boundaries for constructs inherent to a particular technology such as specific database engines, user 
interfaces, programming languages and associated utilities, etc.  Through this process, the configuration of a software 
product is defined. 

Business Requirements Document 
Project Charter 

racigoalsbackprocesshome

PD Product Registration Standards 

FORUM Systems
Outlook
Product Development (PD) Registration Database  

Application Structure and Integration Services Website 
VA OIT PD Project Management Council Email group: VA OIT OED VistA DBA



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-1.5 Identify Project Management Environment

Project Initiation Checklist 

Project Manager

The Project Manager identifies the hardware, software, and tools needed to perform the functions for the project, 
including the following:

Appropriate access for developers to the Development Account
Ensure the Development Account is fully patched
Hardware (coordinate with Enterprise System (ESE))
IBM Rational Tools ® 
Identification of the Development Account that will be used for development
PD PMAS Program Management Document Repository 
PMAS Dashboard
Project SharePoint
Project entry in the Project Repository (TSPR)
Project Schedule in designated Project Management Tool
Training required to use the tools and methods 
User accounts established and configured according to standards

�

�

�

�

�

�

�

�

�

�

�

�

Project Charter

racigoalsbackprocesshome

For access to the PD PMAS Program Management Document Repository, the Project Manager contacts the OIT PD 
Communications Production  mail group.
For access to the PMAS Dashboard, the Project Manager contacts the OIT PD PAC MS PROJECT TOOLS TEAM
mail group.

PMAS Dashboard
PD PMAS Program Management Document Repository
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Project Planning: PRP-2 Determine Requirements

PRP-2.2
Document

Requirements

PRP-2.5
Create 

System Design 
Document 

P F

PRP-2.3
Perform 

Requirements-Based 
Estimation  

F

PRP-2.1
Create

Concept of 
Operations 
(CONOPs )

F
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PRP-2.4
Initiate 

Systems Engineering 
and Design Review 

P

P



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-2.1 Create Concept of Operations (CONOPs)

Concept of Operations (CONOPs)

Project Manager

The Project Manager is responsible for the creation of the CONOPs, or Concept of Operations, that is both an 
analysis and formal document to describe how an asset, system, or capability will be employed and supported. The 
CONOPs expresses the employment and support vision of the users, business stakeholders, during the development 
of the Analysis of Alternatives (AoA) and prior to or in parallel with commencing work of the Requirements 
Specification Document (RSD). The CONOPs bridges the gap between the Business Need Statement, in the Business 
Requirements Document (BRD) and the Requirements Specification Document (RSD) by identifying the capabilities 
needed to satisfy the business need and fill the gaps expressed in the business needs statement, and to assist in 
identifying and selecting balanced solutions in the AoA. 

Business Requirements Document 

racigoalsbackprocesshome



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-PR1 Conduct Peer Review of CONOPs 

home process goals raciback

The Project Manager conducts the Concept of Operations (CONOPs) Peer Review in accordance with the ProPath 
Reviews Guide (appropriate sections pertaining to Peer Reviews) performing the following general steps:

1. Distribute the Peer Review Materials.
2. Review the Peer Review Materials.
3. Distribute the Consolidated Peer Review Findings.
4. Record the Finding Resolutions.
5. Implement the Finding Resolutions.

The Project Manager submits an updated copy of the CONOPs to OIT PD Open Source, Configuration & Tools 
Management Division via the mail group OIT Open Source Software Delivery or OSSOFT@va.gov.

The goal of the peer review of the CONOPs is to resolve any questions the project team may have and to ensure 
quality of the deliverable. 

CONOPs

CONOPs Review Findings Summary 
Record of Notification
Updated CONOPs

Project Manager

ProPath Reviews Guide
Quality Assurance Standard  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-FR1 Conduct Formal Review of CONOPs 

CONOPs

Artifact Review Agenda and Minutes
CONOPs (Review Findings Summary included) 
Updated CONOPs (Approval Signatures included)

Project Manager

The Project Manager conducts a Formal Review of the Concept of Operations (CONOPs) in accordance with the 
ProPath Reviews Guide (appropriate sections pertaining to Formal Reviews) performing the following general steps: 

1. Plan the Formal Review.
2. Review the Formal Review Materials.
3. Implement the Finding Resolutions.

The goal of the formal review is to obtain stakeholder concurrence of the CONOPs and the appropriate approval 
signatures. 

home process goals raci

ProPath Reviews Guide
Quality Assurance Standard 

IBM Rational ClearQuest ®
IBM Rational RequisitePro ®

back



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-2.2 Document Requirements 

racigoalsbackprocesshome

The Functional Analyst works with the various groups (i.e., Architecture, Strategy and Design (ASD), Enterprise 
System (ESE), Program Management, etc) to document the increment specifications. Specifications that should be 
considered, at a minimum, include:

Business Requirements Document

Requirements Specification Document

Functional Analyst

IBM Rational RequisitePro ®

Contact the Section 508 Office at the mail group [email: Section508@va.gov] to obtain the appropriate checklists.

The Requirements Specification Document template provided serves as a guide for those project teams currently not 
leveraging a VA approved requirements management tool.  However, project teams are encouraged to continue to use 
the approved Requirements Management tools in lieu of using the provided template.

Request the initial function point count when the majority of the requirements have been stabilized by sending an 
email to Software Metric and Estimation (SM&E) team [email address: VA OIT PD PPO Project Estimation Support]. 

Functional
Reliability
Performance

�
�
�

Security
Usability (including 508 compliance)
Multi-Divisional

�
�
�

PMAS Guide
SDE End-to-End Project Flow - Support Details

PD PMAS Program Management Document Repository
Work Information Tracking System

Electronic and Information Technology Accessibility Standards (Section 508)
VA Section 508 Background and Standards
VA Section 508 Standards Checklists



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-PR2 Conduct Peer Review of Requirements Specification Document 

Requirements Specification Document 

Record of Notification
Requirements Specification Document Checklist (Review Findings Summary included) 
Updated Requirements Specification Document   

Functional Analyst

home process goals raci

ProPath Reviews Guide
Quality Assurance Standard   

The Functional Analyst conducts a Peer Review of the Requirements Specification Document in accordance with the 
ProPath Reviews Guide (appropriate sections pertaining to Peer Reviews) performing the following general steps:

1. Distribute the Peer Review Materials.
2. Review the Peer Review Materials.
3. Distribute the Consolidated Peer Review Findings.
4. Record the Finding Resolutions.
5. Implement the Finding Resolutions.

The Project Manager submits an updated copy of the Requirements Specification Document to OIT PD Open Source, 
Configuration & Tools Management Division via the mail group OIT Open Source Software Delivery or 
OSSOFT@va.gov.

The goal of the peer review of the Requirements Specification Document is to resolve any questions the project team 
may have and to ensure the quality of the deliverable

back



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-FR2 Conduct Formal Review of Requirements Specification Document 

Requirements Specification Document

Artifact Review Agenda and Minutes
Requirements Specification Document Checklist (Review Findings Summary included) 
Updated Requirements Specification Document (Approval Signatures included)

Project Manager

The Project Manager conducts a Formal Review of the Requirements Specification Document in accordance with the 
ProPath Reviews Guide (appropriate sections pertaining to Formal Reviews) performing the following general steps: 

1. Plan the Formal Review.
2. Review the Formal Review Materials.
3. Implement the Finding Resolutions.

The Project Manager submits an updated copy of the Requirements Specification Document to OIT PD Open Source, 
Configuration & Tools Management Division via the mail group OIT Open Source Software Delivery or 
OSSOFT@va.gov.

The goal of the formal review is to obtain stakeholder concurrence of the Requirements Specification Document and 
the appropriate approval signatures. 

home process goals raci

ProPath Reviews Guide
Quality Assurance Standard 

IBM Rational ClearQuest ®
IBM Rational RequisitePro ®

back



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-2.3 Perform Requirements-Based Estimation

Software Metrics and Estimation (SM&E) team member 

The Software Metrics and Estimation (SM&E) team member will: 
Respond to requests for project Function Point Analysis Services
Assign each incoming Function Point Analysis Service request to SM&E team member
Monitor, track, and report on assigned requests 
Conduct Function Point Analysis activities in accordance with the current version of the counting rules of the 
International Function Point Users Group (IFPUG) and in accordance with accepted local counting guidelines
Post Analysis Results, when completed, to the project's Project Notebook entry in TSPR

The Project Manager or designee will work with the SM&E team member to update, as needed, the project schedule 
and labor estimates to reflect values listed in the Function Point Estimate Workbook. 

�

�

�

�

�

Application Function Point Baseline Count
Requirements Specification Document 

Function Point Estimate Workbook

racigoalsbackprocesshome

Function Point Estimate Workbook 
Project Repository (TSPR) Data Entry Guide 

TSPR User Manual 
IFPUG Counting Practices Manual (CPM)

Access to the IFPUG CPM requires Global Corporate Membership requirements that must be followed. 
For further guidance and assistance contact mail group VA OIT PD PPO Project Estimation Support. 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-2.4 Initiate Systems Engineering and Design Review 

Interface Control Document
Product Architecture Document
Project Charter
Requirements Specification Document
System Design Document

SEDR Request Form  

Project Manager

The Project Manager submits the Systems Engineering and Design Review (SEDR) form along with supplemental 
documents that describe the project’s objectives, solution and challenges. Details about the architecture are also 
provided, including servers, backups, geographic sites of processing, dependencies with other applications, network 
performance, storage utilization, as well as information about users and operations support. 

Note: A SEDR is required any time that a proposed solution either needs to add new infrastructure or to modify the 
existing infrastructure at the VA. 

SDE End-to-End Project Flow - Support Details
Systems Engineering and Design Review (SEDR) Process 

home process goals raciback

VA Section 508 Standards Checklists



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-2.5 Create System Design Document 

Project Manager 

The Project Manager creates the initial System Design Document and completes the appropriate sections up to and including the Conceptual 
Design. In addition to the Conceptual Design, the initial sections of this document provide for basic technical overview of the project and ensure 
alignment with the VA IT architecture and design frameworks that will ultimately be reviewed as part of three distinct processes: 

One-VA Technical Reference Model (TRM)
Systems Engineering and Design Review (SEDR) Process 
VA Accreditation with Assessment and Authorization Process

For Legacy Vista Systems, the Project Manager has the option to create an initial Software Design Document and complete the sections up to and 
including Conceptual Design in lieu of the System Design Document for submission to the  Project Management Accountability System (PMAS).

For conceptual design, consideration should be given to adopt "cloud" technologies as potential solutions. Leveraging "cloud" technologies  as 
part of a larger effort by the Office of Material Budget (OMB) to reform Federal IT Management.  

The creation of test and support environments should also be considered when creating this document.





Business Requirements Document
Project Charter
Requirements Specification Document

Software Design Document (all sections up to and including Conceptual Design)
System Design Document (all sections up to and including Conceptual Design) (or Assumptions Verifier Letter (AVL) may be used in lieu of SDD)

racigoalsbackprocesshome

One-VA Technical Reference Model
Assessment and Authorization

The results of the Systems Engineering and Design Review (SEDR), Assumptions Verifier Letter (AVL) can be used in lieu of the System Design 
Document or the Software Design Document so long as the same approval participants are involved in the SEDR process. 

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for a product or product release.

IBM Rational ClearCase ®
PD PMAS Program Management Document Repository
Work Information Tracking System

ETA Compliance Criteria
25 Point Implementation Plan to Reform Federal Information Technology Management
PMAS Guide
SDE End-to-End Project Flow - Support Details
Systems Engineering and Design Review (SEDR) Process



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-PR3 Conduct Peer Review of System Design Document 
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The Project Manager conducts the System Design Document (or Software Design Document) Peer Review in 
accordance with the ProPath Reviews Guide (appropriate sections pertaining to Peer Reviews) performing the 
following general steps:

1. Distribute the Peer Review Materials.
2. Review the Peer Review Materials.
3. Distribute the Consolidated Peer Review Findings.
4. Record the Finding Resolutions.
5. Implement the Finding Resolutions.

The Project Manager submits an updated copy of the System Design Document to OIT PD Open Source, Configuration 
& Tools Management Division via the mail group OIT Open Source Software Delivery or OSSOFT@va.gov.

The goal of the peer review of the System Design Document is to resolve any questions the project team may have and 
to ensure quality of the deliverable.

System Design Document 

Record of Notification
System Design Document Review Findings Summary 
Updated System Design Document

Project Manager

ProPath Reviews Guide
Quality Assurance Standard  

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-FR3 Conduct Formal Review of System Design Document 

Software Design Document (all sections up to and including Conceptual Design)
System Design Document (all sections up to and including Conceptual Design)

Artifact Review Agenda and Minutes
System Design Document Checklist (Review Findings Summary included) 
Updated Software Design Document (Approval Signatures included)
Updated System Design Document (Approval Signatures included)

Project Manager

The Project Manager conducts a Formal Review of the System Design Document (or Software Design Document) in 
accordance with the ProPath Reviews Guide (appropriate sections pertaining to Formal Reviews) performing the 
following general steps: 

1. Plan the Formal Review.
2. Review the Formal Review Materials.
3. Implement the Finding Resolutions.

The Project Manager submits an updated copy of the System Design Document to OIT PD Open Source, 
Configuration & Tools Management Division via the mail group OIT Open Source Software Delivery or 
OSSOFT@va.gov.
The goal of the formal review is to obtain stakeholder concurrence of the System Design Document (or Software 
Design Document) and the appropriate approval signatures. 

home process goals raci

ProPath Reviews Guide
Quality Assurance Standard 

IBM Rational ClearQuest ®
IBM Rational RequisitePro ®

back

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
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Project Planning: PRP-3 Develop Project Management Plan 

PRP-3.1
Create 

Project Management 
Plan

PRP-3.2
Review 

Quality Assurance 
Standard

PRP-3.6
Create 

Risk Log

PRP-3.3
Create 

Risk Management 
Plan

PRP-3.4
Review
Project

Communication 
Standard 

PRP-3.5
Create

Project Schedule

PRP-3.10
Identify

Dependent Projects

PRP-3.9
Identify

Staff Assignments
F

  Exceed 10%
Planning Budget? 

PRP-3.11
Request

Planning Budget 
Increase

No

Yes
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PRP-3.7
Create/Update 

Software 
CM  Procedures

P

PRP-3.8
Elaborate

Infrastructure Rough 
Order of Magnitude 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-3.1 Create Project Management Plan 
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The Project Manager creates the Project Management Plan (PMP) which is the formal, approved document that 
defines how the project is executed, monitored, and controlled. It is composed of one or more subsidiary 
management plans and other planning documents. The objective of the PMP is to define the management approach 
to be used by the project team to deliver the intended increment(s).  The Agile Suitability Scorecard tool can be 
used to ascertain if a project is a candidate to adopt agile/lean management methodology and identify potential risk 
in adopting an agile/lean methodology. 

Business Requirements Document
Project Charter

Project Management Plan

Project Manager

back

PD PMAS Program Management Document Repository
Work Information Tracking System

VA Section 508 Standards Checklists

Agile Suitability Scorecard

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
PMAS Guide
Project Artifact Summary Guide
SDE End-to-End Project Flow - Support Details
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-3.2 Review Quality Assurance Standard

The Project Manager is required to review and follow the Quality Assurance Standard. The Quality Assurance (QA) 
Standard details the overall approach to quality assurance activities for a project. The standard documents how the 
project defines, implements, and assures quality during the software development process. The standard is also a 
communication vehicle for the entire project team, including the project manager, developers, test analysts, Software 
Quality Assurance (SQA) analysts, technical writers, functional analysts, other project teams, and users.

List any deviations and their reasons to Quality Assurance Standard in either the Project Management Plan (PMP) or 
the Quality Assurance Plan. List any deviations from the Standard in the PMP. 

If the project is large in scope create a separate Quality Assurance Plan and reference it in the PMP.

Business Requirements Document
Project Charter

Quality Assurance Plan (if not documented in the PMP)
Project Management Plan (Section 12 – Quality Assurance Plan)

Project Manager
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PMAS Guide
Quality Assurance Standard    

PD PMAS Program Management Document Repository
Work Information Tracking System

VA Section 508 Standards Checklists



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-3.3 Create Risk Management Plan

The Project Manager creates the Risk Management Plan.  The Project Manager has the option to create the Risk 
Management Plan in section 9 of the Project Management Plan (PMP) or, if the project is large in scope,  a separate 
Risk Management Plan should be created and referenced in the PMP.

Risk Management is the art and science of identifying, analyzing, and responding to risk factors throughout the life of 
a project and in the best interests of its objectives. The project identifies, analyzes, tracks, and monitors risks that may 
negatively impact the project’s performance, costs, and schedule, as well as any risks that impact other projects.

Business Requirements Document
Project Charter

Risk Management Plan (if not documented in the PMP)
Project Management Plan (Section 9 - Risk Management Plan)

Project Manager

racigoalsbackprocesshome

PD PMAS Program Management Document Repository
Work Information Tracking System

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
PMAS Guide



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-3.4 Review Project Communication Standard 

The Project Manager is required to review and follow the Communication Standard. If it is determined that the 
program/project must deviate from the standard, section 8 of the Project Management Plan (PMP) should indicate the 
reason and list, in bullet format, the planned deviations.  If the project is large in scope, a separate Communication 
Plan should be created and referenced in the PMP.

The Communication Standard describes how projects should communicate with team members, end users, 
management, and other points of contact. The standard describes how stakeholders are kept informed of project 
activities, as well as the mechanism to receive stakeholder feedback and adjust activities accordingly in a timely 
manner. The standard additionally details how products are delivered (minutes, dashboard, briefings, 
documentation, etc.) and where they are stored.

Business Requirements Document
Project Charter

Communication Plan (if not documented in the PMP)
Project Management Plan (Section 8 - Communication Plan)

Project Manager

racigoalsbackprocesshome

Communication Standard
PMAS Guide

PD PMAS Program Management Document Repository
Work Information Tracking System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-3.5 Create Project Schedule

The Project Manager creates the Project Schedule based on the activities defined in ProPath, the required Project
Management Accountability System (PMAS) artifacts, and the National Release Checklist. The schedule includes the
required Milestones. The schedule takes into consideration the type and size of the project, product, application, and
system when considering potential methodologies that can be applied (for example: Sequential, Iterative, or Agile)
and the number of increments required for delivery.
  

All releases come with a warranty. Sustainment of the released product for 30 days post full implementation is the 
responsibility of the project team and MUST be planned for in the project release schedule. This responsibility includes 
the resolution of the reported issue (development, testing and release) that pertain to this release. It is possible for the 
post release sustainment to go past the 30 day timeframe due to requirements such as testing. The project team (and 
associated vendors, if applicable) are required to finish all work necessary for the deployment of the product.
  

The Project Manager submits the Project Schedule to the Integrated Project Team and records approval of the
schedule in the Project Schedule Approval template.
  

For more information on obtaining ProPath compliant Work Breakdown Structure templates see the web sites
provided below in More Info.

Project Charter
Project Management Plan
Requirements Specification Document 

Project Schedule Approval 
Project Schedule (created in a designated project management tool)

Project Manager

ETA Compliance Criteria
Instructions for PMAS Dashboard
PMAS Guide 
Project Artifact Summary Guide
SDE End-to-End Project Flow - Support Details
Universal Project Milestone document

racigoalsbackprocesshome

National Release Checklist
Information Planner website

Standardized Work Breakdown Structure

PMAS Database - Quick Start Guide

PD PMAS Program Management Document Repository
Work Information Tracking System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-3.6 Create Risk Log

racigoalsbackprocesshome

The Project Manager documents the initial risks that may have an impact on the project's cost, schedule, or 
performance. 

Project Charter
Stakeholder Request

Risk Log

Project Manager 

IBM Rational ClearQuest ®

PMAS Guide

PD PMAS Program Management Document Repository
Work Information Tracking System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-3.7 Create/Update Software CM Procedures 

racigoalsbackprocesshome

The Project Manager works with the Configuration Manager to update existing Software Configuration Management 
(CM) Procedure documents for each Product being worked within the Project to include Project specific 
information.  If the products being worked do not have a Software Configuration Management Procedures document, 
one must be created for each Product from the Software Configuration Management Procedures template.  The 
Software Configuration Management Procedures document will cover the following:

Acronyms, Abbreviation and Terms
Activites
Overview
Roles and Responsibilities
Software CM Environment
Software CM Procedures 













Software Configuration Management Procedures

Software Configuration Management Procedures 
Updated Software Configuration Management Procedures

Project Manager 

IBM Rational ClearCase ®
IBM Rational ClearQuest ®

Software Configuration Management Plan Standard 



Description

Artifacts 
Used

Artifacts 
Created 

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-3.8 Elaborate Infrastructure Rough Order of Magnitude

Corporate Data Center Operations (CDCO) Pricing Matrix, if used
Infrastructue ROM 
Project Management Plan
QUAD Chart
SEDR Findings 

Project Manager 

Updated Infrastructure ROM 
Updated Project Management Plan 
Updated System Design Document 

The Project Manager works with the Service Delivery and Engineering (SDE) Enterprise Operations to further refine 
the rough order or magnitude (ROM) infrastructure and sustainment cost estimates for budget request purposes. The 
ROM estimates are not binding. Precise infrastructure and sustainment cost information is formulated by Enterprise 
Operations when the requisite project artifacts are submitted and the Systems Engineering and Design Review (SEDR) 
is complete.

  

home process goals raciback

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-3.9 Identify Staff Assignments

Project Manager

The appropriate office of responsibility is responsible for applying sufficient staff as identified in the project and 
increment plans, with the appropriate skills, to enable successful execution of the project or increment. This is defined 
in the Budget Operating Plan.

The Project Manager, to obtain government staff, must:
Develop a specific resource list of government staff by competency needed for desktop to data center including 
management, development, testing, operations, security, and sustainment.
Advise Integrated Project Team (IPT) members of needed staff by competency.  IPT members are then 
responsible for coordinating with the leadership within their competency office for required personnel.





Project Management Plan

PMAS Resource Assignments

racigoalsbackprocesshome

PMAS Guide
SDE End-to-End Project Flow - Support Details

PD PMAS Program Management Document Repository

Work Information Tracking System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-3.10 Identify Dependent Projects

Program Manager

The Program Manager, to ensure proper planning or re-planning (if the project is on 'pause'), determines the project's 
dependencies as related to other projects.  This information is used to create the Project Dependency Matrix which 
includes:

A listing of the projects
A description of the project
A description of the dependency
Known schedule impacts









Project Management Plan
System Design Document

Project Dependency Matrix

racigoalsbackprocesshome

PMAS Guide

PD PMAS Program Management Document Repository
Work Information Tracking System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-PR4 Conduct Peer Review of Project Management Plan

home process goals raciback

The Project Manager conducts the Project Management Plan Peer Review in accordance with the ProPath Reviews 
Guide (appropriate sections pertaining to Peer Reviews) performing the following general steps:

1. Distribute the Peer Review Materials.
2. Review the Peer Review Materials.
3. Distribute the Consolidated Peer Review Findings.
4. Record the Finding Resolutions.
5. Implement the Finding Resolutions.

The goal of the peer review of the Project Management Plan is to resolve any questions the project team may have 
and to ensure quality of the deliverable.

Project Management Plan 

Project Management Plan Review Findings Summary 
Record of Notification
Updated Project Management Plan 

Project Manager

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
ProPath Reviews Guide
Quality Assurance Standard  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-FR4 Conduct Formal Review of Project Management Plan

Project Management Plan

Artifact Review Agenda and Minutes
Project Management Plan Checklist (Review Findings Summary included)
Updated Project Management Plan (Approval Signatures included) 

Project Manager

The Project Manager conducts a Formal Review of the Project Management Plan in accordance with the ProPath 
Reviews Guide (appropriate sections pertaining to Formal Reviews) performing the following general steps: 

1. Plan the Formal Review.
2. Review the Formal Review Materials.
3. Implement the Finding Resolutions.

The goal of the formal review is to obtain stakeholder concurrence of the Project Management Plan and the 
appropriate approval signatures. 

home process goals raciback

IBM Rational ClearQuest ®
IBM Rational RequisitePro ®

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
ProPath Reviews Guide
Quality Assurance Standard  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-3.11 Request Planning Budget Increase

Program Manager

The Program Manager works with the Deputy CIO of Product Development to obtain additional planning funds 
when the project planning budget will exceed the 10% recommended threshold. 

Budget Operating Plan 
Contracts (Existing) 
Enterprise Project Structure 
Planning Funds 
Project Charter 
Project Schedule 
Quad Chart 

Authorization to Exceed 10% Planning Threshold 

racigoalsbackprocesshome

PMAS Guide

PD PMAS Program Management Document Repository
Work Information Tracking System



Pr
oj

ec
t M

an
ag

er
ES

E 
R

el
ea

se
 O

ffi
ce

r
Project Planning: PRP-4 Initiate Release Planning

PRP-4.6
Create

Contingency Plan 

PRP-4.7
Create

Service Level 
Agreements

PRP-4.5
Create

Disaster Recovery 
Plan 

P F

PRP-4.8
Create

Operational 
Acceptance Plan

PRP-4.1
Register

Release with ESE 
Release Office

home process goals raci

P F

PRP-4.3
Confirm
Release 

Requirements with 
PM

PRP-4.4
Update

Project Artifacts 

PRP-4.2
Review

Registration and 
Assign ESE Release 

Office POC 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-4.1 Register Planned Release with ESE Release Office

Release Registration

Project Manager

home process goals raci

Project Charter
Project Management Plan

The Project Manager registers the planned release with the ESE Release Office, following the procedures outlined on 
the ESE Release Office Site: http://vaww.eie.va.gov/lifecycle/RM/default.aspx.

back

SDE End-to-End Project Flow - Support Details
ESE Release Office Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-4.2 Review Registration and Assign ESE Release Office POC

ESE Release Office POC Assignment Notification

ESE Release Officer

home process goals raci

Release Registration

ESE Release Office Site

The Enterprise System Engineering (ESE) Release Officer reviews the Release Registration, assigns a Release Office POC, 
and sends notification of the assignment.

back



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-4.3 Review ESE Release Requirements

Tailored List of ESE Requirements for ESE Release Authorization

ESE Release Officer

home process goals raci

List of Potential Requirements for Release
Release Registration

The Enterprise System Engineering (ESE) Release Office POC contacts the Project Manager (PM) to review and 
confirm ESE Release Requirements, to be provided in final form in the project repository at least 10 days prior to the 
start of the Initial Operating Capability (IOC) testing. During this review, the list of requirements is tailored and 
finalized as a record for both the ESE Release Office and the PM.

back

ESE Release Office Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-4.4 Update Project Artifacts 

Updated Communication Plan
Updated IPT Charter
Updated National Release Checklist
Updated Project Management Plan
Updated Project Schedule
Updated Work Breakdown Structure

Project Manager  

The Project Manager updates project artifacts based on the Release Office Point of Contact (POC) review.  Updated 
project artifacts may include:

Communication Plan
IPT Charter
National Release Checklist
Project Management Plan
Project Schedule
Work Breakdown Structure













racigoalsbackprocesshome

Release Office Point of Contact (POC) review results 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-4.5 Create Disaster Recovery Plan

Disaster Recovery Plan

Project Manager

The Project Manager puts the Disaster Recovery Plan in place to ensure that if an event occurs during release, 
adequate controls are in place to restore the system to pre-Disaster state.
Disaster Recovery planning involves 3 types of mechanisms:

Preventive measures - These controls are aimed at preventing an event from occurring.
Detective measures - These controls are aimed at detecting or discovering unwanted events.
Corrective measures - These controls are aimed at correcting or restoring the system after disaster or event.







home process goals raciback

Project Management Plan

SDE End-to-End Project Flow - Support Details



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-4.6 Create Contingency Plan

Contingency Plan 

Project Manager

The Project Manager creates the Contingency Plan to provide specific strategies and actions to deal with an 
emergency related to the specific release. This plan provides a coordinated set of steps in case of a non-IT emergency 
and may work in conjunction with the Disaster Recovery steps outlined in the Disaster Recovery Plan.

home process goals raciback

Disaster Recovery Plan
Project Management Plan



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-PR5 Conduct Peer Review of Release Plans

home process goals raciback

The Project Manager conducts the Release Plans Peer Review in accordance with the ProPath Reviews Guide 
(appropriate sections pertaining to Peer Reviews) performing the following general steps:

1. Distribute the Peer Review Materials.
2. Review the Peer Review Materials.
3. Distribute the Consolidated Peer Review Findings.
4. Record the Finding Resolutions.
5. Implement the Finding Resolutions.

The goal of the peer review of the Release Plans is to resolve any questions the project team may have and to 
ensure quality of the deliverable.

Contingency Plan
Disaster Recovery Plan

Contingency Plan Review Findings Summary
Disaster Recovery Plan Review Findings Summary 
Record of Notification
Updated Contingency Plan 
Updated Disaster Recovery Plan 

Project Manager

ProPath Reviews Guide
Quality Assurance Standard  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-FR5 Conduct Formal Review of Release Plans

Contingency Plan
Disaster Recovery Plan

Artifact Review Agenda and Minutes
Contingency Plan Review Findings Summary
Disaster Recovery Plan Review Findings Summary
Updated Contingency Plan (Approval Signatures included) 
Updated Disaster Recovery Plan (Approval Signatures included) 

Project Manager

home process goals raciback

ProPath Reviews Guide
Quality Assurance Standard  

The Project Manager conducts the Release Plans Formal Review in accordance with the ProPath Reviews Guide 
(appropriate sections pertaining to Formal Reviews) performing the following general steps:

  

1. Plan the Formal Review.
2. Review the Formal Review Materials.
3. Implement the Finding Resolutions.

The goal of the formal review is to obtain stakeholder concurrence of the Release Plans and appropriate approval 
signatures.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-4.7 Create Service Level Agreements 

Service Level Agreement

Project Manager

The Project Manager creates a Service-Level Agreement (SLA), which is a negotiated agreement between two parties 
(i.e., OIT and ESE, or OIT and FOD) where one is the customer and the other is the service provider. This can be a 
legally binding formal or informal 'contract'. The SLA records a common understanding about services, priorities, 
responsibilities, guarantees and warranties. Each area of service scope should have the 'level of service' defined. The 
SLA may specify the levels of availability, serviceability, performance, operation, or other attributes of the service 
such as billing. 

home process goals raciback

Project Management Plan
Requirements Specification Document (RSD)

SDE End-to-End Project Flow - Support Details



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-4.8 Create Operational Acceptance Plan 

Operational Acceptance Plan

Project Manager

The Project Manager creates the Operational Acceptance Plan (OAP). The Service Delivery and Engineering (SD&E) 
members of the Integrated Project Team (IPT) must participate in the development of the OAP to initiate 
communication of what the project will need prior to deployment.

home process goals raciback

Concept of Operations (CONOPs)
Rough Order of Magnitude
Corporate Data Center Operations (CDCO) Pricing Matrix, if used

ETA Compliance Criteria
PMAS Guide
SDE End-to-End Project Flow - Support Details

PD PMAS Program Management Document Repository

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for a 
product or product release.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-PR6 Conduct Peer Review of Operational Acceptance Plan 

home process goals raciback

The Project Manager conducts the Operational Acceptance Plan (OAP) Peer Review in accordance with the 
ProPath Reviews Guide (appropriate sections pertaining to Peer Reviews) performing the following general steps:

1. Distribute the Peer Review Materials.
2. Review the Peer Review Materials.
3. Distribute the Consolidated Peer Review Findings.
4. Record the Finding Resolutions.
5. Implement the Finding Resolutions.

The goal of the peer review of the OAP is to resolve any questions the project team may have and to ensure quality 
of the deliverable.

Operational Acceptance Plan 

Operational Acceptance Plan Review Findings Summary 
Record of Notification
Updated Operational Acceptance Plan 

Project Manager

ETA Compliance Criteria
ProPath Reviews Guide
Quality Assurance Standard  

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-FR6 Conduct Formal Review of Operational Acceptance Plan

Operational Acceptance Plan 

Artifact Review Agenda and Minutes
Operational Acceptance Plan Review Findings Summary
Updated Operational Acceptance Plan (Approval Signatures included) 

Project Manager

home process goals raciback

ETA Compliance Criteria
ProPath Reviews Guide
Quality Assurance Standard  

The Project Manager conducts the Operational Acceptance Plan (OAP) Formal Review in accordance with the ProPath 
Reviews Guide (appropriate sections pertaining to Formal Reviews) performing the following general steps:

  

1. Plan the Formal Review.
2. Review the Formal Review Materials.
3. Implement the Finding Resolutions.

The goal of the formal review is to obtain stakeholder concurrence of the OAP and appropriate approval signatures.

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.
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Project Planning: PRP-5 Perform Testing Intake Assessment 

PRP-5.2
Perform

CARA Analysis 

PRP-5.3
Update 

Project Schedule

PRP-5.1
Submit  

Intake Assessment 
Form 

PRP-5.4
Submit 

Workload Forecast

PRP-5.5
Update

ESE Master Testing 
Workload Schedule 

home process goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-5.1 Submit Intake Assessment Form  

Concept of Operations (CONOPs)
Requirements Specification Document 
System Design Document 

Testing Intake Assessment Form

Project Manager  

Testing Intake Assessment web site

The Project Manager submits the Project Testing Intake Assessment Form. The Intake Assessment form captures key 
data necessary to perform the Criticality Analysis and Risk Assessment (CARA). The data is also used by various 
stakeholders for planning purposes. The Project Manager completes the Enterprise System Engineering (ESE) Testing 
Intake form immediately following the Requirements Specification Document (RSD) and the System Design 
Document (SDD) formal reviews. 

racigoalsbackprocesshome

SDE End-to-End Project Flow - Support Details



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-5.2 Perform CARA Analysis 

Concept of Operations (CONOPs)
ESE Testing Intake Assessment Form
Requirements Specification Document 
System Design Document 

ESE Risk Analysis and Testing Scope Report (RATSR)
Software Testing Scope Report

ESE Analyst 

The Enterprise System Engineering (ESE) Analyst performs risk based assessment (Criticality Analysis and Risk 
Assessment (CARA)) of requirements outlined in the Requirements Specification Document (RSD) and specifications 
outlined in the System Design Document (SDD). This assessment prescribes what type of testing service will be 
performed on the project during ESE Testing and the timeline required for the effort. 

racigoalsbackprocesshome

Standardized Risk-Based Approach to Testing  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-5.3 Update Project Schedule  

ESE Risk Analysis and Testing Scope Report (RATSR)
Project Schedule 

Updated Project Schedule 

Project Manager  

The Project Manager updates the Project Schedule.  Once the Project Manager reviews the results from the Enterprise 
System Engineering (ESE) Risk Analysis and Testing Scope Report (RATSR), the Project Manager reviews and makes 
any necessary changes to the Project Schedule. 

racigoalsbackprocesshome

SDE End-to-End Project Flow - Support Details



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-5.4 Submit Workload Forecast

ESE Risk Analysis and Testing Scope Report (RATSR)
Updated Project Schedule

Completed Workload Forecast form 
Preliminary Release Management and ESE Testing Schedule

Project Manager  

Workload Forecasting web site

The Project Manager uses the project's updated schedule to provide key project, testing, and release management 
related dates in the workload forecast form. These dates are used by Enterprise System Engineering (ESE), Release 
Management, and other stakeholders to update their own schedules to accommodate the project's schedule.  

racigoalsbackprocesshome

SDE End-to-End Project Flow - Support Details



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-5.5 Update ESE Master Testing Workload Schedule 

Preliminary Release Management and ESE Testing Schedule 
Workload Forecast Form 

Updated ESE Testing Master Workload Forecast Form 

ESE Analyst  

The Enterprise System Engineering (ESE) Analyst updates the ESE Testing Master Workload Schedule with the 
changes that were submitted by the Project Manager to the PM's Project Schedule.  

racigoalsbackprocesshome

SDE End-to-End Project Flow - Support Details
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Project Planning: PRP-6 Evaluate Acquisitions

PRP-6.1
Evaluate

Contracts

PRP-6.3
Create

Acquisition Strategy

PRP-6.2
Create

Budget Execution 
Performance 
Deliverables 

home process goals raci

To: ITARS
Information 
Technology 
Acquisition 

Request System

From: PUR
Purchase

From: CSS
Contract Services 

Support

Acquisition



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-6.1 Evaluate Contracts

Project Manager 

The Project Manager will work with the Contracting Officer and General Counselor (GC) to put forth contract 
recommendations to: 

(1) Proceed with a contracting action, or 
(2) Document any current contract in place that can be leveraged. 

It is noted that there should be consensus on the recommendations going forward but in the event that consensus 
cannot be met, then this should be noted at the time of the submission for Project Management Accountability System 
(PMAS) approval. 

Existing Contract(s)

Contract Information

racigoalsbackprocesshome

PMAS Guide
SDE End-to-End Project Flow - Support Details

PD PMAS Program Management Document Repository
Work Information Tracking System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-6.2 Create Budget Execution Performance Deliverables 

Project Manager 

The Project Manager documents the planned Fiscal Year (FY) accomplishments or achievements. The Outcome 
Statement identifies planned Fiscal Year (FY) accomplishments or achievements for each project and the FY budget 
identified for those accomplishments. This document should include anything that will be bought or produced for the 
project with current FY budget.  Include quantifiable measures, if available. 

FY Budget

Outcome Statement 

racigoalsbackprocesshome

PMAS Guide

PD PMAS Program Management Document Repository
Work Information Tracking System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-6.3 Create Acquisition Strategy 

racigoalsbackprocesshome

The Project Manager creates the Acquisition Strategy.
  

This plan provides release-specific information such as:
Administration and Monitoring of the Acquisition (post-Award)
Costing and Funding
Current and Future Requirements that the Acquisition addresses
Data Requirements
Deliverables
Government Furnished Material
History and Need
Program Office Information
Purpose of the Acquisition
Requirement Specifics
Statement of Work
Technical Evaluations














Project Management Plan
Project Schedule
Requirements Specification Document

Acquisition Strategy 

Project Manager

PMAS Guide
SDE End-to-End Project Flow - Support Details

The creation of a "Full Acquisition Plan" is required by the Virtual Office of Acquisition (VOA) for acquisitions that 
exceed $1 million USD.  The Acquisition Plan will satisfy the requirements of an Acquisition Strategy. 

VOA Portal

PD PMAS Program Management Document Repository
Work Information Tracking System
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Project Planning: PRP-7 Evaluate & Define Product Acceptance

PRP-7.1
Conduct 

Product Evaluation

PRP-7.2
Create 

Acceptance Criteria 
Plan

home process goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-7.1 Conduct Product Evaluation

Solution Architect

The Solution Architect creates the Product Evaluation and Decision Analysis to document the criteria for evaluating 
alternative project solutions or products when at least one solution or product is being considered for purchase. The 
criteria typically addresses cost, benefits, and risks and should be within quantifiable areas such as functionality, 
performance, capacity, and scaleability. 

The Product Evaluation and Decision Analysis is only required for projects with buy decisions and provides a 
comparative breakdown of each solution. 

Business Requirements Document
Requirements Specification Document

Product Evaluation and Decision Analysis  

racigoalsbackprocesshome

PMAS Guide

PD PMAS Program Management Document Repository
Work Information Tracking System

VA Section 508 Standards Checklists



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-7.2 Create Acceptance Criteria Plan

Project Manager 

The Project Manager creates the Acceptance Criteria Plan. This document contains the mutually agreed to criteria by 
which the system will be accepted by the customer at each increment. Per the direction of the Assistant 
Secretary/Information Technology (AS/IT), each software development project increment must contain working code 
that is manifested to the end user. This manifestation can be in infrastructure code that is delivered to the end 
customer but not physically visible to the end customer or can be manifested in code that is physically visible to the 
end customer. If this is an operations project or Commercial-Off-The-Shelf (COTS) implementation project, the 
increment must deliver some functionality to the user.  A new acceptance criteria plan is required for each increment.

In addition to the mutually agreed criteria for which the system is to be accepted, the Acceptance Criteria Plan also 
contains the Customer Acceptance Form, a template for which key stakeholders acknowledge formal acceptance of the 
increment deliverable. This form is only to be completed at the end of the increment cycle upon the signature of the 
three key stakeholders (Project Manager and Customer).

Business Requirements Document
Project Charter
Requirements Specification Document

Acceptance Criteria Plan 

racigoalsbackprocesshome

PMAS Guide

PD PMAS Program Management Document Repository
Work Information Tracking System
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Project Planning: PRP-8 Obtain Approval to Start 

PRP-8.5
Approve 

Funding for 
Increment Execution

PRP-8.3
Conduct

PMAS Readiness 
Review

PRP-8.2
Verify

PMAS Readiness 

PRP-8.6
Communicate

PMAS Approval

PRP-8.1
Determine 

Execution Funds 
Available 

PRP-8.4
Conduct

OOR PMAS 
Readiness Review
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MS1



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-8.1 Determine Execution Funds Available 

Budget Operating Plan

Notification of Availability - Execution Funds

Information Technology Resource Management

Information Technology Resource Management (ITRM) works with the Program Planning & Oversight to determine if 
Execution Funds are available per the Budget Operating Plan. Once this determination is complete, representation 
within Program Plans & Oversight notifies the Program Manager that the Execution Funds are available to fund the 
increment development and delivery.  

racigoalsbackprocesshome

PMAS Guide

PD PMAS Program Management Document Repository
Work Information Tracking System

SDE End-to-End Project Flow - Support Details



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-8.2 Verify PMAS Readiness 

Acceptance Criteria Plan 
Acquisition Strategy 
Contract Information Sheet  
Confirmation of Release Requirements/Artifacts (ProPath)
Enterprise Project Structure (EPS)  
Operational Acceptance Plan 
Outcome Statement 
Product Evaluation and Decision Analysis Plan (if applicable) 

Project Manager

The Project Manager ensures all Project Management Accountability System (PMAS) required project documentation 
has been completed, approved (where required), and posted on the PMAS portal. The Project Manager prepares the 
Milestone 1 Briefing Presentation and upon completion of the Milestone 1 Review Checklist, informs the Program 
Manager when the project is ready for PMAS approval.

Project Management Plan 
Project Schedule 
Requirements Specification Document 
Risk Log or Risk Register 
Submitted Acquisition Package (Virtual Office of
   Acquisition - VOA)
System Design Document or Assumptions Verification
   Letter (AVL) in lieu of SDD

racigoalsbackprocesshome

PD PMAS Program Management Document Repository
Work Information Tracking System

The Milestone 1 Briefing Presentation can be found at the PMAS Business Office Web site.
The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for a 
product or product release.

MS1 Review Template

ETA Compliance Criteria
PMAS Guide



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-8.3 Conduct PMAS Readiness Review

Acceptance Criteria Plan
Acquistion Strategy (if applicable)
Contract Information Sheet
Enterprise Project Structure (EPS)
Milestone 1 Briefing Presentation
Operational Acceptance Plan
Outcome Statement

PMAS Readiness Formal Review Results
Updated MS1 Review Template

Program Manager

The Program Manager reviews all project documentation to determine if the project is ready to present information to 
the Assistant Secretary/Information Technology (AS/IT) or designee for a Milestone 1 Review.  

racigoalsbackprocesshome

ETA Compliance Criteria
PMAS Guide
SDE End-to-End Project Flow - Support Details

PD PMAS Program Management Document Repository
Work Information Tracking System

Product Evaluation and Decision Analysis (if applicable)
Project Management Plan
Project Schedule
Requirements Specification Document
Risk Log or Risk Register
System Design Document (SDD) or Assumptions Verification Letter
   (AVL) may be used in lie of the SDD

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-8.4 Conduct OOR PMAS Readiness Review

Acceptance Criteria Plan
Acquisition Strategy (if applicable)
Contract Information Sheet
Enterprise Project Structure (EPS)
MS1 Review Template   
Operational Acceptance Plan
Outcome Statement 

Updated MS1 Review Template

Office of Responsibility 

The appropriate Office of Responsibility (OOR) reviews all project documentation to determine if the project is 
ready for presentation to the Assistant Secretary/Information Technology (AS/IT) or designee.

The appropriate OOR provides a recommendation to the AS/IT regarding the project’s readiness to enter Project 
Management Accountability System (PMAS) or guidance to the Program Manager on the project’s inefficiencies. 

racigoalsbackprocesshome

PD PMAS Program Management Document Repository
Work Information Tracking System

Product Evaluation and Decision Analysis (if applicable)
PMAS Readiness Formal Review Results 
Project Management Plan
Project Schedule
Requirements Specification Document
Risk Log or Risk Register
System Design Document (SDD) or Assumptions Verification
   Letter (AVL) may be used in lieu of the SDD

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance 
criteria for a product or product release.

ETA Compliance Criteria
PMAS Guide



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-8.5 Approve Funding for Increment Execution

Information Technology Resource Management

The  Information Technology Resource Management (ITRM) reviews the MS1 Review Template provided by the 
Project Manager, approves funding for increment execution and assigns the initial project increment number for 
budget control. The increment’s six month clock starts with the release of the project increment number by the ITRM, 
who will in turn prepare a certification letter to Congress as to the readiness of releasing increment execution funds.

  MS-1 Review Template

racigoalsbackprocesshome

Approved Funding
Updated MS1 Review Template

PMAS Guide

PD PMAS Program Management Document Repository
Work Information Tracking System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-MS1 Conduct Milestone 1 Review

Lessons Learned Report
MS1 Review Template
PMAS Readiness Formal Review Results 

Milestone 1 Action Items & Observations
Updated Lessons Learned Report   

AS/IT 

The Project Manager sends Milestone 1 Review requests to email address: VAPMASReviews@va.gov. The Assistant 
Secretary/Information Technology (AS/IT) or designee reviews the project and approves the project to enter the Active State. 
The project schedule and PMAS dashboard are updated accordingly.   If an acquisition is required the project is approved to 
enter the Provisioning State in lieu of Active State and will require a subsequent Milestone 1 review to approve for Active State.
If the specifics of the project do not require the use of all documents shown as required, the Project Manager must provide 
justification for any exceptions at the Milestone 1 Review. In addition the Project Manager ensures that lessons learned are 
updated  by the project team members.

PMAS requires the following artifacts to exit the Planning state:

racigoalsbackprocesshome

ETA Compliance Criteria
PMAS Guide
ProPath Reviews Guide
Quality Assurance Standard  

PD PMAS Program Management Document Repository
Work Information Tracking System

Send Milestone 1 Review requests to email address: VAPMASReviews@va.gov.  

Acceptance Criteria Plan 
Acquisition Strategy (if applicable)
Contract Information Sheet  
Confirmation of Release Requirements/Artifacts (ProPath)
Enterprise Project Structure (EPS)  
Operational Acceptance Plan 
Outcome Statement 
Product Evaluation and Decision Analysis Plan (if applicable) 

Project Management Plan 
Project Schedule 
Requirements Specification Document 
Risk Log or Risk Register 
Submitted Acquisition Package (Virtual Office of
   Acquisition - VOA)
System Design Document (SDD) or Assumptions
   Verification Letter (AVL) may be used in lieu of SDD

Updated PMAS Dashboard
Updated Project Schedule 

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for a product or 
product release.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Planning: PRP-8.6 Communicate PMAS Approval

Milestone 1 Action Items & Observations

Updated Milestone 1 Action Items & Observations

Office of Responsibility

The appropriate Office of Responsibility (OOR) notifies the to specified groups of project's approval to permit the 
project to proceed under the Project Management Accountability System (PMAS). This includes the following groups:

Applicable OOR Program Management Staff
Architecture, Strategy & Design
Business Sponsor 
Program Planning and Oversight 









racigoalsbackprocesshome

PMAS Guide

PD PMAS Program Management Document Repository
Work Information Tracking System
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Product Build

BLD-1
Develop 

Product Component

BLD-8
Create

System Build

BLD-12
Perform

System Tests

BLD-15
Conduct

User Functionality
Test

BLD-7
Create

Product Build

BLD-2
Perform 

Product Component 
Test

home goals raci

P

F

BLD-3
Request

Security Controls 
Assessment

BLD-13
Request

Authority To 
Operate Review

BLD-9
Complete

Security Controls 
Assessment

BLD-11
Perform

Component 
Integration Test

BLD-5
Obtain

Integration Control 
Registration (ICR) 

Approval

BLD-4
Complete
CVS Form

BLD-6
Verify 

Product Component 
508 Compliance

BLD-14
Obtain

508 Authority to
Operate

BLD-10
Provide 

to Open Source

Open Source 
Related?

No

Yes



Product Build

This process addresses the activities that entail building a product, such as developing and 
testing product components, performing peer and final reviews, creating product and system 
builds, and performing different types of tests (e.g., systems, component integrations, and user 
functionality.)  Furthermore, this process also describes the activities for obtaining security and 
508 compliance Authority to Operate.

Description 
home process raci

Develop the product components from the approved product design
Verify and validate functionality through: 

Product Component Test
Product Component Integration Test
System Tests
User Functionality Test

Perform Assessment and Authorization activities to obtain Authority To Operate 

�

�

�

�
�

�

�

Goals 



Product Build RACI Chart - 1

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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BLD-1 Develop Product Component R A

BLD-2 Perform Product Component Test R A

BLD-PR1 Conduct Peer Review of Product 
Component R A

BLD-3 Request Security Controls Assessment R A

BLD-4 Complete CVS Form R A

BLD-5 Obtain Integration Control Registration 
(ICR) Approval R A C

BLD-6 Verify Product Components 508   
Compliance R A

BLD-7 Create Product Build R A

next



Product Build RACI Chart - 2

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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BLD-8 Create System Build R A

BLD-9 Complete Security Controls Assessment R A

BLD-FR1 Conduct Formal Review of Product 
Component R A

BLD-10 Provide to Open Source R A

BLD-11 Perform Component Integration Test R A

BLD-12 Perform SystemTests R A

BLD-13 Request Authority To Operate Review R A

BLD-14 Obtain 508 Authority to Operate R A

BLD-15 Conduct User Functionality Test R A

back



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Build: BLD-1 Develop Product Component

Approved Application Abbreviations
Displaying Sensitive Data Guide
National Patch Module (NPM) Guide

Interface Control Document
Requirements Specification Document

M Code Primary Developer's Checklist  (Vista Legacy) 
National Patch Module Patch Template (Vista Legacy) 
Product Component

Developer

IBM Rational ClearCase ®
IBM Rational RequisitePro ®

The Developer builds a Product Component using the approved product design, all applicable standards, tool sets, 
and environments.

home process goals raci

Electronic and Information Technology Accessibility Standards (Section 508)
One-VA Technical Reference Model (TRM)

Application Structure and Integration Services

VA Section 508 Background and Standards
VA Section 508 Standards Checklists

If the release is for any type of application other than VistA (e.g., centralized or web-based applications) an 
Information Patch should be released via the Patch Module to ensure that the user community is informed of the 
upcoming changes to the production environment.
The VistA Software Production Standards & Technical Guides webpage contains links for Programming Standards 
and Conventions (SAC), Graphical Interface Guideline (GUI SAC), and MOP UP Best Practices Addendum.

System Design Document
Use Case Specifications

VistA Software Production Standards & Technical Guides



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Build: BLD-2 Perform Product Component Test

Interface Control Document
Product Component
Product Documentation

Agile Defect Log (Agile Projects)
M Code Secondary Developer's Review Checklist  (Vista Legacy) 

Developer

Approved Application Abbreviations
Displaying Sensitive Data Guide
Product Component Testing Guide
SDE End-to-End Project Flow - Support Details

The Developer performs Product Component Testing (aka Unit Testing) which includes the internal technical and 
functional testing of a module/component of code and is responsible that the verification of the requirements defined 
in the detailed design specification have been successfully applied to the module/component under test. Steps include:

Analyze requirements to understand the application functionality and dependencies
Identify all the routines affected by the module or object
Specify all the routines that are called from various locations
Execute tests on prioritized options
Execute tests with different combinations of options and data. For example, test with
 minimal data entered and test with maximal data entered
Perform exploratory testing, i.e., randomly exercise the module, object, and options
based upon domain knowledge, past performance, and expertise
Record the actual test results

�
�
�
�
�

�

�

home process goals raci

IBM Rational ClearQuest ®
IBM Rational Quality Manager ®
IBM Rational Team Concert/Change and Configuration Management (RTC/CCM)   (Agile Projects)

VA Software Document Library
VHA Handbook 1605.1 Privacy and Release of Information 

Use Case SpecificationsRequirements Specification Document
Requirements Traceability Matrix
System Design Document

Test Results

VistA Software Production Standards & Technical Guides

The VistA Software Production Standards & Technical Guides webpage contains links for Programming Standards 
and Conventions (SAC), Graphical Interface Guideline (GUI SAC), and MOP UP Best Practices Addendum.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Build: BLD-PR1 Conduct Peer Review of Product Component

Product Component 
Requirements Specification Document
System Design Document
Use Case Specifications
XINDEX, if applicable

Product Build Checklist (Review Findings Summary included)
Record of Notification
Updated Product Component 

Developer

The Developer conducts the Product Component Peer Review in accordance with the ProPath Reviews Guide 
(appropriate sections pertaining to Peer Reviews) performing the following general steps:

1.  Distribute the Peer Review Materials.
2.  Review the Peer Review Materials.
3.  Distribute the Consolidated Peer Review Findings.
4.  Record the Finding Resolutions. 
5.  Implement the Finding Resolutions.  

The goal of the peer review of the Product Component is to resolve any questions the project team may have and to 
ensure quality of the deliverable. 

home process goals raci

ProPath Reviews Guide
Quality Assurance Standard
SDE End-to-End Project Flow - Support Details



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Build: BLD-3 Request Security Controls Assessment

Security Controls Assessment Record of Request
Notification of Privacy Impact Assessment Approval 

Project Manager

home process goals raci

Contingency Plan 
Incident Response Plan
Privacy Impact Assessment
Security Configuration Checklist

Security Management and Reporting Tool (SMART)

Information Access and Privacy Program Home Page

Signatory Authority
System Interconnection Agreements, when applicable
System Security Plan
VA Information Protection Risk Assessment

Office of Information Security Portal

Approved Application Abbreviations
Software Configuration Management Plan Standard
NIST SP 800-37 - Guide for the Security Certification and Accreditation of Federal Information Systems
VA Handbook 6500.3 - Certification and Accreditation of VA Information Systems
VA Handbook 6508 - Privacy Impact Assessment (PIA) 

The procedure for determining “assigned” Information Security Officer is addressed in the Project Launch process, 
Assign Security Resources & Submit SMART Inventory Checklist activity.  

The Project Manager contacts the "assigned" Information Security Officer who requests the Security Assessment Team 
to perform the Security Controls Assessment. Other activities include:

Click on the "Request Assessment and Authorization for this system" in Security Management and Reporting 
Tool (SMART) 
Ensure that the Facility Information Security Officer uploads the project security documentation into SMART
Obtain schedule for conducting the Security Controls Assessment

The Office of Cyber Security assists with the creation of the Assessment and Authorization Package and provides the 
Plan of Action and Milestones. The Privacy Impact Assessment Team comprised of the Privacy Officer, ISO, 
"Compliance, Advisory, and Security Engineering" (CASE) Security Engineer, and Program Manager conduct a 
Privacy Impact Assessment.  Once the assessment is complete and documented, the ISO uploads to SMART where it 
is reviewed and approved by the VA Privacy Service. The Privacy Officer sends the Notification of Privacy Impact 
Assessment status and approval to the privacy creation team. 

�

�
�



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Build: BLD-4 Complete CVS Form

Conformance Validation Statement

Project Manager

The Project Manager completes and submits the Conformance Validation Statement (CVS) form to the Office of 
Product Assessment Competency Section 508 Program Office via email to section 508 mail box: section508@va.gov
The completed CVS form is then entered into the Section 508 Program Office database and a 508 test team is assigned 
to the project to work with the development team. 

home process goals raci

Business Requirement Document
Requirements Traceability Matrix
Requirements Specification Document

Section 508 Standards Checklists

Please contact the Office of Product Assessment Competency Section 508 Program Office via email to section 508 mail 
box (section508@va.gov) for access and instructions on downloading the Access Technology (AT) software for 
developers, if needed, including:

Screen Reading Software
Magnification Software
Voice Input Software

�
�
�

Note: On August 7, 1998, Section 508 of the Rehabilitation Act of 1973 was amended to require that when Federal 
departments or agencies develop, procure, maintain, or use Electronic and Information Technology, that they shall 
ensure it allows Federal employees with disabilities to have access to and use of information and data that is 
comparable to the access to and use of information and data by other Federal employees.  Section 508 required the 
Architectural and Transportation Barriers Compliance Board (Access Board) to publish standards setting forth a 
definition of electronic and information technology and the technical and functional criteria for such technology to 
comply with Section 508. These standards have been developed are published with an effective date of December 21, 
2000. Federal departments and agencies shall develop all Electronic and Information Technology requirements to 
comply with the standards found in 36 CFR 1194.

For further information please visit the VA Section 508 Intranet site at http://vaww.section508.va.gov/
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Build: BLD-5 Obtain Integration Control Registration (ICR) Approval

Evidence of Developer(s) Concurrence
Existing ICR’s

Approved ICR

Developer

FORUM Systems
PD Integration Control Registration Database

The developer obtains the approvals of all needs for new, update, or retired Integration Control Registrations (ICR) 
between products or between a product and all public uses of the components documented in each ICR.   This step 
must be executed prior to any software release.

All built and acquired software products requiring  interfaces with or dependencies on data or functionality existing 
within and/or outside of its production registration/development domain boundary must adhere to the development 
domain assigned to that product or be addressed by an active ICR (see Project Planning process, Initiate Planning sub-
process for the establishment of development domain boundaries).  

ICRs must be in effect at all times when a package references components external to its development domain. Thus, 
packages that are not yet released but are installed at field facilities (alpha or beta test) must have active ICRs for all 
external components.

Developers must review their products dependencies on data and functionality that resides/is owned by other 
products, and must initiate the ICR request process during this step.

home process goals raci

Integration Control Registrations Mail Group:  OIT PD Integration Control Registrations  

PD Integration Control Registration Standard (pending revision)

HealtheVet-VistA Database Administration Program
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Build: BLD-6 Verify Product Components 508 Compliance

Conformance Validation Statement form
Product Components

Interim 508 Report

Developer

The developer works with the 508 testing team to make sure the developed product components are 508 compliant. 

home process goals raci

Please contact the Office of Product Assessment Competency Section 508 Program Office via email to section 508 mail 
box (section508@va.gov) for access and instructions on downloading the Access Technology (AT) software for 
developers, if needed, including:

Screen Reading Software
Magnification Software
Voice Input Software

�
�
�

Note: On August 7, 1998, Section 508 of the Rehabilitation Act of 1973 was amended to require that when Federal 
departments or agencies develop, procure, maintain, or use Electronic and Information Technology, that they shall 
ensure it allows Federal employees with disabilities to have access to and use of information and data that is 
comparable to the access to and use of information and data by other Federal employees.  Section 508 required the 
Architectural and Transportation Barriers Compliance Board (Access Board) to publish standards setting forth a 
definition of electronic and information technology and the technical and functional criteria for such technology to 
comply with Section 508. These standards have been developed are published with an effective date of December 21, 
2000. Federal departments and agencies shall develop all Electronic and Information Technology requirements to 
comply with the standards found in 36 CFR 1194.

For further information please visit the VA Section 508 Intranet site at http://vaww.section508.va.gov/

Section 508 Standards Checklists
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Build: BLD-7 Create Product Build

Interface Control Document
Product Components

Version Description Document 
Product Build

Configuration Manager

IBM Rational ClearCase ®

The Configuration Manager collaborates with the Developer(s) to determine product components that are needed and 
assembles the product build. The Configuration Manager creates the Version Description Document and maintains it 
throughout the lifecycle.
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National Patch Module (NPM) Guide 



Description
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Build: BLD-8 Create System Build

Product Build(s)

System Build

Configuration Manager

IBM Rational ClearCase ®

The Developer(s), working with the Configuration Manager, determine that the correct product build resides in the 
system test environment in preparation for assembly of the system build.
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Approved Application Abbreviations
BBM Team Review of VISTA Patches
Displaying Sensitive Data Guide
National Patch Module (NPM) Guide
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Build: BLD-9 Complete Security Controls Assessment

Summary Assessment Report

Certification Program Office

The Certification Program Office conducts a security control assessment on the security controls that are required to 
be implemented per NIST SP 800-53, Revision 3. The Summary Assessment Report includes residual 
system/application level risk identified as Plan of Action and Milestones (POA&M).
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Contingency Plan 
Incident Response Plan
Privacy Impact Assessment
Security Configuration Checklist

Security Management and Reporting Tool (SMART)

Signatory Authority
System Interconnection Agreements, when applicable
System Security Plan
VA Information Protection Risk Assessment

Office of Information Security Portal

Approved Application Abbreviations
NIST SP 800-37 - Guide for the Security Certification and Accreditation of Federal Information Systems
NIST SP 800-53, Revision 3 - "Recommended Security Controls for Federal Information Systems and Organizations"
VA Handbook 6500.3 - Certification and Accreditation of VA Information Systems

The Summary Assessment Report is developed by the Certification Program Office.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Build: BLD-FR1 Conduct Formal Review of Product Component

Product Build
Test Defect Log
Test Evaluation Summary
Test Execution Log 

Artifact Review Agenda and Minutes
Product Build Approval Signatures 
Product Build Checklist (Review Findings Summary included) 
Updated Product Build 

Software Quality Assurance Analyst

The Software Quality Assurance Analyst conducts the Product Component Formal Review in accordance with the 
ProPath Reviews Guide (appropriate sections pertaining to Formal Reviews), performing the following general steps:

1. Plan the Formal Review.
2. Review the Formal Review Materials.
3. Implement the Finding Resolutions.

The goal of the formal review is to obtain stakeholder concurrence of the Product Component and appropriate 
approval signatures.
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IBM Rational ClearQuest ®
IBM Rational RequisitePro ®

ProPath Reviews Guide
Quality Assurance Standard
SDE End-to-End Project Flow - Support Details
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Build: BLD-10 Provide to Open Source

Software Code
System Builds
Product and Project Artifacts 

Updates to Open Source Community 

Project Manager

IBM Rational ClearCase ®

The Project Manager submits a list of required software code, system builds, and artifacts as described in the Open 
Source Submission Checklist to OIT PD Open Source, Configuration & Tools Management Division via the mail group 
OIT Open Source Software Delivery or OSSOFT@va.gov. 
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The Open Source Submission Checklist lists different artifacts and/or system builds/codes that are to be submitted at 
certain intervals or milestones to OIT PD Open Source, Configuration & Tools Management Division, as a product is 
being built.  As project managers are developing their project plans, providing code and artifacts to OIT PD Open 
Source, Configuration & Tools Management Division should be considered and incorporated into the plan both based 
on specific milestones and time intervals basis, as specified in the Open Source Submission Checklist.

Open Source Submission Checklist
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Artifacts 
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Artifacts 
Created

Responsible 
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Tools

Standards

More Info....

Product Build: BLD-11 Perform Component Integration Test

Master Test Plan
Product Build
Product Documentation
Requirements Specification Document

Component Integration Test Defect Log
Component Integration Test Evaluation Summary
Component Integration Test Execution Log
Software Quality Assurance Review Checklist
Updated Agile Defect Log (Agile Projects)

Test Analyst

IBM Rational ClearQuest ®
IBM Rational Quality Manager ®
IBM Rational Team Concert/Change and Configuration Management (RTC/CCM)   (Agile Projects)

The Test Analyst installs the Product Component and performs component integration testing. Product Component 
Integration testing is performed to expose defects in the interfaces and interaction between integrated components as 
well as verifying installation instructions. The Software Quality Assurance Review Checklist is started during this 
activity. 
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Approved Application Abbreviations
Displaying Sensitive Data Guide

VistA Software Production Standards & Technical Guides

VA Software Document Library
VHA Handbook 1605.1 Privacy and Release of Information 

Requirements Traceability Matrix
Test Cases
Test Scripts
Use Case Specifications

The VistA Software Production Standards & Technical Guides webpage contains links for Programming Standards 
and Conventions (SAC), Graphical Interface Guideline (GUI SAC), and MOP UP Best Practices Addendum.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Build: BLD-12 Perform System Tests

Master Test Plan
Product Documentation
Requirements Specification Document
Requirements Traceability Matrix
System Build

System Test Defect Log
System Test Evaluation Summary
System Test Execution Log
Updated Agile Defect Log (Agile Projects)

Test Analyst

Displaying Sensitive Data Guide

IBM Rational ClearQuest ®
IBM Rational Quality Manager ®
IBM Rational Team Concert/Change and Configuration Management (RTC/CCM)   (Agile Projects)

The Test Analyst performs System Tests employing a variety of test types (i.e., compliance, regression, access control, 
interoperability, etc.). System Tests exercise all parts of an integrated system including interfaces to external systems.  

home process goals raci

VA Software Document Library
VHA Handbook 1605.1 Privacy and Release of Information 

System Design Document
Test Cases
Test Scripts
Use Case Specifications



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Build: BLD-13 Request Authority To Operate Review

Authority to Operate Review Record of Request

Project Manager

The Project Manager requests that the Accreditation Team perform the Authority to Operate Review.
Other activities include:

Revise security documentation as a result of the Security Controls Assessment
Ensure that  the updated security documentation is uploaded into Security Management and Reporting Tool 
(SMART)

The Facility Information Security Officer provides the Memorandum for the Authority to Operate.

�

�

home process goals raci

System Security Plan
VA Information Protection Risk Assessment

Security Management and Reporting Tool (SMART)

NIST SP 800-37 - Guide for the Security Certification and Accreditation of Federal Information Systems
VA Handbook 6500.3 - Certification and Accreditation of VA Information Systems

Contact the Lead CASE Security Engineer using the VHA OI SDD CASE Services mail group.
Contact the Director of Field Security Service using the VA FSS ISO Requests mail group.
Assessment and Authorization
Office of Information Security Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Build: BLD-14 Obtain 508 Authority to Operate

508 Authority to Operate
Final 508 Report 

Project Manager

The Project Manager obtains 508 Authority to operate once it has been determined by the 508 testing team that the 
developed product components meet 508 compatibility requirements and are 508 compliant. 

home process goals raci

Interim 508 Report
Conformance Validation Statement form

Section 508 Standards Checklists

Please contact the Office of Product Assessment Competency Section 508 Program Office via email to section 508 mail 
box (section508@va.gov) for access and instructions on downloading the Access Technology (AT) software for 
developers, if needed, including:

Screen Reading Software
Magnification Software
Voice Input Software

�
�
�

Note: On August 7, 1998, Section 508 of the Rehabilitation Act of 1973 was amended to require that when Federal 
departments or agencies develop, procure, maintain, or use Electronic and Information Technology, that they shall 
ensure it allows Federal employees with disabilities to have access to and use of information and data that is 
comparable to the access to and use of information and data by other Federal employees.  Section 508 required the 
Architectural and Transportation Barriers Compliance Board (Access Board) to publish standards setting forth a 
definition of electronic and information technology and the technical and functional criteria for such technology to 
comply with Section 508. These standards have been developed are published with an effective date of December 21, 
2000. Federal departments and agencies shall develop all Electronic and Information Technology requirements to 
comply with the standards found in 36 CFR 1194.

For further information please visit the VA Section 508 Intranet site at http://vaww.section508.va.gov/



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Build: BLD-15 Conduct User Functionality Test

Lessons Learned Report
Master Test Plan
Requirements Specification Document
Requirements Traceability Matrix
System Build

User Functionality Defect Tracking Spreadsheet
User Functionality Test Defect Log
User Functionality Test Evaluation Summary
User Functionality Test Execution Log
Updated Agile Defect Log (Agile Projects)

Project Manager

IBM Rational ClearQuest ®
IBM Rational Team Concert/Change and Configuration Management (RTC/CCM)   (Agile Projects)

home process goals raci

User Functionality Testing (UFT) is a formal test conducted by the end-users to determine whether a system satisfies 
its acceptance criteria and enables the customer to determine whether to accept the system.

The purpose of the User Functionality Test is to (1) exercise the functionality of the application using test data in a 
controlled test environment in order to validate functionality and (2) evaluate the usability of a component or system.

System Design Document
Test Cases
Test Scripts
UFT Test Plan
Use Case Specifications

Displaying Sensitive Data Guide
VA Software Document Library
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Product Documentation

DOC-15
Create

Operations and 
Maintenance Plan

DOC-14
Create 

Production 
Operations Manual

DOC-9
Create 

Technical 
Manual/Systems 

Management Guide

DOC-7
Create 

Installation Guide

DOC-8
Create 

Security Guide

DOC-12
Create 

Release Notes

DOC-13
Create 

Online Help

DOC-10
Create 

User Guide

home goals raci

DOC-3
Create
System 

Interconnection 
Agreements

DOC-1
Create

System Security
 Plan

DOC-4
Create 

Incident Response 
Plan

DOC-5
Create 

Server Security 
Configuration

Checklist 

DOC-6
Provide

Signatory
Authority

DOC-2
Complete

Privacy Impact 
Assessment

P

F

P

DOC-11
Create 

Developer's Guide



Product Documentation

Ensure necessary documentation is developed according to standards (including the VA Assessment and 
Authorization process, when applicable). Ensure security documentation complies with standards in order 
to obtain the Authority To Operate (ATO).

Product Documentation includes, but is not limited to:
Assessment and Authorization Package 
Developer's Guide
Installation Guide
Online Help
Operations and Maintenance Plan
Production Operations Manual
Release Notes
Security Guide
Systems Management Guide
Technical Manual
User Guide

�

�

�
�

�

�

�

�
�

�

�

Goals of Product Documentation
home process raci



Product Documentation RACI Chart - 1

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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DOC-1 Create System Security Plan R A

DOC-2 Complete Privacy Impact Assessment R A

DOC-3 Create System Interconnection Agreements R A

DOC-4 Create Incident Response Plan R A

DOC-5 Create Server Security Configuration Checklist R A

DOC-6 Provide Signatory Authority R A

DOC-PR1 Conduct Peer Review of Security Documentation R A

DOC-7 Create Installation Guide R A

DOC-8 Create Security Guide R A

next



Product Documentation RACI Chart - 2

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back

Role

Te
ch

ni
ca

l W
ri

te
r

So
ft

w
ar

e 
Q

ua
lit

y 
A

ss
ur

an
ce

 
A

na
ly

st

Pr
oj

ec
t M

an
ag

er

Pr
og

ra
m

 M
an

ag
er

Pr
og

ra
m

 E
xe

cu
tiv

e 
O

ff
ic

er

DOC-9 Create Technical Manual/Systems Management Guide R I A

DOC-10 Create User Guide R I A

DOC-11 Create Developer’s Guide R A

DOC-12 Create Release Notes R A

DOC-13 Create Online Help R A

DOC-14 Create Production Operations Manual R A

DOC-15 Create Operations and Maintanence Plan R A

DOC-PR2 Conduct Peer Review of Product Documentation R A

DOC-FR1 Conduct Formal Review of Product Documentation R A



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools 

Standards

More Info....

Product Documentation: DOC-1 Create System Security Plan 

Security Management and Reporting Tool (SMART) Inventory Checklist and Form 

System Security Plan

Program Manager

NIST SP 800-18 - Guide for Developing Security Plans for Federal Information Systems

The Program Manager works with the Facility Information Security Officer (ISO) to create the System Security Plan 
(SSP). The SSP ensures that the planned or existing security controls are fully documented.  The SSP provides an 
overview of the security requirements for the information system and describes the security controls in place or 
planned for meeting those requirements. The Compliance, Advisory, and Security Engineering (CASE) Security 
Engineer and/or the Facility ISO provide the required System Security Plan template to the Development Team. iA2 is 
a tool that the Facility Information Security Officers (FISOs) and others use to generate System Security Plans and 
Security Risk Assessments.

home process goals raci

To contact the Lead CASE Security Engineer, use the VHA OI HDI Security Team  mail group. 
Note: Effective 7/8/09 the Case Security Engineer extended support from VHA to all of OIT.  

Information Access and Privacy Home

iA2



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools 

Standards

More Info....

Product Documentation: DOC-2 Complete Privacy Impact Assessment

Security Management and Reporting Tool (SMART) Inventory Checklist and Form

Privacy Impact Assessment 

Program Manager

Approved Applications Abbreviations 
Displaying Sensitive Data Guide
VA Handbook 6500.3 - Certification and Accreditation of VA Information Systems

When an information system or application process has personally identifiable information, the  Program Manager 
completes the Privacy Impact Assessment (PIA). For those information systems or applications that do not process 
personally identifiable information, the Program Manager submits an abbreviated PIA. A PIA is an analysis of the 
system's data that seeks to identify and mitigate the privacy risks associated with the use of personal information by a 
program, system or practice. The assigned Privacy Officer is responsible for providing the required Privacy Impact 
Assessment template to the Development Team.

home process goals raci

To contact the Lead CASE Security Engineer, use the VHA OI HDI Security Team mail group.
Note: Effective 7/8/09 the Case Security Engineer extended support from VHA to all of OIT. 

Information Access and Privacy Home



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools 

Standards

More Info....

Product Documentation: DOC-3 Create System Interconnection Agreements

Security Management and Reporting Tool (SMART) Inventory Checklist and Form
System Security Plan

System Interconnection Agreements

Program Manager

NIST SP 800-47 - Security Guide for Interconnecting Information Technology Systems 
VA Handbook 6500.3 - Certification and Accreditation of VA Information Systems

The Program Manager works with the Facility Information Security Officer (ISO) to create the System 
Interconnection Agreements. The Interconnection Security Agreement specifies all relevant technical, security, and 
administrative issues and forms an agreement governing the management, operation, and use of the interconnection. 
Interconnection Security Agreements should be an appendix to the System Security Plan. The Compliance, Advisory, 
and Security Engineering (CASE) Security Engineer is responsible to provide the required System Interconnection 
Agreements template to the Development Team.

home process goals raci

To contact the Lead CASE Security Engineer, use the VHA OI HDI Security Team  mail group. 
Note: Effective 7/8/09 the Case Security Engineer extended support from VHA to all of OIT. 

Information Access and Privacy Home



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Documentation: DOC-4 Create Incident Response Plan

Security Management and Reporting Tool (SMART) Inventory Checklist and Form

Incident Response Plan

Program Manager

NIST SP 800-61 - Computer Security Incident Handling Guide
VA Handbook 6500.3 - Certification and Accreditation of VA Information Systems

The Program Manager works with the Facility Information Security Officer (ISO) to create the Incident Response Plan.
An Incident Response Plan is necessary for rapidly detecting incidents, minimizing loss and destruction, mitigating 
the weaknesses that were exploited, and restoring computing services. The Compliance, Advisory, and Security 
Engineering (CASE) Security Engineer is responsible to provide the required Incident Response Plan template to the 
Development Team. 

home process goals raci

Information Access and Privacy Home

To contact the Lead CASE Security Engineer, use the VHA OI HDI Security Team mail group. 
Note: Effective 7/8/09 the Case Security Engineer extended support from VHA to all of OIT. 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Documentation: DOC-5 Create Server Security Configuration Checklist

Security Management and Reporting Tool (SMART) Inventory Checklist and Form

Server Security Configuration Checklist

Program Manager

NIST SP 800-70 - National Checklist Program for IT Products—Guidelines for Checklist Users and Developers 
VA Handbook 6500.3 - Certification and Accreditation of VA Information Systems

The Program Manager creates the Server Security Configuration Checklist. The Server Security Configuration 
Checklist includes a series of instructions for configuring a product to a particular operational environment in its 
simplest form. The facility System Administrator provides the required Server Security Configuration Checklist 
template to the Development Team.

home process goals raci

Information Access and Privacy Home

To contact the Lead CASE Security Engineer, use the VHA OI HDI Security Team mail group.  
Note: Effective 7/8/09 the Case Security Engineer extended support from VHA to all of OIT. 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools 

Standards

More Info....

Product Documentation: DOC-6 Provide Signatory Authority

System Security Plan

Program Manager 

The Program Manager obtains the completed Signatory Authority from the Facility Information Security Officer (ISO) 
and System Administrator. An Assessment and Authorization (AAA) Package submission must include the Signatory 
Authority signed and dated by the appropriate parties approving the content of the Security Plan. The Signatory 
Authority can be inserted into the Security Plan. 

home process goals raci

Signatory Authority 

VA Handbook 6500.3 - Certification and Accreditation of VA Information Systems
Information Access and Privacy Home



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Documentation: DOC-PR1 Conduct Peer Review of Security Documentation

Incident Response Plan
Privacy Impact Assessment
Server Security Configuration Checklist

Record of Notification
Security and Privacy Checklist
   (Review Findings Summary included)
Updated System Interconnection Agreements
Updated Incident Response Plan

Program Manager

The Program Manager conducts the Security Documentation Peer Review in accordance with the ProPath Reviews 
Guide (appropriate sections pertaining to Peer Reviews) performing the following general steps: 

1.  Distribute the Peer Review Materials.
2.  Review the Peer Review Materials .
3. Distribute the Consolidated Peer Review Findings.
4.  Record the Finding Resolutions.
5.  Implement the Finding Resolutions. 

The goal of the peer review of the Security Documentation is to resolve any questions the project team may have and 
to ensure the quality of the deliverable.

home process goals raci

ProPath Reviews Guide
Quality Assurance Standard

Signatory Authority
System Interconnection Agreements
System Security Plan

Updated Privacy Impact Assessment
Updated Server Security Configuration Checklist
Updated Signatory Authority
Updated System Security Plan



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Documentation: DOC-7 Create Installation Guide

Interface Control Document
Requirements Specifications Document
System Design Document
Use Case Specifications

Installation Guide

Technical Writer

Approved Applications Abbreviations 
Displaying Sensitive Data Guide
End-User Documentation Standards
SDE End-to-End Project Flow - Support Details
User Documentation Template

The Technical Writer creates the Installation Guide, which is a required user documentation component for national 
releases of products/patches to be installed on multiple platforms (e.g., client/server installations). It provides the 
information necessary to install the software with little or no assistance from the software developers or support staff 
as well as Troubleshooting instructions and Back-out procedures. An Installation Guide is a required documentation 
component and must be accessible according to the "Electronic and Information Technology Accessibility Standards" 
section 1194.41. Installation and deployment information may be split into separate manuals. This guide is included in 
the final overall Release Package.

If this product is an enhancement to an existing product, the current Installation Guide will most likely be updated.

home process goals raci

Electronic and Information Technology Accessibility Standards (Section 508) Webpage

VistA Document Library (VDL)

No standard template exists.  However see Vista Document Library for examples of completed documents.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Documentation: DOC-8 Create Security Guide

Interface Control Document 
Requirements Specifications Document

Security Guide

Technical Writer

Approved Applications Abbreviations 
Displaying Sensitive Data Guide
End-User Documentation Standards
User Documentation Template

The Technical Writer creates the Security Guide to control the release of sensitive information related to national 
software. If national software contains highly-sensitive information (e.g., personnel or payroll systems), this 
component of the software documentation will not be included in any Freedom of Information Act (FOIA) request 
releases. Because certain levels of access (e.g., security keys and/or roles) and authorization must be delegated for 
proper management of the system, information about these items may be found elsewhere in the software 
documentation. The Technical Writer identifies and explains any unique and/or atypical features and miscellaneous 
information that may be of particular interest to security personnel (e.g., Information Security Officers [ISOs]), 
operations support, and other support groups.

The Security Guide is a required documentation component when the software contains sensitive information. It can 
be released as a standalone manual, or included as a security section in the Technical Manual or Systems 
Management Guide. If the software contains highly-sensitive information, the two manuals must not be combined.
If this product is an enhancement to an existing product, the current Security Guide may require an update.

home process goals raci

The Security Guide, oriented primarily towards the user community, is a required artifact distinct from those 
artifacts required by the VA Assessment and Authorization process.
No standard template exists.  However see Vista Document Library for examples of completed documents.

Electronic and Information Technology Accessibility Standards (Section 508)
VA Section 508 Background and Standards
VA Section 508 Standards Checklists

System Design Document
Use Case Specifications

VistA Document Library (VDL)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Documentation: DOC-9 Create Technical Manual/Systems Management Guide

Requirements Specification Document
System Design Document
Use Case Specifications

Technical Manual or Systems Management Guide

Technical Writer

The Technical Writer creates the Technical Manual, which is a required documentation component that provides 
sufficient technical information about the software for programmers and technical personnel to operate and maintain 
the software with only minimal assistance from the product support personnel. 

The intended audience for this documentation is software support, management, and development personnel for 
nationally released software.

If this product is an enhancement to an existing product, the current Technical Manual or Systems Management Guide 
will most likely be updated.

home process goals raci

Approved Applications Abbreviations 
Displaying Sensitive Data Guide
End-User Documentation Standards
User Documentation Template
Electronic and Information Technology Accessibility Standards (Section 508)
VA Section 508 Background and Standards
VA Section 508 Standards Checklists

VistA Document Library (VDL)

No standard template exists.  However see Vista Document Library for examples of completed documents.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Documentation: DOC-10 Create User Guide

Requirements Specification Document
System Design Document
Use Case Specifications

User Guide

Technical Writer

The Technical Writer creates a user manual, which is a required documentation component. Multiple User Guides can 
be produced for any given software (for example: Setup Guide, Deployment Guide, etc.). This guide is included in the 
final overall Release Package.

If this product is an enhancement to an existing product, the current User Guide will most likely be updated.

home process goals raci

Approved Applications Abbreviations 
Displaying Sensitive Data Guide
End-User Documentation Standards
User Documentation Template
Electronic and Information Technology Accessibility Standards (Section 508)
VA Section 508 Background and Standards
VA Section 508 Standards Checklists

VistA Document Library (VDL)

No standard template exists.  However see Vista Document Library for examples of completed documents.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Documentation: DOC-11 Create Developer's Guide

Requirements Specification Document
System Design Document
Use Case Specifications

Developer's Guide

Technical Writer

The Technical Writer creates the Developer's Guide. The main purpose of a Developer’s Guide is to document 
Application Program Interfaces (APIs) and/or other public interfaces. This information is used by developers of 
external applications, whose code makes use of the services supplied by the APIs. Any application fitting this criteria 
must provide a developer’s guide.

A Developer’s Guide is a required documentation component if pertinent to your project and may also need to include 
the following types of information: 

• How to configure developer workstations/servers
• How to troubleshoot and interpret exception messages
• How to use tools/utilities included in the application package
• Any dependency on other components/services (for example, HealtheVet Desktop is dependent on VistALink)
     and version information of those components/services (especially if there are known compatibility issues).

home process goals raci

Approved Applications Abbreviations 
Displaying Sensitive Data Guide
End-User Documentation Standards
User Documentation Template
Electronic and Information Technology Accessibility Standards (Section 508)
VA Section 508 Background and Standards
VA Section 508 Standards Checklists

The Developer’s Guide content will vary considerably between applications.
No standard template exists.  However see Vista Document Library for examples of completed documents.

VistA Document Library (VDL)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Documentation: DOC-12 Create Release Notes

Interface Control Document
Requirements Specifications Document
System Design Document
Use Case Specifications

Release Notes

Technical Writer

The Technical Writer creates the product Release Notes. Release Notes describe changes to existing software and new 
features and functions of a subsequent release of software, which makes them useful as a marketing tool. 
For the initial distribution of software, Release Notes are optional. Revisions to a product that involve major changes 
to technical specifications and/or End-User functionality require Release Notes. Changes to software or 
documentation that have a minimal impact do not require Release Notes. 
If Release Notes are created, they become part of the final overall Release Package.

home process goals raci

Approved Applications Abbreviations 
Displaying Sensitive Data Guide
End-User Documentation Standards
User Documentation Template
Electronic and Information Technology Accessibility Standards (Section 508)
VA Section 508 Background and Standards
VA Section 508 Standards Checklists

VistA Document Library (VDL)

No standard template exists.  However see Vista Document Library for examples of completed documents.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Documentation: DOC-13 Create Online Help

Product Online Help

Technical Writer

Approved Applications Abbreviations 
Displaying Sensitive Data Guide
End-User Documentation Standards

Robohelp

The Technical Writer creates Online Help, which is a required component for all Graphical User Interface (GUI) based 
or Web-based nationally released software. Online Help must be accessible from within the application and contain 
context-sensitive help and system help.

Online Help must meet 508 requirements according to the "Electronic and Information Technology Accessibility 
Standards" sections 1194.41 and 1194.22

home process goals raci

Interface Control Document
Requirements Specifications Document
System Design Document
Use Case Specifications

Electronic and Information Technology Accessibility Standards (Section 508)
VA Section 508 Background and Standards
VA Section 508 Standards Checklists



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Documentation: DOC-14 Create Production Operations Manual

Production Operations Manual

Project Manager

Approved Applications Abbreviations 
Displaying Sensitive Data Guide
SDE End-to-End Project Flow - Support Details

The Project Manager creates Production Operations Manual (POM) which defines the specific technical and 
operational processes that must be carried out on daily, weekly, monthly or yearly basis.  The POM provides Field 
Operations staff the necessary instructions to operate and support production computer systems.

home process goals raci

Interface Control Document
Requirements Specification Document
System Design Document
Use Case Specification



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Documentation: DOC-15 Create Operations and Maintenance Plan

Operations and Maintenance Plan
Operations and Maintenance Responsibility Matrix
OIT ERM SOP

Project Manager

The Project Manager creates the Operations and Maintenance Plan along with defining the specific roles and 
responsibilities for support of the product in production.

home process goals raci

Interface Control Document
Requirements Specification Document
System Design Document
Use Case Specification

Approved Applications Abbreviations 
Displaying Sensitive Data Guide
SDE End-to-End Project Flow - Support Details



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Documentation: DOC-PR2 Conduct Peer Review of Product Documentation

Product Documentation

Record of Notification
Product Documentation Checklist (Review 
Findings Summary included)
Updated Installation Guide
Updated User Guide

Technical Writer

The Technical Writer conducts the Product Documentation Peer Review in accordance with the ProPath Reviews 
Guide (appropriate sections pertaining to Peer Reviews) performing the following general steps: 

1. Distribute the Peer Review Materials
2. Review the Peer Review Materials
3. Distribute the Consolidated Peer Review Findings
4. Record the Finding Resolutions
5. Implement the Finding Resolutions

The goal of the peer review of the Product Documentation is to resolve any questions the project team may have 
and to ensure the quality of the deliverable.

ProPath Reviews Guide
Quality Assurance Standard

Updated Security Guide
Updated Technical Manual /Systems Management Guide
Updated Other Product Documentation (as needed)

home process goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Documentation: DOC-FR1 Conduct Formal Review of Product Documentation

Product Documentation

Software Quality Assurance Analyst

ProPath Reviews Guide
Quality Assurance Standard

The Software Quality Assurance Analyst conducts the Product Documentation Formal Review in accordance with the 
ProPath Reviews Guide (appropriate sections pertaining to Formal Reviews) performing the following general steps: 

1. Plan the Formal Review.
2. Review the Formal Review Materials.
3. Implement the Finding Resolutions.

The goal of the formal review is to obtain stakeholder concurrence of the Product Documentation artifacts and 
appropriate approval signatures.

Artifact Review Agenda and Minutes
Product Documentation Checklist
    (Review Findings Summary included)
Product Documentation Approval Signatures
Updated Installation Guide (Approval 
    Signatures included)

Updated User Guide (Approval Signatures included) 
Updated Security Guide (Approval Signatures included) 
Updated Technical Manual/Systems Management Guide
    (Approval Signatures included)
Updated Other Product Documentation (Approval Signatures 
     included) (as needed)

home process goals raci
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Project Monitoring and Control 

home goals raci

PMC-2  
Prepare

OIT MPR Data

PMC-5  
Update

Project Repository

PMC-1
Update/Analyze
Project Schedule

PMC-8
Perform

Independent Review

PMC-3  
Update 

PMAS Dashboard 

PMC-6
Conduct 

Agile Project Mgmt. 
Activities

PMC-7
Conduct

In-Project PMAS 
Reviews

PMC-4
Review/Publish
OIT MPR Data



Project Monitoring and Control

The goal of the Project Monitoring and Control process is to:

Gather project repository information, project performance, and other key project related data
Consolidate and analyze project related information
Issue and maintain required monthly reports including, but is not limited to,

Office of Information and Technology Monthly Performance Report
Monthly Managerial Briefing
Project Repository Feedback Report
Project Health Check Feedback

Conduct and report Project Management Accountability System (PMAS) Guide and ProPath Processes 
Independent Compliance reviews
Issue and maintain the TechStat Outcome Report providing a plan of corrective action to missed 
increment/milestone
Request, as required, the Executive Leadership Team to provide assistance/support/resolution for identified 
issues/risks (Yellow & Red Flags)
Provide accurate and complete project data entry into the PMAS Dashboard

�

�

�

�

�

�

�

�

�

�

�

Goals of Project Monitoring and Control

home process raci

Description

Project Monitoring and Control (PMC) is the process by which projects are subject to continuous monitoring in 
order to determine if and when a project deviates from its planned activities and approved schedule.  PMC 
provides the framework for measurement and reporting project performance.



Project Monitoring and Control RACI Chart - 1

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals next
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PMC-1.1 Submit Primavera Timesheet R A

PMC-1.2 Approve Primavera Timesheet R A

PMC-1.3 Update/Analyze Project 
Schedule R A

PMC-1.4 Create Project Manager Toolkit 
Report R A

PMC-1.5 Analyze Project Manager Toolkit 
Report       R A

PMC-2.1 Create Monthly OIT Metrics 
Report R A

PMC-2.2 Submit Project Health Check R A

PMC-2.3 Provide Project Health Check 
Feedback R A



Project Monitoring and Control RACI Chart - 2

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals next back
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PMC-3 Update PMAS Dashboard R A

PMC-4.1 Aggregate MPR Data R A

PMC-4.2 Generate/Distribute Report R A

PMC-4.3 Review Report A R

PMC-5.1 Update Project Repository 
(TSPR)       R A

PMC-5.2 Create Project Repository (TSPR)  
Feedback Report R A

PMC-6.1 Manage Agile Impediments R A

PMC-6.2 Conduct Agile Retrospective R A



Project Monitoring and Control RACI Chart - 3

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals next back
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PMC-6.3 Track Adoption Items R A

PMC-7.1 Conduct Green Flag Process I R A

PMC-7.2 Conduct Yellow Flag Process I R A

PMC-7.3 Conduct Red Flag Process I R A

PMC-7.4 Conduct TechStat Meeting I R A

PMC-7.5 Conduct Planning/Pause State 
Reviews R A

PMC-8.1 Determine Projects for Review R I I A

PMC-8.2 Prepare for Review R A



Project Monitoring and Control RACI Chart - 4

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back
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PMC-8.3 Send Announcement for Review R A

PMC-8.4 Conduct Entrance Briefing A R

PMC-8.5 Conduct Review R A

PMC-8.6 Communicate Review Findings A R

PMC-8.7 Review Feedback       R A
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Project Monitoring and Control: PMC-1 Update/Analyze Project Schedule

PMC-1.5
Analyze

Project Manager 
Toolkit Report

PMC-1.2
Approve

Primavera
Timesheet

PMC-1.3
Update/Analyze
Project Schedule

PMC-1.4
Create

Project Manager 
Toolkit Report

PMC-1.1
Submit

Primavera
Timesheet

home process goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-1.1 Submit Primavera Timesheet

Completed Primavera Timesheet

Project Assigned Resource

The Primavera Timesheet is not a payroll timesheet and may not have the same number of hours on it as the payroll 
timesheet.  
To obtain access to Progress Reporter for timesheet submittal, the project manager must submit a request to 
Primavera Tools mail group: VA OIT OED Primavera Tools

Primavera P6 Progress Reporter

All team members, assigned to projects, must complete and submit a weekly timesheet to accurately record effort on 
activities for which they are assigned.  Primavera timesheets are used for project management purposes only and are 
reviewed by the Project Manager(s) of the project(s) on which the resource is working. 

Weekly Primavera Timesheet

Primavera Policy and Standard Operating Procedures

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-1.2 Approve Primavera Timesheet

Approved Primavera Timesheet(s)

Project Manager

The Project Manager, or assigned designee, approves the Primavera timesheet(s) for all assigned project resources.

Submitted Primavera Timesheet(s)

Primavera P6 Progress Reporter

home process goals raciback

Primavera Policy and Standard Operating Procedures



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-1.3 Update/Analyze Project Schedule

Updated Project Schedule

The Planner updates the project schedule from input obtained by the project manager and resources.   Activities 
include, but are not limited to:

Applying Actuals (weekly)
Reviewing and Updating Estimate to Complete (event driven)
Recording Non-labor Expenses (event driven)
Performing Actual Reconciliation (event driven)
Scheduling the Project and Evaluate Impacts (weekly)
Evaluating Resource Allocation (weekly) 

�

�

�

�

�

�

Approved Primavera Timesheet(s)
Budget Monitoring Spreadsheet or Invoices

Primavera Schedule Minimum Requirements Checklist
Universal Project Milestone (UPM) Reference Table

For assistance accessing the Microsoft Project tool, contact mail group: VA OIT MS Project Support Team.

home process goals raciback

Primavera Project
Microsoft Project

Planner Community Forum Web site

For assistance access the Primavera Project tool, contact mail group: VA OIT OED Primavera Tools.

Planner



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-1.4 Create Project Manager Toolkit Report 

Project Schedule

Project Manager Toolkit Report

Planner

PM Toolkit Report

The Planner creates the Project Manager Toolkit Report for submission to the Project Manager (PM). This report 
provides information to assist the PM in identifying major contributors to current health of the project allowing for 
corrective measures to be implemented, if necessary and provides data for monthly project reporting to the PMAS 
Dashboard. 

home process goals raciback

Note: Project Manager Toolkit is found on the Planner Community Forum Web site under Documents and 
Communications; Schedule Minimum Requirements tab or the Operational Information section of the Primavera tab.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-1.5 Analyze Project Manager Toolkit Report 

Project Manager Toolkit Report

Change Request, if applicable
Issue Escalation Request, if applicable

Project Manager

The Project Manager analyzes the Project Manager Toolkit Report to assess project performance against the baseline 
and to determine if further action is required. If applicable, issues are elevated through an Issue Escalation 
Request.  IBM Rational ClearQuest® may be reviewed. As appropriate, the Change Control process is utilized for any 
change in schedule, scope and cost.  

IBM Rational ClearQuest®

Planner Community Forum Web site

Change Control Process Guide

home process goals raciback
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Project Monitoring and Control: PMC-2 Prepare OIT MPR Data

PMC-2.1
Create

Monthly OIT Metrics
 Reports

PMC-2.2
Submit

Project Health Check

PMC-2.3
Provide

Project Health 
Check Feedback
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-2.1 Create Monthly OIT Metrics Reports

Project Schedule Data
Project Information

Monthly Combined Metrics Workbook
Monthly Defect Metrics Workbook
Monthly Patch Metrics Workbook
Monthly Project Metrics Workbook

Measurement Team Analyst

Microsoft Project
Primavera Project
Technical Services Project Repository

The Measurement Team Analyst creates the Monthly OIT Metrics Reports.  The Measurement Team Analyst runs 
extracts from the Project Repository (Technical Services Project Repository) and Primavera Project Management to 
report project, defect, and patch statistics. The metrics report is distributed to the Project Management Service 
Division Directors for review and action as applicable.

home process goals raciback

Technical Services Project Repository, commonly referred to as TSPR.
For assistance accessing the Microsoft Project tool, contact mail group: VA OIT MS Project Support Team.
For assistance access the Primavera Project tool, contact mail group: VA OIT OED Primavera Tools.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-2.2 Submit Project Health Check

Primavera Self Health Check

Planner

Health Check Automated Tool

The Planner submits a Primavera Self Health Check for projects to the Tools and Measurement Competency to ensure 
that schedules are developed that support the VA Primavera Schedule Minimal Requirements.  Submissions are sent to 
the mail group: VA OIT PD PPO Planners Mgmt.

The VA Primavera Schedule Minimal Requirements establish minimal standard requirements for creating and 
maintaining project schedules.

Primavera Schedule Minimal Requirements Checklist
Primavera Self Health Check Template
Project Schedule

home process goals raciback

Note: VA Primavera Schedule Minimal Requirements is found on the Planner Community Forum Web site under 
Documents and Communications; Schedule Minimum Requirements tab.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-2.3 Provide Project Health Check Feedback

Health Check Feedback Summary

Measurement Team Analyst

Health Check Automated Tool

The Measurement Team Analyst provides the project Health Check Feedback Summary.  The Measurement Team 
Analyst conducts reviews of Primavera Self Health Check to verify the project schedule quality assurance process and 
the VA Primavera Schedule Minimal Requirements are met.  The review findings, and any corrective action required, 
are communicated to the responsible planner.

Primavera Project Schedule
Primavera Self Health Check
Primavera Schedule Minimal Requirements Checklist
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-3 Update PMAS Dashboard

PMAS Dashboard Reports

Project Manager

The Project Manager is responsible for updating the Project Management Accountability System (PMAS) Dashboard 
(also referred to as the PMAS Database) with accurate and complete project data.  Refer to the PMAS Reporting Guide -
 Appendix A for a listing of data elements, and their definitions, found within the current PMAS Dashboard 
standardized reports.  

The PMAS Dashboard  is the required system for recording PMAS project data and is the authoritative source used to 
report project status to Office of Information and Technology (OIT) staff.  The level of monitoring and reporting on a 
project is determined by the PMAS state that the project is currently in.  In general the PMAS Dashboard will be 
updated as needed or when conditions change but each project/increment must be updated monthly at a minimum for 
each state.

Budget Monitoring Spreadsheet or Invoices
Periodic Project Status Reports
Project Information in Project Repository (Technical Services Project Repository)
Project Schedule

home process goals raci

PMAS Dashboard
Project Repository (Technical Services Project Repository)

PMAS Guide
Project Management Accountability System (PMAS) Reporting Guide

For more information on the PMAS Dashboard see the Project Management Accountability System (PMAS) Database-
Quick Start Guide.

To request technical support with PMAS Dashboard, including requesting access, submit an email request to mail 
group: VA OIT MS PROJECT SUPPORT TEAM.
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Project Monitoring and Control: PMC-4 Review/Publish OIT MPR Data

PMC-4.2
Generate/Distribute 

Report

PMC-4.3
Review
Report 

PMC-4.1
Aggregate
MPR Data

home process goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-4.1 Aggregate MPR Data 

The appropriate office of responsibility (OOR) aggregates the Monthly Performance Report (MPR) data.  The OOR 
collects and validates that all projects have reported and works with Project Managers to obtain any missing 
data.  When all data is available, the appropriate OOR submits the data to the Project Management Accountability 
System (PMAS) Business office. 

Consolidated Data Collection Sheet for Project Control Analysis

Office of Responsibility

Corporate Performance Management (CPM) Project Control Analysis Data Entry User Guide

Data Collection Sheet for Project Control Analysis

Office of Management and Budget (OMB) Exhibit 300B Performance Measurement Report - all PMAS projects in the 
Planning, Provisioning, Active, and Paused states must provide current fiscal year investment performance data in 
compliance with the OMB Exhibit 300B on a monthly basis.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-4.2 Generate/Distribute Report 

The Project Management Accountability System (PMAS) Business team generates the dashboard and distributes the 
report to the appropriate office of responsibility and Quality Performance and Oversight (QPO).  QPO prepares the 
reports for the Assistant Secretary for Information and Technology monthly binder.  

Office of Information and Technology (OIT) Monthly Performance Report

PMAS Business team

Corporate Performance Management (CPM) Project Control Analysis Data Entry User Guide

Consolidated Data Collection Sheet for Project Control Analysis

home process goals raciback

Office of Management and Budget (OMB) Exhibit 300B Performance Measurement Report - all PMAS projects in the 
Planning, Provisioning, Active, and Paused states must provide current fiscal year investment performance data in 
compliance with the OMB Exhibit 300B on a monthly basis.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-4.3 Review Report 

The Assistant Secretary for Information and Technology (AS/IT) or designee reviews the Monthly Performance 
Report.  The AS/IT or designee conducts the monthly reporting meeting with the appropriate office of responsibility. 
Projects with a missed deadline, cumulative three missed deadlines, multiple Red Flags, or open issues from 
independent reviews may be called to meet with the AS/IT or designee.  

Final and Published PMAS Dashboard Reports

Assistant Secretary for Information and Technology

Corporate Performance Management (CPM) Project Control Analysis Data Entry User Guide

Office of Information and Technology Monthly Performance Report
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Office of Management and Budget (OMB) Exhibit 300B Performance Measurement Report - all Project Management 
Accountability System (PMAS) projects in the Planning, Provisioning, Active, and Paused states must provide current 
fiscal year investment performance data in compliance with the OMB Exhibit 300B on a monthly basis.
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Project Monitoring and Control: PMC-5 Update Project Repository

PMC-5.2
Create

Project Repository 
(TSPR) Feedback 

Report

PMC-5.1
Update

Project Repository 
(TSPR)
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-5.1 Update Project Repository (TSPR)

Project Relevant Data

The Project Manager updates the project information in the TSPR (Technical Services Project Repository) to ensure 
current and relevant data is available on a monthly basis or as significant effects occur.

Updated TSPR Entry

Project Manager

home process goals raciback

TSPR (Technical Services Project Repository)

Technical Services Project Repository is commonly represented by the acronym (TSPR). 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-5.2 Create Project Repository (TSPR) Feedback Report

TSPR (Technical Services Project Repository)

Measurement Team Analyst

TSPR (Technical Services Project Repository)

TSPR Feedback Report

The Measurement Team Analyst creates the Project Repository (Technical Services Project Repository) Feedback 
Report. The Measurement Team Analyst reviews each project entry for compliance against the standards. Exceptions 
are compiled and reported to the Product Development Managers.

home process goals raciback

Technical Services Project Repository is commonly represented as the acronym (TSPR).
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Project Monitoring and Control: PMC-6 Conduct Agile Project Management Activities

PMC-6.1
Manage

Agile
Impediments

PMC-6.3
Track

Adoption 
Items

PMC-6.2
Conduct 

Agile 
Retrospective 
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-6.1 Manage Agile Impediments

Development Team(s) Feedback 
Risk Log

Agile Impediment Log

Agile Scrum Master

IBM Rational RTC/CCM ®

The Agile Scrum Master works with the development team in managing impediments which could be anything that 
prevents a team member from performing work as efficiently as possible is. Each team member has an opportunity to 
announce impediments during the daily Scrum meeting. The Scrum Master is charged with ensuring impediments get 
resolved. 

For further reference regarding ProPath and Agile and to see a Agile Life Cycle which maps to 
ProPath please see the Agile Methodology and ProPath guidance paper.

For additional information regarding Agile training, other standards, articles, and further guidance please visit the 
VA Agile/Lean Community of Practice (ALCP) Web site.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-6.2 Conduct Agile Retrospective 

Development Team(s) Feedback 

Agile Retrospective Log

Agile Scrum Master

IBM Rational RTC/CCM ®

The Agile Scrum Master works with the development team to conduct a Retrospective meeting and document the 
results. A Retrospective is a communication forum in which an agile team comes together to celebrate successes and to 
reflect on what can be improved.  The goal of the meeting is to develop a plan that the team uses to apply lessons 
learned going forward. Agile methods advocate regular and iterative approach scheduling of Retrospective meetings 
at the end of each iteration.

For further reference regarding ProPath and Agile and to see a Agile Life Cycle which maps to 
ProPath please see the Agile Methodology and ProPath guidance paper.

For additional information regarding Agile training, other standards, articles, and further guidance please visit the 
VA Agile/Lean Community of Practice (ALCP) Web site.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-6.3 Track Adoption Items

Agile Epic Story Log
Agile Tasks Log
Agile User Story Log

Agile Adoption Item Log

Agile Scrum Master

IBM Rational RTC/CCM ®

The Agile Scrum Master manages user stories, tasks, or other change requests that are assigned from one agile team to 
another within a project. The assignment of changes could be associated with tasks as their subordinates to adoption 
items.  

For further reference regarding ProPath and Agile and to see a Agile Life Cycle which maps to 
ProPath please see the Agile Methodology and ProPath guidance paper.

For additional information regarding Agile training, other standards, articles, and further guidance please visit the 
VA Agile/Lean Community of Practice (ALCP) Web site.

home process goals raciback



IP
T 

M
em

be
r

O
ffi

ce
 o

f R
es

po
ns

ib
ili

ty
Pr

oj
ec

t M
an

ag
er

Project Monitoring and Control: PMC-7 Conduct In-Project PMAS Reviews

PMC-7.5
Conduct 

Planning/Pause 
State Reviews

PMC-7.1
Conduct

Green Flag Process

PMC-7.4
Conduct

TechStat Meeting

PMC-7.3
Conduct

Red Flag Process
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PMC-7.2
Conduct

Yellow Flag Process



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-7.1 Conduct Green Flag Process

IPT Member

Green Flags are raised to acknowledge the significant achievement of a milestone or increment delivery.  Green Flags are 
shared in PMAS Reviews to promote communication of repeatable processes and best practices.  Submissions must be sent by 
email to VA PMAS Flags distribution list (VAPMASFlags@va.gov).

Upon the determination that a significant achievement of a milestone or increment is accomplished, the Project Manager or 
any member of the Integrated Project Team (IPT) initiates the Green Flag process and notifies the appropriate Assistant 
Deputy Chief Information Officer (CIO) as defined per the Project Management Accountability System (PMAS) Guide. Green 
Flags are brought to the attention of the CIO/Principal Deputy Assistant Secretary (PDAS) to recognize project 
accomplishments and to be incorporated as Best Practices for the improvement of Office of Information Technology (OIT) 
projects.  

A Green Flag is submitted if it fits one of the following criteria:
Early completion of a milestone and/or increment
Significant and/or positive event which warrants visibility to the VA Secretary, i.e. monetary savings for the project
New or innovative approach to successful completion of milestone and/or increment that can be used as Best Practice(s) 
for other OIT projects  

�
�
�

PMAS Dashboard Reports
Project Schedule

Project Management Accountability System (PMAS) Guide
Green Flag, Yellow Flag & Red Flag Meeting Instructions

Templates and standards are available on the PMAS Business Office SharePoint library. 
For more information on Green Flags, email the mailing group VA PMAS Business Office. 
Upon identification of a significant accomplishment, send an email with the Green Flag Template to VA PMAS Flags. Use 
of this email automatically notifies the AS/IT. The PMAS Business Office provides support to the AS/IT (or designee), 
ITPROGs, MI Leads, and PMs in the area of management reviews, Green Flag, Red Flag, TechStat meetings, and Milestone 
Reviews.  This support includes meeting facilitation, developing and/or consulting on materials, processes, and procedures. 
Templates and standards are available on the aforementioned SharePoint library.
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PMAS Business Office SharePoint Library

Green Flag, Red Flag, & TechStat Project Report
Green Flag Submission Template
Red Flag Meeting Minutes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Monitoring and Control: PMC-7.2 Conduct Yellow Flag Process

Green Flag, Red Flag, & TechStat Project Report

IPT Member

Yellow Flags are raised to identify changes in the project environment that have the potential to increase the level of 
acceptable risk.  These environment changes have the potential to affect the project cost, schedule, quality, or scope 
significantly. Yellow Flags may be raised in any PMAS state. If a project misses an inter-increment delivery date 
that does not threaten the on time completion of the increment, a Yellow Flag must be raised.  Submission must be 
sent to the VA PMAS Flags distribution list (VAPMASFlags@va.gov). 

The Project Manager, Program Manager, any member of the Integrated Project Team (IPT), or anyone associated 
with the project should raise Yellow Flags to provide management visibility and the opportunity for timely 
resolution before a milestone or increment is missed. These changes have the potential to significantly impact the 
project financials, schedule, quality, or performance. The criteria and template are provided to the IPT with support 
from the VA PMAS Business Office in Product Development (PD). Yellow Flags can be elevated in accordance with 
the categories listed in the Yellow Flag Instructions and Submission Template. Each project/program/major 
initiative can choose multiple categories with a single submission. 

PMAS Dashboard Reports
Project Schedule

Project Management Accountability System (PMAS) Guide
Green Flag, Yellow Flag & Red Flag Meeting Instructions
Yellow Flag Submission Template and Instructions
Templates and standards are available on the PMAS Business Office SharePoint library. 
For more information on Yellow Flags, email the mailing group VA PMAS Business Office. 
Upon identification of a significant accomplishment, send an email with the Yellow Flag Template to VA PMAS 
Flags. Use of this email automatically notifies the AS/IT. The PMAS Business Office provides support to the AS/IT (or 
designee), ITPROGs, MI Leads, and PMs in the area of management reviews, Green Flag, Red Flag, TechStat 
meetings, and Milestone Reviews.  This support includes meeting facilitation, developing and/or consulting on 
materials, processes, and procedures

home process goals raciback

PMAS Business Office SharePoint Library

Yellow Flag Submission Template
Yellow Flag Project Report Input
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Project Monitoring and Control: PMC-7.3 Conduct Red Flag Process

Green Flag, Red Flag, & TechStat Project Report

IPT Member

Red Flags are raised to resolve issues or risks that prevent projects from moving forward and require senior leadership 
intervention.  Red Flags may be raised in any PMAS state.  Issues include any that have the potential of causing a missed 
increment deliverable.  Submissions must be sent by email to the VA PMAS Flags distribution list (VAPMASFlags@va.gov). 
Only the AS/IT or designee may accept the risk associated with the Red Flag and prevent a Strike from being issued. 

Upon the determination that project schedule, cost or increment deliverables are at risk, the Project Manager or any member 
of the Integrated Project Team (IPT) initiates the Red Flag process and notifies the appropriate Assistant Deputy Chief 
Information Officer as defined per the Project Management Accountability System (PMAS) Guide. Per the guide, attempts to 
mitigate the Red Flag occur at the lowest possible level but, if the Red Flag cannot be mitigated appropriately, escalation 
procedures can take the process as high as the Assistant Secretary for Information and Technology (AS/IT).

Documentation Identifying Red Flag Event
PMAS Dashboard Reports
Project Schedule
Red Flag/TechStat Project List
Risk Log

Project Management Accountability System (PMAS) Guide
Green Flag, Yellow Flag & Red Flag Meeting Instructions

Templates and standards are available on the PMAS Business Office SharePoint library. 
For more information on Red Flags, email the mailing group VA PMAS Business Office. 
Upon identification of a significant risk, send an email with the Red Flag Template and updated Risk Log to VA PMAS 
Flags. Use of this email automatically notifies the AS/IT. The PMAS Business Office provides support to the AS/IT (or 
designee), ITPROGs, MI Leads, and PMs in the area of management reviews, Green Flag, Red Flag, TechStat meetings, and 
Milestone Reviews.  This support includes meeting facilitation, developing and/or consulting on materials, processes, and 
procedures
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PMAS Business Office SharePoint Library

Red Flag Meeting Minutes
Red Flag Submission Template
Updated Risk Log
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More Info....

Project Monitoring and Control: PMC-7.4 Conduct TechStat Meeting

Project Manager 

The Project Manager (PM) conducts the TechStat meeting with the Assistant Secretary for Information and Technology 
(AS/IT), the Program Manager and the Deputy Assistant Secretary/Deputy Chief Information Officer of the Office of 
Responsibility to present:

Major challenges and causes of variance from the project baseline
A summary of risks, mitigation strategies, and clear accountability
Stronger contractor performance metrics and controls for existing contracts, and revised acquisition strategies for 
contracts expected to be executed within the next fiscal year that address the issues raised in the improvement 
plan
A high-level schedule that articulates critical path items
List the specific corrective actions to turn around the project

A TechStat Meeting is directed by the AS/IT as a result of a Red Flag review, or after a missed Customer Facing 
Increment/Milestone.  If a TechStat Meeting is required as a result of a strike that was received, the PM schedules the 
meeting within seven calendar days, or as soon as practical thereafter.

�
�
�

�
�

Documentation identifying Red Flag event
PMAS Dashboard Reports
Project Schedule

Project Management Accountability System (PMAS) Guide
TechStat Meeting Instructions

TechStat Submission Template

Templates and standards are available on the aforementioned SharePoint library.
For more information on the TechStats, email the mailing group VA PMAS Business Office.
TechStat emails are sent to  VA PMASTechstat.  Use of this email will alert the AS/IT. 

Red Flag/TechStat Project List
Risk Log
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PMAS Business Office SharePoint Library

Green Flag, Red Flag & TechStat Project Report
TechStat Issue Synopsis
TechStat Meeting Minutes

TechStat Outcome Report Template
TechStat PM Brief Template
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More Info....

Project Monitoring and Control: PMC-7.5 Conduct Planning/Pause State Reviews

Office of Responsibility

Planning State Reviews
The office of responsibility (OOR) conducts reviews of projects that are in a Planning state at least once every sixty 
calendar days to evaluate progress in moving toward an Active state.  If it is determined that not enough progress is 
being made toward reaching an Active state the project is subject to further re-evaluation for being closed.  Guidance 
and processes for conducting these sixty day reviews is the responsibility of the OOR. 

Paused State Reviews
The OOR  conducts reviews of projects in the Paused state, at least once every sixty calendar days, to evaluate progress 
in moving toward an Active state.  The Project Manager submits a plan for restart to an Active state within sixty 
calendar days of the project pause decision, failure to do so causes the project to be closed.  Note, projects in a Paused 
state are no longer executing the processes to build and deliver increments, instead the project is conducting planning 
activities in preparation for a restart decision.  If it is determined that not enough progress is being made toward 
reaching an Active state the project is subject to further re-evaluation or is closed.

Project Management Accountability System (PMAS) Required Artifacts

Project Management Accountability System (PMAS) Guide

Documented Review Outcome

PD PMAS Program Management Document Repository
Work Information Tracking System

home process goals raciback

For more information on the Planning/Pause State Reviews, email the mailing group VA PMAS Business Office.
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Project Monitoring and Control: PMC-8 Perform Independent Review

PMC-8.3
Send 

Announcement 
for Review

PMC-8.6
Communicate 

Review Findings

PMC-8.1
Determine

Projects for Review

PMC-8.4
Conduct 

Entrance Briefing

PMC-8.7
Review 

Feedback
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PMC-8.2
Prepare

For Review

PMC-8.5
Conduct 
Review
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More Info....

Project Monitoring and Control: PMC-8.1 Determine Projects for Review

PMAS Business Office

TSPR (Technical Services Project Repository)

The PMAS Business Office (PBO) determines which Active-state Information Technology  projects are to be reviewed 
for compliance with PMAS and provides the list to the Enterprise Risk Management (ERM) Team Lead. 

List of Potential Projects Identified from PD PMAS Program Management Repository, PMAS Dashboard, 
Technical Services Project Repository (TSPR), Work Information Tracking System (WITS) and any other Office of 
Responsibility project document repository, as applicable. 
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ERMCO PMAS Compliance Review - Standard Operating Procedure

PMAS provided list of projects for review.

PD PMAS Program Management Document Repository

WITS (Work Information Tracking System)
Office Of Responsibility Project Document Repository, as applicable

PMAS Dashboard
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Standards

More Info....

Project Monitoring and Control: PMC-8.2 Prepare for Review

ERM Analyst

ERMCO PMAS SharePoint Site

The Enterprise Risk Management (ERM) Analyst prepares the ERM internal tracking process that will initiate the 
ERMCO PMAS Compliance Review checklist.

Draft ERMCO PMAS Compliance Review Checklist

home process goals raciback

ERMCO PMAS Compliance Review - Standard Operating Procedure

PMAS Business Office provided List of Projects for Review.

TSPR (Technical Services Project Repository)
Work Information Tracking System

PD PMAS Program Management Document Repository

ERMCO maintains the ERMCO PMAS Compliance Review Checklist on the ERMCO PMAS SharePoint Site
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More Info....

Project Monitoring and Control: PMC-8.3 Send Announcement for Review

Announcement E-mail

ERM Team Lead

The Enterprise Risk Management (ERM) Team Lead sends an announcement e-mail, on behalf of the ERM Executive 
Director, to the designated project officials announcing the intent to conduct an review. The ERM Team Lead ensures 
the Project Manager formally acknowledges the review request.

Draft ERMCO PMAS Compliance Review Checklist 
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ERMCO PMAS Compliance Review - Standard Operating Procedure

Additional details are provided in Appendix 1 of the ERMCO PMAS Compliance Review - Standard Operating 
Procedure.

TSPR (Technical Services Project Repository)
PD PMAS Program Management Document Repository

Work Information Tracking System
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More Info....

Project Monitoring and Control: PMC-8.4 Conduct Entrance Briefing

Document Review List
Entrance Briefing

ERM Analyst

The Enterprise Risk Management (ERM) Analyst will contact the designated Project Manager (PM) or project point of 
contact (POC) and provide them the option of having an entrance briefing.  The ERM Analyst conducts the entrance 
briefing.  During the briefing, the ERM Analyst explains the reason for the review.  The ERM Analyst sends the PM or 
POC a document review list and coordinates with the PM or POC to identify the location of the project artifact 
repository.
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ERMCO PMAS Compliance Review - Standard Operating Procedure

Entrance Briefing Meeting Notes

The ERMCO PMAS Project Team Analyst is commonly referred to as ERM Analyst.
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Artifacts 
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Artifacts 
Created
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Standards

More Info....

Project Monitoring and Control: PMC-8.5 Conduct Review

Completed ERMCO PMAS Compliance Review Checklist
Final Report

ERM Analyst

Any Office of Responsibility Project Artifact Repository, i.e., Technical Services Project Repository, Work 
Information Tracking System, PMAS Project Repository, etc.

The Enterprise Risk Management (ERM) Analyst conducts the independent review. 

ERMCO PMAS Compliance Review Checklist
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ERMCO PMAS Compliance Review - Standard Operating Procedure

See Appendix 3 of the ERMCO PMAS Compliance Review - Standard Operating Procedure.
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Role
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More Info....

Project Monitoring and Control: PMC-8.6 Communicate Review Findings

Updated Final Report

ERM Team Lead 

ERMCO PMAS SharePoint Site

The Enterprise Risk Management (ERM) Team Lead reviews and approves the findings in the final report and 
checklist.  The ERM Analyst sends the final report and review checklist to the applicable project officials.

Final Report
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ERMCO PMAS Compliance Review - Standard Operating Procedure
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Tools

Standards

More Info....

Project Monitoring and Control: PMC-8.7 Review Feedback

ERMCO Recommendations

ERM Team Lead

The Enterprise Risk Management (ERM) Team Lead will forward any feedback on or suggested improvements to, the 
PMAS Guide, ProPath processes, ERMCO PMAS Compliance Review Standard Operating Procedure, or ERMCO 
PMAS Compliance Review checklist, as well as any noticeable trends or significant problems, to the ERM Team 
Director.  Upon completion of review, the ERM Team Director will forward comments to the PMAS Business Office 
for further action.

home process goals raciback

ERMCO PMAS Compliance Review - Standard Operating Procedure

 Final ERMCO PMAS Compliance Review checklist
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Project Launch

Description
home process raci

To initiate a series of activities to be performed once a project is approved by the Assistant Secretary for Information and 
Technology and is fully funded. 

Goals
Specific goals include:

Create a disciplined, systematic change control process for the project
Ensure that project has the resources (hardware, software, and tools) needed for the project
Involve Compliance, Advisory, and Security Engineering (CASE) and Facility Information Officer at project initiation
Obtain stakeholders commitment at project Kick-off

�

�

�

�



Project Launch RACI Chart

R = Responsible     A = Accountable     C = Consulted    I = Informed
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PRL-1 Conduct Project Kick-off Meeting R A

PRL-2 Establish Project Change Control Board R A

PRL-3 Submit CCB Baseline Information R A

PRL-4.1 Request Security Resources R A

PRL-4.2 Submit SMART Inventory Checklist R A

PRL-5 Establish Project Management Environment R A

PRL-6 Submit Technical Requirements R A
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Project Launch RACI Chart

R = Responsible     A = Accountable     C = Consulted    I = Informed
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PRL-7 Establish Technical Environment R A

PRL-8 Submit Security Documentation R A
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Launch: PRL-1 Conduct Project Kick-off Meeting

Business Requirements Document
Project Charter
Project Management Plan

Project Team Kick-off Meeting Agenda and Minutes

Project Manager

The Project Manager plans and conducts the Kick-off meeting using the Project Kick-off Meeting Guide. This meeting 
is intended to obtain all stakeholders commitment for the project. The required attendees are all members of the 
project team including the Project Manager, Analysts, Planner, Developers, etc. It is mandatory that all participants be 
included. 
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Displaying Sensitive Data Guide
Project Kick-off Meeting Guide
Project Artifact Summary Guide
PMAS Guide

PD PMAS Program Management Document Repository

Work Information Tracking System

Primavera Policy and Standard Operating Procedures

Primavera Project Management Office Web site
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Launch: PRL-2 Establish Project Change Control Board

home process goals raci

The Project Manager establishes the Project Change Control Board (CCB) to ensure a disciplined, systematic change 
control process that ensures change is effectively managed, its impact is fully understood, and informed decisions are 
made without endangering the project objectives, timelines or customer expectation.

Business Requirements Document
Project Charter

Change Management Plan

Project Manager

Change Control Process Guide
PMAS Guide

PD PMAS Program Management Document Repository
Work Information Tracking System
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Launch: PRL-3 Submit CCB Baseline Information

Program Manager

The Program Manager, upon receipt of the Decision Memorandum from the Project Change Control 
Board,  immediately submits a change request to the Program-level Change Control Board (CCB) to document the 
decision, provide clarity, and formally request resources for the project.

Decision Memorandum

Change Request Form
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PMAS Guide

PD PMAS Program Management Document Repository
Work Information Tracking System
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Launch: PRL-4.1 Request Security Resources

Initial System/Application Description (ISAD) 

Program Manager

The Program Manager completes the Initial System/Application Description (ISAD) Worksheets #1 and #2, and e-
mails them to the Office of Cyber Security, Certification Program Office mail group Certification PMO.

The Program Manager requests an Information Security Officer (ISO) and a Compliance, Advisory, and Security 
Engineering (CASE) resource. To obtain an ISO, the Program Manager sends an email requesting an ISO to the VA 
FSS ISO Requests  mail group. To obtain a CASE member, the Program Manager sends an email requesting a CASE 
member to the VHA OI SDD CASE Services mail group.

home process goals raciback

Exhibit 300A: IT Capital Assessment Summary
Project Charter

For more information, contact the VA OCS Certification Program Office (vaocscert@va.gov)
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More Info....

Project Launch: PRL-4.2 Submit SMART Inventory Checklist 

Project Charter
Exhibit 300A: IT Capital Assessment Summary
Initial System/Application Description (ISAD) 

SMART System Inventory Checklist and Form

Program Manager

The Program Manager sends the completed Security Management and Reporting Tool (SMART) System Inventory 
Checklist to the Compliance, Advisory, and Security Engineering (CASE) resource and Facility Information Security 
Officer for submission to the SMART Working Group. SMART is the central repository for tracking the status and 
compliance of information systems with Federal Information Security Management Act (FISMA). Other activities 
include:

Notify the SMART Working Group when a new system is being developed by sending a message to VA IT 
SMART WG
Participate in SMART discussions, as requested

�

�

NIST SP 800-30, Risk Management Guide for Information Technology Systems

Office of Information Security Portal

Security Management and Reporting Tool (SMART)
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More Info....

Project Launch: PRL-5 Establish Project Management Environment

Updated Project Initiation Checklist (Applicable Project Management Activities)

Project Manager

The Project Manager ensures that project has the hardware, software, and tools needed to perform the functions for 
the project including the following:

• Hardware (coordinate with Enterprise System Engineering (ESE))
• Project SharePoint
• Project Rational Tool Database
• User accounts established and configured according to standards
• Training required to use the tools and methods 
• Project Schedule in Primavera Project Management
• Project entry in Project Repository (TSPR)
• Access to Vista Document Library (VDL)
• Create Project in PMAS Dashboard (Database)

home process goals raci

Project Charter

Establish Project in Test Tool Guide
PMAS Database Quick Start Guide
VA Naming Conventions

Rational Tools Team web site

Primavera Project Management Office Web site
TSPR Access Request Form

TSPR Web site
VA Web Request Form (to set-up SharePoint site)
Information requests may be sent to the ESE Mail Group - VA IT SDE Requests.

Web Service Request Form 
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More Info....

Project Launch: PRL-6 Submit Technical Requirements
home process goals raci

Requirements Specification Document
System Design Document
Test Requirements 

Project Manager

ESE Technical Requirements Submission Form

The Project Manager is to utilize the Technical Requirements Submission Form to collect initial information to help 
Enterprise Systems Engineering (ESE) assess the requirements of a project (or product) and initially assess its 
integration into the operating environment. Although some of these requested items might not be available initially, 
please supply initial information and documentation (links preferred) if possible. Many of these topics are addressed 
and required in project documentation and milestone reviews. This document is developed over the project lifecycle; 
not all requirements are known at project launch.

For help with this form, you may contact the ESE Program Administration Office (PAO) team at VA IT SDE Requests.
Please submit the completed form to this e-mail group also.

An alternative version of the ESE Technical Requirements Submission Form is available on the ESE PAO Web site and 
is to be used with RFIs, RFPs, SOOs, and SOWs, to gather proposed solution technical information.
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More Info....

Project Launch: PRL-7 Establish Technical Environment

Updated Project Initiation Checklist (Applicable Technical Environment Activities)

Project Manager

The Project Manager ensures the project has the hardware, software, and tools needed to perform the functions for the 
project including the following:   

Identification of the Development Account to be used for development
Appropriate access for developers to the Development Account
Ensuring the Development Account is fully patched

�

�

�
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Project Charter

VA Web Request Form (to set-up SharePoint site)

Displaying Sensitive Data Guide
Establish Project in Test Tool Guide
VA Naming Conventions

Rational Tools Team web site

Information requests may be sent to the Enterprise Systems Engineering (ESE) Mail Group - VA IT SDE Requests.
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More Info....

Project Launch: PRL-8 Submit Security Documentation

Product Architecture Document 
Requirements Specification Document
Use Case Specifications

Program Manager

The Program Manager provides the relevant security documentation so that the Compliance, Advisory, and Security 
Engineering (CASE) and Facility Information Officer may analyze the project security-related documentation.

NOTE: It is recommended that the CASE Security Engineer and Facility Information Officer become involved as early 
as the Kick-off Meeting and incrementally review the project security-related documentation as the documentation is 
being developed.

Record of Notification
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Architecture Evaluation

home process raci

Description

To develop criteria to evaluate the completeness and sufficiency of the Product Architecture.  This 
stage may include evaluating architectural options, and deciding on a final architecture.

Goals

Architecture Evaluation includes:

Developing evaluation criteria
Identifying architectural risks
Performing cost benefit analysis
Conducting the formal review of the architecture

Most important to this stage is the analysis of the Product Architecture as it relates to the One-VA Technical 
Reference Model (TRM). This ensures products are developed using permissible technologies and standards. 
The result of this analysis may result in updates to the TRM.

�
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�
�



Architecture Evaluation RACI Chart

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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AEV-1 Define Architecture Evaluation Criteria R A

AEV-2 Identify Architectural Risks R A

AEV-3 Perform Infrastructure Impact Analysis R A

AEV-4 Perform Cost Benefit Analysis R A

AEV-5 Document Licensing Requirements R A

AEV-6 Perform TRM Impact Analysis R A

AEV-7 Document Architecture Analysis R A

AEV-8 Evaluate System Security Architecture R A

AEV-PR1 Conduct Peer Review of Product Architecture R A

AEV-FR1 Conduct Formal Review of Product Architecture R A
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More Info....

Architecture Evaluation: AEV-1 Develop Architectural Evaluation Criteria

Guidelines for Evaluating Architectures

Updated Product Evaluation and Decision Analysis   

Solution Architect

The Solution Architect performs this activity to update the evaluation of the recommended architecture amongst 
alternative solutions considered for a product or product release.  The criteria to be updated in the 'Product 
Evaluation and Decision Analysis' are cost, benefits and risks and should be within quantifiable areas such as 
functionality, performance, capacity, and scaleability.
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The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
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More Info....

Architecture Evaluation: AEV-2 Identify Architectural Risks

Product Architecture Document
Product Evaluation and Decision Analysis
Risk Log

Updated Product Evaluation and Decision Analysis 
Updated Risk Log

Developer

The Developer identifies risks associated with candidate architectures that should be considered during the review 
and evaluation stages.  The Product Evaluation and Decision Analysis and the Risk Log are updated during this 
activity.
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The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
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More Info....

Architecture Evaluation: AEV-3 Perform Infrastructure Impact Analysis

Product Architecture Document
Product Evaluation and Decision Analysis 
System Design Document

Updated Product Evaluation and Decision Analysis
Updated System Design Document 

Developer

The Developer documents the critical infrastructure considerations of the proposed architectures. The
Product Evaluation and Analysis and System Design Document are updated during this activity.
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The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
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More Info....

Architecture Evaluation: AEV-4 Perform Cost Benefit Analysis

Product Architecture Document
Product Evaluation and Decision Analysis 

Cost Benefit Analysis 
Updated Product Evaluation and Decision Analysis

Developer 

The Developer performs a Cost Benefit Analysis to provide a Rough Order of Magnitude (ROM) for planned and 
actual costs of the solutions.  The Product Evaluation and Analysis is updated during this activity.
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The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
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More Info....

Architecture Evaluation: AEV-5 Document Licensing Requirements

Product Architecture Document
Product Evaluation and Decision Analysis 

Updated Requirements Specification Document
Updated Product Evaluation and Decision Analysis 

Developer 

The Developer documents the Licensing Requirements related to the proposed architectures. This can include 
Commercial-Off-The-Shelf (COTS) products that make-up the application, or database tools, testing tools, operating 
systems, etc. The Product Evaluation and Analysis and Requirements Specification Document are updated during 
this activity.
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The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
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More Info....

Architecture Evaluation: AEV-6 Perform TRM Impact Analysis

Approved Software Module or Service Architecture

Updated Requirements Traceability Matrix 
Updated Technical Reference Model 

Enterprise Architect 

The Enterprise Architect merges and categorizes the new standards, specifications and technologies with existing 
standards, specifications, and technologies.

The artifacts listed below are updated during this activity.

Rational RequisitePro 
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One-VA Technical Reference Model (TRM)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Architecture Evaluation: AEV-7 Document Architecture Analysis

Product Architecture Document
Product Evaluation and Decision Analysis 

Updated Product Evaluation and Decision Analysis   

Developer 

The Developer documents the architectural patterns and styles to be reused, architectural elements (data, hardware, 
software, user interface, and personnel), and top level strategic structures (major functions, classes, processes, 
components, their responsibility and their relationship) to be evaluated along with architectural decisions and 
associated rationale.  It also is used to document alternative approaches and why they were not chosen as the 
recommended approach. 

home process goals raci

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Architecture Evaluation: AEV-8 Evaluate System Security Architecture 

System Design Document System Security Plan
Product Architecture Document VA (Security) Risk Assessment
Project Management Plan

Security issues
Security risks
Action items

Program Manager

The Program Manager requests the evaluation of the System Security Architecture. Compliance, Advisory, and 
Security Engineering (CASE) and the Facility Information Security Officer evaluate the security controls that are 
applicable to the information system or application. This evaluation includes, but is not limited to: authentication and 
authorization, access controls, encryption, remote access, security awareness, application development security best 
practices, and other security developmental processes.
Other activities include:

Review the System Design Document, Product Architecture Document, Project Management Plan, Security Risk 
Assessment, and System Security Plan
Ensure that all required security controls are properly documented
Identify security issues and risks related to the information system or application

�

�

�

NIST SP 800-37 - Guide for the Security Certification and Accreditation of Federal Information Systems
Security Artifact Checklist
VA Handbook 6500.3 - Certification and Accreditation of Federal Information Systems
Health Care Security Requirements Service website

Office of Information Security Portal

home process goals raci

Information Technology & Security Architecture Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Architecture Evaluation: AEV-PR1 Conduct Peer Review of Product Architecture

Operational Proof of Concepts
Product Architecture Document
Product Evaluation and Decision Analysis

Product Architecture Review Findings Summary
Record of Notification
Updated Product Architecture Document

Developer

ProPath Reviews Guide
Quality Assurance Standard

The Developer conducts the Product Architecture Peer Review in accordance with the ProPath Reviews Guide 
(appropriate sections pertaining to Peer Reviews) performing the following general steps:

1. Distribute the Peer Review Materials.
2. Review the Peer Review Materials.
3. Distribute the Consolidated Peer Review Findings.
4. Record the Finding Resolutions.
5. Implement the Finding Resolutions.

The goal of the peer review of the product architecture is to resolve any questions the project team may have and to 
ensure quality of the deliverable. 

home process goals raci

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Architecture Evaluation: AEV-FR1 Conduct Formal Review of Product Architecture

Operational Proof of Concepts
Product Architecture Document
Product Evaluation and Decision Analysis

Architecture Evaluation Checklist  (Review Findings Summary included)
Architecture Recommendation Presentation 
Artifact Review Agenda and Minutes 
Updated Product Architecture Document (Approval Signatures included)
Updated TIA Artifacts

Developer

ProPath Reviews Guide
Quality Assurance Standard

The Developer conducts the Product Architecture Formal Review in accordance with the ProPath Reviews Guide 
(appropriate sections pertaining to Formal Reviews) performing the following general steps:

1. Plan the Formal Review.
2. Review the Formal Review Materials.
3. Implement the Finding Resolutions.

The goal of the formal review is to obtain stakeholder concurrence of the Product Architecture and appropriate 
approval signatures.

The Testing Intake Assessment (TIA) for the project increment should be updated by the Project Manager if: 
The project scope or requirements have changed 
The design is not consistent with the System Design Document associated with the TIA 
The design significantly impacts the project increment’s schedule 

�
�
�

home process goals raci

Testing Intake Assessment Website 

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
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DEV-3
Perform

Test Impact 
Analysis

FP



Design Evaluation

Review the product component designs
Verify component reuse
Consolidate the various design artifacts into a product design package
Demonstrate proof of concept and executable prototype  

This stage concludes with a Formal Design Review.  

Key Design Review artifacts include:
Product Design
Executable Prototype

�

�
�

�

�

�

Goals 

home process raci

Description

Design Evaluation is the process to evaluate and further document the product design and create a prototype of the 
detailed design approach for an evaluation of progress, technical adequacy, and risk resolution.  



Design Evaluation RACI Chart 

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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DEV-1 Identify Design Risks R A

DEV-2 Perform Reusability Analysis R A

DEV-3 Perform Test Impact Analysis R A

DEV-4 Document Product Design R A

DEV-5 Develop Executable Prototype R A

DEV-PR1 Conduct Peer Review of Design Documents R A

DEV-FR1 Conduct Formal Review of Design Documents R A



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Design Evaluation: DEV-1 Identify Design Risks

Cost Benefit Analysis
Database Design Document
Interface Control Document (ICD)

Updated Risk Log 

Developer

The Developer identifies and documents the risks associated with candidate architectures that are considered during 
the System Security Architecture Review.

home process goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Design Evaluation: DEV-2 Perform Reusability Analysis

Product Evaluation and Analysis
System Design Document

Updated Product Evaluation and Analysis 

Solution Architect

The Solution Architect specifies the applicable design requirements to facilitate reuse.

home process goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Design Evaluation: DEV-3 Perform Test Impact Analysis

Product Architecture Document
Test Architecture Diagrams
Master Test Plan

Updated Master Test Plan
Updated Product Architecture Document

Test Analyst

The Test Analyst performs the test impact analysis in order to determine the impact of testing activities on product 
component designs.

home process goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Design Evaluation: DEV-4 Document Product Design

Business Intelligence (BI) Tool Metadata Design
Configuration Diagrams
Cost Benefit Analysis
Cost Variance Stack
Data Security Diagrams
Deployment Diagrams

Updated System Design Document 

Developer

The Developer consolidates the design artifacts into the System Design Document and provides a textual narrative 
and explanation of the end to end product component architecture designs with all partitions, application 
architecture implications, and data architecture. The System Design Document specifies any items that could limit 
the designer including regulatory policies, hardware limitations,  interfaces to other applications, parallel operation, 
reliability issues, criticality of the application, safety and security considerations.

home process goals raci

Impacted Applications List
Integration Architecture Diagrams
Logical Database Design
Physical Database Design
Test Impact Analysis
Trust Model

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for a 
product or product release. 

ETA Compliance Criteria



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Design Evaluation: DEV-5 Develop Executable Prototype

System Design Document 

Executable Prototype

Developer

The Developer creates an executable  prototype that helps to qualify the product or product components. The Proof of 
Concept (POC) must contain all the requirements to a level of detail sufficient to enable developers to construct a 
system to satisfy those requirements, and to enable test analysts to show that the system satisfies those requirements. 
The detailed design phase is considered complete when associated POCs are submitted and reviewed.

 Prototyping Guide

home process goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Design Evaluation: DEV-FR1 Conduct Formal Review of Design Documents

Developer

home process goals raci

The Developer conducts the Design Documents Formal Review in accordance with the ProPath Reviews Guide 
(appropriate sections pertaining to Formal Reviews) performing the following steps:  

1. Plan the Formal Review.
2. Review the Formal Review Materials. 
3. Implement the Finding Resolutions.  

The goal of the formal review is to obtain stakeholder concurrence of the Design Documents and appropriate 
signatures.  

The Testing Intake Assessment (TIA) for the project increment should be updated by the Project Manager if: 
The project scope or requirements have changed 
The design is not consistent with the System Design Document associated with the TIA 
The design significantly impacts the project increment’s schedule 

�
�
�

Enterprise Data Model
Executable Prototype
Master Test Plan
Operational Proof of Concepts

Artifact Review Agenda and Minutes 
Design Evaluation Approval Signature Template
Design Evaluation Checklist  (Review Findings 
Summary included)

Preliminary Designs Document
Requirements Traceability Matrix
Risk Log
Systems Design Document

ProPath Reviews Guide
Quality Assurance Standard 
One-VA Technical Reference Model

Updated Enterprise Data Model 
Updated Executable Prototype
Updated TIA Artifacts 

Testing Intake Assessment Website 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Design Evaluation: DEV-PR1 Conduct Peer Review of Design Documents

Record of Notification
Design Documents Review Findings Summary
Updated Business Requirements Document 
Updated Enterprise Data Model
Updated Executable Prototype

Developer 

home process goals raci

ProPath Reviews Guide
Quality Assurance Standard   

The Developer conducts a Peer Review of the Design Documents in accordance with the ProPath Reviews Guide 
(appropriate sections pertaining to Peer Reviews) performing the following general steps:

1. Distribute the Peer Review Materials.
2. Review the Peer Review Materials.
3. Distribute the Consolidated Peer Review Findings.
4. Record the Finding Resolutions.
5. Implement the Finding Resolutions.

The goal of the peer review of the Design Documents is to resolve any questions the project team may have and to 
ensure the quality of the deliverable.

Business Requirements Document
Enterprise Data Model
Executable Prototype
Master Test Plan
Operational Proof of Concepts

Preliminary Designs Document
Requirements Traceability Matrix
Risk Log
Systems Design Document

Updated Master Test Plan 
Updated Operational Proof of Concepts
Updated Preliminary Designs Document
Updated Requirements Traceability Matrix
Updated Risk Log
Updated Systems Design Document

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for a 
product or product release. 

ETA Compliance Criteria
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Restart Paused Projects

The goals of Restart Paused Project include:

To Obtain Project Management Accountability System (PMAS) approval 
To Perform Testing Intake Re-Assessment 

PMAS
Project Restart includes:

Chartering the project to start
Refining all required artifacts as designated by PMAS
Submitting the decision of approval to the Program Change Control Board

Testing Intake Re-Assessment 
Integrating Enterprise Systems Engineering (ESE) into the updated project schedule to mitigate risk associated with the testing 
activities.  

�

�

�

�

�

Goals 

home process raci

Description

Restart Paused Projects is the process by which projects that have failed to meet delivery milestones is replanned to 
move forward. The Project Manager must submit the plan for restart within 60 calendar days of the project pause 
decision.  Failure to submit the plan for restart within 60 calendar days will cause the project to be closed.



Restart Paused Projects RACI Chart - 1

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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Restart Paused Projects RACI Chart - 1

R = Responsible     A = Accountable     C = Consulted    I = Informed
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Restart Paused Projects: RES-1 Revise Required Artifacts

Project Manager

The Project Manager reviews all previously created PMAS required project documentation and revises the artifacts as 
needed. The Project Manager informs the Program Manager when this has effort has been completed.

home process goals raci

Acceptance Criteria Plan
Acquisition Strategy (if applicable)
Contract Information 
Enterprise Project Structure (EPS)
Operational Acceptance Plan
Outcome Statement 
Product Evaluation and Decision Analysis Plan (if applicable)

Project Management Plan 
Project Schedule
Requirements Specification Document 
Risk Log or Risk Register
System Design Document (SDD) or Assumptions
Verification Letter (AVL) may be used in lieu of SDD 

PD PMAS Program Management Document Repository

Revised Acceptance Criteria Plan
Revised Acquisition Strategy
Revised Contract Information
Revised Enterprise Project Structure (EPS)
Revised Outcome Statement 
Revised Product Evaluation and Decision Analysis Plan
   (if applicable)

Revised Project Management Plan 
Revised Project Schedule
Revised Requirements Specification Document 
Revised Risk Log or Risk Register
Revised System Design Document (SDD) or 
Assumptions Verification Letter (AVL) may be used
   in lieu of SDD 

Work Information Tracking System

Additional artifacts delivered prior to Milestone 0 may also be reviewed and updated as necessary.  See Project 
Initiation process for more details.
The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for a 
product or product release.

ETA Compliance Criteria
PMAS Guide
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Perform
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RES-2.4
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Restart Paused Projects: RES-2.1 Re-Submit Intake Assessment Form  

Current Concept of Operations (CONOPS)
Current Requirements Specification Document 
Current System Design Document 
Previous Intake Assessment 

Testing Intake Assessment Form

Project Manager  

IBM Rational ClearCase ®
IBM Rational ClearQuest®

The Project Manager re-submits the Project Testing Intake Assessment Form for the required increment. The Intake 
Re-assessment takes place when any changes have been made to the Requirements Specification Document (RSD), 
System Design Document (SDD), or the Concept of Operations (CONOPs).  

The Intake Assessment Form captures key data necessary to perform the Criticality Analysis and Risk Assessment 
(CARA) Re-assessment. 

racigoalsbackprocesshome

Testing Intake Assessment Website



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Restart Paused Projects: RES-2.2 Perform CARA Re-Analysis 

Current Concept of Operations (CONOPS)
Current Requirements Specification Document 
Current System Design Document 
Updated Testing Intake Assessment Form

Updated ESE Risk Analysis and Testing Scope Report (RATSR)
Updated Software Testing Scope Report

ESE Analyst 

The Enterprise Systems Engineering (ESE) Analyst performs risk based assessment (Criticality Analysis and Risk 
Assessment (CARA)) of all existing and revised Requirements Specification Document (RSD) System Design 
Document (SDD), or Concept of Operations (CONOPs). This assessment prescribes what type of testing service will 
be performed on the project during ESE Testing and the timeline required for the effort. 

racigoalsbackprocesshome

Standardized Risk-Based Approach to Testing  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Restart Paused Projects: RES-2.3 Update Project Schedule  

Current ESE Risk Analysis and Testing Scope Report (RATSR)
Current Project Schedule 

Updated Project Schedule 

Project Manager  

The Project Manager updates the Project Schedule. Once the Project Manager reviews the results from the Enterprise 
Systems Engineering (ESE) Risk Analysis and Testing Scope Report (RATSR), the Project Manager reviews and 
makes any necessary changes to the Project Schedule. 

racigoalsbackprocesshome



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Restart Paused Projects: RES-2.4 Re-Submit Workload Forecast

Current ESE Risk Analysis and Testing Scope Report (RATSR)
Updated Project Schedule

Completed Workload Forecast form 

Project Manager  

Workload Forecasting Website

The Project Manager uses the project's updated schedule to provide key project, testing, and release management 
related dates in the workload forecast form.  

These dates are used by Enterprise System Engineering (ESE), Release Management, and other stakeholders to update 
their own schedules to accommodate the project's schedule. 

racigoalsbackprocesshome

Workload Forecasting



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Restart Paused Projects: RES-2.5 Update ESE Master Workload Testing Schedule 

Preliminary Release Management and ESE Testing Schedule 
Workload Forecast Form 

Updated ESE Testing Master Workload Forecast Form 

ESE Analyst  

The Enterprise Systems Engineering (ESE) Analyst updates the ESE Testing Master Workload Schedule with the 
changes that were submitted by the Project Manager to the PM's Project Schedule.  

racigoalsbackprocesshome



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Restart Paused Projects: RES-3 Verify PMAS Readiness 

MS1 Reviews Template

Project Manager

The Project Manager ensures all PMAS required project documentation has been completed, approved (where 
required), and posted on the PMAS portal. The Project Manager prepares the MS1 Review Template and informs the 
Program Manager when the project is ready for PMAS approval.

As part of the PMAS approval the Project Manager identifies the factors that contributed to the project being paused 
and the updated artifacts reflect the efforts to remediate or mitigate said factors.

home process goals raci

Work Information Tracking System
PD PMAS Program Management Document Repository

Acceptance Criteria Plan 
Acquisition Strategy (as applicable) 
Contract Information Sheet  
Confirmation of Release Requirements/Artifacts (ProPath)
Enterprise Project Structure (EPS)
Operational Acceptance Plan 
Outcome Statement 
Product Evaluation and Decision Analysis Plan 
   (as applicable) 

Project Management Plan 
Project Schedule 
Requirements Specification Document 
Risk Log or Risk Register 
Submitted Acquisition Package (Virtual Office of
   Acquisition - VOA)
System Design Document (SDD) or Assumptions
   Verification Letter (AVL) in lieu of SDD

The Milestone 1 Briefing Presentation can be found at the PMAS Business Office Web site.
The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
PMAS Guide



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Restart Paused Projects: RES-4 Conduct PMAS Readiness Review

Acceptance Criteria Plan
Acquistion Strategy (if applicable)
Contract Information Sheet
Enterprise Project Structure (EPS)
MS1 Reviews Template
Operational Acceptance Plan
Outcome Statement

PMAS Readiness Formal Review Results Summary
Updated MS1 Reviews Templat

Program Manager

PMAS Guide
Enterprise Technical Architecture Compliance Criteria
SDE End-to-End Project Flow - Support Details

home process goals raci

The Program Manager reviews all project documentation to determine if the project is ready to present information to 
the AS/IT or designee for a Milestone 1 Review. This includes a review of the factors that contributed to the project 
being paused and the updated artifacts reflect the efforts to remediate or mitigate said factors.

Work Information Tracking System
PD PMAS Program Management Document Repository

Product Evaluation and Decision Analysis (if applicable)
Project Management Plan
Project Schedule
Requirements Specification Document
Risk Log or Risk Register
System Design Document (SDD) or Assumptions Verification Letter
   (AVL) may be used in lie of the SDD



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Restart Paused Projects: RES-5 Conduct OOR PMAS Readiness Review

Acceptance Criteria Plan
Acquisition Strategy (if applicable)
Contract Information Sheet
Enterprise Project Structure (EPS)
MS1 Reviews Template
Operational Acceptance Plan
Outcome Statement

Updated MS1 Review Template

Office of Responsibility 

PMAS Guide
ETA Compliance Criteria

home process goals raci

The appropriate Office of Responsibility (OOR) reviews all project documentation to determine if the project is ready 
for presentation to the AS/IT or designee. This includes a review of the factors that contributed to the project being 
paused and the updated artifacts reflect the efforts to remediate or mitigate said factors. 

The appropriate OOR provides a recommendation to the AS/IT regarding the project’s readiness to enter PMAS or 
guidance to the Program Manager on the project’s deficiencies. 

Work Information Tracking System
PD PMAS Program Management Document Repository

Product Evaluation and Decision Analysis (if applicable)
PMAS Readiness Formal Review Results
Project Management Plan
Project Schedule
Requirements Specification Document
Risk Log or Risk Register
System Design Document (SDD) or Assumptions
   Verification Letter (AVL) may be used in lieu of the SDD 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Restart Paused Projects: RES-MS1 Conduct Milestone 1 Review   

Lessons Learned Report
MS1 Review Template 
PMAS Readiness Formal Review Results 

AS/IT 

home process goals raci

The Project Manager sends Milestone 1 Review requests to email address: VAPMASReviews@va.gov.  The Assistant 
Secretary/Information Technology (AS/IT) or designee reviews the project and approves the project to reenter the Active 
State.  The project schedule and PMAS dashboard are updated accordingly. If an acquisition is required the project is approved to 
enter the Provisioning State in lieu of Active State and will require a subsequent Milestone 1 review to approve for Active State. 

If the specifics of the project do not require the use of all documents shown as required, the Project Manager must provide 
justification for any exceptions at the Milestone 1 Review.

To exit the Paused state, a project must have the approved documents in accordance with PMAS:

Work Information Tracking System
PD PMAS Program Management Document Repository

Milestone 1 Action Items & Observations
Updated Lessons Learned Report 
Updated PMAS Dashboard
Updated Project Schedule 

Send Milestone 1 Review requests to email address: VAPMASReviews@va.gov.   

Acceptance Criteria Plan 
Acquisition Strategy (if applicable) 
Contract Information Sheet  
Confirmation of Release Requirements/Artifacts (ProPath)
Enterprise Project Structure (EPS)  
Operational Acceptance Plan 
Outcome Statement 
Product Evaluation and Decision Analysis Plan (if applicable) 

Project Management Plan 
Project Schedule 
Requirements Specification Document 
Risk Log or Risk Register 
Submitted Acquisition Package (Virtual Office of Acquisition -VOA) 
(if applicable)
System Design Document (SDD) or Assumptions
Verification Letter (AVL) may be used in lieu of SDD

ETA Compliance Criteria
PMAS Guide
ProPath Reviews Guide
Quality Assurance Standard  

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for a product 
or product release.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Restart Paused Projects: RES-6 Communicate PMAS Approval

Milestone 1 Action Items & Observations

Office of Responsibility

PMAS Guide

home process goals raci

Updated Milestone 1 Action Items & Observations

The appropriate Office of Responsibility (ORR) of the project's approval to permit the project to proceed under Project 
Management Accountability System (PMAS). This includes the following groups:

Applicable OOR Program Management Staff 
Architecture, Strategy and Design 
Business Sponsor 
Program Planning and Oversight 

�

�

�

�

Work Information Tracking System
PD PMAS Program Management Document Repository
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CHG-3
Approve
Change

CHG-5
Implement

Change

CHG-2
Analyze/Plan

Change

CHG-6
Validate
Change

CHG-1
Initiate
Change

CHG-4
Fix/Develop

Change



Change Management

Change Management process provides procedures, plans, and other artifacts necessary to establish an effective change 
management program and to complete a documentation set to support it.

Description
home process raci

Establish an Office of Information & Technology (OIT) Change Management process.
Standardize methods and procedures that follow sound Change Management principles.
Communicate an adaptable framework for change management that allows OIT offices to incorporate the principles of 
change management into their business functions and work products as a routine procedure.
Allow OIT to reinforce a commitment to minimizing or preventing adverse effects on VA information systems, as a 
result of a lack of proper planning, documentation, and/or coordination through an approved standard process.

�

�

�

�

Goals



Change Management RACI Chart 

R = Responsible     A = Accountable     C = Consulted    I = Informed
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CHG-1 Initiate Change CI R CI I A

CHG-2 Analyze/Plan Change C CI C R CI CI CI CI CI CI A

CHG-3 Approve Change I CI CI CI CI CI I CI R CI A

CHG-4 Fix/Develop Change I I I I I I R A

CHG-5 Implement Change   CI I I I I I I R A

CHG-6 Validate Change CI I I I I I I I R A
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Change Management: CHG-1 Initiate Change

Notifications to affected and responsible entities
Registered Request for Change

Change Submitter

The Change Coordinator interfaces with the Change Submitter and is responsible for ensuring that the necessary 
information to identify the basic requirements associated with the change have been identified. It is critical that the 
change management process is consistent in quality and completeness and rejects invalid requests. The Change 
Coordinator determines if there is sufficient information to create the change request and creates a new change 
request within the Change Management Process. The Change Coordinator contacts the Change Submitter if 
additional information is required. The Change Manager ensures that standardized processes are developed and 
adhered. 

Action Items
Business Need Assessment
Incidents
Legislation

OIT Change Management Process Document 
SDE End-to-End Project Flow - Support Details

home process goals raci

ESE Process Documentation

Policy Change
Problems
Requests
Security Mandate

CA UniCenter Software Tool
Change Manager (Serena Software)
IBM Rational ClearCase ®
IBM Rational ClearQuest ®
Remedy (BMC Software)

National Change Control Board web site

Software Configuration Management Procedures 
Vulnerability Notifications



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Change Management: CHG-2 Analyze/Plan Change

The Change Coordinator collaborates with the technical SME's, Business Office, and Change and Configuration 
resources to determine the business need for change, architectural strategy, possible solutions, inter dependencies, 
proposed cost and schedule impacts, risk and impact analysis and assigned priority. The request for change is 
prepared and finalized as a recommendation to the Appropriate Approval Authority for change approval. 

Business Case Justification
Updated Request for Change

Change Coordinator

home process goals raci

Input from Business Partners, Security, Engineering
Request for Change
Software Configuration Management Procedures 

OIT Change Management Process Document 

National Change Control Board web site

CA UniCenter Software Tool
Change Manager (Serena Software)
IBM Rational ClearCase ®
IBM Rational ClearQuest ®
Remedy (BMC Software)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Change Management: CHG-3 Approve Change

Request for Change

The Change Coordinator advances the change request to the Appropriate Approval Authority to receive approval 
authority for development and implementation based on risk and priority. Requests for Change that are not 
approved for implementation are returned for more information or rejected.

Approved/Rejected Request for Change
Software Configuration Management Procedures 

Appropriate Approval Authority
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OIT Change Management Process Document 

National Change Control Board web site

CA UniCenter Software Tool
Change Manager (Serena Software)
IBM Rational ClearCase ®
IBM Rational ClearQuest ®
Remedy (BMC Software)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Change Management: CHG-4 Fix/Develop Change 

Request for Change
Software Configuration Management Procedures 

Implementer

The Configuration Manager or Subject Matter Expert (SME) coordinates with the Implementer, if required, for 
resolution in this step of the process.  Changes to documents, software code, systems, and all configuration items 
follow a rigorous lifecycle. Authorized changes are assigned to a developer, programmer, engineer, technical writer 
or other SME for resolution. 

Updated Request for Change
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OIT Change Management Process Document  

National Change Control Board web site

CA UniCenter Software Tool
Change Manager (Serena Software)
IBM Rational ClearCase ®
IBM Rational ClearQuest ®
Remedy (BMC Software)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Change Management: CHG-5 Implement Change

Approved Request for Change
Software Configuration Management Procedures 

Updated Implemented Request for Change

The Implementer takes the steps necessary to successfully implement the change following the appropriate 
procedures. 

Implementer

home process goals raci

OIT Change Management Process Document 

National Change Control Board web site

CA UniCenter Software Tool
Change Manager (Serena Software)
IBM Rational ClearCase ®
IBM Rational ClearQuest ®
Remedy (BMC Software)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Change Management: CHG-6 Validate Change

Implementer

The Implementer and the Change Initiator validate the implemented change and determine if the change is successful. 
If the change is determined to be unsuccessful, appropriate steps are taken based on process documentation.  

Request for Change
Software Configuration Management Procedures 

Completed After Action Report (if required)
Completed (successfully or unsuccessfully) Request for Change 
Completed Test Results

home process goals raci

OIT Change Management Process Document

National Change Control Board web site

CA UniCenter Software Tool
Change Manager (Serena Software)
IBM Rational ClearCase ®
IBM Rational ClearQuest ®
Remedy (BMC Software)
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PRC-1
Perform

Independent 
Assessment

MS4MS3



Project Closure

The goals of Project Closure are to: 

Perform Post Implementation Review
Perform Recognition Activities
Close the Project officially

�

�

�

Goals

home process raci

Description 

Project Closure is the process by which projects have come to an end.  Projects that have been 
stopped and will not be re-started are placed in a Closed-Stopped state.  Project that have 
successfully met its intended scope are place in a Closed-Completed state. Prior to closure, projects 
must complete a Lessons Learned Report in accordance with ProPath, close out the contract, and 
release all resources. 



Project Closure RACI Chart

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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PRC-MS3 Conduct Milestone 3 Review R A

PRC-1 Perform Independent Assessment R A

PRC-2 Perform Post Implementation Review R A

PRC-3 Perform Recognition Activities R A

PRC-4 Close Project R A

PRC-MS4 Conduct Milestone 4 Review R A



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Closure: PRC-MS3 Conduct Milestone 3 Review

Signed Final Project Customer Acceptance Form

Office of Responsibility 

Milestone 3 Action Items and Observations
Updated Lessons Learned Report
Updated PMAS Dashboard
Updated Project Schedule

The Office of Responsibility (OOR) establishes the plan and timeline for project closeout activities and coordinates a 
review of the project materials for a Milestone 3 review and upon acceptance provides formal notification that all 
Active Development and Implementation work is completed. The project may then enter the Closed state. The review 
should include the OOR Deputy Assistant Secretary/Deputy Chief Information Officer or designee during a Milestone 
3 Review. If the project is approved, the OOR Project Management Accountability System (PMAS) dashboard and 
schedule is updated accordingly indicating the project has been approved to enter the "Closed" state.

If the project is determined to not be ready for PMAS Milestone 3, the OOR informs the Project Manager on areas 
needing closeout plan or documentation improvements.

To exit the Active Implementation state, a project must have the approved documents in accordance with PMAS.

Project Management Accountability System (PMAS) Guide
ProPath Reviews Guide
Quality Assurance Standard  

home process goals raci

Projects that have been in the Active state for 24 months must receive a Continuation Review by the OOR.

The PMAS Dashboard is updated when reportable information or conditions change.  Each project/increment is 
updated at least monthly until closed. 

Work Information Tracking System

PD PMAS Program Management Document Repository
PMAS Dashboard



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Closure: PRC-1 Perform Independent Assessment

Program Planning and Oversight Analyst

The Project Manager requests an independent assessment from Program Planning and Oversight (PP&O) to gather 
and report project performance metrics. The request is submitted to the mail group VA OIT PD PPO Project 
Estimation Support. Using the project’s information as documented in the project schedule and the Project Repository 
(TSPR), the PP&O Analyst performs data analysis on the project performance and creates the Independent 
Assessment Report. This report is submitted back to the Project Manager to incorporate in the Post Implementation 
Review report.

Quad Chart

Independent Assessment Report

home process goals raci

SDE End-to-End Project Flow - Support Details



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Closure: PRC-2 Perform Post Implementation Review

Project Manager

Post Implementation Review Guide

The Project Manager and the Software Engineering Analyst gather information regarding the project's successes, 
challenges, lessons learned and process improvement recommendations - with the focus on team challenges that can 
be transformed into process improvement requests. Steps include:

Collecting and reviewing project metrics
Evaluating risk management activities
Identifying and submitting process improvements
Conducting Post Implementation Review meeting (see Guide in Standards)

�

�

�

�

Independent Assessment Report
Lessons Learned Report 

Post Implementation Review Agenda
Post Implementation Review Report

home process goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Closure: PRC-3 Perform Recognition Activities

Individual Recognition Letter 
Site Recognition Letter 

Project Manager 

VA Directive 5017 - Employee Recognition and Awards

Using the information provided in VA Directive 5017 - Employee Recognition and Awards, the Project Manager
acknowledges those individuals, groups and sites who worked diligently for successful project completion.
The Project Manager collaborates with Product Development, Independent Test and Evaluation, Enterprise System 
Engineering, Product Support, Regional and Site Management to determine suitable recognition activities for project 
planning, project development, testing, release, evaluation sites, implementation teams, production sites, and product 
support who worked diligently to ensure success.

home process goals raci

Completed Site and Individual Nomination Forms 
Project Management Plan 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Closure: PRC-4 Close Project

Enterprise Project Structure
Product Documentation
Project Artifact Summary Guide
Project Contracts
Post Implementation Review Report

Final Submission of Post Implementation Review
Updated Enterprise Project Structure 
Updated Non-pay Asset Allocation 
Updated Staff Allocation 

Project Manager

The Project Manager closes the project. The final closing activities include:
Archive the project artifacts, data, and quality records
Close all Change Requests
Close the project data bases, i.e., development, test, Primavera Project Management for activities related to
   project schedule, Technical Services Project Repository (TSPR), etc.
Closeout Project Contracts
Complete Product Documentation 
Ensure all materials are under Configuration Management control
Deactivate Enterprise Project Structure 
Request the final function point count by sending an email to Software Metrics and Estimation (SM&E) team
   [email address: VA OIT PD PPO Project Estimation Support ] 
Submit the Post Implementation Review Report to TSPR

�
�
�

�
�
�
�
�

�

home process goals raci

Project Close Checklist 



Description

Artifacts Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Closure: PRC-MS4 Conduct Milestone 4 Review

Final Submission of Post Implementation Review
Enterprise Project Structure 
Lessons Learned Report
Non-pay Asset Allocation 
Staff Allocation 

Office of Responsibility

home process goals raci

Project Close Checklist 

The Office of Responsibility coordinates a review of the project materials for a Milestone 4 review. The review 
ensures that the project has completed all of the activities in the Closed state.  This review also ensures that the 
project is ready to end all activities.  At this Milestone review, the project is closed.

Updated Enterprise Project Structure 
Updated Lessons Learned Report
Updated Non-pay Asset Allocation 
Updated Staff Allocation 

PMAS Dashboard

Project Management Accountability System (PMAS) Guide

The Milestone 4 Review occurs no later than 30 days after the Milestone 3 Review.  An exception to the 30-day rule 
can be made for large or complex projects. 

To request technical support with PMAS Dashboard, including requesting access, submit an email request to mail 
group: "VA OIT MS PROJECT SUPPORT TEAM"
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Establish 

Project Change 
Control Board  

PRL-8
Submit
Security

Documentation

PRL-6
Submit 

Technical 
Requirements 

PRL-5
Establish
Project

 Management
Environment

PRL-7
Establish
Technical 

Environment

PRL-1
Conduct 

 Project Kick-off 
Meeting



Project Launch

Description
home process raci

To initiate a series of activities to be performed once a project is approved by the Assistant Secretary for Information and 
Technology and is fully funded. 

Goals
Specific goals include:

Create a disciplined, systematic change control process for the project
Ensure that project has the resources (hardware, software, and tools) needed for the project
Involve Compliance, Advisory, and Security Engineering (CASE) and Facility Information Officer at project initiation
Obtain stakeholders commitment at project Kick-off

�

�

�

�



Project Launch RACI Chart

R = Responsible     A = Accountable     C = Consulted    I = Informed
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PRL-1 Conduct Project Kick-off Meeting R A

PRL-2 Establish Project Change Control Board R A

PRL-3 Submit CCB Baseline Information R A

PRL-4.1 Request Security Resources R A

PRL-4.2 Submit SMART Inventory Checklist R A

PRL-5 Establish Project Management Environment R A

PRL-6 Submit Technical Requirements R A
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Project Launch RACI Chart

R = Responsible     A = Accountable     C = Consulted    I = Informed
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PRL-8 Submit Security Documentation R A
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Launch: PRL-1 Conduct Project Kick-off Meeting

Business Requirements Document
Project Charter
Project Management Plan

Project Team Kick-off Meeting Agenda and Minutes

Project Manager

The Project Manager plans and conducts the Kick-off meeting using the Project Kick-off Meeting Guide. This meeting 
is intended to obtain all stakeholders commitment for the project. The required attendees are all members of the 
project team including the Project Manager, Analysts, Planner, Developers, etc. It is mandatory that all participants be 
included. 

home process goals raci

Displaying Sensitive Data Guide
Project Kick-off Meeting Guide
Project Artifact Summary Guide
PMAS Guide

PD PMAS Program Management Document Repository

Work Information Tracking System

Primavera Policy and Standard Operating Procedures

Primavera Project Management Office Web site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Launch: PRL-2 Establish Project Change Control Board

home process goals raci

The Project Manager establishes the Project Change Control Board (CCB) to ensure a disciplined, systematic change 
control process that ensures change is effectively managed, its impact is fully understood, and informed decisions are 
made without endangering the project objectives, timelines or customer expectation.

Business Requirements Document
Project Charter

Change Management Plan

Project Manager

Change Control Process Guide
PMAS Guide

PD PMAS Program Management Document Repository
Work Information Tracking System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Launch: PRL-3 Submit CCB Baseline Information

Program Manager

The Program Manager, upon receipt of the Decision Memorandum from the Project Change Control 
Board,  immediately submits a change request to the Program-level Change Control Board (CCB) to document the 
decision, provide clarity, and formally request resources for the project.

Decision Memorandum

Change Request Form

home process goals raci

PMAS Guide

PD PMAS Program Management Document Repository
Work Information Tracking System



Pr
og

ra
m

 M
an

ag
er

Project Launch: PRL-4 Perform Initial Security Activities

PRL-4.2
Submit 

SMART Inventory
Checklist

PRL-4.1
Request

Security Resources

home process goals raci



     

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Launch: PRL-4.1 Request Security Resources

Initial System/Application Description (ISAD) 

Program Manager

The Program Manager completes the Initial System/Application Description (ISAD) Worksheets #1 and #2, and e-
mails them to the Office of Cyber Security, Certification Program Office mail group Certification PMO.

The Program Manager requests an Information Security Officer (ISO) and a Compliance, Advisory, and Security 
Engineering (CASE) resource. To obtain an ISO, the Program Manager sends an email requesting an ISO to the VA 
FSS ISO Requests  mail group. To obtain a CASE member, the Program Manager sends an email requesting a CASE 
member to the VHA OI SDD CASE Services mail group.

home process goals raciback

Exhibit 300A: IT Capital Assessment Summary
Project Charter

For more information, contact the VA OCS Certification Program Office (vaocscert@va.gov)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Launch: PRL-4.2 Submit SMART Inventory Checklist 

Project Charter
Exhibit 300A: IT Capital Assessment Summary
Initial System/Application Description (ISAD) 

SMART System Inventory Checklist and Form

Program Manager

The Program Manager sends the completed Security Management and Reporting Tool (SMART) System Inventory 
Checklist to the Compliance, Advisory, and Security Engineering (CASE) resource and Facility Information Security 
Officer for submission to the SMART Working Group. SMART is the central repository for tracking the status and 
compliance of information systems with Federal Information Security Management Act (FISMA). Other activities 
include:

Notify the SMART Working Group when a new system is being developed by sending a message to VA IT 
SMART WG
Participate in SMART discussions, as requested

�

�

NIST SP 800-30, Risk Management Guide for Information Technology Systems

Office of Information Security Portal

Security Management and Reporting Tool (SMART)

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Launch: PRL-5 Establish Project Management Environment

Updated Project Initiation Checklist (Applicable Project Management Activities)

Project Manager

The Project Manager ensures that project has the hardware, software, and tools needed to perform the functions for 
the project including the following:

• Hardware (coordinate with Enterprise System Engineering (ESE))
• Project SharePoint
• Project Rational Tool Database
• User accounts established and configured according to standards
• Training required to use the tools and methods 
• Project Schedule in Primavera Project Management
• Project entry in Project Repository (TSPR)
• Access to Vista Document Library (VDL)
• Create Project in PMAS Dashboard (Database)

home process goals raci

Project Charter

Establish Project in Test Tool Guide
PMAS Database Quick Start Guide
VA Naming Conventions

Rational Tools Team web site

Primavera Project Management Office Web site
TSPR Access Request Form

TSPR Web site
VA Web Request Form (to set-up SharePoint site)
Information requests may be sent to the ESE Mail Group - VA IT SDE Requests.

Web Service Request Form 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Launch: PRL-6 Submit Technical Requirements
home process goals raci

Requirements Specification Document
System Design Document
Test Requirements 

Project Manager

ESE Technical Requirements Submission Form

The Project Manager is to utilize the Technical Requirements Submission Form to collect initial information to help 
Enterprise Systems Engineering (ESE) assess the requirements of a project (or product) and initially assess its 
integration into the operating environment. Although some of these requested items might not be available initially, 
please supply initial information and documentation (links preferred) if possible. Many of these topics are addressed 
and required in project documentation and milestone reviews. This document is developed over the project lifecycle; 
not all requirements are known at project launch.

For help with this form, you may contact the ESE Program Administration Office (PAO) team at VA IT SDE Requests.
Please submit the completed form to this e-mail group also.

An alternative version of the ESE Technical Requirements Submission Form is available on the ESE PAO Web site and 
is to be used with RFIs, RFPs, SOOs, and SOWs, to gather proposed solution technical information.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Launch: PRL-7 Establish Technical Environment

Updated Project Initiation Checklist (Applicable Technical Environment Activities)

Project Manager

The Project Manager ensures the project has the hardware, software, and tools needed to perform the functions for the 
project including the following:   

Identification of the Development Account to be used for development
Appropriate access for developers to the Development Account
Ensuring the Development Account is fully patched

�

�

�

home process goals raci

Project Charter

VA Web Request Form (to set-up SharePoint site)

Displaying Sensitive Data Guide
Establish Project in Test Tool Guide
VA Naming Conventions

Rational Tools Team web site

Information requests may be sent to the Enterprise Systems Engineering (ESE) Mail Group - VA IT SDE Requests.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Launch: PRL-8 Submit Security Documentation

Product Architecture Document 
Requirements Specification Document
Use Case Specifications

Program Manager

The Program Manager provides the relevant security documentation so that the Compliance, Advisory, and Security 
Engineering (CASE) and Facility Information Officer may analyze the project security-related documentation.

NOTE: It is recommended that the CASE Security Engineer and Facility Information Officer become involved as early 
as the Kick-off Meeting and incrementally review the project security-related documentation as the documentation is 
being developed.

Record of Notification

home process goals raci
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PSD-6
Coordinate
Non-pay 

Reallocation

PSD-3
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Appropriate OOR 
and Business 

Sponsor

MS4



Project Shut Down Goals

Description

Projects can enter the Shut Down process in one of the following ways:
Failure to complete restart documentation within 60 calendar days of being paused
CIO decision to shut down the project
Triad decision to shut down the project
Customer deciding the project is no longer needed

Goals

The goals of the Project Shut Down process are to ensure that the shutdown of a project is: 
Properly coordinated with all stakeholders
Fully documented for future reference and audit traceability
Performed in a controlled environment through a documented process

�
�

�

�

�

�
�

home process raci



Project Shut Down RACI Chart

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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PSD-1 Notify Project Manager R A

PSD-2 Initiate Contract Shutdown R A

PSD-3 Notify Appropriate OOR and Business 
Sponsor R A

PSD-4 Notify Stakeholders R A

PSD-5 Coordinate Staff Reallocation R A

PSD-6 Coordinate Non-pay Reallocation R A

PSD-7 Update PMAS Dashboard R A

PSD-MS4 Conduct Milestone 4 Review R A



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Shut Down: PSD-1 Notify Project Manager

Triad (OOR, OAL, OGC)

Office of Acquisition and Logistics (OAL) website

The Triad decision to shut down the project is filed and the Triad notifies the appropriate Project Manager.

Triad consists of:
Office of Information & Technology (OIT) Deputy Assistant Secretary (DAS)/Deputy CIO (DCIO) Office of 
Responsibility (OOR) 
Office of Acquisition and Logistics (OAL)
Office of General Counsel (OGC)

�

�

�

CIO Decision Memorandum

Notification of Project Shutdown
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Shut Down: PSD-2 Initiate Contract Shutdown

Project Manager

The Project Manager determines the impact of the shutdown on all contracts and initiates shutdown of the project's 
contract obligations. A review of the contracts is done to determine the closeout or disposition activities and assign 
actions including: 

Closeout of remaining tasks 
Review and closeout all outstanding contractual deliverables
Return of all Government Furnished Equipment (GFE) from contractors (as applicable)
Return of all government Identity badges from contractors (as applicable)

�

�

�

�

CIO Decision Memorandum
Project Contracts
Record of Issuance of GFE

Contract Shutdown Notification
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For those projects that are closed prior to the completion of development work, a Milestone 3 Review is not 
needed.  The Closed-stopped project completes project closure through the successful completion of a Milestone 4 
Review. 

Project Management Accountability System (PMAS) Guide



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Shut Down: PSD-3 Notify Appropriate OOR and Business Sponsor

Appropriate Office of Responsibility and Business Sponsor Notification

Project Manager

The Project Manager notifies the appropriate Business Sponsor of the decision from the Triad to stop the project.
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CIO Decision Memorandum



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Shut Down: PSD-4 Notify Stakeholders

Stakeholder Notification

Project Manager

The Project Manager notifies the following stakeholders of the decision from the Triad (OOR, OAL, OGC) to stop the 
project:

Integrated Project Team (IPT)
Deputy Assistant Secretary (DAS)
Project Staff
Program Planning and Oversight 

�

�

�

�
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CIO Decision Memorandum



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Shut Down: PSD-5 Coordinate Staff Reallocation

Updated Enterprise Project Structure
Updated Staff Allocation

Office of Responsibility

The appropriate Office of Responsibility coordinates the reallocation of staff to other projects.
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CIO Decision Memorandum
Enterprise Project Structure



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Shut Down: PSD-6 Coordinate Non-pay Reallocation

Information Technology Resource Manager 

Information Technology Resource Manager coordinates the reallocation of non-pay project assets to other active 
projects.

home process goals raci

Updated Enterprise Project Structure
Updated Non-pay Asset Allocation

CIO Decision Memorandum
Enterprise Project Structure



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Shut Down: PSD-7 Update PMAS Dashboard

Updated PMAS Dashboard

The Project Management Accountability System (PMAS) Business Office updates the PMAS Dashboard (also referred 
to as the PMAS Database). 
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PMAS Business Office

CIO Decision Memorandum
Enterprise Project Structure

For more information on the PMAS Dashboard see the PMAS Database Quick Start Guide.

PMAS Dashboard

Project Management Accountability System (PMAS) Guide

To request technical support with PMAS Dashboard, including requesting access, submit an email request to mail 
group: "VA OIT MS PROJECT SUPPORT TEAM"



Description

Artifacts Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Project Shut Down: PSD-MS4 Conduct Milestone 4 Review

Updated Lessons Learned Report
Updated Non-pay Asset Allocation
Updated Staff Allocation

The Office of Responsibility (OOR) coordinates a review of the project materials for a Milestone 4 review. The review 
ensures that the project has completed all of the activities in the Closed state.  The review also ensures that the project 
is ready to end all activities.  At this review, the project is closed.
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Office of Responsibility (OOR)

CIO Decision Memorandum
Enterprise Project Structure
Lessons Learned Report
Non-pay Asset Allocation
Receipts for Turn-In of GFE
Staff Allocation

PMAS Dashboard

Project Management Accountability System (PMAS) Guide

The project is in Closed-Stopped state. No other Milestone review is necessary.
To request technical support with PMAS Dashboard, including requesting access, submit an email request to mail 
group: "VA OIT MS PROJECT SUPPORT TEAM"
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Implementation Management

The goal of the Product Development Implementation Management process is to deliver high 
quality, cost effective information products and application support services in support of 
Veterans’ healthcare to the field. This will be accomplished through development and use of 
checklists and artifacts relating to assigned projects. These artifacts will be utilized as guides by 
project teams and sites from product development through national release.

Goals of Implementation Management
home process raci



Implementation Management RACI Chart

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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IMP-2 Create Product Development 
Implementation Plan R A

IMP-3 Create Installation/Implementation 
Schedule R A

IMP-4 Perform Data Migration R A

IMP-5 Monitor Installation Activities R A



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Implementation Management: IMP-1 Coordinate Release Announcement

System Owner

Forum
Outlook

The System Owner works with the Project Sponsor/Business Owner to develop the Release Announcement. This 
artifact provides information to the sites regarding official national release of a product to the field. The Project 
Sponsor/Business Owner usually sends this forward to the sites, but this process may be delegated to the Product 
Development Implementation Manager. System Owner may also be requested to forward it to various project 
stakeholders (which may include site Clinical Applications Coordinators).

Deployment Plan
Project Plan
Release Announcement
Training Plan

Updated Release Announcement
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Implementation Management: IMP-2 Create Product Development Implementation Plan

System Owner

The System Owner develops the Product Development Implementation Plan, which serves as the formal approved 
document that defines how the project is implemented, monitored, and controlled in the Implementation phase of the 
project life cycle. The plan is composed of one or more subsidiary checklists and other planning documents. The 
objective of the plan is to define the management approach to be used by the Product Development Implementation 
Management team to deliver the intended increment(s).

Deployment Plan
Project Plan
Training Plan

Product Development Implementation Plan

home process goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Implementation Management: IMP-3 Create Installation/Implementation Schedule

Updated Project Schedule

Product Development Implementation Manager

The Product Development Implementation Manager develops the Installation/Implementation Schedule. The 
Installation/Implementation schedule is included in the overall Project Plan/Schedule.   

home process goals raci

Deployment Plan
Product Development Implementation Support Plan
Project Plan



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Implementation Management: IMP-4 Perform Data Migration

Deployment Plan
Project Plan
User Interface Database Mapping Template

Updated User Interface Database Mapping Template

Product Development Implementation Manager

The Product Development Implementation Manager works with various project members to ensure that migration 
of data is successfully completed.  This includes learning how to migrate the related data so that troubleshooting 
may be performed with minimal site effort.    

home process goals raci

End User Project documentation (user’s guide, technical manual, install guide, etc.)  

Rational Tools
Technical Support Project Repository (TSPR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Implementation Management: IMP-5 Monitor Installation Activities

Deployment Plan
Project Plan

Site Certification Checklist

Product Development Implementation Manager

Depending on the project, the Product Development Implementation Manager works with sites and project team 
members to monitor installation activities of projects. This could be as simple as checking installation status or as 
complex as ensuring the sites have all patches installed, and have the product in use facility wide.    

home process goals raci

Rational Tools
Technical Support Project Repository (TSPR)
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No



Independent Test and Evaluation

Description

home

Goals
Specific goals include: 

Mitigate risk and provide feedback throughout the lifecycle
Ensure that products meet acceptable quality levels before promotion
Provide feedback for continuous improvement for process improvement
Continuously improve the likelihood that a quality product which meets user requirements is deployed on time 
and on budget
Ensure consistency in the testing methodologies and practices during Agile development
Validate that products are technically ready for incorporation into the VA infrastructure

�

�

�

�

�

�

Testing Service (TS), an organization within Enterprise Systems Engineering (ESE), works hand-in-hand with Product 
Development (PD) to provide an independent evaluation of development artifacts and product software. This evaluation 
helps Office of Information and Technology (OIT) management minimize risk of schedule delays, cost overrun, poor quality, 
and software failure.
TS provides:

Test environments on which software products can be tested 
Independent evaluations of project artifacts and project software

Services falling under the category of Test Environments include: establishment of a new database with a Lab Service 
Request (LSR), Miscellaneous Issue when there is trouble with a testing environment, database restore/refresh/backup, and 
user access to an environment. These services can be requested with a Test Center Service Request.

Services falling under the category of Independent Evaluations include: work product reviews of project artifacts, test 
observation and validation of the operation and use of the software product, and various types of testing including legacy 
Patient Safety Issue (PSI) testing, risk-based independent testing, performance testing, and system integration testing.

�

�

process raci



Independent Test and Evaluation RACI Chart 

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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ITE-3 Perform SQAS Systems Integration 
Testing R A

ITE-4 Provide to Open Source R A



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Independent Test and Evaluation: ITE-1 Conduct Enterprise Systems Engineering Testing Meeting

ESE Testing Checklist 
Meeting Agenda and Minutes 

Project Manager

The Project Manager conducts a kick off meeting with Enterprise Systems Engineering (ESE) Testing Service in order 
to plan and coordinate the delivery of testing services identified for the product in the ESE Risk Assessment and 
Testing Scope Report (RATSR) (completed in Project Planning Process) and the Operational Readiness Review 
services.  The ESE Testing Checklist for the project is completed prior to the meeting.

home process goals raci

ESE Risk Analysis and Testing Scope Report (RATSR)
Initial ESE Test Plan 

ESE Testing Independent Testing/Operational Readiness Review Steps

For more information and templates, go to the Testing Service Web Site.
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Independent Test and Evaluation: ITE-2 Perform Enterprise Systems Engineering Testing
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Perform

ESE Engineering
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Perform

Operational 
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Independent Test and Evaluation: ITE-2.1 Perform Enterprise Systems Engineering Testing

ESE Testing Scope Report (RATSR)
Project documents determined by type of test 

Enterprise Testing Services Analysis Report 
Final ESE Testing Test Plan
Product Assessment Findings Reports (aka. Software Quality Assurance (SQA) Findings Report)

The Enterprise Systems Engineering (ESE) Test Analysts execute Independent Testing. The scope and type of 
Independent Testing is defined in the Project Risk Assessment and Testing Scope Report (RATSR) completed in the 
Project Planning Process.  
Services include but are not limited to: 

Interoperability Testing
Patch Release Testing for Patient Safety Issues
Requirements Validation
Test Observation and Validation

�

�

�

�

home process goals raci

ESE Testing Service Testing Guide 

ESE Test Analyst

For more information see the ESE Testing Checklist.  

Service Delivery and Engineering End-to-End Project Flow - Support Details

back



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Independent Test and Evaluation: ITE-2.2 Perform Operational Readiness Review

Enterprise Testing Services ORR Analysis Report

ESE Enterprise Testing Service Director 

home process goals raciback

VA Enterprise Systems Engineering Enterprise Testing Services 

  

Enterprise Testing Services (ETS) ESE Testing Checklist - Operational Readiness Review Reference List

Service Delivery and Engineering End-to-End Project Flow - Support Details

ORR Project Reviews Folder

ESE Test Analysts perform the Operational Readiness Review (ORR). The standard ORR consists of a System 
Artifact Evaluation, Rollout Validation, and Capacity Evaluation as described below:

System Artifact Evaluation - High level review of certain technical areas pertinent to the ESE charter, 
namely: Testing, Operability/Supportability, Capacity, System Resources, and Performance.
Rollout Validation - Validation of the install of Veterans Health Information Systems and Technology 
Architecture (VistA) patches only into the pre-production environment. 
Capacity Evaluation - Determines if the release of the product under test will cause an impact on the VA 
Infrastructure from a standpoint of capacity, system resources, and performance.

A full ORR may be performed for high risk and highly visible projects. It would consist of the following activities: 
System Artifact Evaluation, Rollout Validation, Rollback Validation, Performance Validation, Network Validation, 
Application/System Validation, Capacity Validation, Disaster Recovery (DR)/ High Availability (HA) Validation, 
and Operations Evaluation. 

NOTE: ORR is mandatory for all OIT products. Exceptions for mandatory ORR are projects that are strictly defect 
repair releases of Legacy VistA or defect repair releases of Health Care Portfolio re-engineered applications.

�

�

�

For more information see:
ESE Testing Checklist  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Independent Test and Evaluation: ITE-3 Perform SQAS Systems Integration Testing

IV&V SIT Defect Report
IV&V SQAS Test Report
IV&V Test Cases

Software Configuration Management Plan Standard
VA Directive 4900 - Internal Controls for Financial and Financial Interfacing Automated Information Systems

In accordance with VA Directive 4900, Systems Quality Assurance Service (SQAS) performs Systems Integration 
Testing (SIT) on software if it impacts VA financial systems of record or software that interfaces with such a financial 
system. SIT verifies the accuracy of the delivered software product and determines whether the product built satisfies 
the customers’ requirements based on functional, system and design specifications.  SQAS develops the IV&V SIT 
Plan, requirements-based test plans, test cases and test scripts. Test scripts are executed against project software 
deliverables to verify functionality, including interfaces, and to perform regression testing, or verify correction of 
defects (“bug fixes”).  SQAS issues certification for production implementation and verifies the installation of software 
configurable items.  The delivered software module or release is verified using configurable item attributes.  

home process goals raci

Defect Report
Master Test Plan
Product Build
Product Documentation
Requirements Specification Document
Requirements Traceability Matrix
Software Design Document

IBM Rational ClearQuest ®  
IBM Rational RequisitePro ®

System Build
System Design Document
System Integration Plan
Test Cases and Test Scripts
Test Readiness Review Report
Test Summary Report
Use Case Specifications

IV&V Test Scripts
SQAS Certification

IBM Rational Quality Manager ®
IBM Rational TestManager ® 

IEEE Standard 829.2008 and IEEE Standard 1012.2004 guide the performance of SQAS Testing.

IV&V Software Test Analyst



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Independent Test and Evaluation: ITE-4 Provide to Open Source

Product and Project Artifacts 
Software Code
System Builds

Updates to Open Source Community 

Project Manager

IBM Rational ClearCase®

The Project Manager will submit a list of required software code, system builds, and artifacts as described in the Open 
Source Submission Checklist to OIT PD Open Source, Configuration & Tools Management Division via the mail group 
OIT Open Source Software Delivery or OSSOFT@va.gov. 
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The Open Source Submission Checklist lists different artifacts and/or system builds/codes that are to be submitted at 
certain intervals or milestones to OIT PD Open Source, Configuration & Tools Management Division, as a product is 
being built.  As project managers are developing their project plans, providing code and artifacts to OIT PD Open 
Source, Configuration & Tools Management Division should be considered and incorporated into the plan both based 
on specific milestones and time intervals basis, as specified in the Open Source Submission Checklist.

Open Source Submission Checklist
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 Model 

Test Architecture 



Product Architecture 

To formally describe the product in an organized way that defines structural properties of the product.  It 
defines the product components or building blocks and provides a plan from which products can be procured 
and/or developed, that will work together to implement the overall system.

Key Product Architecture artifacts include:

Conceptual Business Diagrams
Physical Architecture Diagrams
Functional Architecture Diagrams
Interface Architecture Diagrams
Deployment Diagrams

�

�

�

�
�

Goals of Product Architecture
home process raci



Product Architecture RACI Chart - 1
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ARC-1.1 Create Conceptual Business Diagram R A

ARC-1.2 Create Domain Glossary of Terms R A

ARC-2 Model Logical Architecture R A

ARC-3.1 Create Activity Hierarchy Diagram R A

ARC-3.2 Create Functional Flow Diagram R A

ARC-3.3 Create Data Flow Diagram R A

ARC-4 Model Data Architecture R A

ARC-5.1 Create Hardware Architecture Diagram R A

ARC-5.2 Create Topological Architecture Diagram R A

next



Product Architecture RACI Chart - 2
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ARC-5.3 Create Nodes Connectivity Diagram R A

ARC-5.4 Create Configuration Diagram R A

ARC-6.1 Document Interface Requirements R A

ARC-6.2 Create Interface Architecture Diagram R A

ARC-6.3 Create Interface Data Mapping R A

ARC-7.1 Document Security Requirements R A

ARC-7.2 Create Trust Model R A

ARC-8.1 Create Deployment Diagram R A

ARC-8.2 Create Integration Architecture Diagram R A



Product Architecture RACI Chart - 3
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ARC-8.3 Create Service Model R A

ARC-9 Document Product Architecture R A

ARC-10 Model Test Architecture R A
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-1.1 Create Conceptual Business Diagram

Business Use Cases
Requirements Specification Document

Conceptual Business Diagram

Solution Architect

The Solution Architect creates the Conceptual Business Diagram to define a business-centric view of 
entities and their relationships. 

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-1.2 Create Domain Glossary of Terms

Business Use Cases
Requirements Specification Document

Domain Glossary of Terms

Solution Architect

The Solution Architect creates the Domain Glossary of Terms to document all definitions needed to 
understand terms and acronyms used.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-2 Model Logical Architecture

Business Use Cases
Conceptual Business Diagrams
Requirements Specification Document

Business Process Diagram

Data Analyst

The Data Analyst documents the logical and process views representing domain concepts. The Logical Architecture 
consists of diagrams that fully identify entity types, assigns data attributes defining those entities and their 
relationships. Logical modeling drives the direction of the physical database design: entity relationship diagrams and 
process models are used to ascertain the business requirements have been fully defined or if more analysis is 
required.  
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-3.1 Create Activity Hierarchy Diagram

Business Use Cases
Logical Data Model Deliverables
Requirements Specification Document

Activity Hierarchy Diagram

Solution Architect

The Solution Architect creates the Activity Hierarchy Diagram to describe the hierarchical decomposition of events 
within the functional architecture components and identify the events that form the basis of the existing major 
system.  

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-3.2 Create Functional Flow Diagram

Business Use Cases
Logical Data Model Deliverables
Requirements Specification Document

Functional Flow Diagram

Solution Architect

The Solution Architect creates the Functional Flow Diagram to document a logical flow of the functional 
decomposition and events of components. 

home process goals raciback
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-3.3 Create Data Flow Diagram

Business Use Cases
Logical Data Model Deliverables
Requirements Specification Document

Data Flow Diagram

Solution Architect

The Solution Architect creates the Data Flow Diagram to define the behavioral and structural flow of data within 
the functional architecture components.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-4 Model Data Architecture

Business Use Cases
Functional Model Deliverables
Logical Data Model Deliverables
Requirements Specification Document

Data Definition Document

Data Analyst

The Data Analyst creates the Data Definition Document to capture new data definitions and to describe the 
limitations and restrictions placed on the databases.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-5.1 Create Hardware Architecture Diagram

Business Use Cases
Functional Model Deliverables
Logical Data Model Deliverables
Requirements Specification Document

Hardware Architecture Diagram

Solution Architect

The Solution Architect creates the Hardware Architecture Diagram to specify the dynamic and hierarchical 
decomposition of the physical resources (hardware components) that comprise the system. 

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-5.2 Create Topological Architecture Diagram

Business Use Cases
Functional Model Deliverables
Logical Data Model Deliverables
Requirements Specification Document

Topological Architecture Diagram

Solution Architect

The Solution Architect creates the Topological Architecture Diagram which visually describes how the functional 
architecture is distributed geographically and helps to understand the details of the relationship between 
components.

home process goals raciback
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-5.3 Create Nodes Connectivity Diagram

Business Use Cases
Functional Model Deliverables
Logical Data Model Deliverables
Requirements Specification Document

Nodes Connectivity Diagram

Solution Architect

The Solution Architect creates the Nodes Connectivity Diagram to illustrate the communication exchange required 
between components of the software as tasks and the operations that are executed. 
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-5.4 Create Configuration Diagram

Business Use Cases
Functional Model Deliverables
Logical Data Model Deliverables
Requirements Specification Document

Configuration Diagram

Solution Architect

The Solution Architect creates the Configuration Diagram.  The Configuration Diagram provides the configuration 
views of the hierarchical decomposition of the functional architecture components, relates the functional architecture 
to the logical components, and identifies the functions that form the basis of the existing major system. 

home process goals raciback
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-6.1 Document Interface Requirements

Business Use Cases
Requirements Specification Document

Interface Control Document (ICD)

Solution Architect

The Solution Architect creates the Interface Control Document to specify the critical parameters of all inputs into and 
outputs from the software item, including target systems, external interfaces, and source systems. 
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-6.2 Create Interface Architecture Diagram

Business Use Cases
Interface Control Document (ICD)
Requirements Specification Document

Interface Architecture Diagram
Updated Interface Control Document (ICD)

Solution Architect

The Solution Architect creates the Interface Architecture Diagram which illustrates the primary flow of content 
between the databases and the users and the communication procedures that are used and that take place between 
them. This activity drives the user interface design activity.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-6.3 Create Interface Data Mapping

Business Use Cases
Requirements Specification Document

User Interface to Database Mapping Template

Solution Architect

The Solution Architect creates the Interface Data Mapping to describe interfaces with other applications including 
those of other operational capabilities.

home process goals raciback
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ARC-7.1
Document
Security 

Requirements 

ARC-7.2
Create

Trust Model
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-7.1 Document Security Requirements 

Business Use Cases
Functional Model Deliverables
Interface Control Document
Logical Data Model Deliverables
Physical Model
Requirements Specification Document

Updated Requirements Specification Document

Solution Architect

The Solution Architect consults the Facility Information Security Officer (ISO) and Compliance, Advisory and 
Security Engineering (CASE) Security Engineer in the development of the security requirements.  The security 
requirements include, but are not limited to, Authentication and Authorization, Confidentiality and Integrity, Non-
Repudiation, Data Exchange Requirements, Sensitivity of Data, Delivery Assurances, Confirmations, Logging and 
Traceability. 

home process goals raciback

Contact the Lead CASE Security Engineer using the VHA OI SDD Case Services mail group. 
Contact the Director of Field Security Service using the VA FSO FSS Leadership mail group. 
The Enterprise Technical Architecture Compliance Criteria document establishes minimum 
Information Security compliance criteria for a product, product release, or service.

Information Technology & Security Architecture Portal

ETA Compliance Criteria



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-7.2 Create Trust Model

Business Use Cases
Functional Model Deliverables
Interface Control Document
Logical Data Model Deliverables
Physical Model Deliverables
Requirements Specification Document

Trust Model

Solution Architect

The Solution Architect creates the Trust Model and assigns the trust ratings. Some components may trust others for 
all kinds of access, i.e. reading and writing data elements, yet other components may not allow any remote access to 
their data. 

home process goals raciback
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ARC-8.1
Create

Deployment 
Diagram

ARC-8.2
Create

Integration 
Architecture 

Diagram

ARC-8.3
Create

Service Model
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-8.1 Create Deployment Diagram

Business Use Cases
Data Flow Diagram
Functional Flow Diagram
Interface Architecture Diagram
Requirements Specification Document
Security Architecture Deliverables

Deployment Diagram

Solution Architect

The Solution Architect creates the Deployment Diagram. The Deployment Diagram documents the major 
hardware/software components supporting operations and their relationship to other components, including the 
functional architecture allocated to the physical architecture, derived input/output, technology and system-wide, 
trade off, and qualification requirements for each component.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-8.2 Create Integration Architecture Diagram

Business Use Cases
Data Flow Diagram
Functional Flow Diagram
Interface Architecture Diagram
Requirements Specification Document
Security Architecture Deliverables

Integration Architecture Diagram

Solution Architect

The Solution Architect creates the Integration Architecture Diagram that provides a pictorial view of the product’s 
integration architecture with other entities.  The integration points considered could be, but not limited to, integration 
with other products, external systems, databases, servers, intermediary interfaces, etc.  It also documents the 
communication between the entities documented.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-8.3 Create Service Model

Business Use Cases
Data Flow Diagram
Functional Flow Diagram
Interface Architecture Diagram
Requirements Specification Document
Security Architecture Deliverables

Service Model

Solution Architect

The Solution Architect creates the Service Model which documents classes, details, and interfaces to build client and 
service applications.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-9 Document Product Architecture

Domain Model Deliverables
Interface Architecture Model Deliverables
Logical Data Model Deliverables
Operations Architecture Deliverables
Physical Model Deliverables
Security Architecture Deliverables

Product Architecture Document

Solution Architect

The Solution Architect consolidates the required models into the Product Architecture Document which provides a 
textual narrative and explanation of each of the created models and diagrams, including Domain, Logical, Data and 
Physical models.

home process goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Architecture: ARC-10 Model Test Architecture

Data Architecture Model Deliverables
Functional Model Deliverables
Integration Architecture Model Deliverables
Logical Data Model Deliverables
Product Architecture Document  

Updated Product Architecture Document  

Solution Architect

The Solution Architect updates the Product Architecture Document to model the Test Architecture Diagram in order 
to illustrate the logical flow of product component testing activities and determine the candidate architecture's 
testability.

home process goals raci
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Product Design

DES-1
Identify

Design Re-Use 
Opportunity

DES-3
Design

 Product 
Components

DES-8
Design
Data 

Security

DES-9
Document
Resource 
Allocation 

DES-4
Design

Product
Database

DES-5
Elaborate
Product 

Architecture

home goals raci

DES-6
Elaborate
Database 

Design

DES-10
Create 

ASSESS 
Report

DES-2
Elaborate 

Product Registration 
and Development 

Domains(s)

DES-7
Request

 Integration Control  
Registration 



Product Design

To describe the new system in sufficient enought detail that skilled developers can develop the software with minimal 
additional input.  

The output describes the new system as a collection of product components.

Key Product Design artifacts include:

• Operational Sequence Diagrams
• State Transition Diagrams
• Context Diagrams
• Data Sources
• Physical and Logical Database Models
• CRUD Matrix

Goals 

home process raci

Description  

Product Design is the process that describes the new system, including screen layouts, the business rules, and process 
diagrams.  



Product Design RACI Chart - 1

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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DES-1 Identify Design Re-Use Opportunity R A

DES-2 Elaborate Product Registration and Development 
Domain(s) R A C

DES-3.1 Create Operational Sequence Diagram R A

DES-3.2 Create Context Diagram R A

DES-3.3 Create State Transition Diagram R A

DES-3.4 Document Data Sources R A

DES-4.1 Create CRUD Matrix R A

DES-4.2 Design Logical Database R A

DES-4.3 Create Physical Database Model R A

next
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R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back
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DES-4.4 Create BI Tool Metadata Model R A

DES-4.5 Document Database Design R A

DES-5 Elaborate Product Architecture R A

DES-6 Elaborate Database Design R A

DES-7 Request Integration Control Registration R A C

DES-8 Design Data Security R A

DES-9 Document Resource Allocation R A

DES-10 Create ASSESS Report R A



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-1 Identify Design Re-Use Opportunity

Business Reference Model 
Data Reference Model
Federal Enterprise Architecture Business Reference Model
Federal Enterprise Architecture Data Reference Model
Federal Enterprise Architecture Service Reference Model
Product Evaluation Document
Service Reference Model 
Systems Functionality Description
Systems and Services Evolution Description

Reuse Candidate List 
Updated Product Evaluation Document

Developer

The Developer identifies and selects major or high-level re-use components from prior projects that may be applicable 
to this project. The Developer also updates the Product Evaluation and Analysis during this activity.

home process goals raci

All community generated Open Source products (products developed by anyone outside the VA national 
development resources) that are identified as viable candidates to be used within VA must be reviewed by the 
business community to assure that stakeholders approve all of the functionality that is provided in any such 
product.  For VHA, contact Health Systems staff to ensure the proper Program Offices are engaged.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-2 Elaborate Product Registration and Development Domain(s) 

Acquisition Documents 
Data Reference Model
Product Evaluation Document

Updated Product Registration

Project Manager 

The Project Manager elaborates the product registration and development domain(s). A Class 1 product’s 
registration in the product portfolio as established during Project Planning, and its protected reservation of 
configured development and release domain boundaries, is updated/enhanced based on additional known design 
functional and system requirements, and design implications. Based on updated software architecture knowledge, 
the project may be assigned additional coding boundaries for constructs inherent to a particular technology or 
platform in order to avoid any risk of product collisions in all environments where the product is to be installed. 
Through this process, the configuration of a software product is further defined and centrally registered.  

FORUM Systems 
Outlook
Product Development (PD) Product Registration Database

PD Development Domain Standards

home process goals raci

Reuse Candidate List
Service Reference Model 
Systems Functionality Description

VA OIT PD Project Management Council Email group: VA OIT OED VistA DBA

Application Structure and Integration Services Website 
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Product Design: DES-3 Design Product Components

DES-3.4
Document

Data Sources

DES-3.2
Create

Context Diagram

DES-3.1
Create

Operational 
Sequence Diagram

DES-3.3
Create

State Transition 
Diagram

home process goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-3.1 Create Operational Sequence Diagram

Logical Data Model Deliverables
Physical Data Model Deliverables

Operational Sequence Diagram 

Developer

The Developer creates the Operational Sequence Diagram and illustrates the order and flow of events within the 
application and external systems.  

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-3.2 Create Context Diagram

Functional Architecture Model Deliverables
Interface Architecture Diagrams
Logical Data Model Deliverables
Physical Data Model Deliverables

Context Diagram

Developer

The Developer creates the Context Diagram and illustrates the connections within the product component and the 
external systems. The design includes components, data stores and interfaces within the application as well as 
interfaces between internal components and external systems.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-3.3 Create State Transition Diagram

Functional Architecture Model Deliverables
Interface Architecture Diagrams
Logical Data Model Deliverables
Physical Data Model Deliverables

State Transition Diagram

Developer

The Developer creates the State Transition Diagram and illustrates the behavior of subsystems within the component 
and the external systems.  

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-3.4 Document Data Sources

Logical Data Model Deliverables 
Physical Data Model Deliverables 

Data Sourcing Diagram

Developer

The Developer creates the Data Sourcing Diagram and presents a detailed view of the data involved in the product. 
This activity converts logical or conceptual data constructs to physical storage constructs of the target Database 
Management System (DBMS). 

home process goals raciback
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Product Design: DES-4 Design Product Database

DES-4.2
Design

Logical Database

DES-4.4
Create

BI Tool Metadata 
Model

DES-4.3
Create

Physical Database 
Model

DES-4.1
Create

CRUD Matrix

home process goals raci

DES-4.5 
Document

Database Design



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-4.1 Create CRUD Matrix

Logical Data Model Deliverables
Physical Data Model Deliverables

CRUD Matrix 

Data Analyst

The Data Analyst identifies the processes, the data and CRUD (CREATION, READ, UPDATE, and DELETE) points of 
every attribute within the product components.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-4.2 Design Logical Database

Logical Model Deliverables

Logical Database Design 

Data Analyst

The Data Analyst illustrates the connections within the subsystem/application and external systems. This includes 
components, data stores and interfaces within the application as well as interfaces between internal components and 
external systems.  The Data Analyst submits a copy of the Logical Database Design to OIT PD Open Source, 
Configuration & Tools Management Division via the mail group OIT Open Source Software Delivery or 
OSSOFT@va.gov.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-4.3 Create Physical Database Model

CREATION, READ, UPDATE, and DELETE (CRUD) Matrix
Logical Model Deliverables
Physical Model Deliverables

Physical Database Design 

Data Analyst

The Data Analyst creates the Physical Database Model and illustrates how components are connected. This activity 
converts logical or conceptual data constructs to physical storage constructs (e.g., tables, files) of the target Database 
Management System (DBMS). 

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-4.4 Create Business Intelligence Tool Metadata Model

CREATION, READ, UPDATE, and DELETE (CRUD) Matrix
Logical Data Model Deliverables
Physical Data Model Deliverables

Business Intelligence (BI) Tool Metadata Design 

Data Analyst

The Data Analyst adds metadata from various data sources, designing and organizing the metadata to a data 
warehouse, and using that metadata for decision analysis and reporting.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-4.5 Document Database Design

Acquisition Plan
Cost Benefit Analysis
Data Architecture Diagram
Data Security Diagram

Database Design Document 
Updated Acquisition Plan
Updated Cost Benefit Analysis
Updated Enterprise Data Architecture Document
Updated Interface Control Document
Updated System Design Document (Applicable Data Design Sections) 

Data Analyst

The Data Analyst documents how the new software module or service meets the criteria of separating and loosely 
coupling data acquisition, data conformance, data centralization, data federation, operational data exploitation, and 
analytic data exploitation.

The Data Analyst updates the Acquisition Plan, Cost Benefit Analysis, Enterprise Data Architecture Document, 
Interface Control Document and System Design Document.  The Data Analyst submits a copy of the Updated 
Interface Control Document to OIT PD Open Source, Configuration & Tools Management Division via the mail group 
OIT Open Source Software Delivery or OSSOFT@va.gov.

home process goals raciback

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for a 
product or product release. An Acquisition Plan is required by the Virtual Office of Acquisition (VOA) for 
acquisitions that exceed $1 million USD. 

VOA Portal Link

ETA Compliance Criteria

Enterprise Data Architecture Document
Interface Control Document
System Design Document



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-5 Elaborate Product Architecture

Developer

The Developer specifies the following:
All required interactions within the system and all necessary interfaces with external entities 
Multi-step integration processes for the integration of the product component.
Application units to include, at minimum, a description of every input (request) into the system, every output 
(response) from the system and all functions performed by the system in response to an input or in support of 
an output.

�

�

�

home process goals raci

Activity Hierarchy Diagrams
Configuration Diagrams
Deployment Diagrams
Functional Flow Diagrams

Interface Architecture Diagrams
Interface Control Document (ICD)
Preliminary Design Document
User to Interface Database Mapping Guide

Expanded Activity Hierarchy Diagrams
Expanded Configuration Diagrams
Expanded External Interface Diagrams
Expanded Integration Architecture Diagrams
Expanded Internal Interface Diagrams

  

Expanded User Interface Diagrams
Updated Database Mapping Guide
Updated Functional Flow Diagrams
Updated Interface Control Document

All required User Reports are created prior to this activity

SDE End-to-End Project Flow - Support Details



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-6 Elaborate Database Design

Business Use Cases
Data Flow Diagrams
Functional Model Deliverables
Logical Data Model Deliverables
Physical Data Model Deliverables
Requirements Specification Document
System Design Document

Data Definition Document 
Fully Attributed BI Tool Metadata Design
Fully Attributed Logical Database Design
Fully Attributed Physical Database Design
Updated System Design Document (applicable Data Design Sections)

Developer

The Developer specifies unit-level data requirements and communication protocols and formats between each 
software unit in the functional group. During this activity the following are fully attributed and updated:

Business Intelligence (BI) Tool Metadata Design
Logical Database Design
Physical Database Design
System Design Document  

�

�

�

�

home process goals raci

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for a 
product or product release. 

ETA Compliance Criteria



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-7 Request Integration Control Registration 

Data Definition Document 
Data Flow Diagram
Existing ICR
External Interface Diagrams

Inactive ICR's retired 
Newly Created ICR Updated 
Existing ICR

Developer

The Developer requests the Integration Control Registration (ICR). All built and acquired software products 
requiring  interfaces with or dependencies on data or functionality existing outside of its production 
registration/development domain boundary and within (see Project Planning for establishment of development 
domain boundaries) must adhere to the development domain assigned to that product or be addressed by an active 
ICR.

ICRs must be in effect at all times when a package references components external to its development domain. Thus, 
packages that are not yet released but are installed at field facilities (alpha or beta test) must have active ICRs for all 
external components. This step begins the discussion and review process for new, updated or retired ICRs including 
all requests to subscribe or modify existing ICRs. All products must review their dependencies on data and 
functionality that resides/is owned by other products, and must initiate the ICR request process during this step.

PD Interface Control Registration Standard 

home process goals raci

FORUM Systems 
Outlook
Product Development (PD) Product Registration Database

Interface Architecture Diagram 
Integration Control Document 
Internal Interface Diagrams 

Integration Control Registrations Mail Group:  OIT PD Integration Control Registrations
HealtheVet-VistA Database Administration Program

Physical Data Model Deliverable 
Product Registration
System Design Document 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-8 Design Data Security

Application Security Diagrams
Configuration Diagrams
Data Security Diagrams 
Deployment Diagram
Domain Model Deliverables      
Integration Architecture Model Deliverables      
Interface Architecture Model Deliverables

Data Security Diagrams
Expanded Trust Model
Updated Disaster Recovery Plan
Updated Master Test Plan
Updated System Security Plan

The Developer defines the processes enabling the security requirements and also expands on those said requirements. 
The Developer identifies components which could be vulnerable to a breach of system security and documents how 
the new software module or service meets Enterprise Security and Privacy criteria. The Developer identifies 
components which could fail and develop a correction/recovery strategy to ensure that the design minimizes or 
eliminates the potential for failures of the system.

The System Security Plan is created in the Product Documentation process.

Developer

home process goals raci

Logical Data Model Deliverables
Master Test Plan
Physical Model Deliverables
Security Architecture Deliverables
Service Delivery Model Deliverables
System Design Document
System Security Plan

SDE End-to-End Project Flow - Support Details

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for a 
product or product release. 

ETA Compliance Criteria



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-9 Document Resource Allocation

Acquisition Plan
Logical Data Model Deliverables
Physical Data Model Deliverables 
Product Evaluation and Analysis 

Technical Stack Variance
Updated Acquisition Plan 

The Developer specifies utilization and size of each component unit being designed. It should document the variance 
with the initial estimates and how long the variance is needed. The Acquisition Plan is also updated during this activity.

Developer

home process goals raci

The creation of an Acquisition Plan is required by the Virtual Office of Acquisition (VOA) for acquisitions that exceed 
$1 million USD. 

VOA Portal Link



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Design: DES-10 Create ASSESS Report

Requirement Specification Document
System Design Document 

Final Scoring Criteria Form

The Program Manager creates the Application Self-Scoring Evaluation Support System (ASSESS) which is an objective 
self-scoring mechanism. If Preliminary and Final ASSESS have been administered to the project team by Testing 
Service (TS), then Enterprise Testing Service (ETS) accepts those results for Operational Readiness Review (ORR). If TS 
has not previously administered the ASSESS evaluation, then ETS requires that the Final ASSESS questionnaire be 
completed by the project group and submitted to ETS for ORR. 

Final Survey User Guide

Final ASSESS Guide

Program Manager

home process goals raci

TS ASSESS Process 
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Product Support
home goals raci

SUP-2
Conduct

Benefits Product 
Support

SUP-1
Conduct

Health Product 
Support



Product Support

Support the concept of being part of ProPath as a major contributing component within an over-arching set of 
standard processes and guidance that includes aspects from Health and Benefits Product Support areas.
Provide a means to expose and leverage commonality of purpose, activities, techniques, expertise, and support 
documentation within the ProPath framework.
Enable users to perform Product Support activities in a clearly defined consistent manner, whose requirements 
and needs are well documented, resulting in measurable results that are superior to the practices that are in 
place today.

�

�

�

Description

home process raci

Goals

Product Support is the process by which problems in exsting systems/applications are:
Documented and tracked through submission by users to support personnel
Diagnosed to determine nature of the problem by support personnel
Corrected by support personnel by developing solutions or corrective actions and implementing them
Validated by users that the solutions or corrective actions applied by support personnel resolved the problem

Product Support does not perform actions associated with developing new functionality. Product Support is 
responsible for application maintenance (e.g., “bug-fixes").

�

�

�

�



Product Support RACI Chart - 1

R = Responsible     A = Accountable     C = Consulted    I = Informed
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SUP-1.1 Initiate New Remedy® Ticket R A

SUP-1.2 Assign Remedy® Ticket R A

SUP-1.3 Analyze Remedy® Ticket R A

SUP-1.4 Assign Remedy® Ticket R A

SUP-1.5 Analyze Remedy® Ticket R A

SUP-1.6 Develop Code Patch R A

SUP-1.7 Develop Data Patch R A

SUP-1.8 Perform SQA Review R A

SUP-1.9 Submit Initial Operating Capability 
Evaluation Request R A

home process goals next



Product Support RACI Chart - 2
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SUP-1.10 Obtain Initial Operating Capability 
Evaluation Approval R A

SUP-1.11 Perform Initial Operating Capability 
Evaluation R A

SUP-1.12 Complete Patch R A

SUP-1.13 Submit VHA National Deployment Request R A

SUP-1.14 Review Patch R A

SUP-1.15 Obtain VHA National Deployment Approval R A

SUP-1.16 Post Patch R A

SUP-1.17 Release Data Patch R A

SUP-1.18 Resolve Remedy® Ticket R R A

SUP-1.19 Close Remedy® Ticket R A
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Product Support RACI Chart - 3

R = Responsible     A = Accountable     C = Consulted    I = Informed
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SUP-2.1 Initiate Support Request R I A

SUP-2.2 Conduct Triage R I I I

SUP-2.3 Assign for Research I R A

SUP-2.4 Analyze to Determine Root Cause R A

SUP-2.5 Reject Support Request R A

SUP-2.6 Communicate with Issue Presenter I R A

SUP-2.7 Perform Other Required Activity I R A

SUP-2.8 Develop Issue Solution R I A
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Product Support RACI Chart - 4

R = Responsible     A = Accountable     C = Consulted    I = Informed
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SUP-2.9 Communicate Issue Solution R I A

SUP-2.10 Perform SQA Testing I R A

SUP-2.11 Perform Business User Testing I R A

SUP-2.12 Finalize Installation Documentation R I I A

SUP-2.13 Perform Product Installation Process I I R A

SUP-2.14 Ensure Issue Closed/Reported I R I I A

SUP-2.15 Communicate Status Update I R I I A

SUP-2.16 Ensure Issue Closed/Reported R I I A

home process goals back



Ti
er

 3
 (T

3)
 S

Q
A

 
A

na
ly

st
 L

ea
d

Ti
er

 3
 (T

3)
 S

Q
A

 
A

na
ly

st
Ti

er
 3

 (T
3)

 D
ev

el
op

er
Sy

st
em

/D
at

ab
as

e 
A

dm
in

is
tr

at
or

Ti
er

 2
 (T

2)
 H

ea
lth

 P
ro

du
ct

 
Su

pp
or

t S
pe

ci
al

is
t

R
em

ed
y®

 
R

eq
ue

st
or

Product Support: SUP-1 Conduct Health Product Support

SUP-1.1
Initiate 

New Remedy®
Ticket

SUP-1.19
Close

Remedy® Ticket

SUP-1.18
Resolve

Remedy® Ticket
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SUP-1.2
Assign

Remedy® Ticket

SUP-1.3
Analyze

Remedy® Ticket

Resolution
Found?

SUP-1.6
Develop

Code Patch

SUP-1.4
Assign

Remedy® Ticket

SUP-1.5
Analyze

Remedy® Ticket

Product 
Enhancement?

SUP-1.9
Submit

Initial Operating 
Capability 
Evaluation 

Request

SUP-1.10
Obtain

Initial Operating 
Capability 
Evaluation 
Approval

SUP-1.11
Perform

Initial Operating 
Capability 
Evaluation

SUP-1.12
Complete

Patch

No

Yes

Yes

No

SUP-1.14
Review
Patch

SUP-1.16
Post

Patch

Patch
Needed?

Yes

No

SUP-1.13
Submit

VHA National 
Deployment Request

SUP-1.15
Obtain

VHA National 
Deployment 

Approval

process

SUP-1.8
Perform

SQA Review

SUP-1.7
Develop

Data Patch

Data Fix Only

Data
Patch Only?

No

Yes

SUP-1.17
Release 

Data Patch



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.1 Initiate New Remedy® Ticket

Remedy® Requestor

Health Product Support Primavera (TeamPlay) Guide
Health Product Support National Support Coverage Guide
Health Product Support Remedy® Support Application Guide
Remedy Help Desk® User's Guide

Remedy Help Desk® Application

Remedy® Ticket

Information on National Support can be found in the Health Product Support National Support Coverage Guide.

The Remedy® Requestor initiates a request to create a Remedy® ticket. Requests for national support can be made 
via telephone or e-mail to the Veterans Affairs (VA) Service Desk or by direct entry in the Remedy Help Desk ® 
Application. 

If a Tier 2 Health Product Support Specialist is contacted directly by sites for an initial problem report that has not 
been processed through the Remedy® System, the support specialist will enter the Remedy® ticket; and if unable to 
handle the problem at that time, will inform the customer that their problem will be picked up by the next available 
specialist.

If a caller is unable to enter a Remedy® ticket, the specialist transfers or refers the caller to the VA Service Desk.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.2 Assign Remedy® Ticket

Assigned Remedy® Ticket 

Tier 2 (T2) Health Product Support Specialist

Health Product Support Primavera (TeamPlay) Guide
Health Product Support Remedy® Support Application Guide
Remedy Help Desk® User's Guide

Remedy Support® Application

Time should be logged appropriately in Primavera Timesheets. 
See the Primavera Project Management Guide for more information.

Remedy® Ticket

The Tier 2 (T2) Health Product Support Specialist may assume responsibility for a Remedy ® ticket by “taking” the 
ticket. Team rules should be adhered to when “taking” tickets. Remedy® tickets are associated with the appropriate 
support group based on the Category/Type/Item that is selected in Remedy®. Each of the Tier 2 (T2) Health Product 
Support Specialists is assigned to a support group. When a Remedy® ticket is initiated for a specific support group, it 
will be displayed on the Assigned Requests table of the Remedy® Support Console. 

If the ticket is an urgent ticket:  
The VA Service Desk contacts an appropriate Tier 2 (T2) Health Product Support Specialist via phone and 
assigns the ticket to them
If the VA Service Desk is unable to reach a Tier 2 (T2) Health Product Support Specialist, the appropriate 
Health Product Support Team Manager will be contacted and will assign the ticket accordingly

The Work Log in Remedy® is the primary means of communication between the requestor and all levels of support 
specialists.

�

�
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.3 Analyze Remedy® Ticket

Assigned Remedy® Ticket 

Analyzed Remedy® Ticket with Work Log entries

Tier 2 (T2) Health Product Support Specialist

Remedy Support® Application

Health Product Support Primavera (TeamPlay) Guide
Health Product Support Remedy® Support Application Guide
Remedy Help Desk® User's Guide

Time should be logged appropriately in Primavera Timesheets.
See the Primavera Project Management Guide for more information.

Once the Tier 2 (T2) Health Product Support Specialist assumes responsibility for a Remedy® ticket, he/she analyzes 
the ticket and works to develop a solution to the problem. All specialists work in different ways to achieve solutions. 
Each step taken during the analysis is documented in the Work Log on the Remedy® ticket. The Remedy® Requestor 
is kept informed.

If it is determined that Tier 2 (T2) cannot resolve the Remedy® ticket, it is referred to Tier 3 (T3) Support for 
resolution.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.4 Assign Remedy® Ticket

Updated Remedy® Ticket 

Tier 3 (T3) Developer

Remedy Support® Application

Remedy® Ticket

Health Product Support Remedy® Support Application Guide
Remedy Help Desk® User's Guide

Tier 3 (T3) Developer takes responsibility for a Remedy ticket once it has been assigned to a T3 group by the Tier 2 
Health Product Support Specialist.  The T3 Developer or designated backup acknowledges receipt of the ticket, 
assigns an individual and updates the Work Log in the Remedy ticket. 
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.5 Analyze Remedy® Ticket

Assigned Remedy® Ticket 

Analyzed Remedy® Ticket with Work Log entries

Tier 3 (T3) Developer

Remedy Support® Application

New Service Request Database (NSRD) website

Once the Tier 3 (T3) Developer is assigned to a Remedy® ticket, he/she analyzes the ticket and works to develop a 
solution to the problem.  Each step taken during the analysis is documented in the Work Log on the Remedy® ticket. 
The Remedy® Requestor is kept informed.

The T3 Developer determines whether the issue is a defect (maintenance issue) or an enhancement to existing design.
If it is a defect, then the fix must be assigned to a maintenance patch.  Tickets are worked in order of priority as 
assigned by Tier 2.

If the ticket is determined to be an enhancement, it is sent back to Tier 2 Health Product Support where they work 
with the requestor to recommend submission of a New Service Request.  The Remedy ticket is resolved which 
concludes the Product Support process.

Health Product Support Remedy® Support Application Guide
Remedy Help Desk® User's Guide
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.6 Develop Code Patch

Assigned Remedy® Ticket

Updated or New Patch
Updated Remedy® Ticket

Tier 3 (T3) Developer

Development and Test Environments
Forum-National Patch Module
Remedy Support® Application

Standards and Conventions Committee
Remedy Help Desk® User's Guide

The Tier 3 (T3) Developer assigned first duplicates the issue reported and then works in a development environment 
to develop a solution. If a code change is needed, then the Key fields to update are the Work Log, Status, Pending 
Status, Repair ID, and TeamPlay ID. As the ticket is worked, keep all fields up to date with correct information and 
make entries in to the Work Log. If a resolution is found that does not require a code change, the Work Log is 
updated and the ticket is returned to Tier 2 Health Product Support. 
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.7 Develop Data Patch

Assigned Remedy® Ticket

New Data Patch
SQL Script
Updated Remedy® Ticket

Tier 3 (T3) Developer

Development Environment
Remedy Support® Application

Standards and Conventions Committee

Remedy Help Desk® User's Guide

The Tier 3 (T3) Developer assigned is informed or determines as a result of the technical analysis of the reported 
Remedy ticket that data value(s) in the production database need to be changed.  The T3 Developer then develops a 
solution (SQL script) to implement these changes. This script is tested in development environment for functionality. 
The script is made available by the developer to internal Software Quality Assurance (SQA) for testing 

home process goals raciback
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.8 Perform SQA Review

New Data Patch
Updated or New Code Patch
Updated Remedy Ticket

Initial Operating Capability Evaluation Waiver
Updated Code Patch
Updated Data Patch
Updated Remedy® Ticket

Tier 3 (T3) SQA Analyst

Development and Test Environments
Forum-National Patch Module
Remedy Support® Application

Standards and Conventions Committee
Remedy Help Desk® User's Guide

The Tier 3 (T3) Software Quality Assurance (SQA) Analyst performs all aspects of SQA from product component test 
to user functionality test. All Release Management Process steps are followed. Successful Code Patches continue on to 
Initial Operating Capability (IOC) activities. Successful Data Patches bypass IOC activities and go directly to patch 
posting activities.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.9 Submit Initial Operating Capability Evaluation Request

Initial Operating Capability Evaluation Waiver, if applicable
Master Test Plan
Patch Description
Test Cases/Scripts

Product Development Release Request Initiation Template – Initial Operating Capability

Tier 3 (T3) SQA Analyst Lead

Initial Operating Capability Evaluation and National Deployment Request Guide

The Tier 3 (T3) Software Quality Assurance (SQA) Analyst Lead submits the completed Release Request Initiation 
Template - Initial Operating Capability to the mail group VA OIT OED VHA Release Approval for any software 
(VistA, HealtheVet and related Commercial-Off-The-Shelf/Government-Off-The-Shelf (COTS/GOTS)) that is released 
in the health care environment. This also includes maintenance and defect repair patches. The items listed in Artifacts 
Used must accompany the request. 
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.10 Obtain Initial Operating Capability Evaluation Approval

Executive Decision Memorandum or VHA Issue Brief

Permission to Proceed to IOC Evaluation -  Record of Request

Tier 3 (T3) SQA Analyst Lead

Initial Operating Capability Evaluation and National Deployment Request Guide
Release Request Process Site

The Tier 3 (T3) Software Quality Assurance (SQA) Analyst Lead awaits approval to advance to Initial Operating 
Capability Evaluation until an Executive Decision Memorandum or VHA Issue Brief from the VHA OHI Release 
Board is received. The Issue Brief or the Executive Decision Memorandum is filed with project artifacts.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.11 Perform Initial Operating Capability Evaluation 

Master Test Plan
Site Scenarios
Test Site Test Cases and Test Scripts

Comprehensive Initial Operating Capability Evaluation Summary
Initial Operating Capability Site Concurrence Statement
Forum IOC Site Message

Tier 3 (T3) SQA Analyst

Forum National Patch Module
Remedy Support® Application

The Tier 3 (T3) Software Quality Assurance (SQA) Analyst coordinates the performance of the Initial Operating 
Capability Evaluation. Activities include: 

Distribute the product and product documentation to the Evaluation Sites 
Facilitate the timely installations at the Evaluation Sites 
Track defects identified during Initial Operating Capability (IOC) Evaluation in Forum National Patch Module 
Address issues and questions identified during evaluation 
Obtain Evaluation Site Concurrence Statements 

Maintenance to Legacy VistA (either VistA or Enterprise Applications), will need a minimum of three test sites to 
agree to perform Initial Operating Capability Evaluation according to the specified requirements. Each application or 
system is to be installed in a production account for a minimum of two weeks. The three evaluation sites must be 
composed of one multi-divisional site, one large site, and one site of the Development Team’s choosing.  For each 
iteration of a new build after initial test, the evaluation time is one week in production.

�

�

�

�

�
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.12 Complete Patch

Assigned Remedy® Ticket
Patch

Package-Patch Completion Transition Document
Updated Patch
Updated Remedy® Ticket

Tier 3 (T3) SQA Analyst

Forum-National Patch Module
Remedy Support® Application

The Tier 3 (T3) Software Quality Assurance (SQA) Analyst performs the following steps when the patch is completed:
1. Make a work log entry in each primary Remedy Ticket associated with the patch noting that the patch has been 
completed
2. Update the status to Completed/Not Released in the National Patch Module

Once the patch has been released,  it is the responsibility of Health Product Support to resolve Remedy Tickets.

Health Product Support Remedy® Support Application Guide
Remedy Help Desk® User's Guide
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.13 Submit VHA National Deployment Request

Installation Guide
Initial Operating Capability Evaluation Summary
Initial Operating Capability Evaluation Waiver, if applicable
Initial Operating Capability Site Concurrence Statements
Package-Patch Completion Transition Document
SQA Review Checklist

National Deployment Addendum

Tier 3 (T3) SQA Analyst Lead

Initial Operating Capability Evaluation and National Deployment Request Guide 
Release Request Process Site

Technical Services Project Repository (TSPR)

The Tier 3 (T3) Software Quality Assurance (SQA) Analyst Lead submits the completed VHA National Deployment 
Addendum to mail group VA OIT OED VHA Release Approval for any software (VistA, HealtheVet and related 
Commercial-Off-The-Shelf/Government-Off-The-Shelf (COTS/GOTS)) that is released in the health care environment. 
This also includes products with external development. The items listed in Artifacts Used must accompany the 
request. Other activities include:

Complete and submit the National Deployment Addendum
Inform the Product Support Release Coordinator of status

�

�
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.14 Review Patch

Package-Patch Completion Transition Document

Health Product Support Approval Document

Tier 2 (T2) Health Product Support Specialist

Health Product Support Account Maintenance Guide
Health Product Support Enterprise Application Completion and Release Checklist
Health Product Support Primavera (TeamPlay) Guide
Health Product Support Release of Products and Patches Guide
Health Product Support Software Distribution Directories Guide
Health Product Support VistA Completion and Release Checklist

The Tier 2 (T2) Health Product Support Specialist reviews the product based on the guidelines found in the Health 
Product Support Release of Products and Patches Guide.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.15 Obtain VHA National Deployment Approval

National Deployment Addendum
VHA Issue Brief

Record of Notification
Updated VHA Issue Brief

Tier 3 (T3) SQA Analyst Lead

Initial Operating Capability Evaluation and National Deployment Request Guide 
Release Request Process Site

Technical Services Project Repository (TSPR)

The Tier 3 (T3) Software Quality Assurance (SQA) Analyst receives the approval to advance to VHA National 
Deployment via a VHA Issue Brief from the VHA OHI Release Board. The Software Development Directors inform 
the T3 SQA Analyst of the decision via email and attach the memorandum or brief to be filed with project artifacts. 
The T3 SQA Analyst informs the Health Product Support Release Coordinator of the decision via email and attaches 
the memorandum or brief to be filed with project artifacts.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.16 Post Patch

Executive Decision Memorandum or VHA Issue Brief

Automatic generated email

Tier 2 (T2) Health Product Support Specialist

Health Product Support Release of Products and Patches Guide

The Tier 2 (T2) Health Product Support Specialist releases the product based on the guidelines found in the Health 
Product Support Release of Products and Patches Guide.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.17 Release Data Patch

Assigned Remedy® Ticket
New Data Patch
SQL Script

Updated Remedy® Ticket

System/Database Administrator

Health Product Support Release of Products and Patches Guide
Remedy Help Desk® User's Guide

The System/Database Administrator releases the Software Quality Assurance (SQA) tested solution (SQL script) into 
production to implement the data changes per the guidelines found in the Health Product Support Release of 
Products and Patches Guide.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.18 Resolve Remedy® Ticket

Analyzed Remedy® Ticket with solution description 

Resolved Remedy® Ticket

Tier 2 (T2) Health Product Support Specialist

Remedy Help Desk® Application

Health Product Support Primavera (TeamPlay) Guide
Health Product Support Remedy® Support Application Guide
Remedy Help Desk® User's Guide

Time should be logged appropriately in Primavera Timesheets.
See the Primavera Project Management Guide for more information.

The Tier 2 (T2) Health Product Support Specialist resolves the Remedy® ticket by submitting the solution to the 
Requestor for acceptance. The relevant information is entered into the ‘Solution Summary and Solution Details’ field 
on the Remedy® ticket and the status of the ticket is changed to 'Resolved'. 

A Tier 2 (T2) Health Product Support Specialist may submit a solution to a recurring problem for inclusion in the 
Remedy® Solutions Database. This database is used by others to obtain a solution to a recurring problem without the 
assistance of a Tier 2 (T2) Health Product Support Specialist.

The Work Log in Remedy® is the primary means of communication between the requestor and all levels of Support 
Specialist.  
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-1.19 Close Remedy® Ticket

Resolved Remedy® Ticket

Closed Remedy® Ticket

Remedy® Requestor

Remedy Help Desk® Application

Health Product Support Primavera (TeamPlay) Guide
Health Product Support Remedy® Support Application Guide
Remedy Help Desk® User's Guide

The Remedy® Requestor accepts the solution to the Remedy® ticket, which means that the problem has been 
resolved, and updates the status of the ticket to 'Closed'.  The Requestor is prompted to complete a survey when they 
close the ticket.

If the Requestor does not close the ticket, auto-close occurs after 30 days.
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Product Support: SUP-2 Conduct Benefits Product Support

SUP-2.1
Initiate

Support Request
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Closed/Reported

SUP-2.3
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SUP-2.4
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Issue Solution

SUP-2.6
Communicate
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 SQA Testing
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Issue
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SUP-2.13
Perform
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SUP-2.2
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SUP-2.9
Communicate
Issue Solution

Help Desk 
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SUP-2.16
Ensure
Issue 
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No
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Who
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 Business User 
Testing
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SQA

Yes

SUP-2.15
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Finalize
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SUP-2.5
Reject

Support Request

Functional 
Enhancement

User Issue

Support 
Issue



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-2.1 Initiate Support Request

Issue Presenter

Call Back List 
Veterans Benefits Administration Systems Development Life Cycle Process Description and Guideline Manual

CA Service Desk Manager®
Remedy Help Desk® Application

Operations Status Report

CA Service Desk Manager® Help Desk Ticket
Notification to Researcher and Requestor as Email and/or Telephone call
Remedy® Ticket
Supporting Information sent by Fax

The Call Back List is developed by Product Support Management Team and utilized to identify the initial researcher.
CA Service Desk Manager® Help Desk Tickets are used by portions of the Benefits Delivery Network and Benefits 
Product Support.
Remedy® Tickets are used by National Cemetery Administration.

The Issue Presenter initiates a support request by either:
CA Service Desk Manager® Help Desk Ticket
Email
Phone Call
Personal Visit
Operations Status Report
Remedy® Ticket

The request information could include, but is not limited to, circumstance, nature of the issue, system information, 
job abend information, file number, or other relevant information.

This information is then passed to the appropriate Product Support Staff member. 

�
�
�
�
�
�
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http://vaww.oed.wss.va.gov/process/Library/veterans_benefits_administration_systems_development_lifecycle_process_description_and_guideline_manual.doc


Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-2.2 Conduct Triage

Helpdesk or Operations

Call Back List
Delegated Authority List
Notification to Researcher and Requestor as Email and/or Telephone call
Operations Status Report
Supporting Information sent by Fax

Summary of the issue, including recommended resolution 
System Incident Rerun Report (SIRR)

A Delegated Authority List is utilized by staff to identify the appropriate staff member to triage the issue.
SIRR is manually numbered and reset annually.
CA Service Desk Manager® Help Desk Tickets are used by portions of the Benefits Delivery Network and Benefits 
Product Support.
Remedy® Tickets are used by National Cemetery Administration.

The Helpdesk or Operations member (depending on the nature of the problem) performs the triage of the issue as 
follows:

Operations uses the Call Back List to contact the appropriate product support staff member to triage the issue
The Helpdesk, appropriate for the area in need of support, triages the issue

�

�
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CA Service Desk Manager®
Remedy Help Desk® Application



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-2.3 Assign for Research

Benefits Product Support Team Manager

Summary of the issue, including recommended resolution 
System Incident Rerun Report 

Issue Assignment by Email, Telephone, or in person

The Benefits Product Support Team Manager uses email and/or telephone to communicate the assignment. Personal 
communication is effective and efficient for this activity.

The Benefits Product Support Team Manager assigns the issue for research to the functional expert and determines 
the appropriate Subject Matter Expert based on knowledge, experience, workload, and staffing. Communication of 
the assignment is made using Email and/or the telephone. 
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-2.4 Analyze to Determine Root Cause

Benefits Product Support Staff

Computer Program Manual

Summary of the issue, including recommended resolution 
System Incident Rerun Report (SIRR)

Summary of research, findings, and recommendation by Email or telephone call

The Benefits Product Support Staff (BPSS) decides whether a resolution has been found for the problem/issue.  If no 
resolution is found, the BPSS analyzes to determine a root cause. Staff analysts may collaborate with the issue 
presenter and/or other staff members on the analysis. 

Analysis includes reviews of the following, as appropriate:
Application Documentation
Computer Program Code
Computer Program Manual
Other relevant materials
System Log
System Messages 

The team prepares an email or telephone call summarizing their research, findings and recommendation.  

�

�

�

�

�

�
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-2.5 Reject Support Request

Benefits Product Support Staff

CA Service Desk Manager® Help Desk Ticket
Remedy® Ticket
Summary of research, findings, and recommendations

If the Benefits Product Support Staff (BPSS) summary of the support request determines the problem/issue to be a 
functional enhancement, not a true product support request, then the issue presenter is contacted by the BPSS and 
directed to follow the method(s) to submit functional enhancement requests.

home process goals raciback

PIR Tracker User Guide
Veterans Benefits Administration Systems Development Life Cycle Process Description and Guideline Manual

Problem/Issue resubmission reply by Email, Telephone, or in person
Updated CA Service Desk Manager® Help Desk Ticket
Updated Remedy® Ticket

CA Service Desk Manager®
IBM Rational ClearQuest®
Project Initiation Request (PIR) Tracker
Remedy Help Desk® Application

CA Service Desk Manager® Help Desk Tickets are used by portions of the Benefits Delivery Network and Benefits 
Product Support.
Remedy® Tickets are used by National Cemetery Administration.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-2.6 Communicate with Issue Presenter

Benefits Product Support Staff

CA Service Desk Manager®
Remedy Help Desk® Application

CA Service Desk Manager® Help Desk Ticket
Remedy® Ticket
Summary of research, findings, and recommendations in an Email or telephone call

Notification to the Issue Presenter

If the Benefits Product Support Staff (BPSS) decides the problem/issue does not require a program change to correct, 
or if the problem/issue is a request to deliver a functional enhancement, the BPSS communicates with the Issue 
Presenter to determine next steps to be taken. 

No System Change example:  If wrong operator input is used, operations is instructed to re-run with the 
correct PARM (parameter) information so no program, etc. change is required. 

Functional Enhancement example:  A request is made to add a print selection feature.

Communication/notification occurs by either Email or telephone with the Issue Presenter. 

�

�

home process goals raciback

CA Service Desk Manager® Help Desk Tickets are used by portions of the Benefits Delivery Network and Benefits 
Product Support.
Remedy® Tickets are used by National Cemetery Administration.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-2.7 Perform Other Required Activity

Benefits Product Support Staff

CA Service Desk Manager®
Remedy Help Desk® Application

CA Service Desk Manager® Help Desk Ticket
Remedy® Ticket
Summary of research, findings and recommendation Email or telephone call

Communication via Email/telephone
Updated CA Service Desk Manager® Help Desk Ticket
Updated Remedy® Ticket

The Benefits Product Support Staff may determine that a program code change is not needed, but other activities are 
required to close the issue. For example, it is determined the change does not require certification from Software 
Quality Assurance or the Business User community (i.e., Job Control Language and/or data modification, etc.).  The 
decision as to what other activity that is needed to be performed is communicated to the Business Product Support 
Team Manager and Issue Presenter. Communication occurs by telephone and/or Email.

home process goals raciback

CA Service Desk Manager® is commonly used for reporting online problems (e.g., client interface, screen technology, 
etc.) via CA Service Desk Manager® Help Desk Tickets and is used by portions of the Benefits Delivery Network and 
Benefits Product Support.
Remedy® Tickets are used by National Cemetery Administration.
Batch problems utilize Email, personal contact, telephone contact, and technical activities as appropriate for reporting 
problems.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-2.8 Develop Issue Solution

Benefits Product Support Staff

See 'Benefits Product Support Applications, Artifacts and Tools Guidance' document for application specific 
information.

When the Benefits Product Support Staff decides a program code change is required, they develop an issue solution. 
For programming changes, they typically use a Waterfall, Agile or the VBA’s system development life cycle 
methodology to develop a solution.  However, when dealing with an urgent production issue, a Rapid Application 
Development (RAD) approach may be used to develop a solution.  If the solution is a requirement change, a change 
request is initiated.  The change request can be in the form of a Project Initiation Request (PIR) [specifications are 
wrong], or a Program Action Request (PAR) [program code wrong].  

Please consult the Benefits Product Support Applications, Artifacts and Tools Guidance document (link in Standards 
section below) for application specific information regarding Artifacts Used, Artifacts Created, Responsible Role, and 
Tools for this activity.
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Benefits Product Support Applications, Artifacts, and Tools Guidance
PIR Tracker User Guide
Veterans Benefits Administration Systems Development Life Cycle Process Description and Guideline Manual

See 'Benefits Product Support Applications, Artifacts and Tools Guidance' document for application specific 
information.

See 'Benefits Product Support Applications, Artifacts and Tools Guidance' document for application specific 
information.

CA Service Desk Manager®
Eclipse
IBM Rational ClearCase®

IBM Rational ClearQuest®
Install Shield
Microsoft Visual Studio®

PIR Tracker
Remedy® Help Desk
Serena Dimensions®

SQL Server Management Studio
Toad



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-2.9 Communicate Issue Solution

Benefits Product Support Staff

See 'Benefits Product Support Applications, Artifacts and Tools Guidance' document for application 
specific information.

The Benefits Product Support Staff communicates that an issue solution (i.e., coding modification) has been 
completed and is ready for testing.  The test resource is dependent upon the platform/application that is being 
changed:

Business User tests Insurance solutions
Software Quality Assurance (SQA) tests Benefits Delivery Network (BDN), Beneficiary Identification Records 
Locator Subsystem (BIRLS), and Modernized Education solutions
Contract staff tests VETSNET, Loan Guaranty (LGY), and National Cemetery Administration (NCA) solutions

Issue resolution context may be communicated through a turnover form, an IBM Rational ClearQuest® Code Change 
Request (CCR), a Software Release Request, an executable, program compare documentation, test execution output, 
data compares, or similar documentation.
The status of the development item is updated to represent "ready for testing".

Please consult the Benefits Product Support Applications, Artifacts and Tools Guidance document (link in Standards 
section below) for application specific information regarding Artifacts Used, Artifacts Created, Responsible Role, and 
Tools for this activity.

�
�

�
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See 'Benefits Product Support Applications, Artifacts and Tools Guidance' document for application 
specific information.

CA Service Desk Manager®
IBM Rational ClearQuest®

PIR Tracker
Remedy Help Desk®

Serena Dimensions®

See Benefits Product Support Applications, Artifacts, and Tools Guidance for application specific information.

Benefits Product Support Applications, Artifacts, and Tools Guidance
PIR Tracker User Guide
Veterans Benefits Administration Systems Development Life Cycle Process Description and Guideline Manual



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-2.10 Perform SQA Testing

Software Quality Analyst (SQA)

Veterans Benefits Administration Systems Development Life Cycle Process Description and Guideline Manual 

Project Assignment
Project Initiation Request (PIR)
Test output provided by Benefits Product Support Staff
Transmittal BULL Batch
Transmittal IBM
Transmittal On-Line

Signed Transmittal BULL Batch
Signed Transmittal IBM
Signed Transmittal On-Line

Benefits Delivery Network normally utilizes SQA Testing.
Insurance normally utilizes Business User Testing.

The Software Quality Analyst (SQA) tests the coding modification and signs the transmittal indicating that testing 
performed resulted in conformance between specifications and test output. 

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-2.11 Perform Business User Testing

Business User

Test Deliverables
Test Execution Output
User Acceptance Criteria (UAC)

System Test / Acceptance Report

Benefits Delivery Network normally utilizes Software Quality Assurance (SQA) Testing.
Insurance normally utilizes Business User Testing.

The Business User tests the modified code using test deliverables from the Developer: 
An executable (client/server changes)  or
Execution reports (mainframe changes)

�

�
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-2.12 Finalize Installation Documentation

Benefits Product Support Staff

See 'Benefits Product Support Applications, Artifacts and Tools Guidance' document for application 
specific information.

See 'Benefits Product Support Applications, Artifacts and Tools Guidance' document for 
application specific information.

Product Support (PS) Finalize Installation Documentation
CA Service Desk Manager® is only utilized by Insurance for Change Order updates.
See Benefits Product Support Applications, Artifacts, and Tools Guidance for application specific information.

The Benefits Product Support Staff validates that the testing has successfully completed and finalizes the Installation 
Documentation by reviewing, signing and dating all pertinent documentation.  Final baselines of the documentation 
and installable artifacts (executable code, scripts, data file, etc.) are generated and delivered to the appropriate 
Enterprise Operations team.  The status of the development item is updated to represent “development complete”.

Please consult the Benefits Product Support Applications, Artifacts and Tools Guidance document (link in Standards 
section below) for application specific information regarding Artifacts Used, Artifacts Created, Responsible Role, and 
Tools for this activity.

home process goals raciback

CA Service Desk Manager®
IBM Rational ClearQuest®

MS Visual Studio
PIR Tracker

Visual Source Safe

Benefits Product Support Applications, Artifacts, and Tools Guidance
ECAP - VAONCE Requirements Development and Development Procedures
Local CA Service Desk Manager® Instructions 
PIR Tracker User Guide
Veterans Benefits Administration Systems Development Life Cycle Process Description and Guideline Manual

Remedy Help Desk®
Serena Dimensions®



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-2.13 Perform Product Installation Process

Corporate Data Center Operations

See Benefits Product Support Applications, Artifacts, and Tools Guidance for application specific information.

The Enterprise Operations staff uses the Installation Documentation and the installable artifacts to coordinate and 
perform installation activities on the appropriate platforms within the production environment.  The Benefits 
Product Support Staff updates the status of the development item to represent “closed”.

Please consult the Benefits Product Support Applications, Artifacts and Tools Guidance document (link in Standards 
section below) for application specific information regarding Artifacts Used, Artifacts Created, Responsible Role, 
and Tools for this activity.
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See 'Benefits Product Support Applications, Artifacts and Tools Guidance' document for application 
specific information.

See 'Benefits Product Support Applications, Artifacts and Tools Guidance' document for application 
specific information.

CA Service Desk Manager®
IBM Rational ClearQuest®

PIR Tracker
Remedy Help Desk®

Benefits Product Support Applications, Artifacts, and Tools Guidance
ECAP - VAONCE Requirements Development and Development Procedures
Local CA Service Desk Manager® Instructions 
PIR Tracker User Guide
Product Support (PS) Finalize Installation Documentation
Veterans Benefits Administration Systems Development Life Cycle Process Description and Guideline Manual
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-2.14 Ensure Issue Closed/Reported

Benefits Product Support Staff

Closed System Incident Rerun Report (SIRR)
Resolved Issue Email

The Benefits Product Support Staff communicates to the Issue Presenter the resolution of the issue and that the issue 
is now closed.

Operations reports the issue resolution via an email summary or other method of contact
The Helpdesk, appropriate for the area in need of support, closes the issue via the System Incident Rerun 
Report (SIRR)

�

�
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Email summary of the issue, including recommended resolution and closure
Updated System Incident Rerun Report (SIRR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-2.15 Communicate Status Update

Benefits Product Support Staff

CA Service Desk Manager®
Remedy Help Desk® Application

CA Service Desk Manager® Help Desk Ticket
Remedy® Ticket

Updated CA Service Desk Manager® Help Desk Ticket
Updated Remedy® Ticket

The Benefits Product Support Staff communicates successful completion or implementation of the resolution to the 
Issue Presenter.  Information is either communicated to the Issue Presenter by: 

Email to the Issue Presenter
Phone call to the Issue Presenter
Updating the CA Service Desk Manager® Help Desk Ticket
Updating the Remedy® Ticket

�

�

�

�
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CA Service Desk Manager® Help Desk Tickets are used by portions of the Benefits Delivery Network and Benefits 
Product Support.
Remedy® Tickets are used by National Cemetery Administration.
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Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Product Support: SUP-2.16 Ensure Issue Closed/Reported

Issue Presenter

CA Service Desk Manager®
Remedy Help Desk® Application

CA Service Desk Manager® Help Desk Ticket
Email
Phone call
Remedy® Ticket

Closed CA Service Desk Manager® Help Desk Ticket
Closed Remedy® Ticket

The Issue Presenter, having received communication from the Benefits Product Support Staff of the successful 
completion or implementation of the issue resolution, closes the Help Desk Ticket.
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CA Service Desk Manager® Help Desk Tickets are used by portions of the Benefits Delivery Network and Benefits 
Product Support.
Remedy® Tickets are used by National Cemetery Administration.
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Test Preparation

Goals

home process raci

The goal of the Test Preparation process is to establish the set of activities, roles and artifacts required for test planning.

Specifically the process:
Select appropriate products and product components for testing.
Establish and maintain the testing environments, procedures, and criteria.
Ensure continuous monitoring of testing progress to Program Management and Development Management.

�

�

�

The Test Preparation process describes the Software Quality Assurance (SQA) activities that take place during the 
Planning and Development Phases of the System Development Life Cycle (SDLC).  The Test Preparation process ensures 
that test activities are adequately planned and that appropriate test environments are established according to project 
schedule.

  

Description



Test Preparation RACI Chart - 1
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TST-1 Identify Test Risks R A

TST-2 Create Master Test Plan R A

TST-PR1 Conduct Peer Review of Master Test Plan R A

TST-FR1 Conduct Formal Review of Master Test Plan R A

TST-3 Establish Development Test Environments R A

TST-4 Create Test Cases and Test Scripts R A

TST-5 Submit Enterprise Systems Engineering Request Form R A

TST-6 Prepare External Agreements R A

TST-PR2 Conduct Peer Review of Test Cases/Test Scripts R A

next



Test Preparation RACI Chart - 2

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back
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TST-FR2 Conduct Formal Review of Test Cases/Test Scripts R A

TST-7 Provide to Open Source R A

TST-8 Create Test Case Traceability R A



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Test Preparation: TST-1 Identify Test Risks

Requirements Specification Document
Risk Management Plan
Use Case Specifications

Updated Risk Management Plan

Test Analyst 

IBM Rational ClearQuest ®

The Test Analyst identifies and manages risks that negatively impact test execution and risks related to the testing of 
critical functionality.
Steps include:

Assess the potential impacts and probability for each risk
Identify test execution risks
Monitor the risks through closure
Plan mitigation for each risk
Record the risks in tracking tool

�

�

�

�

�
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Test Preparation: TST-2 Create Master Test Plan

Master Test Plan

Test Analyst

Approved Application Abbreviations

IBM Rational Quality Manager ®

The Test Analyst, working with the Project Manager, creates the Master Test Plan to document the overall approach to 
testing. The Master Test Plan includes items to be tested, test strategy, test criteria, test deliverables, test schedule, test 
environments, staffing and training needs, risks and constraints, and test metrics. 

Interface Control Document 
Project Management Plan 
Requirements Specification Document 
System Design Document 
Use Case Specifications
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Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Test Preparation: TST-PR1 Conduct Peer Review of Master Test Plan 

Master Test Plan

Master Test Plan Checklist (Review Findings Summary included)
Record of Notification
Updated Master Test Plan

Test Analyst

The Test Analyst conducts the Master Test Plan Peer Review in accordance with the ProPath Reviews Guide 
(appropriate sections pertaining to Peer Reviews) performing the following general steps:

1. Distribute the Peer Review Materials
2. Review the Peer Review Materials
3. Distribute the Consolidated Peer Review Findings
4. Record the Finding Resolutions
5. Implement the Finding Resolutions

The goal of the Peer Review of the Master Test Plan is to resolve any questions the project team may have and 
to ensure quality of the deliverable.

ProPath Reviews Guide
Quality Assurance Standard  
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Test Preparation: TST-FR1 Conduct Formal Review of Master Test Plan 

Master Test Plan

Meeting Agenda and Minutes (Artifact Review)
Master Test Plan Checklist (Review Findings Summary included)
Updated Master Test Plan (Approval Signatures included) 

Software Quality Assurance Analyst

IBM Rational Quality Manager ®

The Software Quality Assurance Analyst conducts the Master Test Plan Formal Review in accordance with the 
ProPath Reviews Guide (appropriate sections pertaining to Formal Reviews) performing the following general steps:

1. Plan the Formal Review
2. Review the Formal Review Materials
3. Implement the Finding Resolutions

The goal of the Formal Review is to obtain stakeholder concurrence of the Master Test Plan and appropriate approval 
signatures.

home process goals raci

ProPath Reviews Guide
Quality Assurance Standard  
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Responsible 
Role
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Standards

More Info....

Test Preparation: TST-3 Establish Development Test Environments

Interface Control Document 
Master Test Plan
Requirements Specification Document 
System Design Document 
Use Case Specifications

Development Test Environments

Test Analyst

Approved Application Abbreviations

The Test Analyst prepares the applicable test environments by either creating them from scratch or by modifying 
existing test environments. Configuration Management and Change Control processes have important ties to this test 
activity. Steps include:

1. Identify requirements for the applicable test environment and test data
2. Identify test environments procedures and criteria
3. Create, acquire, or modify test data serving as input and file conditions for test cases and test scripts
4. Determine the integration sequence of the product build
5. Maintain the product integration environments throughout the project
6. Dispose of those portions of the test environments and test data that are no longer useful
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Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Test Preparation: TST-4 Create Test Cases and Test Scripts

Interface Control Document 
Requirements Specification Document
System Design Document 
Use Case Specifications 

Test Cases
Test Scripts

Test Analyst

IBM Rational Quality Manager ®

The Test Analyst creates tests to exercise the product or system under test. These tests are commonly referred to as 
“Test Cases” or “Test Scripts”. A Test Case is a specific condition being executed within a system under test. A Test 
Case includes set up steps, input data, user interaction, expected and actual results, and the type of test or technique 
being performed. A Test Script is a collection of step-by-step instructions that defines a test and enables its execution. 
Test Scripts may take the form of either documented textual instructions that are executed manually or computer 
readable instructions that enable automated test execution. 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Test Preparation: TST-5 Submit Enterprise Systems Engineering Request Form

Concept of Operations (CONOPS) or equivalent
Requirements Specification Document
System Design Document

Testing Intake Assessment Form

Project Manager

The Project Manager contacts Enterprise Systems Engineering (ESE) via the ESE Service Requests page to schedule 
ESE resources. There are three distinct service requests: 

Testing Service Test Center Service Request (Test Lab)
Patient Safety Patch Review (PSI)
Testing Intake Assessment (See PRP-4)

A Testing Center Service Request is used for user access, database backup/restore/refresh, lab service requests, and 
miscellaneous issues. A Patient Safety review is used to request a review of a legacy patient safety patch. A Testing 
Intake Assessment Request is not submitted if an Intake Assessment form was submitted during the Project Planning 
process for the current Project Management Accountability System increment.

�

�

�
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Testing Service Test Center Service Request Form Quick Reference Guide
Patient Safety Issue Test Request Form Instructions
Testing Intake Assessment Form User Guide 

Service Requests (See Test Center Service Requests in the center of the page as the third item down) 

Patient Safety Issue (PSI) Test Request Form

Testing Intake Assessment
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Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Test Preparation: TST-6 Prepare External Agreements

Business Requirements Document
Master Test Plan
Project Management Plan

Initial Operating Capability Site Memorandum of Understanding  

Program Manager

Approved Application Abbreviations
Initial Operating Capability Site Memorandum of Understanding Guide 

If the Development Team has not previously specified the Initial Operating Capability (IOC) sites, the Program 
Manager completes the Field Operations (FO) New Action Request to ensure Field Operations participation. The 
Program Manager solicits IOC sites and prepares the Test Site Memorandums (MOUs) and related Data Transfer 
Agreements (DTAs), if applicable, between the system development project and the IOC sites. Upon completion the 
MOUs are submitted for review and approval.  The Program Manager ensures that IOC sites agree to perform Initial 
Operating Capability Evaluation according to the specified requirements and evaluation criteria provided in the 
MOUs.
Each product or system is to be installed in a production account of the IOC site.  The total number of sites, the type of 
sites, the size of sites, and the duration for the IOC Evaluation Process is determined after an evaluation of the risks 
posed by the product, system requirements, business requirements and customer requirements.  This decision is 
guided by the development team in conjunction with all stakeholders to include business owners, customers, and 
Service Delivery and Engineering representatives. 

home process goals raci

Site Name, Station ID, and Facility Size Document
Initial Operating Capability Site Selection Guide

Requirements Specification Document 
Use Case Specifications



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Test Preparation: TST-PR2 Conduct Peer Review of Test Cases/Test Scripts 

Test Cases/Test Scripts

Record of Notification
Test Cases/Test Scripts Checklist (Review Findings Summary included)
Updated Test Cases/Test Scripts

Test Analyst

The Test Analyst conducts the Test Cases/Test Scripts Peer Review in accordance with the ProPath Reviews Guide 
(appropriate sections pertaining to Peer Reviews) performing the following general steps:

1. Distribute the Peer Review Materials
2. Review the Peer Review Materials
3. Distribute the Consolidated Peer Review Findings
4. Record the Finding Resolutions
5. Implement the Finding Resolutions

The goal of the Peer Review of the Test Cases/Test Scripts is to resolve any questions the project team may have and 
to ensure quality of the deliverable.

ProPath Reviews Guide
Quality Assurance Standard  
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Test Preparation: TST-FR2 Conduct Formal Review of Test Cases/Test Scripts 

Test Cases/Test Scripts

Meeting Agenda and Minutes (Artifact Review)
Test Cases and Test Scripts Approval Signatures
Test Cases/Test Scripts Checklist (Review Findings Summary included)
Updated Test Cases/Test Scripts 

Software Quality Assurance Analyst

IBM Rational Quality Manager ®

The Software Quality Assurance Analyst conducts the Test Cases/Test Scripts Formal Review in accordance with the 
ProPath Reviews Guide (appropriate sections pertaining to Formal Reviews) performing the following general steps:

1. Plan Formal Review
2. Review Formal Review Materials
3. Implement Finding Resolutions

The goal of the formal review is to obtain stakeholder concurrence of the Test Cases/Test Scripts and appropriate 
approval signatures.

home process goals raci

ProPath Reviews Guide
Quality Assurance Standard  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Test Preparation: TST-7 Provide to Open Source

Software Code
System Builds
Product and Project Artifacts   

Updates to Open Source Community

Project Manager

IBM Rational ClearCase ®

The Project Manager submits a list of required software code, system builds, and artifacts described in the Open Source 
Submission Checklist to the Office of Information (OIT) Product Development (PD) Open Source, Configuration, and 
Tools Management Division via the OIT Open Source Software Delivery email group.

home process goals raci

The Open Source Submission Checklist lists different artifacts and/or system builds/codes that are to be submitted at 
certain intervals or milestones to OIT PD Open Source, Configuration & Tools Management Division, as a product is being 
built.  As project managers are developing their project plans, providing code and artifacts to OIT PD Open Source, 
Configuration & Tools Management Division should be considered and incorporated into the plan both based on specific 
milestones and time intervals basis, as specified in the Open Source Submission Checklist.

Access the OIT Open Source Software Delivery email group at OSSOFT@va.gov.

Open Source Submission Checklist



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Test Preparation: TST-8 Create Test Case Traceability

Requirements Specification Document
Requirements Traceability Matrix
Test Cases
Test Scripts
Use Case Specifications

Updated Requirements Traceability Matrix

Test Analyst

IBM Rational Quality Manager ®

The Test Analyst ensures test case traceability by linking the test cases and test scripts to requirements in order to 
ensure accurate traceability. Development teams without access to automated tools update the Requirements 
Traceability Matrix created during the requirements process.

home process goals raci
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From: ITARS-3.7
Upload

Request to CAP

system

Customer 
Acquisition Portal

eCMS eCMS

Customer 
Acquisition Portal 

Customer 
Acquisition Portal

Customer 
Acquisition Portal
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Acquisition Portal

Customer 
Acquisition Portal
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Acquisition Portal
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Acquisition Portal

eCMS
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Acquisition 
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CSS-19
Evaluate

Vendor Proposals

CSS-5
Develop

Acquisition 
Requirements 

Package

CSS-11
Approve

Acquisition 
Requirements 

Package
CSS-22
Award

Vendor Contract

To: PUR-7
Prepare

Purchase Order

CSS-20
Evaluate

Vendor Proposals

CSS-15
Prepare
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Develop

Acquisition 
Requirements 

Package

CSS-13
Issue

Solicitation
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Conduct

 Enterprise Systems 
Engineering Review
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Conduct

Security Review
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Conduct
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Review
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Conduct

Section 508 
Compliance Review

CSS-21
Advise

on Vendor 
Evaluation
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Approve
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Requirements 

Package

To: PUR-4
Process

Purchase 
Request

CSS-16
Submit

Proposals

CSS-14
Submit

Questions

 From: PUR-5
Notify

of Insufficiency

 From: PUR-4
Process

Purchase 
Request

  From: PUR-3
Approve 

Acquisition 
Source

CSS-18
Evaluate

Vendor Proposals

http://vaww.oed.wss.va.gov/process/Library/propath_process_map_01.pdf


Contract Services Support

The goals of this process are:
Finalize the Acquisition Requirements Package
Develop and release the solicitation document 
Receive and evaluate proposals
Award contracts 

Detailed guidance and information regarding Federal Acquisition Regulations (FAR) is available at 
https://www.acquisition.gov/far/

�

�

�

�

Goals of Contract Services Support
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Description

The Contract Services Process provides the procurement cycle in the acquisition process. Guided by the Federal 
Acquisition Regulation (FAR) and Veterans Affairs Acquisition Regulations (VAAR), the procurement takes a set of 
requirements and solicits them to the vendor community for proposal receipt and ultimately a contract award. The 
Contracting Process is a process governed by law, the FAR, policy, etc., and applies to all Federal agencies. Hence, there is 
very little room for change. The Contract Services Support (CSS) Process provides a high-level summary (including 
identification of e-tools) to provide a better understanding of what occurs when acquisition requirements are submitted to 
the Technology Acquisition Center or any contracting center. CSS, along with the other acquisition processes of the 
Information Technology Acquisition Request System (ITARS) and Purchase (PUR), is part of the Project Management 
Accountability System (PMAS) state of "Provisioning" meaning the project has completed the PMAS "Planning" state but 
is not yet able to enter the PMAS "Active" state due to inability to execute the processes to build and deliver increments 
until it receives all missing resources (e.g., a contract to be awarded, personal background investigations to be completed, 
or hardware to be delivered). Projects in the "Provisioning" state must report the status of all resource issue(s) monthly to 
show progress in moving towards the "Active" state or will be subject to re-evaluation or being closed. This status does 
not prohibit scrutiny at a higher level.
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CSS-1 Conduct Pre-Acquisition Planning R

CSS-2 Submit Planning Data R

CSS-3 Develop Acquisition Requirements Package R

CSS-4 Support Development of Acquisition 
Requirements Package R

CSS-5 Develop Acquisition Requirements Package R

CSS-6 Develop Acquisition Requirements Package R

CSS-7 Conduct Enterprise System Engineering Review R

CSS-8 Conduct Security Review R
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Contract Services Support RACI Chart - 2

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals next back
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CSS-9 Conduct Telecommunication Review R

CSS-10 Conduct Section 508 Compliance Review R

CSS-11 Approve Acquisition Requirements Package R

CSS-12 Approve Acquisition Requirements Package R

CSS-13 Issue Solicitation R

CSS-14 Submit Questions   R

CSS-15 Prepare Amendments R

CSS-16 Submit Proposals R



Contract Services Support RACI Chart - 3

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back
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CSS-17 Evaluate Vendor Proposals R

CSS-18 Evaluate Vendor Proposals R

CSS-19 Evaluate Vendor Proposals R

CSS-20 Evaluate Vendor Proposals R

CSS-21 Advise on Vendor Evaluation R

CSS-22 Award Contract R



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-1 Conduct Pre-Acquisition Planning

Acquisition Requirements Package (ARP)

Project Manager 

The Project Manager gathers the information necessary to create an Acquisition Requirement Package (ARP). The 
templates are initially completed with the information available to the Project Manager, including defining the 
acquisition strategy as known at this point. The Spend Plan Item (SPI) Number is drawn from the Information 
Technology Acquisition Request System (ITARS). The VA Form 2237, Request, Turn-in, and Receipt for Property or 
Services is drawn from the Integrated Funds Distribution, Control Point Activity, Accounting and Procurement System 
(IFCAP) demonstrating that the project is approved to proceed to completion of an Acquisition Requirements Package.

ITARS Number
Spend Plan Item (SPI) Number
VA Form 2237, Request, Turn-in, and Receipt for Property or Services

home process goals raci

Federal Acquisition Regulation (FAR)

Veteran's Affairs Acquisition Regulation (VAAR)

Project Management Accountability System (PMAS) Guide

Project Management Accountability System (PMAS) Portal

A variety of document templates for creating the acquisition package are available in the VOA web site, Customer 
Acquisition Portal Templates.

Virtual Office of Acquisition (VOA), Customer Acquisition Portal Templates



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-2 Submit Planning Data

VOA Acquisition Tracker Form

The Project Manager fills out planning information in the Customer Acquisition Portal (CAP) form. Information 
includes Fiscal Year, a unique acquisition title, description of the supply or service to be acquired and a requested 
award date. The Project Manager then saves the form. Information in the CAP is managed and edited in CAP until the 
information is submitted by the Project Manager.

ITARS Number
Spend Plan Item (SPI) Number
VA Form 2237, Request, Turn-in, and Receipt for Property or Services

home process goals raci

Federal Acquisition Regulation (FAR)

Veteran's Affairs Acquisition Regulation (VAAR)

Project Management Accountability System (PMAS) Guide

Project Management Accountability System (PMAS) Portal

Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP)

Project Manager

To access CAP go to the VOA web site, Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP) link, 
and create an account. 
External users (vendors, suppliers and public users) follow the Virtual Office of Acquisition (VOA), Customer 
Acquisition Portal (CAP) link for External Users to access CAP.
New procurement packages must be entered into CAP before procurement packages can be submitted into the 
Customer Portal.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-3 Develop Acquisition Requirements Package

Project Manager

The Project Manager completes all documentation necessary to create a final Acquisition Requirements Package 
(ARP) in preparation for review and assistance from the Acquisition Rapid Response Service (ARRS) and ensures that 
all requirements are met for the ARP.
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Veteran's Affairs Acquisition Regulation (VAAR)
Project Management Accountability System (PMAS) Portal
Federal Acquisition Regulation (FAR)

Project Management Accountability System (PMAS) Guide

Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP)

Acquisition Requirements Package (ARP)

Updated Acquisition Requirements Package (ARP)

To access CAP go to the Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP).



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-4 Support Development of Acquisition Requirements Package

Acquisitions Rapid Response Service 

The Acquisition Rapid Response Service works with the Project Manager to complete all documentation necessary to 
create a final Acquisition Requirements Package (ARP) and ensures that all requirements are met.
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Acquisition Requirements Package (ARP)

Updated Acquisition Requirements Package (ARP)

Project Management Accountability System (PMAS) Portal
Federal Acquisition Regulation (FAR)

Project Management Accountability System (PMAS) Guide

Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP)

Veteran's Affairs Acquisition Regulation (VAAR)

To access CAP go to the Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP).



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-5 Develop Acquisition Requirements Package

Contracting Officer

The Contracting Officer reviews the documents contained in the Acquisition Requirements Package (ARP) to ensure 
completeness and compliance with all regulatory standards and Agency protocols and consults with the Information 
Technology Acquisition Request System (ITARS) Requestor, the Contract Specialist, and the Acquisition Rapid 
Response Service (ARRS) to accomplish any necessary revisions or additions.

home process goals raci

Acquisition Requirements Package (ARP)

Updated Acquisition Requirements Package (ARP)

Project Management Accountability System (PMAS) Portal
Federal Acquisition Regulation (FAR)
Project Management Accountability System (PMAS) Guide

Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP)

Veteran's Affairs Acquisition Regulation (VAAR)

To access CAP go to the Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP).



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-6 Develop Acquisition Requirements Package

Contract Specialist

The Contract Specialist reviews the documents contained in the Acquisition Requirements Package (ARP) to ensure 
completeness and compliance with all regulatory standards and Agency protocols and consults with the Information 
Technology Acquisition Requirements System (ITARS) Requestor and the Acquisition Rapid Response Service (ARRS) 
to accomplish any necessary revisions or additions.

Acquisition Requirements Package (ARP)
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Updated Acquisition Requirements Package (ARP)

Project Management Accountability System (PMAS) Portal
Federal Acquisition Regulation (FAR)
Project Management Accountability System (PMAS) Guide

Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP)

Veteran's Affairs Acquisition Regulation (VAAR)

To access CAP go to the Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP).



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-7 Conduct Enterprise System Engineering Review

Updated Acquisition Requirements Package (ARP)

Enterprise System Engineering Reviewer

The Enterprise Systems Engineering (ESE) Reviewer checks to make sure the acquisition request meets all technical
standards for ESE. Once the review is completed, the ESE Reviewer reports the review status in the Acquisition 
Requirements Package (ARP).

Acquisition Requirements Package (ARP)
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Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP)

To access CAP go to the Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP).



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-8 Conduct Security Review

Updated Acquisition Requirements Package (ARP)

Security Reviewer

The Security (SEC) Reviewer checks to make sure the acquisition request meets all technical
standards for security. Once the review is completed, the Security Reviewer reports the review status in the  
Customer Acquisition Portal in the Acquisition Requirements Package (ARP).

Acquisition Requirements Package (ARP)
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VA Directive 6550, Pre-Procurement Assessment for Medical Devices
VA Handbook 6500.6, Contract Security

Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP)

To access CAP go to the Virtual Office of Acquisition (VOA) web site, Customer Acquisition Portal (CAP).

Note: Checklist for Information Security in the Initiation Phase of Acquisitions can be found in the VA Handbook
6500.6, Contract Security, Appendix A.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-9 Conduct Telecommunication Review

Updated Acquisition Requirements Package (ARP)

Telecommunications Reviewer

The Telecommunications (TEL) Reviewer checks to make sure the acquisition request meets all technical standards
for Telecommunications. Once the review is completed, the TEL Reviewer reports the review status in the Acquisition 
Requirements Package (ARP).

Acquisition Requirements Package (ARP)
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Required Information & Support Documentation for Acquisition Approval Requests

Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP)

To access CAP go to the Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP).



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-10 Conduct Section 508 Compliance Review

Updated Acquisition Requirements Package (ARP)

508 Reviewer

The 508 Reviewer checks to make sure the acquisition request meets all technical standards for
Section 508 Compliance. Once the review is completed, the 508 Reviewer updates the Acquisition Requirements 
Package (ARP) to reflect that status.

Acquisition Requirements Package (ARP)
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Electronic and Information Technology Accessibility Standards (Section 508)

Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP)

VA Section 508 Background and Standards

VA Section 508 Standards Checklists

To access CAP go to the Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP).



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-11 Approve Acquisition Requirements Package

Updated Acquisition Requirements Package (ARP)

Contracting Officer

The Contracting Officer reviews the completed Acquisition Requirements Package (ARP) to ensure completeness and 
compliance with all regulatory standards and Agency protocols and ensures all appropriate approvals and sign offs 
have been obtained.

Acquisition Requirements Package (ARP)
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Project Management Accountability System (PMAS) Guide
Federal Acquisition Regulation (FAR)

Project Management Accountability System (PMAS) Portal

Federal Procurement Data System

Veteran's Affairs Acquisition Regulation (VAAR)

Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP)

To access CAP go to the Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP).



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-12 Approve Acquisition Requirements Package

Updated Acquisition Requirements Package (ARP)

Legal

When applicable, Legal reviews the completed Acquisition Requirement Package (ARP) to ensure compliance with all 
regulatory standards and Agency protocols.

Acquisition Requirements Package (ARP)
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Project Management Accountability System (PMAS) Guide
Federal Acquisition Regulation (FAR)

Project Management Accountability System (PMAS) Portal

Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP)

Veteran's Affairs Acquisition Regulation (VAAR)

To access CAP go to the Virtual Office of Acquisition (VOA), Customer Acquisition Portal (CAP).

Note: Requirement for Legal review is driven by type of contract and monetary value of contract thresholds. Not all 
acquisitions require legal review.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-13 Issue Solicitation

Updated Acquisition Requirements Package (ARP)

Contract Specialist

The Contract Specialist releases the Solicitation Package to vendors for review and comment.

Acquisition Requirements Package (ARP)
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Electronic Contract Management System (eCMS)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-14 Submit Questions

Vendor Comment Document

Vendors

Vendors receive the Solicitation Package and review the requirements and conditions for response. Vendors then 
comment on any perceptions of unfairness or unnecessary or unrealistic  restrictions contained in the Solicitation 
Document and provide those questions to the VA for review and potential amendment to the Solicitation Document.

Solicitation Document
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Federal Acquisition Regulation (FAR)

Veteran's Affairs Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-15 Prepare Amendments

Updated Acquisition Requirements Package (ARP)

Contract Specialist

The Contract Specialist receives the Vendor Questions, reviews the questions for validity and appropriateness, and 
then drafts any necessary amendments to the Solicitation Document to accommodate the Vendor questions using the 
Electronic Contract Management System (eCMS).

Acquisition Requirements Package (ARP)
Vendor Comment Documents
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Federal Acquisition Regulation (FAR)

Electronic Contract Management System (eCMS)

Veteran's Affairs Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-16 Submit Proposals

Vendor Proposal

Vendors

Vendors prepare their response and submit those proposals to the VA.

Amended Solicitation Document
Solicitation Document
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Federal Acquisition Regulation (FAR)

Veteran's Affairs Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-17 Evaluate Vendor Proposals

Updated Acquisition Requirements Package (ARP)

Project Manager

The Project Manager reviews the Vendor Proposal Documents and evaluates the level of compliance with all technical 
requirements contained in the Acquisition Requirements Package (ARP) and derives a rating for the solution.

Acquisition Requirements Package (ARP)
Vendor Proposal Documents
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Federal Acquisition Regulation (FAR)

Veteran's Affairs Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-18 Evaluate Vendor Proposals

Acquisitions Rapid Response Service 

The Acquisition Rapid Response Service works with the Project Manager to complete evaluation of the vendor 
proposals.
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Acquisition Requirements Package (ARP)

Updated Acquisition Requirements Package (ARP)

Project Management Accountability System (PMAS) Portal
Federal Acquisition Regulation (FAR)

Project Management Accountability System (PMAS) Guide

Veteran's Affairs Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-19 Evaluate Vendor Proposals

Updated Acquisition Requirements Package (ARP)

Contracting Officer

The Contracting Officer reviews the Vendor Proposal Documents and evaluates the level of compliance with all 
contractual requirements contained in the Solicitation.

Acquisition Requirements Package (ARP)
Vendor Proposal Documents
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Federal Acquisition Regulation (FAR)

Veteran's Affairs Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-20 Evaluate Vendor Proposals

Updated Acquisition Requirements Package (ARP)

Contract Specialist

The Contract Specialist reviews the Vendor Proposal Documents against the SAM System For Award Management,
Exclusions Extract Data Package List to exclude any disallowed vendor responses and then evaluates the remaining
vendor proposals for the level of compliance with all contractual requirements contained in the Solicitation Package.

Acquisition Requirements Package (ARP)
Vendor Proposal Documents
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Federal Acquisition Regulation (FAR)

SAM System For Award Management, Exclusions Extract Data Package

Veteran's Affairs Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-21 Advise on Vendor Evaluation

Updated Acquisition Requirements Package (ARP)

Legal

Legal reviews the Vendor Proposal Evaluation Documents and advises on the level of compliance with all 
requirements contained in the Solicitation Package and advises on any issues related to competitive fairness and 
compliance with all legal requirements.

Acquisition Requirements Package (ARP)
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Federal Acquisition Regulation (FAR)

Veteran's Affairs Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contract Services Support: CSS-22 Award Vendor Contract

Updated Acquisition Requirements Package (ARP) 
Contract Award Document (Located in eCMS)

Contracting Officer

The Contracting Officer reviews the Vendor Proposal Documents against the SAM System For Award Management,
Exclusions Extract Data Package List to exclude any disallowed vendor responses and then evaluates the remaining 
vendor proposals for the level of compliance with all contractual requirements contained in the Solicitation Package. 
The Contracting Officer conducts any required negotiations with the selected vendor, prepares the announcement for 
the selected vendor award, obtains the appropriate signatures for the contract award document, and then releases the 
announcement and effects the proper distribution within the VA of the award notification. Contract award is a 
requirement to exit the Project Management Accountability System (PMAS) "Provisioning" state. Completion of 
contract award initiates a 30 day 'clock' for the project to go Active or a potential stop work order may be issued. To 
exit the Provisioning state, a project must have Contract Award (VOA) and have required resources for execution 
onboard.

Acquisition Requirements Package (ARP)

home process goals raci

IFCAP can only be reached through the VistA software suite and can only be reached through terminal emulation.

Electronic Contract Management System (eCMS)

Integrated Funds Distribution, Control Point Activity, Accounting And Procurement (IFCAP) System

Project Management Accountability System (PMAS) Guide

SAM System For Award Management, Exclusions Extract Data Package
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Capability Requirements Management

ICRM-3
Plan 

C-IPT Activities

ICRM-4
Develop 

Architecture

home goals raci

ICRM-8
Validate 

Architecture 
Alignment

ICRM-9
Validate 

Capability Function

ICRM-1
Prioritize 

Capabilities

ICRM-2
Establish 

C-IPT

ICRM-5
Develop 

Capability
Requirements 

ICRM-10
Approve
Business 

Justification Package

ICRM-7
Validate

Business Justification 
Package

ICRM-6
Assemble

Business Justification
/BPR Checklist

Prioritize?
Yes

 From: IAF-1.2
Conduct 

Investment 
Management 

Phase

No



Capability Requirements Management

home process raci

Description
The Capability Requirements Management (CRM) process establishes a common understanding of how DoD and VA 
form functional workgroups to manage the architecture, requirements engineering, and business process re-engineering 
activities for the integrated Electronic Health Record (iEHR) program.  The CRM process defines, develops, and validates 
the business requirements for each iEHR capability (e.g., laboratory, pharmacy) for use by the Interagency Program Office 
(IPO) Acquisition Framework process.  The requirements workgroups, referred to as Capability-Integrated Project Teams, 
plan and conduct modeling and requirements elicitation sessions; develop the architecture and requirements artifacts; 
validate the business requirements; obtain the necessary approvals; and manage collaboration with the IPO.

Goal

The goal of the CRM process is to  manage the  iEHR requirements and architecture for DoD and VA capabilities.  The 
process follows the established iEHR governance process.

Specifically the process:

Documents the processes, procedures, roles and responsibilities used to develop, validate and approve the Business 
Justification Package
Documents the process for establishing the architecture and requirements baseline
Depicts the organizational entities involved in the CRM process

�

�

�
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ICRM-1.1 Define and Schedule Capability Sets R A

ICRM-FR1 Review and Approve Capability Sequence R A

ICRM-1.2 Provide Feedback R A

ICRM-2.1 Identify Stakeholders and Leadership R A

ICRM-2.2 Identify C-IPT Leads R A

ICRM-2.3 Develop Joint Scope Statement R A

ICRM-FR2 Review Joint Scope Statement R A

ICRM-2.4 Obtain Scope Approval R A

next
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R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals nextback
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ICRM-2.5 Schedule C-IPT Standup R A

ICRM-2.6 Train C-IPT Team Leads R A

ICRM-2.7 Define Purpose and Boundaries R A

ICRM-2.8 Identify Functional Areas and Dependencies R A

ICRM-2.9 Initiate Draft Charter R A

ICRM-3.1.1 Identify Service and C-IPT Participants R A

ICRM-3.1.2 Prepare Workgroup Invitation R A

ICRM-3.1.3 Assign Clinical Resources R A
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ICRM-3.1.4 Send Participant Notice R A

ICRM-3.2.1 Gather Available Documents R A

ICRM-3.2.2 Understand State of Capability R A

ICRM-3.2.3 Develop Additional Charter Inputs R A

ICRM-3.2.4.1 Develop Preliminary RACSI Matrix R A

ICRM-3.2.4.2 Establish Knowledge Portal R A

ICRM-3.2.4.3 Establish Initial Traceability Matrix R A

ICRM-3.2.5 Draft Project Schedule R A



Capability Requirements Management RACI Chart - 4
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ICRM-3.2.6 Plan Meeting Logistics R A

ICRM-3.2.7 Update Workgroup Charter R A

ICRM-3.2.8 Prepare Formal Kick-Off Briefing R A

ICRM-FR3 Hold Charter Review R A

ICRM-3.3.1 Update Charter R A

ICRM-3.3.2 Signoff on Charter R A

ICRM-3.3.3 Submit Charter for Approval R A

ICRM-FR4 Review Charter R A



Capability Requirements Management RACI Chart - 5

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals nextback
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ICRM-3.3.4 Return Charter with Feedback R A

ICRM-3.3.5 Approve Charter R A

ICRM-4.1 Plan As-Is State Analysis R A

ICRM-4.2 Perform As-Is Analysis R A

ICRM-4.3 Draft Preliminary To-Be State R A

ICRM-4.4 Develop Joint To-Be Business Process Models R A

ICRM-4.5 Develop Information Models R A

ICRM-4.6 Verify Alignment with Requirements R A
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ICRM-4.7 Consolidate Architecture Deliverables R A

ICRM-4.8 Develop HARB Executive Briefings R A

ICRM-5.1 Conduct Requirements Planning R A

ICRM-5.2 Elicit Requirements R A

ICRM-5.3 Analyze Requirements R A

ICRM-5.4 Document Requirements R A

ICRM-5.5 Validate Requirements R A

ICRM-6 Assemble Business Justification/BPR Checklist R A
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ICRM-FR5 Review Business Justification Package R A

ICRM-7.1 Brief HEC on BJP R A

ICRM-7.2 Provide Feedback R A

ICRM-7.3 Obtain Additional Information R A

ICRM-7.4 Respond to Feedback R A

ICRM-8.1 Brief HARB R A

ICRM-8.2 Validate Architectural Alignment R A

ICRM-8.3 Approve Business Justification Package R A
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ICRM-8.4 Submit Comments R A

ICRM-9.1 Develop ICIB Executive Briefings R A

ICRM-9.2 Brief ICIB R A

ICRM-9.3 Validate BJP Function R A

ICRM-9.4 Send Comments on Gaps R A

ICRM-9.5 Update BJP and Executive Briefings R A

ICRM-9.6 Approve BJP Package R A

ICRM-FR6 Review BJP Artifacts R A
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ICRM-10.1 Provide BJP Feedback R A

ICRM-10.2 Address BJP Architecture Feedback R A

ICRM-10.3 Address BJP Feedback R A

ICRM-10.4 Sign-off on BJP Package R A

ICRM-10.5 Notify IPO Deputy Director R A
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Capability Requirements Management: ICRM-1 Prioritize Capabilities

ICRM-1.1
Define

and Schedule 
Capability Sets

home process goals raci

Sequence 
Correct?

ICRM-1.2
Provide

Feedback

No

YesF



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-1.1 Define and Schedule Capability Sets

Sequenced Capabilities Proposal

Functional Capability Group

The Functional Capability Group (FCG) defines and proposes a sequencing schedule for the capability sets.  The FCG 
assesses the capability sets needed for the integrated Electronic Health Record (iEHR) program against the integrated 
Business Reference Model (iBRM), other artifacts, and technical input from the Interagency Program Office in 
preparing a capability sequencing proposal to the Interagency Clinical Informatics Board. 

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

integrated Business Reference Model 
integrated Electronic Health Record Program Schedule
Sequenced Capabilities Feedback   

The Interagency Clinical Informatics Board Business Process Group is the source of the iBRM. 
The Interagency Program Office Program Manager is the source of the iEHR Program Schedule.

Artifact templates for this sub process are being developed and will be available in a future ProPath release.

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-FR1 Review and Approve Capability Sequence

Approved Sequenced Capabilities
Review Findings

Interagency Clinical Informatics Board

The Interagency Clinical Informatics Board (ICIB) reviews and approves the capability sequenced capabilities proposal 
provided by the Functional Capability Group.  The ICIB meets approves or disapproves the Sequenced Capabilities 
Proposal provided by the Functional Capability Group.  If the Sequenced Capabilities Proposal is disapproved, the 
ICIB initiates the development of feedback to the Functional Capability Group.  

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

Sequenced Capabilities Proposal

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-1.2 Provide Feedback

Sequenced Capabilities Feedback
  

Interagency Clinical Informatics Board

The Interagency Clinical Informatics Board documents the reasons for disapproval of the Sequenced Capabilities 
Proposal and provides feedback via email to the Functional Capability Group.

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

Review Findings
Sequenced Capabilities Proposal

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Capability Requirements Management: ICRM-2 Establish C-IPT

ICRM-2.3
Develop 

Joint Scope 
Statement

ICRM-2.2
Identify 

C-IPT Leads

home process goals raci

ICRM-2.4
Obtain 

 Scope Approval

ICRM-2.5
Schedule 

C-IPT Standup

ICRM-2.8
Identify 

Functional Areas 
and Dependencies

ICRM-2.6
Train 

C-IPT Team Leads

ICRM-2.1
Identify 

Stakeholders and 
Leadership

ICRM-2.7
Define 

Purpose and 
Boundaries

ICRM-2.9
Initiate 

Draft Charter

F



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management Process: ICRM-2.1 Identify Stakeholders and Leadership

Approved Sequenced Capabilities

Charter Participants List
Suggested Capability–Integrated Project Team Leads

Functional Capability Group

The Functional Capability Group (FCG) identifies the stakeholders and leadership personnel.  The FCG proposes 
candidate Executive Proponents, Business Owners, capability Subject Matter Expert Leads, and suggested 
Capability–Integrated Project Team (C-IPT) Leads for each capability in the set of Approved
Sequence Capabilities.  For each capability, a Charter Participants List is prepared along with a suggested C-IPT Lead.

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

Artifact templates for this sub process are being developed and will be available in a future ProPath release.

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-2.2 Identify C-IPT Leads

Suggested Capability–Integrated Project Team Leads

Named Capability–Integrated Project Team Leads

Functional Capability Group

The Functional Capability Group (FCG) reviews the Suggested Capability–Integrated Project Team (C-IPT) Leads,
identifies the best DoD and VA representative to serve as the C-IPT Leads. The FCG then works with Human 
Capital Management to execute steps to name the C-IPT Leads. The C-IPT Leads are responsible for the Capability 
Software Development Life Cycle acquisition project management activities.  

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-2.3 Develop Joint Scope Statement

Sequenced Capabilities Feedback
integrated Business Reference Model

Draft Joint Scope Statement

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT), with Functional Capability Group support, assists the Executive 
Proponents, the Business Owners, and the capability Subject Matter Expert Leads, if identified, with the development 
of a joint scope statement for the capability. The integrated Electronic Health Record program level integrated 
Business Reference Model (iBRM) is used in identifying the capability relationship to the overall integrated Electronic 
Health Record.

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The Business Process Group is the origin of the iBRM. 

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-FR2 Review Joint Scope Statement

Draft Joint Scope Statement

Reviewed Joint Scope Statement

Functional Capability Group

The Functional Capability Group (FCG) reviews the Draft Joint Scope Statement provided by the Capability-
Integrated Project Team. The FCG makes needed adjustments to the Joint Scope Statement.

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-2.4 Obtain Scope Approval

Reviewed Joint Scope Statement

Approved Joint Scope Statement

Functional Capability Group

The Functional Capability Group (FCG) obtains Interagency Clinical Informatics Board approval for the Joint Scope 
Statement provided by the Capability-Integrated Project Team (C-IPT).

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-2.5 Schedule C-IPT Standup

Approved Joint Scope Statement
Charter Participants List

Standup Organizational Meeting Date

Functional Capability Group

The Functional Capability Group schedules a Capability–Integrated Project Team (C-IPT) standup organizational 
meeting for the capability with the stakeholders and the C-IPT Leads to convey the goals, schedule, and approved 
scope as well as identifying impediments leadership needs to address for the C-IPT. 

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-2.6 Train C-IPT Team Leads

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) schedules the training, education and orientation sessions needed for 
the C-IPT Leads to assume project leadership responsibilities.  The C-IPT staff arranges the necessary Access 
Requests to enable the C-IPT Leads access to the project tools.  The C-IPT staff ensures the Training Completion Date 
meets the schedule.

home process goals raciback

Access Request
Training Completion Date

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

Training and Educational Materials

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-2.7 Define Purpose and Boundaries

Approved Joint Scope Statement
Lessons Learned/Best Practices
Stakeholder Feedback
Strategic Program Goals

Deliverables
Draft Problem Statement 
Draft Purpose and Boundaries
Workgroup Timeline 

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) defines the Purpose and Boundaries, including what is out of scope, 
along with a high-level Problem Statement to clearly articulate the Business Value and Critical Success Factors in order 
for the capability to achieve the overall Strategic Program Goals.  The C-IPT uses the Approved Joint Scope Statement 
as the high-level boundary for the capability.  The C-IPT also reviews Lessons Learned/Best Practices from previous 
capabilities, Stakeholder Feedback, and gaps/overlaps with other capabilities.   The C-IPT also identifies the project 
Deliverables and formulates a high-level Workgroup Timeline for delivery of the capability.

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-2.8 Identify Functional Areas and Dependencies

Approved Joint Scope Statement
Draft Problem Statement 
Draft Purpose and Boundaries
Workgroup Timeline 

Identified Functional Areas and Dependencies

Functional Capability Group

The Functional Capability Group (FCG) identifies additional functional areas and dependencies.  The FCG uses the 
Approved Joint Scope Statement, the Problem Statement, the Purpose and Boundaries, the Workgroup Timeline and 
knowledge of the overall integrated Electronic Health Record program to describe additional functional areas that are 
directly involved in the problem or the solution that require consideration in order to achieve the Critical Success 
Factors for the capability. 

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Team Management Plan.  Contact 
the Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-2.9 Initiate Draft Charter

Approved Joint Scope Statement
Capability – Integrated Project Team Charter Template
Deliverables
Draft Problem Statement 
Draft Purpose/Boundaries
High-Level Problem Statement
Identified Functional Areas and Dependencies
Strategic Program Goals
Workgroup Timeline 

Draft Charter 

Capability-Integrated Project Team 

The Capability-Integrated Project Team (C-IPT) initiates the preparation of a Draft Charter using the Capability-
Integrated Project Team Charter Template incorporating the Approved Joint Scope Statement, the Draft Purpose and 
Boundaries, the High-Level Problem Statement, the linkage to Strategic Program Goals, the Identified Functional 
Areas and Dependencies, and the Workgroup Timeline.

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



C
ap

ab
ili

ty
-In

te
gr

at
ed

 P
ro

je
ct

 T
ea

m
 

Capability Requirements Management: ICRM-3 Plan C-IPT Activities

ICRM-3.1
Appoint 

C-IPT Workgroup 
Participants

ICRM-3.3
Formalize 

C-IPT Charter

home process goals raci

ICRM-3.2
Standup 

Workgroup
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Capability Requirements Management: ICRM-3.1 Appoint C-IPT Workgroup Participants

ICRM-3.1.1
Identify 

Service and C-IPT 
Participants

ICRM-3.1.2
Prepare 

Workgroup 
Invitation 

ICRM-3.1.4
Send

Participant Notice

home process back goals raci

ICRM-3.1.3
Assign

Clinical Resources 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management Process: ICRM-3.1.1 Identify Service and C-IPT Participants

Draft Charter

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) identifies the C-IPT core team participants needed to develop the 
Charter and the Deliverables for the capability.  Both DoD and VA supply participants to the core team.

home process goals raciback

Capability-Integrated Project Team Core Team Participant List

  

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

Artifact templates for this sub process are being developed and will be available in a future ProPath release.

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.

https://max.omb.gov/community/pages/viewpage.action?pageId=577771746


Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.1.2 Prepare Workgroup Invitation

Approved Joint Scope Statement
Capability-Integrated Project Team Core Team Participant List
Workgroup Timeline

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) prepares a Workgroup Invitation Email containing the scope, purpose, 
and date and location of the C-IPT Workgroup kick-off  meeting.  Prior to preparing the final workgroup invitation, 
the C-IPT reviews the Capability-Integrated Project Team Core Team Participant List and identifies needed critical 
clinical resources. The C-IPT submits a Request for Clinical Resources to the respective Clinical Resource Leaders. 

home process goals raciback

Request for Clinical Resources
Workgroup Invitation Email

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.

https://max.omb.gov/community/pages/viewpage.action?pageId=577771746


Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.1.3 Assign Clinical Resources 

Approved Joint Scope Statement
Request for Clinical Resources
Workgroup Timeline

Clinical Resource Assignments

Clinical Resource Managers

The Clinical Resource Managers assign the appropriate clinical resources after reviewing the Request for Clinical 
Resource, the Approved Joint Scope Statement and the Workgroup Timeline.

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.1.4 Send Participant Notice

Capability-Integrated Project Team Core Team Participant List
Clinical Resources Assignments
Workgroup Invitation Email

Sent Workgroup Invitation Email

Capability-Integrated Project Team

After confirming the accuracy of the information, the Capability-Integrated Project Team sends the Workgroup 
Invitation Email to the individuals on the Capability-Integrated Project Team Core Team Participant List and to the 
assigned clinical resources. 

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Capability Requirements Management: ICRM-3.2 Standup Workgroup 

ICRM-3.2.1
Gather 

Available 
Documents

home process back goals raci

ICRM-3.2.2
Understand

State of Capability

ICRM-3.2.7
Update

Workgroup Charter

ICRM-3.2.3
Develop 

Additional Charter 
Inputs

ICRM-3.2.4
Establish

Documentation 
Requirements

ICRM-3.2.6
Plan 

Meeting Logistics 

ICRM-3.2.5
Draft 

Project Schedule

ICRM-3.2.8
Prepare 

Formal Kick-Off 
Briefing



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.2.1 Gather Available Documents

As-Is Process Models
As-Is Requirements Documents
DoD and VA Policies
Government Accountability Office Audits 
Inspector General Investigations
Interagency Program Office Document Templates
Laws 
Regulations

Index of DoD/VA Reference Documentation

Capability-Integrated Project Team

The Capability-Integrated Project Team gathers available documents from DoD and VA which are pertinent to the 
capability project. These include:

Applicable laws, regulations, policies, Government Accountability Office audits, Inspector General investigations
Existing As-Is requirements and process models
Existing Interagency Program Office document templates
Existing To-Be requirements and process models

�

�

�

�

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

Artifact templates for this sub process are being developed and will be available in a future ProPath release.

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.2.2 Understand State of Capability

Index of DoD/VA Reference Documentation

Initial Capability Assessment

Capability-Integrated Project Team

After reviewing the Draft Charter and the documents in the Index of DoD/VA Reference Documentation, the 
Capability-Integrated Project Team, collaborating with department specific core team members, formulates a 
preliminary understanding of the state of the capability processes by performing the following activities:

Gathering additional information from interviews, site visits, surveys, direct observation of the process
Identifying and sequencing key activities, 
Defining process oriented critical pain points
Identifying required technical and operational resources
Identifying additional high level business requirements
Identifying key processes that would benefit from reengineering and standardization activities.  

�

�

�

�

�

�

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.2.3 Develop Additional Charter Inputs

Draft Charter

Additional Charter Inputs

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) develops the additional inputs needed to complete the Charter.  The 
C-IPT develops additional charter sections including: 

Refinement Critical Success Criteria and the Development of Acceptance Criteria 
Capability Delivery Issues 
High-Level Capability Risks  

�

�

�

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Capability Requirements Management: ICRM-3.2.4 Establish Documentation Requirements

home process goals raci

ICRM-3.2.4.1
Develop 

Preliminary RACSI 
Matrix

ICRM-3.2.4.2
Establish 

Knowledge Portal

ICRM-3.2.4.3
Create 

Initial Traceability 
Matrix

back



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.2.4.1 Develop Preliminary RACSI Matrix

Capability-Integrated Project Team Core Team Participant List
Draft Charter

Preliminary Responsible, Accountable, Support, Consulted, and Informed Matrix

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) develops a preliminary Responsible, Accountable, Support, Consulted, 
and Informed (RACSI) Matrix defining C-IPT, Stakeholder, and Participant capability project responsibilities. 

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

Artifact templates for this sub process are being developed and will be available in a future ProPath release.

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.2.4.2 Establish Knowledge Portal

Charter Participants List
Draft Charter
Workgroup Timeline 

Knowledge Portal File Structure

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) establishes a Knowledge Portal location and folder structure to 
support collaboration and to house the C-IPT resources files, schedule, and project deliverables. 

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.2.4.3 Create Initial Traceability Matrix

Draft Charter

Change Control Site
Initial Traceability Matrix

Capability-Integrated Project Team 

The Capability-Integrated Project Team creates an initial traceability matrix mechanism to configure and manage 
changes to verified capability requirements along with workgroup delivered project artifacts. 

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

IBM Rational® Toolkit

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.2.5 Draft Project Schedule

Draft Charter
Initial Capability Assessment
Workgroup Timeline

Initial Project Schedule

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) drafts an Initial Project Schedule to satisfy the C-IPT activity 
requirements.  The project schedule is based on the understanding captured in the Draft Charter, including the 
High-Level Workgroup Timeline and the Initial Capability Assessment results. 

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.2.6 Plan Meeting Logistics

Workgroup Timeline

Meeting Notification Record
Scheduled Recurring Appointments

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) plans a capability project team kick-off meeting.  The C-IPT, working 
with the meeting logistics coordinator(s), locates and schedules an appropriate facility location and the resources 
needed to support the meeting.  The C-IPT team schedules recurring review meetings and performs the following as 
appropriate:

Grants access to the collaborative workspace
Sends appointment notices including agendas, planning presentations, and logistics
Set ups for the recurring conference calls 
Set ups for the recurring on-line meeting sessions

�

�

�

�

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.2.7 Update Workgroup Charter

Additional Charter Inputs
Draft Charter
Feedback on Impact Analysis
Initial Project Schedule

Updated Charter 

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) updates the Workgroup charter.  The C-IPT incorporates the 
Interagency Clinical Informatics Board feedback on the Impact Analysis of the Initial Capability Assessment along 
with the Additional Charter Inputs and the Initial Project Schedule to produce an Updated Charter.

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The Interagency Clinical Informatics Board Business Process Group is the origin of the Impact Analysis of the Initial 
Capability Assessment

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.2.8 Prepare Formal Kick-Off Briefing

As-Is Capability Process Artifacts
Capability–Integrated Project Team Briefing Materials
Initial Capability Assessment
integrated Electronic Health Record Program Briefing Materials
Updated Charter

Draft Kick-Off Meeting Presentation

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) prepares a draft of the Formal Kick-Off Meeting Presentation using 
relevant integrated Electronic Health Record Program briefing materials, the C-IPT processes and the As-Is 
Capability Process Artifacts and the Initial Capability Assessment.  The briefing provides the participants with a 
common understanding of the project and the responsible roles. 

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Capability Requirements Management: ICRM-3.3 Formalize C-IPT Charter

ICRM-3.3.1
Update 
Charter

ICRM-3.3.2
Signoff 

on Charter

home process back goals raci

ICRM-3.3.3
Submit 

Charter for 
Approval

ICRM-3.3.5
Approve 
Charter

ICRM-3.3.4
Return 

Charter with 
Feedback

No

Yes

Reflects
Intent?

F

F



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-FR3 Hold Charter Review

Additional Charter Inputs
Draft Charter

Charter Review Revisions

Capability-Integrated Project Team

The Capability-Integrated Project Team reviews the Draft Charter and the Additional Charter Inputs to determine if a 
sufficient level of detail exists to proceed with final approval of the Charter by the Interagency Clinical Informatics 
Board.  Review clarifications are incorporated in proposed Charter revisions.

home process goals raciback

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

Artifact templates for this sub process are being developed and will be available in a future ProPath release.

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.3.1 Update Charter

Charter Review Feedback
Charter Review Revisions
Draft Charter

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) updates the Draft Charter with the Charter Review Revisions, the 
names of new C-IPT members, and any other information that is out of date.  If applicable, the C-IPT incorporates the 
Interagency Clinical Informatics Board Charter Review Feedback.  A Final Draft Charter formatted for signature is 
produced. 

home process goals raciback

Final Draft Charter

  

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.3.2 Signoff on Charter

Final Draft Charter

The Capability-Integrated Project Team (C-IPT) has the C-IPT Leads sign the Final Draft Charter signifying acceptance 
of the charter content.

home process goals raciback

Capability-Integrated Project Team

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

Signed Draft Charter

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.3.3 Submit Charter for Approval

Signed Draft Charter

The Capability-Integrated Project Team (C-IPT) submits the Signed Draft Charter to Interagency Clinical Informatics 
Board (ICIB) for approval.  ICIB approval is required prior to proceeding with C-IPT development activities. 

home process goals raciback

Capability-Integrated Project Team

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

Submitted Signed Draft Charter

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-FR4 Review Charter

Approved Joint Scope Statement
Signed Draft Charter

The Interagency Clinical Informatics Board (ICIB) reviews the Signed Draft Charter and obtains input from 
Functional Capability Group to confirm that the Capability-Integrated Project Team (C-IPT) is pursuing the intended 
scope for the business capability as articulated in the Approved Joint Scope Statement.  If the Charter meets the 
intended scope, the  ICIB proceeds with approval. If the Charter does not reflect the intended scope, feedback is 
prepared and provided to the C-IPT.

home process goals raciback

Interagency-Clinical Informatics Board

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

Charter Review Findings

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.3.4 Return Charter with Feedback

Charter Review Findings
Signed Draft Charter

The Interagency Clinical Informatics Board (ICIB) returns the Signed Draft Charter with feedback to the Capability-
Integrated Project Team (C-IPT) for revision and resubmission.  The C-IPT provides the ICIB the date when the 
Revised Charter is available.   

home process goals raciback

Interagency Clinical Informatics Board

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

Charter Review Feedback

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-3.3.5 Approve Charter 

Signed Draft Charter

The Interagency Clinical Informatics Board (ICIB) approves the Signed Draft Charter supplied by the Capability-
Integrated Project Team.  Designated ICIB members sign the final version of the Charter.

home process goals raciback

Interagency Clinical Informatics Board

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

Signed Final Charter

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Capability Requirements Management: ICRM-4 Develop Architecture

ICRM-4.3
Draft 

Preliminary To-Be 
State

ICRM-4.1
Plan

As-Is State Analysis

home process goals raci

ICRM-4.4
Develop 

Joint To-Be Business 
Process Models 

ICRM-4..7
Consolidate
Architecture 
Deliverables

ICRM-4.8
Develop
HARB

Executive Briefings

Stage
Complete?

ICRM-4.5
Develop 

Information Models 

ICRM-4.6
Verify

Alignment with
Requirements

Yes

No

ICRM-4.2
Perform

As-Is Analysis



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-4.1 Plan As-Is State Analysis

Approved Charter Task Timeline 
Business Process Re-engineering Summary Checklist
Index of DoD/VA Reference Documentation
Initial Capability Assessment

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) plans the As-Is state analysis.  The C-IPT reviews the business 
capability description  in the Charter and the Initial Capability Assessment to identify the in scope business processes. 
The C-IPT establishes the depth to which the current As-Is state is analyzed based on the direction provided by the 
Charter, the Initial Capability Assessment findings, and DoD/VA Reference Documentation reviews.  An Initial 
Business Process Re-engineering Summary Checklist is completed to guide the analysis. The 
C-IPT workgroup deliverables include the Analysis Task Workplan with a timeline and participant Meeting 
Notifications for the detailed planning meetings and the analysis activities.

home process goals raciback

Analysis Task Workplan
In Scope DoD/VA Reference Documentation
Initial Business Process Re-Engineering Summary Checklist
Meeting Notifications

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The analysis stages are more fully defined in the iEHR C-IPT Management Plan. 
Stage 3 is Detail-Level
Stage 4 is Development-Level

�

�

Stage 1 is High-Level
Stage 2 is Business-Level 

�

�

Artifact templates for this sub process are being developed and will be available in a future ProPath release.

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
The Business Process Re-engineering Summary Checklist is Appendix K of the C-IPT Management Plan.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-4.2 Perform As-Is Analysis

Analysis Task Workplan
As-Is Process Models
As-Is Requirements Documents 
Government Accountability Office Audits 
In Scope DoD/VA Reference Documentation

The Capability-Integrated Project Team (C-IPT) performs the As-Is state analysis of the capability, including business 
processes architecture, requirements, and information architecture.  The C-IPT works directly with Subject Matter 
Experts to identify additional resources necessary to complete the As-Is analysis.  Analysis activities include: 

1) Eliciting As-Is business processes including roles and responsibilities, inputs and outputs, and constraints 
2) Identifying high-level As-Is business requirements 
3) Reviewing/developing/updating As-Is information models 
4) Identifying pain points 
5) Assessing As-Is Processes 
6) Collecting problem specific performance measures 
7) Conducting root cause analysis 
8) Updating/consolidating As-Is state documentation using the current state report template to summarize the As-
Is analysis findings 
9) Validating current state documentation, gaining C-IPT approval, and communicating the status to the team

home process goals raciback

Current State Report
Updated As-Is Information Models

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

Capability–Integrated Project Team

Initial Capability Assessment
Inspector General Investigations
Interagency Program Office Document Templates
Laws, Regulations, and Policies from DoD/VA 

Updated As-Is Process Models
Updated As-Is Requirements Documents 

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-4.3 Draft Preliminary To-Be State

As-Is Information Models
As-Is Process Models
As-Is Requirements Documents 
Current State Report
Lessons Learned/Best Practices

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) drafts the preliminary To-Be state.  Working directly with Subject 
Matter Experts, the C-IPT uses the results of the As-Is assessment and analysis and uses the best available 
information to express the desired To-Be state of the capability.  
The C-IPT initiates the development of the preliminary To-Be state by:

1) Reviewing In Scope DoD/VA Reference Documentation 
2) Reviewing Lessons Learned/Best Practices
3) Eliciting high level To-Be Business Processes
4) Identifying high level To-Be Business Requirements
5) Developing high level To-Be Information Models
6) Updating/consolidating the Desired State Report describing the desired state of the capability specific to 
DoD/VA 
7) Validating desired To-Be state with the department specific C-IPT team members.

home process goals raciback

Desired State Report
Draft To-Be Business Processes
Draft To-Be Information Models
High-Level To-Be Business Requirements

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Artifacts 
Used

Artifacts 
Created

Responsible
 Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-4.4 Develop Joint To-Be Business Process Models

Desired State Report
Draft To-Be Business Processes

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) develops the Joint To-Be Business Process Models. The C-IPT 
utilizes the Current State and Desired State Reports to develop a baseline understanding of the processes.  The 
C-IPT identifies shared constraints, problems, and process improvements, as well as differences. 

The C-IPT develops the initial Joint To-Be Business Process Models by: 
1) Reviewing the integrated Electronic Health Record (iEHR) architecture for re-usable services and components
2) Reviewing applicable industry Best Practice models
3) Creating Joint To-Be Business Process Models (high level  and sub-processes) to the agreed upon level of detail

The C-IPT then optimizes the Joint To-Be Processes to: 
1) Remove non-value added steps and sequences to ensure greater efficiency
2) Identify new services that could potentially be shared services across other iEHR capabilities
3) Validate optimized models

The optimized Joint To-Be Processes are documented in the integrated Process Model Report

If the stage of development is complete, alignment with requirements is verified. If the stage development is not 
complete, the C-IPT continues the development of the Joint To-Be Business Processes.

home process goals raciback

integrated Process Model Report  

iEHR (integrated Electronic Health Record) Capability-Integrated Project Team (C-IPT) Management Plan

Stage 1 is High-Level
Stage 2 is Business-Level

�
�

Draft To-Be Information Models
High-level To-Be Business Requirements

Stage 3 is Detail-Level
Stage 4 is Development-Level

�
�

Stages are more fully defined in the iEHR C-IPT Management Plan. 

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-4.5 Develop Information Models

Current State Report
Desired State Report
Draft To-Be Information Models

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) develops and validates information models and the integrated 
Information Model Report.  
The C-IPT completes the task by:

1) Developing the Joint To-Be Information Models
2) Validating Joint Information Models 
3) Developing and validating the integrated Information Model Report 

If the stage of development is complete, the alignment with requirements is verified. If the stage development is not 
complete, the C-IPT continues the development of the Joint To-Be Information Models.

home process goals raciback

integrated Information Model Report
Validated Joint Information Models

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

Stages are more fully defined in the iEHR C-IPT Management Plan. 
Stage 1 is High-Level
Stage 2 is Business-Level
Stage 3 is Detail-Level
Stage 4 is Development-Level

�

�

�

�

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-4.6 Verify Alignment with Requirements

integrated Information Model Report 
Joint Information Models 
Joint To-Be Business Processes

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) verifies alignment of the architecture deliverables with the capability 
requirements. 
The C-IPT also verifies alignment with architectural principles and standards, including the:

1) Use of international standards when possible
2) Use of Business Process Modeling Notation for business process flows
3) Use of Universal Modeling Language for informational flows

Identified discrepancies are assigned to the C-IPT to resolve.

home process goals raciback

Alignment Report  

  

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-4.7 Consolidate Architecture Deliverables

Desired State Report
integrated Information Model Report
Joint To-Be Business Process
Validated Joint Information Models

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) publishes the consolidated set of integrated and validated architecture 
deliverables. The architecture deliverables are complete for the stage and ready for submission to governing 
boards.  The C-IPT issues an Status Update Email to all members of the team.

home process goals raciback

Consolidated Architecture Deliverables
Status Update Email

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

Stages are more fully defined in the iEHR C-IPT Management Plan. 
Stage 1 is High-Level
Stage 2 is Business-Level
Stage 3 is Detail-Level
Stage 4 is Development-Level

�

�

�

�

The user must arrange for access to the Max..gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-4.8 Develop HARB Executive Briefings

Approved Charter
Consolidated Architecture Deliverables

Capability-Integrated Project Team

The Capability-Integrated Project Team develops an Executive Briefing for the Health Architecture Review Board 
(HARB) that includes the: 

1) Overview of the Capability
2) Confirmation of alignment to architectural principals and standards
3) Review of business process needs, including policy changes, training needs, and success measures
4) Overview of business requirements and the validated optimized business processes
5) Next steps

home process goals raciback

Executive Briefing 

  

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The Architectural Principals and Standards include the use of: 
Business Process Modeling Notation for business process flows
International Standards where possible
Universal Modeling Language for informational flows 

�

�

�

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Capability Requirements Management: ICRM-5 Develop Capability Requirements
home process goals raci

ICRM-5.5
Validate

Requirements

ICRM-5.1
Conduct

Requirements 
Planning

ICRM-5.2
Elicit 

Requirements

ICRM-5.3
Analyze

Requirements

ICRM-5.4
Document

Requirements

Stage
Complete?

No

Yes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-5.1 Conduct Requirements Planning

Analysis Task Workplan

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) conducts requirements planning sessions.  The C-IPT with the Subject 
Matter Experts use workshops to perform the  initial phase of the requirements engineering activities addressing the 
identified business problems and needs in preparation for eliciting the initial set of requirements.  The C-IPT uses an 
iterative requirements development methodology in which the first step is detailed requirements planning.  For a 
Request For Proposal, the requirements need to be fully decomposed to Stage 4.

home process goals raciback

Updated Analysis Task Workplan

  

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

Stages are more fully defined in the iEHR C-IPT Management Plan. 
Stage 1 is High-Level
Stage 2 is Business-Level
Stage 3 is Detail-Level
Stage 4 is Development-Level

�

�

�

�

Artifact templates for this sub process are being developed and will be available in a future ProPath release.

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-5.2 Elicit Requirements

As-Is Requirements Documents 
Desired State Report
High-Level To-Be Business Requirements
Traceability Matrix

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) uses the As-Is Requirements Documents, the Desired State Report, 
and the High-Level To-Be Business Requirements to structure the elicitation process. The C-IPT, working directly with 
Subject Matter Experts, elicits or refines capability business, functional and non-functional requirements for each 
development stage.  The C-IPT updates the Traceability Matrix as required.

home process goals raciback

Updated To-Be Business, Functional and Non-Functional Requirements
Updated Traceability Matrix 

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

Stages are more fully defined in the iEHR C-IPT Management Plan. 
Stage 1 is High-Level
Stage 2 is Business-Level
Stage 3 is Detail-Level
Stage 4 is Development-Level

�

�

�

�

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-5.3 Analyze Requirements

To-Be Business, Functional and Non-Functional Requirements 
Traceability Matrix

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) analyzes the capability business, functional, and non-functional 
requirements.  The analysis synchronizes the requirements to Process, Health Level Seven and other applicable 
Technical Interoperability Standards criteria.  The C-IPT updates the Traceability Matrix as required.

home process goals raciback

Updated To-Be Business, Functional and Non-functional Requirements 
Updated Traceability Matrix

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-5.4 Document Requirements

To-Be Business, Functional and Non-functional Requirements

Capability-Integrated Project Team

The Capability-Integrated Project Team documents the capability business, functional and non-functional 
requirements to achieve clarity, consistency and the degree of decomposition appropriate for the development stage. 
The output is the integrated Business Requirements Document.

If the stage of development is complete, requirements are verified. If the stage development is not complete, the C-IPT 
continues to refine the capability requirements.

Stages are more fully defined in the iEHR C-IPT Management Plan. 
Stage 1 is High-Level
Stage 2 is Business-Level
Stage 3 is Detail-Level
Stage 4 is Development-Level.

�

�

�

�

home process goals raciback

integrated Business Requirements Document

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-5.5 Validate Requirements

integrated Business Requirements Document

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) validates the capability business, functional and non-functional 
requirements with the department specific C-IPT team members.  The C-IPT then validates the integrated Business 
Requirements Document. The C-IPT issues a Status Update Email to all the team members.

home process goals raciback

Status Update Email
Validated integrated Business Requirements Document    

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-6 Assemble Business Justification/BPR Checklist

Alignment Report
Approved Project Charter
integrated Business Reference Model
integrated Business Requirements Document
integrated Information Model Report
integrated Process Model Report

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) assembles a Business Justification Package (BJP) by consolidating the 
integrated models and other deliverables into the BJP.  The C-IPT then completes the Business Process Re-Engineering 
(BPR) Checklist and prepares the BJP Briefing materials.

home process goals raci

Business Justification Package
Business Justification Package Briefing Materials 
Business Process Re-Engineering Checklist

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Capability Requirements Management: ICRM-7 Validate Business Justification Package

ICRM-7.1
Brief 

HEC on BJP

ICRM-7.3
Obtain

Additional 
Information

Course 
Correction?

ICRM-7.4
Respond 

to Feedback

No

ICRM-7.2
Provide

Feedback

Yes

home process goals raci

Consistent?
No

Yes

F



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-FR5 Review Business Justification Package

Approved Charter
Business Justification Package
Business Process Re-Engineering Checklist

Interagency Clinical Informatics Board

The Interagency Clinical Informatics Board (ICIB) reviews the Business Justification Package (BJP) developed by the 
Capability-Integrated Project Team to determine if content has a sufficient level of detail and is consistent with the 
Approved Charter. 

If the BJP is consistent with the Approved Charter, the ICIB schedules a briefing with the Health Executive Council. If 
there are inconsistencies, the ICIB identifies the needed adjustments or additional information.

home process goals raciback

Business Justification Package Review Findings
Health Executive Council Briefing Invitation

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

Artifact templates for this sub process are being developed and will be available in a future ProPath release.

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-7.1 Brief HEC on BJP

Business Justification Package
Health Executive Council Briefing Invitation

Interagency Clinical Informatics Board

Interagency Clinical Informatics Board (ICIB) briefs the Health Executive Council (HEC) on the Business Justification 
Package (BJP).

If a course correction is required, the ICIB and the HEC agree on the date for the HEC to provide feedback.

home process goals raciback

Feedback Due Date  

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-7.2 Provide Feedback

Approved Charter
Business Justification Package

Health Executive Council

The Health Executive Council provides feedback on the Business Justification Package (BJP) to the Interagency 
Clinical Informatics Board.  The feedback delineates the course corrections the Capability-Integrated Project Team 
must make to the BJP. 

home process goals raciback

Business Justification Package Feedback 

  

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan     

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-7.3 Obtain Additional Information

Business Justification Package
Business Justification Package Feedback 

Interagency Clinical Informatics Board

The Interagency Clinical Informatics Board (ICIB) identifies and obtains the adjustments and/or additional 
information required to update the Business Justification Package.  The ICIB submits a list of required changes to the 
Capability-Integrated Project Team (C-IPT).  The ICIB also provides the HEC Business Justification Package Feedback 
to the C-IPT.

home process goals raciback

Required Business Justification Package Changes    

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Tools

Standards

More Info....

Capability Requirements Management: ICRM-7.4 Respond to Feedback

Business Justification Package Feedback
Required Business Justification Package Changes

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) responds to the Interagency Clinical Informatics Board (ICIB) and the 
Health Executive Council feedback by updating the Business Justification Package (BJP). The C-IPT notifies the ICIB 
when the updated BJP is ready for review.

home process goals raciback

Updated Business Justification Package  

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Capability Requirements Management: ICRM-8 Validate Architecture Alignment

ICRM-8.1
Brief 

HARB

ICRM-8.2
Validate 

Architectural 
Alignment

ICRM-8.3
Approve

Business Justification 
Package

ICRM-8.4
Submit

Comments

Intended
Outcome?

No

Yes
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Tools

Standards

More Info....

Capability Requirements Management: ICRM-8.1 Brief HARB

Alignment Report  
Business Justification Package
Business Justification Package Briefing Materials

Capability-Integrated Project Team

The Capability-Integrated Project Team briefs the Health Architecture Review Board (HARB) on the capability 
architecture alignment and the Business Justification Package.

home process goals raciback

Business Justification Package Executive Briefing  

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

Artifact templates for this sub process are being developed and will be available in a future ProPath release.

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Artifacts 
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Responsible 
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Tools

Standards

More Info....

Capability Requirements Management: ICRM-8.2 Validate Architectural Alignment

Business Justification Package Executive Briefing

Health Architecture Review Board

The Health Architecture Review Board (HARB) reviews the Business Justification Package Executive Briefing to 
validate capability alignment with architectural principles and standards. 

If the intended capability outcome is validated, the HARB moves to approve the Business Justification Package. If the 
intended capability outcome is not validated, the HARB prepares revision comments.

The Architectural Principals and Standards include the use of: 
Business Process Modeling Notation for business process flows
International Standards where possible
Universal Modeling Language for informational flows 

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.

�

�

�

home process goals raciback

Alignment Acknowledgement
Board Review Minutes  

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-8.3 Approve Business Justification Package

Business Justification Package
Business Justification Package Executive Briefing 

Health Architecture Review Board

The Health Architecture Review Board approves the Business Justification Package by signing the Capability-
Integrated Project Team Artifact Concurrence Sheet.

home process goals raciback

Signed Capability-Integrated Project Team Artifact Concurrence Sheet  

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-8.4 Submit Comments

Board Review Minutes
Consolidated Health Architectural Review Board Executive Briefing Package 

Health Architecture Review Board

The Health Architecture Review Board  submits comments related to architectural alignment to the Capability-
Integrated Project Team for action.  The comments are based on review findings captured in the Board Review 
Minutes. 

home process goals raciback

Board Review Comments  

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Capability Requirements Management: ICRM-9 Validate Capability Function

ICRM-9.3
Validate 

BJP Function

ICRM-9.6
Approve

BJP Package 

ICRM-9.2
Brief
ICIB

ICRM-9.4
Send 

Comments on Gaps

ICRM-9.5
Update 

BJP and Executive 
Briefings

home process goals raci

No

YesFunction 
Addressed?

ICRM-9.1
Develop 

ICIB Executive 
Briefings



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-9.1 Develop ICIB Executive Briefings

Board Review Comments 
Business Justification Package 
Business Justification Package Executive Briefing

Capability-Integrated Project Team

The Capability-Integrated Project Team (C-IPT) updates the Business Justification Package (BJP) Executive Briefing 
for presentation to the Interagency Clinical Informatics Board (ICIB).  The updated briefing package includes an 
overview of the Health Architecture Review Board recommendations. The C-IPT updates the BJP as required. 

home process goals raciback

Updated Business Justification Package 
Updated Business Justification Package Executive Briefing

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

Artifact templates for this sub process are being developed and will be available in a future ProPath release.

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-9.2 Brief ICIB

Updated Business Justification Package Executive Briefing

Capability-Integrated Project Team

The Capability-Integrated Project Team briefs the Interagency Clinical Informatics Board (ICIB) in order to obtain 
approval of Business Justification Package. 

home process goals raciback

Briefing Feedback 

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-9.3 Validate BJP Function

Business Justification Package 
Updated Business Justification Package Executive Briefing

Interagency Clinical Informatics Board

The Interagency Clinical Informatics Board (ICIB) utilizes the Business Justification Package (BJP) Executive Briefing 
to validate the capability BJP function. 

If the capability function is validated, the ICIB moves to approve the BJP.  If the capability function is not validated, 
the ICIB prepares revision comments.

home process goals raciback

Board Review Minutes 

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-9.4 Send Comments on Gaps

Board Review Minutes

Interagency Clinical Informatics Board

The Interagency Clinical Informatics Board submits comments related to capability function to the Capability-
Integrated Project Team for action.  The comments are based on review findings captured in the Board Review 
Minutes. 

home process goals raciback

Board Review Comments  

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-9.5 Update BJP and Executive Briefings

Board Review Comments  
Business Justification Package 
Business Justification Package Executive Briefing

Capability-Integrated Project Team

The Capability-Integrated Project Team updates the Business Justification Package (BJP) and the Business Justification 
Package Executive Briefing based on the Interagency Clinical Informatics Board Review Comments.

home process goals raciback

Updated Business Justification Package 
Updated Business Justification Package Executive Briefing

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-9.6 Approve BJP Package

Updated Business Justification Package 
Updated Business Justification Package Executive Briefing

Interagency Clinical Informatics Board

The Interagency Clinical Informatics Board (ICIB) approves the Business Justification Package (BJP) by signing the 
Capability-Integrated Project Team Artifact Concurrence Sheet.  The ICIB sends the Business Justification Package 
Executive Briefing to the Health Executive Council for review and approval.

home process goals raciback

Signed Capability-Integrated Project Team Artifact Concurrence Sheet  

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.
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Capability Requirements Management: ICRM-10 Approve Business Justification Package

ICRM-10.4
Sign-off 

on BJP Package

ICRM-10.1
Provide 

BJP Feedback 

Intent 
Validated?

No

Yes

home process goals raci

ICRM-10.2
Address 

BJP Architecture 
Feedback 

ICRM-10.3
Address 

BJP Feedback 

Direct to 
HARB?

Yes

ICRM-10.5
Notify 

IPO 
Deputy Director 

No

F



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-FR6 Review BJP Artifacts

Signed Business Justification Package
Updated Business Justification Package Executive Briefing

Health Executive Council

The Health Executive Council (HEC) reviews the Updated Interagency Business Justification Package (BJP) Executive 
Briefing to validate the BJP meets the capability intent. 

If the capability intent is validated, the HEC moves to approve the BJP.  If the capability intent is not validated, the 
HEC prepares revision comments.

home process goals raciback

Member Comment Sheets 

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

Artifact templates for this sub process are being developed and will be available in a future ProPath release.

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-10.1 Provide BJP Feedback

Business Justification Package 
Member Comment Sheets 

Health Executive Council

The Health Executive Council provides Business Justification Package (BJP) feedback by consolidating the concerns 
and recommendations from Member Comment Sheets into a Business Justification Package Corrective Actions List. 
Concerns related to architectural deliverables are forwarded to the Health Architecture Review Board.  All other 
concerns are forwarded to the Interagency Clinical Informatics Board.

home process goals raciback

Business Justification Package Corrective Actions List

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-10.2 Address BJP Architecture Feedback

Business Justification Package
Business Justification Package Corrective Actions List
Business Justification Package Executive Briefing

Health Architecture Review Board

The Health Architecture Review Board (HARB), working directly with the Capability-Integrated Project Team, 
addresses the Health Executive Council architecture deliverable concerns in the Business Justification Package (BJP) 
Corrective Actions List. The HARB updates the integrated Electronic Health Record Leadership on the Business 
Justification Package Corrective Action Status.

home process goals raciback

Business Justification Package Corrective Action Status

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-10.3 Address BJP Feedback

Business Justification Package
Business Justification Package Corrective Actions List
Business Justification Package Executive Briefing

Interagency Clinical Informatics Board

Interagency Clinical Informatics Board (ICIB), working directly with the Capability-Integrated Project Team, 
addresses the Health Executive Council concerns on the requirements in the Business Justification Package (BJP) 
Corrective Actions List.  The ICIB updates the integrated Electronic Health Record Leadership on the Business 
Justification Package Corrective Action Status.

home process goals raciback

Business Justification Package Corrective Action Status

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-10.4 Sign-off on BJP Package

Business Justification Package 
Capability-Integrated Project Team Artifact Concurrence Sheet

Health Executive Council

The Health Executive Council (HEC) approves the Business Justification Package (BJP) by signing the Capability-
Integrated Project Team Artifact Concurrence Sheet.

home process goals raciback

Fully Executed Capability-Integrated Project Team Artifact Concurrence Sheet

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan    

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Capability Requirements Management: ICRM-10.5 Notify IPO Deputy Director

Business Justification Package 
Fully Executed Capability-Integrated Project Team Artifact Concurrence Sheet

Interagency Clinical Informatics Board

Interagency Clinical Informatics Board notifies the Interagency Program Office (IPO) Deputy Director the Business 
Justification Package is approved.

home process goals raciback

Business Justification Package Approval Notification Memorandum  

iEHR (integrated Electronic Health Record) Capability–Integrated Project Team (C-IPT) Management Plan   

The user must arrange for access to the Max.gov portal in order to obtain the C-IPT Management Plan.  Contact the 
Director of Business Architecture Services, Health Systems Office of Health Information, VHA for access.



Fa
ci

lit
y 

C
hi

ef
  I

nf
or

m
at

io
n 

O
ffi

ce
r

IT
 A

ss
et

 M
an

ag
er

Lo
gi

st
ic

s 
St

af
f

Information Technology Asset Management 
home goals raci

ITAM-1
Acquire 
IT Assets

ITAM-4
Dispose 
IT Assets

ITAM-2
Deploy

 and Manage
IT Assets

ITAM-3
Monitor 
IT Assets



Information Technology Asset Management 

The goal of the Information Technology Asset Management (ITAM) process is to define the best in class 
methodology for acquiring, deploying and tracking equipment that maximizes the value of VA assets while 
improving inventory accuracy and reducing cost.

Specifically the process:
Provides a clear and concise standard process from acquisition to disposal
Conforms to applicable Federal and VA policies and directives
Utilizes industry best practices adapted to the VA environment
Captures and integrates needed technical and financial information 
Drives the organization to adopt the same standard process at every VA location
Utilizes applicable metrics to drive continuous improvement

�

�

�
�

�

�

Goals

home process raci

Description

The Information Technology Asset Management process is designed to provide guidance to  VA Leadership, 
Management, and employees by detailing the process of acquisition, receipt, integration, usage, and disposal 
of IT assets throughout the life cycle of an asset.



Information Technology Asset Management RACI Chart - 1
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ITAM-1.1.1 Provide CAP Survey Input R A

ITAM-1.1.2 Validate Cap Data R A

ITAM-1.1.3 Analyze Data at National Level R A

ITAM-1.1.4 Make Budget Decision R A

ITAM-1.1.5 Submit ITARS Request R A

ITAM-1.1.6 Define Specifications for Equipment R A

ITAM-1.1.7 Execute Procurement R A

ITAM-1.2.1 Identify New Activation Projects R A
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ITAM-1.2.2 Determine Activation Scope R A

ITAM-1.2.3 Open Activation Request R A

ITAM-1.2.4 Notify Regional Activation Team R A

ITAM-1.2.5 Submit ITARS Request R A

ITAM-1.2.6 Submit Request to Purchase R A

ITAM-1.2.7.1 Refine Network Design I R A

ITAM-1.2.7.2 Refine Wireless Network I R A

ITAM-1.2.7.3 Refine Telephone System I R A

back
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ITAM-1.2.7.4 Refine Server Order I R A

ITAM-1.2.7.5 Refine PC Order I R A

ITAM-1.2.7.6 Refine Printer & Scanner Order I R A

ITAM-1.2.7.7 Refine Laptop Order I R A

ITAM-1.2.7.8 Refine Content Delivery Engine I R A

ITAM-1.2.7.9 Refine Telecommunication 
Requirements I R A

ITAM-1.3.1 Gather Business Line Requirements R A

ITAM-1.3.2.1 Prioritize Projects R A

back
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ITAM-1.3.2.2 Determine Procurement Plan R A

ITAM-1.3.2.3 Identify Funded Facility 
Requirements R A

ITAM-1.3.2.4 Identify Funded SLM Requirements R A

ITAM-1.3.2.5 Submit ITARS Request R A

ITAM-1.3.2.6 Execute Procurement R A

ITAM-1.3.3.1 Complete CAP Data Call R C A

ITAM-1.3.3.2 Determine Asset by Commodity 
Type and Age R A

ITAM-1.3.3.3 Report Life Cycle Input R A

back
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ITAM-1.3.3.4 Determine Allocations Based on 
Budget R A

ITAM-1.3.3.5 Prepare Procurement Packages R A

ITAM-1.3.3.6 Execute Procurement Packages R A

ITAM-1.3.4.1 Identify Local Projects R A

ITAM-1.3.4.2 Solicit Local VA Leadership Input R A

ITAM-1.3.4.3 Provide Feedback R A

ITAM-1.3.4.4 Determine Activation Meets 
Requirements Definition R A

ITAM-2.1.1 Notify Logistics of Pending
Shipments I I A I R

back
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ITAM-2.1.2 Resolve Split Delivery Dates I I R I A

ITAM-2.2.1 Verify Invoice and Equipment R C A I I

ITAM-2.2.2 Identify Components R C A I I

ITAM2.2.3 Identify and Record Serial Numbers R C A I I

ITAM-2.2.4 Count Assets to Match Receiving 
Documents R C A I I

ITAM-2.2.5 Notify GIP of Consumables I C R I A

ITAM-2.2.6 Prepare Barcode Label R I A I I

ITAM-2.2.7 Validate Barcode Label R I A I I

back
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ITAM-2.2.8 Crosscheck Barcode Label to 
Equipment I I R I A

ITAM-2.3.1 Receive Equipment from Logistics I R A I I

ITAM-2.3.2 Obtain Secure Storage Space I I C A I I R

ITAM-2.3.3 Limit Access to Storerooms I I R I A

ITAM-2.3.4 Scan Equipment Into Storage R A

ITAM-2.3.5 Perform Periodic Inventory Scans I R A

ITAM-2.3.6 Prepare Deployment Plan I A I R

ITAM-2.4.1 Scan for Deployment to Staging Area I R A

back



Information Technology Asset Management RACI Chart - 8

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals nextback
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ITAM-2.4.2 Validate Updated Location C R A

ITAM-2.5.1 Remove Assets from Storage R I A I I

ITAM-2.5.2 Update Location Records I R A I I

ITAM-2.5.3 Obtain End-User Signature R I A

ITAM-2.5.4 Deploy Asset R A I

ITAM-3.1 Verify Inventory Data Records R I I I A

ITAM-3.2.1 Prepare Inventory Schedule C I R I A

ITAM-3.2.2 Conduct Annual Inventory Scans C I R I A



Information Technology Asset Management RACI Chart - 9

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals nextback
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ITAM-3.3 Track Movement of Non-Expendable 
Assets C R A I I

ITAM-3.4 Receive Notification of Annual 
Inventory R A

ITAM-3.5.1 Produce Exception Listing R C I I A

ITAM-3.5.2 Reconcile Exception Listing I I R I A

ITAM-3.5.3 Perform Annual Inventory I R A

ITAM-3.5.4 Generate Report of Survey Form I C I R I I A

ITAM 3.5.5 Submit EIL I I I A I I R

ITAM 3.5.6 Perform 5% Verification R I I A C



Information Technology Asset Management RACI Chart - 10

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back
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ITAM 3.6 Monitor Perpetual Inventory Process I I R I A

ITAM 4.1 Prepare Equipment for Turn-In I I R I A

ITAM 4.2 Sanitize Equipment I R I I C A

ITAM 4.3 Submit Electronic Turn-In Request I I R I A

ITAM 4.4 Validate Turn-In Date A I R I I

ITAM-4.5 Coordinate Transfer to Logistics I I R I A

ITAM-4-6 Remove Equipment from EIL R I A I I I
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Information Technology Asset Management: ITAM-1 Acquire IT Assets
home goals raci

ITAM-1.2
Regional

Buys (Activations)

ITAM 1.1
National

Buys

ITAM-1.3
Local 

Procurement 
Purchases

process

National 
Buy?

Regional 
Buy?

No

Yes

No

Yes
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Information Technology Asset Management: ITAM-1.1 National Buys

home goals raci

ITAM-1.1.2
Validate

CAP Data

process

ITAM-1.1.4
Make

Budget Decision

ITAM-1.1.6
Define

Specifications for 
Equipment

back

ITAM-1.1.1
Provide

CAP Survey Input
Life Cycle?

Input 
Required?

Yes Yes

ITAM-1.1.3
Analyze

Data at National 
Level

ITAM-1.1.7
Execute

 Procurement

No

Funded?
Yes

No

Special 
Funding?

No

ITAM-1.1.5
Submit

ITARS Request

From: PUR
Purchase

From: CSS
Contract Services 

Support

Acquisition

No

To: ITARS
Information 
Technology 
Acquisition 

Request System

Yes

  To: ITAM-1.3.2
Execute

Special Funding



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IT Asset Management: ITAM-1.1.1 Provide CAP Survey Input

Input to Capital Asset Planning Survey

Facility Chief Information Officer

The Facility Chief Information Officer provides input into the Capital Asset Planning (CAP) Survey to the Technology 
Management group for Life Cycle National Purchases. Data can be obtained through VA Fileman access to VistA or 
through the use of the IT Inventory Compliance Portal.

home process goals raciback

Automated Engineering  Management System/Medical Equipment Report System Data
Facility Strategic Plan
OIT Strategic Plan
VA Strategic Plan

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

VA Capital Assessment Process

CAP reporting is to be representative of existing AMES/MERS data. 

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)

VA IT Inventory Compliance (IIC) Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.1.2 Validate CAP Data

Validated Input to Capital Asset Planning Survey

Regional Director

The Regional Director validates the Capital Asset Planning (CAP) survey data provided by the Facility Chief 
Information Officer. 

Facility Strategic Plan
Input to Capital Asset Planning Survey
VA Strategic Plan

home process goals raciback

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

VA Capital Assessment Process



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.1.3 Analyze Data at National Level

Capital Asset Planning Survey

Technology Management

The Technology Management group, or designated Business Owner, analyzes the Data for National Purchases for 
both Life Cycle and all other purchases being recommended and produces the Capital Asset Planning Survey. 

Facility Strategic Plan
VA Strategic Plan
Validated Capital Asset Planning Survey

home process goals raciback

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

VA Capital Assessment Process



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.1.4 Make Budget Decision

Integrated Product Team Budget Data
Updated Budget

Technology Management

The Technology Management group, or designated Business Owner,  makes a budget decision to either proceed or to 
send back to the Facility Chief Information Officer for revisions.  If the decision is to proceed the Technology 
Management Group forms and Integrated Product Team of Subject Matter Experts to work on the process of defining 
equipment Specifications. 

Analyzed Capital Asset Planning Survey
Budget

home process goals raciback

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

VA Capital Assessment Process



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.1.5 Submit ITARS Request

ITARS Request

Technology Management

The Technology Management, or designated Business Owner, submits the Information Technology Acquisition 
Request System (ITARS).

Budget
Integrated Product Team Budget Data

home process goals raci

The Technology Management group is not the only office who submits ITARS requests.  The One-VA Technical 
Reference Model for key equipment specifications for the ITARS Request.

back

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

IT Acquisition Request System
One-VA Technical Reference Model



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.1.6 Define Specifications for Equipment

Equipment Specifications

Integrated Product Team

The Integrated Product Team uses the One VA Technical Reference Model and Subject Matter Experts to define 
equipment specifications. The specifications are reviewed by Enterprise System Engineering and are also used in the 
development of the Statement of Work submitted to the Technical Acquisitions Center. 

Analyzed Capital Asset Planning Survey
Updated Budget

home process goals raci

Technical Analysis Review/Technical Analysis Summary has been changed to Systems Engineering and Design 
Review.

back

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

IT Acquisition Request System
One-VA Technical Reference Model

Systems Engineering and Design Review



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.1.7 Execute Procurement

Data Call
VA Form 2237 - Request, Turn-in and Request for Property or Services

Integrated Product Team

The Integrated Product Team, or designated IFCAP Requestor, after reviewing the Technical Acquisition Center 
Proposal from the Statement of Work, executes the procurement. 

Notification of ITARS approval (Verbal or Written)
Statement of Work
Technical Acquisition Center Proposal

home process goals raciback

Federal Acquisition Regulations (FAR)
IFCAP Requirements Analysts User's Guide
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

IT Acquisition Request System
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Information Technology Asset Management: ITAM-1.2 Regional Buys (Activations)

ITAM-1.2.1
Identify

New Activation 
Projects

ITAM-1.2.2
Determine 

Activation Scope

ITAM-1.2.3
Open 

Activation Request

ITAM-1.2.7
Refine
Order

ITAM-1.2.6
Submit

Request to Purchase

ITAM-1.2.4
Notify

Regional Acquisition
Team

Special 
Funding?

Yes

No

home goals raciprocess back

ITAM-1.2.5
Submit

ITARS Request

Acquisition

To: ITARS
Information 
Technology 
Acquisition 

Request System

From:  CSS
Contract Services 

Support

From: PUR
Purchase

  To:  ITAM-1.3.2
Execute

Special Funding

       To: ITAM-2
Deploy

and Manage IT 
Assets



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.2.1 Identify New Activation Projects

Facility Chief Information Officer

One-VA Technical Reference Model

The Facility Chief Information Officer works with the IT Asset Manager, or their designee, along with local VA 
leadership to identify New Activation Projects. The following areas are addressed when determining activation 
projects:

home process goals raciback

Email Memos
Meeting Minutes

Activated Projects (Equipment Lists)
Updated Email Memos

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

Determine Network Design
Determine Wireless Network
Determine Telephone Systems
Determine Server Needs
Determine PC Needs

�

�

�

�

�

Determine Laptop Needs
Determine Printer & Scanner Needs
Determine Content Delivery Engine
Determine Telecommunications 
Requirements

�

�

�

�



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.2.2 Determine Activation Scope

Activation Scope

Facility Chief Information Officer

One-VA Technical Reference Model

The Facility Chief Information Officer (FCIO) along with the IT Asset Manager, National Chief Information 
Officer,  and Local VA Leadership determine scope of IT Support needed, for the activation projects, based on the 
number of Full Time Equivalent Employees (FTEE's) and completes an Equipment List needed to support the FTEE's.

home process goals raciback

Activated Projects (Equipment Lists)
Floor Plans
Statement of Work

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.2.3 Open Activation Request

Activation Web Form
Project Number

Facility Chief Information Officer

One-VA Technical Reference Model

The Facility Chief Information Officer opens the Activation Request and secures a project number for the Activations.

home process goals raciback

Activated Projects (Equipment Lists)
Data Call 
Statement of Work

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

Request Portal

Collection of Activations by Quarter



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.2.4 Notify Regional Activation Team

Notification of Activation Web Form
Notification of Project Number

Facility Chief Information Officer

The Facility Chief Information Officer notifies the Veterans Integrated Service Network CIO, the Regional Director or 
designee, and the Regional Acquisitions Team of any activation request via the Activation Web Form and Project 
Number.

home process goals raciback

Activation Web Form
Data Call
Project Number

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

Collection of Activations by Quarter
One-VA Technical Reference Model
Request Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.2.5 Submit ITARS Request

ITARS Request

Facility Chief Information Officer

One-VA Technical Reference Model

The Facility Chief Information Officer submits the Information Technology Acquisition Request System request.

home process goals raciback

Budget
Data Call

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

IT Acquisition Request System

The FCIO will use "Collection of Activations by Quarter and other Request Portal information from the region for 
data needed for the ITARS Request.  The One-VA Technical Reference Model is a key source of data for equipment 
specifications. 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.2.6 Submit Request to Purchase

Updated Activated Projects 
VA Form 2237 - Request, Turn-in and Request for Property or Services

Regional Acquisitions Team

The Regional Acquisitions Team reviews, approves, and submits a request to place the order to the acquisition 
group.  The Region Activations Team is responsible for refining orders, with input from the Facility Chief Information 
Officer, as changes occur to the workforce in the region.

home process goals raciback

Data Call
Information Technology Acquisition Request System Request

Federal Acquisition Regulations (FAR)
Integrated Funds Distribution, Control Point Activity, Accounting and Procurement,  Requirements Analyst User's Guide
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

IT Acquisition Request System
One-VA Technical Reference Model

Collection of Activations by Quarter

Request Portal



R
eg

io
na

l A
cq

ui
si

tio
n 

Te
am

Information Technology Asset Management: ITAM-1.2.7 Refine Order 

ITAM-1.2.7.3
Refine 

Telephone System

ITAM-1.2.7.4
Refine

Server Order

ITAM-1.2.7.5
Refine

PC Order

ITAM-1.2.7.8
Refine

Content Delivery 
Engine

ITAM-1.2.7.9
Refine

Telecommunication 
Requirements

ITAM-1.2.7.6
Refine

Printer & Scanner 
Order

ITAM-1.2.7.7
Refine

Laptop Order

home goals raciprocess back

ITAM-1.2.7.2
Refine

Wireless Network

ITAM-1.2.7.1
Refine

Network Design



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.2.7.1 Refine Network Design

Refined Network Design

Regional Acquisitions Team

The Regional Acquisitions Team works with the Regional LAN Teams, Regional Acquisition Teams, National Content 
Delivery Teams and Regional Telecommunications Business Office  to refine the order for the Data Network to 
include: wireless network, telephone systems, servers, personal computers, laptops, printers and scanners, content 
delivery engine, and telecommunications requirements to includes lead time information. 

home process goals raci

The Facility Chief Information Officer refines orders based on changes to the workforce in the region. 

Note: The Refined Network Design includes updated network equipment lists.

back

Floor Plans
Full Time Equivalent Employee Info
Statement of Work

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.2.7.2 Refine Wireless Network 

Refined Wireless Network Equipment Order (if applicable)

Regional Acquisitions Team

The Regional Acquisitions Team works with the Regional LAN Team to refine the order for the wireless network 
equipment based on employee changes and other technology changes in the region.   

home process goals raci

The FCIO refines orders based on changes to the workforce in the region. 

back

Floor Plans
Full Time Equivalent Employee Info
Regional LAN Template
Statement of Work

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.2.7.3 Refine Telephone System

The Regional Acquisitions Team works with the Regional LAN Team to refine the order for the telephone system 
equipment based on employee changes and other technology changes in the region.  

Regional Acquisitions Team

home process goals raci

The FCIO refines orders based on changes to the workforce in the region. 

back

Refined Telephone System Equipment Order (if applicable)

Floor Plans
Full Time Equivalent Employee Info
Regional VoIP Planning Form
Statement of Work

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.2.7.4 Refine Server Order

Refined Server Equipment List Order

Regional Acquisitions Team

The Regional Acquisitions Team works with the Regional LAN Team to refine the order for the server equipment 
based on employee changes and other technology changes in the region. 

home process goals raci

The FCIO refines orders based on changes to the workforce in the region. 

back

Floor Plans
Full Time Equivalent Employee Info
Statement of Work

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.2.7.5 Refine PC Order

Refined Personnel Computer Equipment Order

Regional Acquisitions Team

The Regional Acquisitions Team works with the Regional LAN Team and the VA Points of Contacts to refine the order 
for the Personnel Computer (PC) equipment based on employee changes and other technology changes in the region.

home process goals raci

The FCIO refines orders based on changes to the workforce in the region. 

back

Floor Plans
Statement of Work

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.2.7.6 Refine Printer & Scanner Order

Refined Printer and Scanner Equipment Order

Regional Acquisitions Team

The Regional Acquisitions Team works with the Regional Acquisition Team to refine the order for the printer and 
scanner equipment based on employee changes and other technology changes in the region. 

home process goals raci

The FCIO refines orders based on changes to the workforce in the region. 

back

Floor Plans
Statement of Work

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.2.7.7 Refine Laptop Order

Refined Laptop Equipment Needs Order

Regional Acquisitions Team

The Regional Acquisitions Team works with the Regional Acquisition Team to refine the order for the laptop 
equipment based on employee changes and other technology changes in the region.

home process goals raci

The FCIO refines orders based on changes to the workforce in the region. 

back

Floor Plans
Statement of Work

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.2.7.8 Refine Content Delivery Engine

Email to National CDN Team

Regional Acquisitions Team

The Regional Acquisitions Team works with the Regional Acquisition Team and sends an email request to the Content 
Delivery Network (CDN) approximately six months before the activation.  The Content Delivery Network Team 
works with the FCIO and Acquisitions Group on configuring and shipping the device to meet the needs of the 
location. 

home process goals raciback

Floor Plans
Statement of Work

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

The FCIO refines orders based on changes to the workforce in the region. 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.2.7.9 Refine Telecommunication Requirements

Refined Regional TBO Circuit Request Order

Regional Acquisitions Team

The Regional Acquisitions Team works with the Regional Telecommunications Business Office (TBO) and Regional 
Integrated Product Team to refine the order for the Telecommunications Regional TBO Circuit Request based on 
employee changes and other technology changes in the region.

home process goals raci

The FCIO refines orders based on changes to the workforce in the region. 

back

Floor Plans
Statement of Work

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)



Fa
ci

lit
y 

C
hi

ef
  I

nf
or

m
at

io
n 

O
ffi

ce
r

Information Technology Asset Management: ITAM-1.3 Local Procurement Purchases
home goals raciprocess

ITAM-1.3.3
Develop

Life Cycle Refresh 
Projects

ITAM-1.3.4
Develop

Activation Projects

back

ITAM-1.3.1
Gather

Business Line 
Requirements

Special 
Funding? Life Cycle?

No

Yes

No

Yes

ITAM-1.3.2
Execute

Special Funding



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.1 Gather Business Line Requirements

Submission to Region - Data Call

Facility Chief Information Officer

Local Tracking List

The Facility Chief Information Officer gathers business line requirements from customer interactions and local facility 
meetings using the Facility Strategic Plan, Equipment Requests, Move Requests, and Service Requests from the Local 
VA Leadership and IT Asset Manager. The outcome is a data call for local procurement needs for the facility.

Equipment Requests
Facility Strategic Plan
Move Requests
Service Requests

Federal Acquisition Regulations (FAR)
Integrated Funds Distribution, Control Point Activity, Accounting and Procurement,  Requirements Analyst User's Guide
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

home process goals raciback
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Information Technology Asset Management: ITAM-1.3.2 Execute Special Funding 

home goals raci

ITAM-1.3.2.1
Prioritize 
Projects

process

ITAM-1.3.2.2
Determine 

Procurement Plan

ITAM-1.3.2.3
Identify

Funded Facility 
Requirements

back

ITAM-1.3.2.5
Submit 

ITARS Request

ITAM-1.3.2.6
Execute

Procurement

ITAM-1.3.2.4
Identify 

Funded SLM 
Requirements

Facility 
Buy?

Yes

No

To: ITARS
Information 
Technology 
Acquisition 

Request System

From: CSS
Contract Services 

Support

From: PUR
Purchase

Acquisition

To: ITAM 2.
Deploy and Manage 

IT Process



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.2.1 Prioritize Projects

Prioritized Projects 
Prioritized Project Requirements

Facility Chief Information Officer

If discretionary money is available the Facility Chief Information Officer will work with the Facility Director to 
prioritize and validate established needs. 

home process goals raciback

Business Line Needs
Strategic Plans

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.2.2 Determine Procurement Plan

Procurement Plan

Regional Director

The Regional Director (RD) works with the Network and Facility Chief Information Officer (FCIO) to determine the 
procurement spending plan based on facility requirements or service line management requirements . If this is a 
facility funded requirement the Regional Directors works with the FCIO to break out the facility procurement dollars 
and if this is not a facility buy the RD works with the FCIO to break out the Service Line Requirements.

home process goals raciback

Prioritized Projects 
Prioritized Project Requirements

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.2.3 Identify Funded Facility Requirements

VA Facility Requirements

Regional Director

The Regional Director works with the Network and Facility Chief Information Officer to break out the funded VA 
Facility Requirements from the Procurement Plan. 

home process goals raciback

Procurement Plan

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.2.4 Identify Funded SLM Requirements

Service Line Manager Requirements

Regional Director

The Regional Director works with the Network and Facility Chief Information Officer to break out the funded Service 
Line Manager Requirements from the Procurement Plan.

home process goals raciback

Re-prioritized Projects 
Re-prioritized Project Requirements

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.2.5 Submit ITARS Request 

ITARS Request

Facility Chief Information Officer

One-VA Technical Reference Model

The Facility Chief Information Officer (FCIO) submits the Information Technology Acquisition Request System 
(ITARS) request.

home process goals raci

The FCIO uses the One-VA Technical Reference Model for key equipment specifications for the ITARS Request.

back

Budget
Service Line Manager Requirements
VA Facility Requirements

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

IT Acquisition Request System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.2.6 Execute Procurement 

VA Form 2237 - Request, Turn-in and Request for Property or Services

Regional Acquisition Team

The Regional Acquisition Team, after reviewing the Technical Acquisition Center Proposal from the Statement of 
Work, executes the procurement.  

home process goals raciback

Statement of Work
Technical Acquisition Center Proposal

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)
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Information Technology Asset Management: ITAM-1.3.3 Develop Life Cycle Refresh Projects
home goals raci

ITAM-1.3.3.3
Report

Life Cycle Input 

process

ITAM-1.3.3.4
Determine

Allocations Based on
Budget

ITAM-1.3.3.5
Prepare

Procurement
Packages

back

ITAM-1.3.3.2
Determine 

Asset by Commodity 
Type and Age

ITAM-1.3.3.1
Complete 

CAP Data Call

ITAM-1.3.3.6
Execute

Procurement
Packages 

To: PUR-1
Initiate Purchase 

Request



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.3.1 Complete CAP Data Call

Capital Asset Planning Data 

Facility Chief Information Officer

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)

The Facility Chief Information Officer completes a Capital Asset Planning Data Call. The numbers reported shall be 
reflective of actual inventory data and from the auto-generate report from Integrated Funds Distribution, Control 
Point Activity, Accounting and Procurement (IFCAP) Inventory Records.

Automated Engineering Management System/Medical Equipment Report System Records
IFCAP Records
Submission to Region - Data Call

IFCAP,  Requirements Analyst User's Guide
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

home process goals raci

The CAP Data call is completed to determine the life cycle refresh projects that need initiated

back

IT Acquisition Request System
VA Capital Assessment Process
VA IT Inventory Compliance (IIC) Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.3.2 Determine Asset by Commodity Type and Age 

Facility Level CAP Report (Identifying Assets by Commodity Type and Age)

 IT Asset Manager

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)

The IT Asset Manager uses Automated Engineering Management System/Medical Equipment Reporting System 
and/or the VA IT Inventory Compliance system to determine assets by commodity type and age in order to refresh 
aged assets on a one-to-one basis.

Automated Engineering Management System/Medical Equipment Reporting System Records
Capital Asset Planning Data 
VA IT Inventory Compliance Portal Records

Integrated Funds Distribution, Control Point Activity, Accounting and Procurement,  Requirements Analyst User's Guide
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

home process goals raciback

VA IT Inventory Compliance (IIC) Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.3.3 Report Life Cycle Input 

Submitted Facility Level CAP Report

Facility Chief Information Officer

The Facility Chief Information Officer works with the IT Asset Manager to report/submit the Facility Level Capital 
Asset Planning (CAP) Report with updated Life Cycle Input.

Facility Level CAP Report (Identifying Assets by Commodity Type and Age)

Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

home process goals raciback

VA Capital Assessment Process



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.3.4 Determine Allocations Based on Budget

Updated Budget Requirements List

Technology Management

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)

The Technology Management, or the designated Business Owner,  works with IT Service Continuity Management 
(ITSCM) to determine Budget Allocations for Life Cycle Refresh projects. The ITSCM works with Senior Leadership 
and Customers to determine priorities.

Budget Requirements List

Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

home process goals raciback

IT Acquisition Request System
VA Capital Assessment Process



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.3.5 Prepare Procurement Packages

Procurement Packages

Technology Management

VA Capital Assessment Process

The Technology Management, or the designated Business Owner, prepares Actionable Procurement Packages based 
upon Customer needs and Senior Level priorities. The IT Logistics Office (ITLO's) works with Technology 
Management to prepare the packages and serves as the Contracting Officer Representatives.

Updated Budget Requirements List

home process goals raciback

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.3.6 Execute Procurement Packages 

Executed Procurement Packages
VA Form 2237 - Request, Turn-in and Request for Property or Services

Technical Acquisition Center

The Technical Acquisition Center  executes the Procurement Package which will generate a Receiving Report.

Procurement Packages

home process goals raciback

Federal Acquisition Regulations (FAR)
Integrated Funds Distribution, Control Point Activity, Accounting and Procurement,  Requirements Analyst User's Guide
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)
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Information Technology Asset Management: ITAM-1.3.4 Develop Activation Projects 
home goals raci

ITAM-1.3.4.4
Determine 

Activation Meets 
Requirements 

Definition

process back

ITAM-1.3.4.1
Identify

Local Projects

ITAM-1.3.4.2
Solicit 

 Local VA 
Leadership Input

ITAM-1.3.4.3
Provide

Feedback

Activations?

No

Yes

To: ITAM 1.2
Regional Buys
(Activations)

   To: ITAM 1.3.2
Execute

Special Funding



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.4.1 Identify Local Projects

Budget Requirements List
Updated IT Tactical Plan

Facility Chief Information Officer

Local Tracking List

The Facility Chief Information Officer works with the IT Asset Manager and Local VA Leadership to identify local 
projects for activations that meet budget requirements.

Facility Strategic Plan
IT Tactical Plan

Federal Acquisition Regulations (FAR)
Integrated Funds Distribution, Control Point Activity, Accounting and Procurement,  Requirements Analyst User's Guide
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.4.2 Solicit Local VA Leadership Input

Verbal and Formal Input

Facility Chief Information Officer

The Facility Chief Information Officer (FCIO) solicits input from the IT Asset Manager and VA Local Leadership 
including the Fiscal Officer or Local Facilities Management on specific IT requirements. The FCIO is actively 
participating in Local Strategic Planning Process.

Budget Requirements List
Submission to Region - Data Call
Workforce Planning Projections (Hoteling and Telework Projections)

home process goals raciback

Federal Acquisition Regulations (FAR)
Integrated Funds Distribution, Control Point Activity, Accounting and Procurement,  Requirements Analyst User's Guide
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

Local Tracking List



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.4.3 Provide Feedback

Feedback on IT Needs

Local VA Leadership

The Local VA Leadership provides feedback to the Facility Chief Information Officer concerning specific IT needs.

Budget Requirements List
Verbal and Formal Input (Email or other formal communication means)

home process goals raci

There will be various methods for how the VA Leadership will provide feedback on specific IT needs.

back

Federal Acquisition Regulations (FAR)
Integrated Funds Distribution, Control Point Activity, Accounting and Procurement,  Requirements Analyst User's Guide
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

Local Tracking List



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-1.3.4.4 Determine Activation Meets Requirements Definition

New Record of Activation For Quarterly Activation Data Call

IT Asset Manager

IT Acquisition Request System

The IT Asset Manager works with both the VA Local Leadership and the Facilities Chief Information Office to 
determine the procurement meets the current definition of an activation.

Cost Estimate
Verbal and Formal Input

Federal Acquisition Regulations (FAR)
Office of Acquisition and Logistics - VA Acquisition Regulation (VAAR)

home process goals raciback

Systems Engineering and Design Review 
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Information Technology Asset Management: ITAM-2 Deploy and Manage IT Assets
home goals raci

ITAM-2.1
Receive

Notification of 
Incoming Shipments

ITAM-2.4
Prepare 

Assets for 
Deployment

ITAM-2.3
Manage

 Assets in Storage

ITAM-2.5
Manage 

Deployed Assets

ITAM-2.2
Manage

Receipt of 
Assets in Logistics

Hold in
Logistics?

No

Yes

process
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Information Technology Asset Management: ITAM-2.1 Receive Notification of Incoming Shipments

ITAM-2.1.1
Notify

Logistics of Pending 
Shipments

ITAM-2.1.2
Resolve

 Split Delivery Dates

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.1.1 Notify Logistics of Pending Shipments

Delivery Notification (See More Information)

Facility Chief Information Officer

ITRSS Portal
Intranet Portals (WIKI Portal)

The Facility Chief Information Officer (FCIO) notifies Logistics Staff of pending incoming shipments. The FCIO 
provides Logistics with information regarding incoming shipments of equipment. For local procurements this 
information is extracted from Integrated Funds Distribution, Control Point Activity, Accounting and Procurement 
(IFCAP) system. For national procurements shipment and tracking information is available on the Information 
Technology Receiving Support System (ITRSS) portal. In addition, national procurements have a requirement for the 
vendor to make positive contact with local sites prior to delivery to ensure space availability.

Delivery Spreadsheets
Integrated Funds Distribution, Control Point Activity, Accounting and Procurement  Purchase Orders 

IFCAP,  Requirements Analyst User's Guide
VA Handbook 7002, Logistics Management Procedures,  Parts 8, 9, and 13

home process goals raciback

Notifying Logistics of pending shipments is a collaborative effort involving Logistics/Property Management and the 
FCIO or the IT Custodial Officer.
Communication through the facility locations occurs via emails and Excel spreadsheets  as well as delivery 
notifications (automated emails) listed in Artifacts Created.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.1.2 Resolve Split Delivery Dates

Multiple Delivery Appointments/Announcements (Detailed) 

IT Asset Manager

The IT Asset Manager or designee resolves issues arising from split delivery dates. The IT Asset Manager identifies 
overlapping dates, staffing shortages, and storage problems and resolves these with the Facility Chief Information 
Officer. The IT Asset Manager interacts directly with the shipping company to resolve issues or problems with incoming 
shipments.

Delivery Notification
Integrated Funds Distribution, Control Point Activity, Accounting and Procurement  Purchase Orders

home process goals raciback

All packing slips must reference the IFCAP Purchase Order.

The delivery appointments/announcements must contain quantities, dates, schedules, purchase order number, point of 
contact, and, if needed, special delivery instructions.

The delivery appointments/announcements must be affixed on all boxes of an order.

Requirements have been built into awards for all National Buys for vendors to contact VA sites before delivery.

The IT Asset Manager uses emails, calendars, and phone calls to resolve problems associated with split delivery dates.

Integrated Funds Distribution, Control Point Activity, Accounting and Procurement,  Requirements Analyst User's Guide
VA Handbook 7002, Logistics Management Procedures



IT
 A

ss
et

 M
an

ag
er

Lo
gi

st
ic

s 
St

af
f

Information Technology Asset Management: ITAM-2.2 Manage Receipt of Assets in Logistics

ITAM-2.2.3
Identify

and Record Serial 
Numbers

ITAM-2.2.1
Verify 

Invoice and 
Equipment 

ITAM-2.2.2
Identify

Components

home process goals raci

ITAM-2.2.4
Count

Assets to Match 
Receiving 

Documents

ITAM-2.2.5
Notify

GIP of Consumables 

ITAM-2.2.6
Prepare

Barcode Label

ITAM-2.2.7
Validate

Barcode Label

ITAM-2.2.8
Crosscheck

Barcode Label to 
Equipment

back



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.2.1 Verify Invoice and Equipment 

Integrated Funds Distribution, Control Point Activity, Accounting and Procurement System Receiving Report

Logistics Staff

Use electronic means (i.e.., barcode scanners and advance importable spreadsheets) when possible to capture asset 
information such as serial numbers, purchase order numbers, and if applicable, the Nation Project number.

The Logistics Staff conducts receiving verification and equipment identification. The Logistics Staff reviews purchase 
orders and shipping documents to match up with actual assets received.

Integrated Funds Distribution, Control Point Activity, Accounting and Procurement Purchase Orders 
Shipping Documents (Packing Slips)

home process goals raciback

Integrated Funds Distribution, Control Point Activity, Accounting and Procurement,  Requirements Analyst User's Guide
VA Handbook 7002, Logistics Management Procedures



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.2.2 Identify Components

Validated Integrated Funds Distribution, Control Point Activity, Accounting and Procurement System Receiving Report 
List of consumables for entry to Generic Inventory Package 

Logistics Staff

Information Technology Inventory Compliance Portal
Information Technology Receiving Support System Portal
Vendor(s) Internet Portal Entry

The Logistics Staff works with the IT Asset Manager to identify and validate the receipt of the asset and related components. 
This is a manual process of reconciling the components/consumables to the purchase order.

The Logistics Staff is responsible for confirming the accuracy of incoming receipts so payment can be approved for the vendors.

If the acquisition is a national procurement the Logistics Staff must notify the OIT Inventory Management Officer that the 
material has been received in order for payment to be made.

Integrated Funds Distribution, Control Point Activity, Accounting and Procurement  Purchase Orders
Shipping Documents (Packing Slips)

home process goals raciback

Additional information used for consumables can be found in "Contract Award Documents" and "Vendor Product Manuals" 
supplied by the IT Asset Manager.

Integrated Funds Distribution Control Point Activity, Accounting and Procurement Delivery Order Users Guide
VA Handbook 7002, Logistics Management Procedures
VHA Directive 1761.1, Standardization of Supplies and Equipment



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.2.3 Identify and Record Serial Numbers

Receiving Report
Updated Automated Engineering Management System/Medical Equipment Report System Record 
Updated Equipment Inventory List

Logistics Staff

Barcode Labeler

The Logistics Staff identifies and records serial numbers. The Logistics Staff collects the needed information from the 
equipment to populate the Automated Engineering Management System/Medical Equipment Report System 
(AEMS/MERS) record for each of the thirty-five required fields. Any questions related to serial numbers and other 
required fields are addressed with the IT Asset Manager.

Automated Engineering Management System/Medical Equipment Report System Record
Delivery Order
Equipment Inventory List
Integrated Funds Distribution, Control Point Activity, Accounting and Procurement System Receiving Report
Shipping Documents (Packing Slips)
Vendor Equipment Tags/Labels
Vendor Spreadsheets

home process goals raciback

Some locations use Excel spreadsheets to upload batches of serial numbers if the vendor provides this detail.

Vendor spreadsheets containing serial numbers provided in national buys are available from National Inventory 
Management Officer.

Required Fields are highlighted on pages 47 and 48 of the VA Handbook 7002, Logistics Management Procedures.

Integrated Funds Distribution Control Point Activity, Accounting and Procurement (IFCAP) Delivery Order User's Guide
VA Handbook 7002, Logistics Management Procedures

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.2.4 Count Assets to Match Receiving Documents

Updated Automated Engineering Management System/Medical Equipment Report System Property Records
Updated Information Technology Receiving Support System Portal Records

Logistics Staff

The ITRSS Portal provides the correct CSN and also has links to common Information Technology CSN's.

ITRSS Portal 

The Logistics Staff counts assets and matches them to the receiving documents. The Logistics Staff identifies 
accountable versus expendable items and assigns the correct Category Stock Number (CSN).  

The Logistics Staff also verifies the assets match receiving documents and records the results in Automated 
Engineering Management System/Medical Equipment Report System (AEMS/MERS). For national buys the Logistics 
Staff records the quantities received in the Information Technology Receiving Support System (ITRSS) 
portal.  Locations not on ITRSS portal must confirm receipt of national buys to the OIT Inventory Management Officer.

Automated Engineering Management System/ Medical Equipment Report System Property Records
Information Technology Receiving Support System Portal Records
VA Catalog #3 Supply Catalog
Vendor Shipping/Receiving Documents

home process goals raciback

VA Handbook 7002, Logistics Management Procedures

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.2.5 Notify GIP of Consumables

Inventory Request for Generic Inventory Package to Stock 

IT Asset Manager

Vendor web sites 

The IT Asset Manager, or designee, notifies the Logistics Manager or Item Manager of the Generic Inventory Package 
(GIP) of consumables that need to be stocked for future end-user requests.

Vendor Documentation

home process goals raciback

Integrated Funds Distribution, Control Point Activity, Accounting and Procurement,  Requirements Analyst User's Guide



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.2.6 Prepare Barcode Label

Barcode Label 
Companion List to Barcode Labels
       

Logistics Staff

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)

The Logistics Staff produces and prints barcode labels for all received non-expendable assets by ensuring all printed 
fields of Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS) records are 
completed.

Automated Engineering Management System/Medical Equipment Report System Records

home process goals raciback

VA Handbook 7002, Logistics Management Procedures

The Equipment Category Barcode Label contains the equipment entry number, serial number, station number, and 
asset description.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.2.7 Validate Barcode Label

Logistics Staff

This step tests and verifies that the barcode label was affixed to the asset properly (i.e.., not printed poorly 
or attached with creases, tears, hard to read location, etc.) and can be read by a scanner.  When uploaded 
back to AEMS/MERS it provides an initial Physical Inventory Date that is used on the Information 
Technology Inventory Compliance portal calculations.  

The Companion List is from AEMS/MERS.

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)

The Logistics Staff validates barcode labels. The Logistics Staff ensures the barcode labels are affixed to the asset or are 
provided to the IT Asset Manager. The IT Asset Manager or designee verifies the information on the label matches the 
information on the asset.

No equipment is placed "in use" without a proper barcode label affixed.

Automated Engineering Management System/Medical Equipment Report System Barcode Labels
Companion List to Barcode Labels 

home process goals raciback

Replacement Automated Engineering Management System/Medical Equipment Report System Barcode Labels

VA Handbook 7002, Logistics Management Procedures



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.2.8 Crosscheck Barcode Label to Equipment

Replacement Barcode Labels (if needed)

IT Asset Manager

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)

The IT Asset Manager, or designee, crosscheck's barcode labels to equipment. The IT Asset Manager has a third party 
(an entity other than the Logistics Staff) conduct a manual/physical crosscheck of equipment entry numbers, 
equipment description, and serial numbers to ensure they match to the barcode labels.  

Automated Engineering Management System/Medical Equipment Report System Barcode Labels

home process goals raciback

VA Handbook 7002, Logistics Management Procedures

Internal Quality Control checks are conducted by the IT Asset Manager to ensure the barcode label being printed 
can be read by the barcode scanner.
This activity is a Best Practice to help with General Accounting Office recommendations.
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Information Technology Asset Management: ITAM-2.3 Manage Assets in Storage

ITAM-2.3.4
Scan

Equipment Into 
Storage

ITAM-2.3.2
Obtain 

Secure Storage 
Space

ITAM-2.3.3
Limit

 Access to 
Storerooms

home process goals raci

ITAM-2.3.6
Prepare

Deployment Plan

ITAM-2.3.5
Perform

Periodic Inventory 
Scans

ITAM-2.3.1
Receive 

Equipment
from Logistics

back



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.3.1 Receive Equipment from Logistics

Signed Integrated Funds Distribution, Control Point Activity, Accounting and Procurement System Receiving Report 

Information Technology Staff

The VA standard is 95% of all assets must be deployed with 90 days of receipt into storage. Only certain authorized 
Information Technology personnel can sign for equipment per the VA Handbook 7002, Logistics Management 
Procedures. Written authorization comes from Facility Chief Information Officer.

Copies of the Signed Receiving Report are sent to Logistics and the IT Asset Manager.

The Information Technology (IT) Staff receives equipment from Logistics. The IT Staff takes receipt of the equipment 
from Logistics. A copy of the Integrated Funds Distribution, Control Point Activity, Accounting and Procurement 
System (IFCAP) Receiving Report is presented for signature by the IT Staff at transfer.

Integrated Funds Distribution, Control Point Activity, Accounting and Procurement System Receiving Report 

home process goals raciback

IFCAP,  Requirements Analyst User's Guide
VA Handbook 7002, Logistics Management Procedures



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.3.2 Obtain Secure Storage Space

 Facility Chief Information Officer

The VA standard is 95% of all assets must be deployed with 90 days of receipt into storage.
Space Committees are in place to help identify secure storage locations.  In many cases no artifacts are created as 
suitable storage space already exists.

Facility Floor Plan

The Facility Chief Information Officer (FCIO) obtains secure storage space for equipment. The FCIO working with 
Information Technology (IT) Staff (Custodial Official) identifies storage space and oversees needed modifications to 
secure the space such as re-keying access doors. The FCIO makes arrangements with security, law enforcement 
management and engineering management limiting access to IT Staff.  

home process goals raciback

Updated Floor Plan (Temporary Storage)
Updated Lock Inventory
Updated Physical Security Space List

VA Handbook 7002, Logistics Management Procedures

Floor Plan (Temporary Storage)
Lock Inventory
Physical Security Space List



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.3.3 Limit Access to Storerooms

Security Logs

IT Asset Manager

IT Asset Management Council was established to develop the security measures in VA Directive 0730/1, Security and 
Law Enforcement.

The IT Asset Manager limits access to storerooms used for storing equipment prior to deployment. The IT Asset 
Manager provides security during the workday for these locations and works with VA Police to ensure after hours 
security at these locations. 

home process goals raciback

Updated Floor Plan (Temporary Storage)
Updated Lock Inventory
Updated Physical Security Space List

VA Handbook 7002, Logistics Management Procedures
VA Directive 0730/1, Security and Law Enforcement 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.3.4 Scan Equipment Into Storage

Updated Automated Engineering Management System/Medical Equipment Report System Records

Information Technology Staff

Barcode Scanner

The Information Technology (IT) Staff scans and moves equipment into storage locations. The IT Staff scans the 
barcode labels, changes the physical location to the IT storage location, and uploads the information to the Automated 
Engineering Management System/Medical Equipment Report System (AEMS/MERS).

Automated Engineering Management System/Medical Equipment Report System Records

home process goals raciback

VA Handbook 7002, Logistics Management Procedures

AEMS/MERS Equipment Barcode and Location Space Labels are updated with physical inventory date and location 
fields in the records.

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.3.5 Perform Periodic Inventory Scans

Updated Automated Engineering Management System/Medical Equipment Report System Records

IT Asset Manager

Performing periodic inventory scans is considered a Best Practice. 

Barcode Scanner

The IT Asset Manager, or designee, performs periodic inventory scans of equipment in secured storage locations to 
maintain inventory accuracy. The IT Asset Manager  performs periodic and annual inventory scans of the storeroom 
locations updating the date and location fields per the General Accountability Office (GAO) audit informal 
recommendations.

Automated Engineering Management System/Medical Equipment Report System Records

home process goals raciback

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.3.6 Prepare Deployment Plan

Deployment Plan

Facility Chief Information Officer

Activation List Portal
Life Cycle Projects

The Facility Chief Information Officer (FCIO) or designee reviews the Automated Engineering Management 
System/Medical Equipment Report System (AEMS/MERS) records and prepares a deployment plan based on facility 
requirements.

home process goals raciback

Facility Requirements

Per the FCIO 2011 Performance Plan, for Life Cycle Replacement Equipment 90% of assets are to be deployed 
within 120 days of receipt. 

Per the FCIO Performance Plan, for Life Cycle Replacement Equipment 95% of the assets deployed within 90 
days is considered exceptional performance.

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)
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Information Technology Asset Management: ITAM-2.4 Prepare Assets for Deployment

ITAM-2.4.1
Scan

 for Deployment to 
Staging Area

ITAM-2.4.2
Validate 

Updated Location 

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.4.1 Scan for Deployment to Staging Area

IT Asset Manager

Barcode Scanners

The IT Asset Manager, or designee, scans all equipment removed from storage and placed into the staging area for 
deployment, as applicable.

Automated Engineering Management System/Medical Equipment Report System Barcode Labels
Deployment Plan
Location Door Tags

home process goals raciback

Updated Automated Engineering Management System/Medical Equipment Report System Records

VA Directive 6500, Information Security Program
VA Handbook 7002, Logistics Management Procedures

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.4.2 Validate Updated Location

IT Asset Manager

This is a Best Practice Quality Check step to ensure accurate AEMS/MERS Physical Inventory Date and Location Field 
Data.

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)

The IT Asset Manager, or designee, validates the locations of assets deployed to staging areas are updated 
successfully in Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS). The 
Asset Manager physically delivers the assets to staging areas.

Automated Engineering Management System/Medical Equipment Report System Barcode Labels

home process goals raciback

Updated Automated Engineering Management System/Medical Equipment Report System Records

VA Handbook 7002, Logistics Management Procedures
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Information Technology Asset Management: ITAM-2.5 Manage Deployed Assets

ITAM-2.5.1
Remove 
Assets 

from Storage

home process goals raci

ITAM-2.5.3
Obtain 

End-User 
Signature

ITAM-2.5.2
Update

Location
Records

Mobile / Loaned 
Equipment?

ITAM-2.5.4
Deploy
Asset

No

Yes

back



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.5.1 Remove Assets from Storage

Logistics Staff

Logistics is not required to maintain a running inventory at this stage. 

Barcode Scanners

The Logistics Staff moves all items, in collaboration with Information Technology Staff, from secured storage into 
staging areas for deployment.

home process goals raciback

VA Handbook 7002, Logistics Management Procedures

 Automated Engineering Management System/Medical Equipment Report System Records

Staged Information Technology Equipment

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.5.2 Update Location Records

Updated Automated Engineering Management System/Medical Equipment Report System Records

Information Technology Staff 

Changing AEMS/MERS location by the IT Staff  is part of the new IT options in AEMS/MERS.  The IT Staff uses the 
AEMS/MERS IT Owner Menu to update the Inventory Edit fields.

Inventory Edit Options allows OIT to edit the record for existing piece of equipment. Only equipment that has a 
CMR/EIL with IT TRACKING set to YES is to be updated. This option is locked with the EN IT INVENTORY Security 
Key.

Information Technology (IT) Staff tracks and updates locations when assets are moved from secure storage.  The IT 
Staff uploads new Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS) 
location records.  

Assets not physically located within a VA supported facility (i.e.., laptops, telecommuter equipment, etc.) need to 
reflect the offsite location using the IT REMOTE LOCATION, LOCATION,  and COMMENTS field in AEMS/MERS.

Automated Engineering Management System/Medical Equipment Report System Records

home process goals raciback

VA Handbook 7002, Logistics Management Procedures

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)
Barcode Scanners



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.5.3 Obtain End-User Signature

Updated Automated Engineering Management System/Medical Equipment Report System Records
VA Form 0887, VA Property Loan Form

Information Technology Staff

The form generated from AEMS/MERS may be used in lieu of VA Form 0887, VA Property Loan Form.

IT Staff uses AEMS/MERS menu to assign responsibilities.

Changing AEMS/MERS location by the IT Staff  is part of the new IT options in AEMS/MERS.  The IT Staff uses the 
AEMS/MERS IT Owner Menu to update the Inventory Edit fields.

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)

The Information Technology (IT) Staff obtains end-user signature electronically or physically for mobile / loaned 
equipment. There  are two methods for collection signatures, one is with the VistA account and the second is printing a 
hard copy of the receipt from Automated Engineering Management System/Medical Equipment Report System 
(AEMS/MERS) for signature by the end-user.

Automated Engineering Management System/Medical Equipment Report System Records

home process goals raciback

IT Equipment Module



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-2.5.4 Deploy Asset

Information Technology Staff

The Information Technology (IT) Staff deploys the asset. All movement of IT Equipment is scanned into Automated 
Engineering Management System/Medical Equipment Report System (AEMS/MERS).

Assets issued to individuals such as laptops, BlackBerrys ®, cell phones,  and other portable assets will be moved to an 
IT tracked equipment inventory listing and assigned at the user level.

home process goals raciback

Automated Engineering Management System/Medical Equipment Report System Records

Updated Automated Engineering Management System/Medical Equipment Report System Records
Updated Equipment Inventory Listing (See more information)

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)

IT Equipment Module

The automated hand receipt generated from the Equipment Inventory Listing is used in lieu of VA Form 0887, 
Property Pass.
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Information Technology Asset Management: ITAM-3 Monitor IT Assets

ITAM-3.5
Perform

Annual Inventory 
Reconciliation

ITAM-3.2
Monitor

Inventory
 Process

ITAM-3.4
Receive

Notification of
Annual Inventory 

home goals raciprocess

ITAM-3.6
Monitor

Perpetual Inventory 
Process

ITAM-3.3
Track

Movement of  Non-
Expendable Assets

ITAM-3.1
Verify

Inventory Data 
Records



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-3.1 Verify Inventory Data Records

Updated Automated Engineering Management System/Medical Equipment Report System Records
Updated VA IT Inventory Compliance Portal Records

Logistics Staff

VA IT Inventory Compliance (IIC) Portal

The Logistics Staff verifies all required fields within Automated Engineering Management System/Medical 
Equipment Report System (AEMS/MERS) records are complete. This process is completed jointly with IT Asset 
Manager and IT Staff.

Automated Engineering Management System/Medical Equipment Report System Records
VA IT Inventory Compliance Portal Records

home process goals raciback

VA Handbook 7002, Logistics Management Procedures

The VA IT Inventory Compliance (IIC) Portal shows details of assets by location for reporting to Management.

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS)
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Information Technology Asset Management: ITAM-3.2 Monitor Inventory Process
home process goals raci

ITAM-3.2.1
Prepare

Inventory
Schedule

ITAM-3.2.2
Conduct

Annual Inventory 
Scans

back



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-3.2.1 Prepare Inventory Schedule

Inventory Schedule

IT Asset Manager

Automated Engineering Management System/Medical Equipment Report System (AEMS/MERS) (Extract Reports)

The IT Asset Manager, or designee, prepares a monthly inventory schedule per the perpetual inventory process.

Automated Engineering Management System/Medical Equipment Report System Records Floor Plans

home process goals raciback

VA Handbook 7002, Logistics Management Procedures

The IT Asset Manager prepares a schedule for going floor by floor and building by building to count all inventory 
over the course of a year.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-3.2.2 Conduct Annual Inventory Scans

Updated Automated Engineering Management System/Medical Equipment Report System Records

IT Asset Manager

The IT Inventory Compliance Portal is a dashboard display of current status and historical performance.

The IT Asset Manager, or designee, conducts an annual inventory scan.  The IT Asset Manager ensures IT staff 
systematically scans all equipment in each building at least once per year per VA Standard 7002, Logistics 
Management Procedures.

Automated Engineering Management System/Medical Equipment Report System Records 
Inventory Schedule

home process goals raciback

Automated Engineering Management System/Medical Equipment Report System Extract Report

VA Handbook 7002, Logistics Management Procedures

VA IT Inventory Compliance (IIC) Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-3.3 Track Movement of Non-Expendable Assets

Updated Automated Engineering Management System/Medical Equipment Report System Records
Updated VA IT Inventory Compliance Portal - Exception Report

Information Technology Staff

The IT Inventory Compliance Portal is a dashboard display of current status and historical performance.

Information Technology (IT) Staff tracks the movement of non-expendable assets by scanning equipment and 
uploading the updated location information and physical inventory date into Automated Engineering Management 
System/Medical Equipment Report System (AEMS/MERS).

The AEMS/MERS Exception Report is an artifact used to identify equipment that has not been inventoried in the last 
twelve months.

Automated Engineering Management System/Medical Equipment Report System Records
VA IT Inventory Compliance Portal - Exception Report

home process goals raciback

VA Handbook 7002, Logistics Management Procedures

VA IT Inventory Compliance (IIC) Portal
Automated Engineering Management System/Medical Equipment Report System Extract Report



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-3.4 Receive Notification of Annual Inventory

Update Equipment Inventory Listing

Facility Chief Information Officer

The IT Inventory Compliance Portal is a dashboard display of current status and historical performance.

The Facility Chief Information Officer (FCIO) receives notification from Logistics to conduct the annual inventory 
based on the last inventory anniversary date. A reminder notification is provided ninety days prior to the Official 
Notification Memo for the annual inventory.

The FCIO obtains a working copy of the Exception Report. 

Equipment Inventory Listing
Inventory by Exception Report 
Official Notification Memo (Annual Inventory)

home process goals raciback

VA Handbook 7002, Logistics Management Procedures

VA IT Inventory Compliance (IIC) Portal

Automated Engineering Management System/Medical Equipment Report System Extract Report
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Information Technology Asset Management: ITAM-3.5 Perform Annual Inventory Reconciliation

ITAM-3.5.3
Perform

Annual Inventory

ITAM-3.5.1
Produce

Exception Listing

ITAM-3.5.2
Reconcile

Exception Listing

home process goals raci

ITAM-3.5.6
Perform

5% Verification

ITAM-3.5.4
Generate

Report of Survey 
Form

ITAM-3.5.5
Submit

EIL 

Missing 
Equipment?

Yes

No

back



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-3.5.1 Produce Exception Listing

Updated Class 1 Exception Listing 

Logistics Staff

An upcoming Best Practice uses the IIC portal to extract data and/or a customized report using AEMS/MERS data.

The Logistics Staff produces the inventory exception lists for Equipment Inventory Listings. The Accountable Officer 
and the Facility Chief Information Officer agree on a date range for the creation of the exception listing. 

Automated Engineering Management System/Medical Equipment Report System Records
Class 1 Exception Listing

home process goals raciback

VA Handbook 7002, Logistics Management Procedures

Automated Engineering Management System/Medical Equipment Report System Extract Report
VA IT Inventory Compliance (IIC) Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-3.5.2 Reconcile Exception Listing

IT Asset Manager

As locations become more proficient with the perpetual inventory process fewer items will appear on the Exception 
Listing report. 

All annual Consolidated Memorandum of Receipt reconciliation must occur within a ten working days for less than 
100 items on the Equipment Inventory Listing (EIL) and within twenty working days for 100 or more items appearing 
on the EIL per the VA Handbook 7002, Logistics Management Procedures.

The IT Asset Manager, or designee,  reconciles/locates all equipment included in the Class 1 Exception Listing and 
creates a Reconciled Exception Listing Report.  Any assets appearing on the Reconciled Exception Listing Report with 
the last physical inventory date of greater than one year that cannot be located is added to VA Form 1217, Report of 
Survey.

Automated Engineering Management System/Medical Equipment Report System Records
Updated Class 1 Exception Listing  

home process goals raciback

VA Handbook 7002, Logistics Management Procedures

Reconciled Exception Listing Report 

Automated Engineering Management System/Medical Equipment Report System Extract Report
VA IT Inventory Compliance (IIC) Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-3.5.3 Perform Annual Inventory

Updated Automated Engineering Management System/Medical Equipment Report System Records

IT Asset Manager

Barcode Scanners

The IT Asset Manager, or designee, performs the annual inventory as required in VA Handbook 7002, Logistics 
Management Procedures.  The IT Asset Manager  locates all equipment with scan dates greater than one year.

Automated Engineering Management System/Medical Equipment Report System Records
Exception Listing Report

home process goals raciback

As locations become more proficient with the perpetual inventory process fewer items will appear on the exception 
listing report. 

All annual Consolidated Memorandum of Receipt reconciliation must occur within ten working days for less than 100 
items on the Equipment Inventory Listing (EIL) and within twenty working days for 100 or more items appearing on 
the EIL per the VA Handbook 7002, Logistics Management Procedures.

VA Handbook 7002, Logistics Management Procedures

Automated Engineering Management System/Medical Equipment Report System Extract Report

VA IT Inventory Compliance (IIC) Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-3.5.4 Generate Report of Survey Form

VA Form 1217, Report of Survey 

IT Asset Manager

The IT Asset Manager, or designee, generates VA Form 1217, Report of Survey form for all equipment not found 
during reconciliation and sends the form to the Facility Chief Information Officer. The IT Asset Manager conducts a 
preliminary investigation and alerts the Information Security Officer and VA Police of any assets not found prior to 
generating the Report of Survey form. Findings from the preliminary investigation are submitted on VA Form 1217, 
Report of Survey.

Any assets appearing on the Exception Listing Report with the last physical inventory date greater than one year that 
cannot located is added to VA Form 1217, Report of Survey.

home process goals raciback

Automated Engineering Management System/Medical Equipment Report System Records
Reconciled Exception Listing Report 

VA Handbook 7002, Logistics Management Procedures

Automated Engineering Management System/Medical Equipment Report System Extract Report



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-3.5.5 Submit EIL

Certified Equipment Inventory List 
Updated VA Form 1217, Report of Survey (Signed)

Facility Chief Information Officer

Annotated Copy of the EIL/Exception Listing

The Facility Chief Information Officer (FCIO) submits a signed the Equipment Inventory List (EIL) upon completion 
of the inventory. If applicable, the FCIO submits a signed Report of Survey.

Equipment Inventory List
VA Form 1217, Report of Survey 

home process goals raciback

VA Handbook 7002, Logistics Management Procedures

The FCIO signature certifies the EIL



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-3.5.6 Perform 5% Verification 

Updated Automated Engineering Management System/Medical Equipment Report System Records

Logistics Staff

Some locations have the 5% option listed as a menu item on the AEMS/MERS system. The 5% independent verification 
is to be done within ten working days of the completion of the EIL inventory. If the inventory reconciliation rate falls 
below 95%, then another physical inventory must be completed within six months. 

The Logistics Staff coordinates and leads the 5% independent verification and validation inventory process. This a 
double check to the Equipment Inventory Listing reconciliation. The VA Handbook 7002, Logistics Management 
Procedures requires three parties  be involved to include, Logistics Staff, IT Staff, and one disinterested party.

Automated Engineering Management System/Medical Equipment Report System Extract/Listing
Certified Equipment Inventory List 

home process goals raciback

VA Handbook 7002, Logistics Management Procedures

Automated Engineering Management System/Medical Equipment Report System Extract Report



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-3.6 Monitor Perpetual Inventory Process

Input to Regional Director, FCIO and IT Staff Performance Plans via Annual Reviews
Updated Automated Engineering Management System/Medical Equipment Report System Records

IT Asset Manager

The IT Asset Manager, or designee, monitors the status of the perpetual inventory process and monitors the 
compliance status of the assets per the VA Logistics Policy and the General Accountability Office recommendations. 
There is a local requirement for the IT Staff to maintain control of equipment in possession of IT for deployment and 
turn-in.

Automated Engineering Management System/Medical Equipment Report System Records 
Compliance Portal Charts, Reports and Extracts

VA Handbook 7002, Logistics Management Procedures

home process goals raci

When updated in a future ProPath release, this sub-process, Monitor Perpetual Inventory Process, will consist 
of additional activities with associated artifacts, tools, and standards.

back

Automated Engineering Management System/Medical Equipment Report System Extract Report

VA IT Inventory Compliance (IIC) Portal
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Information Technology Asset Management: ITAM-4 Dispose IT Assets 

ITAM-4.1
Prepare 

Equipment for 
Turn-In

ITAM-4.3
Submit 

Electronic Turn-In 
Request

home process goals raci

ITAM-4.4
Validate 

Turn-In Date

ITAM-4.2
Sanitize 

Equipment 

ITAM-4.5
Coordinate 

Transfer to Logistics

ITAM-4.6
Remove 

Equipment
 from EIL

Electronic
Media?

Yes

No



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-4.1 Prepare Equipment for Turn-In

IT Asset Manager

Barcode Scanners

The IT Asset Manager,  or designee,  prepares equipment for turn-in. The IT Asset Manager scans equipment slated 
for removal from service and placed into a secured staging area.

Equipment is received from sources such as: Individuals being off-boarded, Supervisors/Contracting Officer 
Representative (COR)/IT Asset Manager, or other entities.

Automated Engineering Management System/Medical Equipment Report System Records
Equipment Barcode and Location Space Labels
Physical Inventory Date and Location

home process goals raciback

Updated Automated Engineering Management System/Medical Equipment Report System Records 
Updated Physical Inventory Date and Location

VA Handbook 7002, Logistics Management Procedures

Automated Engineering Management System/Medical Equipment Report System Extract Report



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-4.2 Sanitize Equipment 

Information Technology Staff

The Information Technology (IT) Staff sanitizes equipment with onboard electronic media devices, such as computers, BlackBerrys ®, PDA's, cell phones, 
and other devices referenced in VA Handbook 6500.1, Electronic Media Sanitization prior to turn-in or transfer. The VA Handbook 6500.1 documents the 
sanitization procedures to follow for assets being disposed of as well as assets being transferred to other VA locations.  The IT Staff documents the 
sanitization utilizing VA Form 0751, Sanitization Certificate, and if required, places the electronic media devices in a secure area.  If the turned-in 
equipment is to be transferred, the IT Asset Manager ensures VA Form 134, Combination Requisition and Shipping Ticket, accompanies the asset.  This 
process requires signatures from the Information Security Officer, the Facility Chief Information Officer, and IT staff person who performed the 
sanitization.

Automated Engineering Management System/Medical Equipment Report System Records 
Equipment Barcode Label

home process goals raciback

All equipment items containing any form of media, including electronic storage, spent thermal printer ribbons, or any printed output, which, if released 
to the general public, could cause a breach in security or confidentiality for the Veteran or employee, will be sanitized prior to turning in for disposal 
action. This sanitization process is to be documented on VA Form 0751, IT Equipment Sanitization Certificate accompanied by a 2237 Turn in Request, 
and furnished to Logistics Service by IT personnel once the process is complete. 

If an asset uses any form of electronic media and is not being transferred, the hard drives or removable storage media must be labeled/marked (using 
indelible ink) with the Equipment Entry (EE) number of the equipment it was removed from taking care not to label/write over the serial number.  If 
there are multiple drives, they should be labeled/marked 1/3, 2/3, 3/3, as appropriate to the associated quantity.  All removed media is turned over to the 
Information Security Officer for secured storage and timely disposal.  Electronic media devices awaiting sanitization are secured in a controlled 
environment per VA Handbooks 6500 and 6500.1 and VHA Handbook 0730/1, Security and Law Enforcement. 

The VA Form 0751, Sanitization Certificate, (documented with the AEMS/MERS/ Equipment Barcode Label with Asset ID Number) accompanies all 
assets with electronic media devices to final disposal. (Must accompany the 2237 Turn in Request). 

VA Form 0751, Information Technology Sanitization Certificate
VA Form 134, Combination Requisition and Shipping Ticket
VA Form 2237, Request, Turn-in and Receipt for Property or Services
Sanitized Equipment 

VA Handbook 6500.1, Electronic Media Sanitization 
VA Handbook 7002, Logistics Management Procedures 
VA Handbook 0730/1, Security and Law Enforcement
VA Handbook 7348,  Utilization and Disposal of Personal Property

Automated Engineering Management System/Medical Equipment Report System Extract Report
Barcode Scanners



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-4.3 Submit Electronic Turn-In Request

IT Asset Manager

The IT Asset Manager, or designee, submits electronic turn-in requests. The IT Asset Manager uses Automated 
Engineering Management System/Medical Equipment Report System (AEMS/MERS) menu option [PRCN TURN 
ENTER] to submit items for turn-in. If the turned-in asset is to be transferred to another VA facility, the IT Asset 
Manager uses VA Form 134, Combination Requisition and Shipping Ticket,  ensuring the all applicable asset data 
available from the VA IT Inventory Compliance (IIC) Portal is included on the form.

Automated Engineering Management System/Medical Equipment Report Equipment System Status
Automated Engineering Management System/Medical Equipment Report System Equipment Barcode Labels
VA Form 0751, Sanitization Certificate
VA Form 134, Combination Requisition and Shipping Ticket

home process goals raciback

Electronic Turn-In Request Report
Updated Automated Engineering Management System/Medical Equipment Report System Status ("Turn-In Date")

VA Handbook 7002, Logistics Management Procedures

VA Form 0751, Sanitization Certificate or if applicable, VA Form 134, Combination Requisition and Shipping Ticket, 
travels with the asset throughout the turn-in process.

Automated Engineering Management System/Medical Equipment Report System Extract Report
VA IT Inventory Compliance (IIC) Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Information Technology Asset Management: ITAM-4.4 Validate Turn-In Date

IT Asset Manager

VistA System

The IT Asset Manager, or designee, validates that the Automated Engineering Management System/Medical 
Equipment Report System (AEMS/MERS) record(s) for items on the electronic turn-in have an entry in the "Turn-In 
Date" field corresponding to the date the electronic turn-in was approved.

Automated Engineering Management System/Medical Equipment Report System Equipment Barcode Labels
Electronic Turn-In Request Report
VA Form 0751, Sanitization Certificate
VA Form 134, Combination Requisition and Shipping Ticket

home process goals raciback

Updated Automated Engineering Management System/Medical Equipment Report System Status

VA Handbook 7002, Logistics Management Procedures

The IT Asset Manager validating the status has been updated in AEMS/MERS serves as a Quality Control Check.

VA Form 0751, Sanitization Certificate or if applicable, VA Form 134, Combination Requisition and Shipping Ticket
travels with the asset throughout the turn-in process.

Automated Engineering Management System/Medical Equipment Report System Extract Report
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Standards

More Info....

Information Technology Asset Management: ITAM-4.5 Coordinate Transfer to Logistics

IT Asset Manager

The IT Asset Manager, or designee, coordinates and controls the turn-in of all equipment staged for disposition with 
the Logistics Staff.

Electronic Turn-In Request Report
VA Form 0751, Sanitization Certificate
VA Form 134, Combination Requisition and Shipping Ticket

home process goals raciback

The IT Asset Manager coordinates the transfer of assets to Logistics Staff via emails, outlook calendar events, and 
phone calls.

VA form 0751, Sanitization Certificate or if applicable, VA Form 134, Combination Requisition and Shipping Ticket, 
travels with the asset throughout the turn-in process.

VA Handbook 7002, Logistics Management Procedures

Updated Electronic Turn-In Request Report 

Automated Engineering Management System/Medical Equipment Report System Extract Report
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More Info....

Information Technology Asset Management: ITAM-4.6 Remove Equipment from EIL

Logistics Staff

The Logistics Staff removes equipment from the Information Technology operations Equipment Inventory List (EIL). 

Logistics Staff moves the asset record from 78 series EIL to a Logistics EIL which transfers accountability to Logistics 
while disposition is pending.

Equipment Inventory Listing
Updated Electronic Turn-In Request Report 
VA Form 0751, Sanitization Certificate
VA Form 134, Combination Requisition and Shipping Ticket

home process goals raciback

Updated Equipment Inventory Listing

This activity is a quality check performed to verify that disposed equipment no longer appears on the EIL.

VA Form 0751, Sanitization Certificate and if applicable, VA Form 134, Combination Requisition and Shipping Ticket, 
travels with the asset throughout the turn-in process.

VA Handbook 7002, Logistics Management Procedures

Automated Engineering Management System/Medical Equipment Report System Extract Report
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Enterprise Architecture Customer Feedback Management

Description

Enterprise Architecture (EA) Customer Feedback (CF) Management provides OneVA EA Customers with the ability to 
submit questions, offer feedback, suggest changes, and request support. All EA customer feedback items are captured, 
tracked, and managed in a responsive and effective manner. Feedback from actual customer experiences using the EA web 
site, artifacts, and services are one of the primary sources for driving improvements in the OneVA EA.

The value of the OneVA EA is maximized when VA leaders and team members are able to use the OneVA EA to make 
informed investment, business process improvement, and technical solution decisions.

Goals

The goal of Enterprise Architecture Customer Feedback (EACF) process is to:
Ensure all OneVA EA customer feedback and support request submissions are captured, managed, and addressed
Ensure responses are communicated back to the customer and the customer understands the response
Provide a method for VA leaders and other OneVA EA customers to improve the OneVA EA
Increase OneVA EA usage and customer satisfaction

�

�

�

�

home process raci



Enterprise Architecture Customer Feedback Management RACI Chart

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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EACF-1 Send EA Feedback or Support Request R

EACF-2 Analyze and Log Item R A

EACF-3 Request Clarification R A

EACF-4 Lookup Answer R A

EACF-5 Process EA Question R A

EACF-6 Process EA Comment/Suggestion R A

EACF-7 Process EA Customer Support Request R A

EACF-8 Provide Response to EA Customer R A

EACF-9 Concur with Response R

EACF-10 Close Item R A
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Artifacts 
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Artifacts 
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Standards

More Info....

Enterprise Architecture Customer Feedback Management: EACF-1 Send EA Feedback or Support Request

EA Customer Support Request

EA Customer

OneVA EA Home

The OneVA Enterprise Architecture (EA) Customer uses the Feedback section of the OneVA EA Home web site to 
submit an EA content question, provide feedback, or EA support request.  

home process goals raci

For more information, see the OneVA EA Home in the Feedback Section at the lower right corner to select the 
appropriate linked email or discussion page for submission of feedback, comments, or discussion items.

Customer Question, Feedback or Support Request
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Enterprise Architecture Customer Feedback Management: EACF-2 Analyze and Log Item

home process goals raci

The Enterprise Architecture (EA) Customer Feedback Coordinator reviews the submission and enters it into the 
OneVA EA Customer Feedback Tracking System. The EA Customer Feedback Coordinator determines if the 
submission is a clearly stated question, suggestion, or support request. 

OneVA EA Customer Feedback Tracking System Item

EA Customer Feedback Coordinator

OneVA EA Customer Feedback Tracking System

EA Customer Support Request

OneVA EA Home
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Artifacts 
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Responsible 
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Tools

Standards

More Info....

Enterprise Architecture Customer Feedback Management: EACF-3 Request Clarification 

EA Customer Support Request
OneVA EA Customer Feedback Tracking System Item

Updated EA Customer Support Request
Updated OneVA EA Customer Feedback Tracking System Item

EA Customer Feedback Coordinator

OneVA EA Home

The Enterprise Architecture (EA) Customer Feedback Coordinator requests a clarification from the OneVA EA 
Customer on the submitted customer question, suggestion, or support request. 

home process goals raci

OneVA EA Customer Feedback Tracking System
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Artifacts 
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Responsible 
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Standards

More Info....

Enterprise Architecture Customer Feedback Management: EACF-4 Lookup Answer

EA Customer Support Request
OneVA EA Customer Feedback Tracking System Item

EA Customer Question Answer
Updated OneVA EA Customer Feedback Tracking System Item

EA Customer Feedback Coordinator

OneVA EA Repositories

The Enterprise Architecture (EA) Customer Feedback Coordinator reviews published content from the OneVA EA 
Home web site and other OneVA EA repositories for an answer to the question in the EA Customer Support Request. 
If an answer is found, a response containing the answer is prepared for the EA Customer. If an answer does not 
currently exist, the EA Customer Request Coordinator proceeds to EACF-5 to research the correct response.

home process goals raci

For more information, see the OneVA EA Home. 

OneVA EA Home
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More Info....

Enterprise Architecture Customer Feedback Management: EACF-5 Process EA Question

home process goals raci

The Enterprise Architecture (EA) Customer Feedback Coordinator assigns the EA Customer Support Request question 
to the appropriate OneVA EA team member or subject matter expert.  The OneVA EA team member or subject matter 
expert researches the question, develops an answer, enters the answer in the OneVA EA Customer Feedback Tracking 
System, and notifies the EA Customer Feedback Coordinator. The EA Customer Feedback Coordinator updates the 
OneVA EA Content based on the question and answer.

EA Customer Support Request
OneVA EA Content
OneVA EA Customer Feedback Tracking System Item

EA Customer Question Answer 
Updated OneVA EA Content
Updated OneVA EA Customer Feedback Tracking System Item

EA Customer Feedback Coordinator

OneVA EA Customer Feedback Tracking System
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Artifacts 
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Responsible 
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Standards

More Info....

Enterprise Architecture Customer Feedback Management: EACF-6 Process EA Comment/Suggestion

home process goals raci

The Enterprise Architecture (EA) Customer Feedback Coordinator assigns the suggestion from the EA Customer 
Support Request to the appropriate OneVA EA team member or subject matter expert.  The OneVA EA team member 
or subject matter expert analyzes the suggestion and determines if the suggestion can be implemented immediately, the 
suggestion should be considered for a future OneVA EA release, or the suggestion is not appropriate for the OneVA 
EA.  The OneVA EA team member or subject matter expert updates the OneVA EA Customer Feedback Tracking 
System Item with the resulting decision, and notifies the EA Customer Feedback Coordinator. 

EA Customer Support Request
OneVA EA Content
OneVA EA Customer Feedback Tracking System Item
OneVA EA Home
OneVA EA Release Package

Updated OneVA EA Content
Updated OneVA EA Customer Feedback Tracking System Item
Updated OneVA EA Home
Updated OneVA EA Release Package

EA Customer Feedback Coordinator

OneVA EA Customer Feedback Tracking System
OneVA EA Home
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Standards

More Info....

Enterprise Architecture Customer Feedback Management: EACF-7 Process EA Customer Support Request

home process goals raci

The Enterprise Architecture (EA) Customer Feedback Coordinator works with the EA team leader to determine if the 
EA Customer Support Request can be satisfied and prepares a response to the EA Support Request.

EA Customer Support Request
OneVA EA Customer Feedback Tracking System Item

EA Customer Support Request Response
Updated OneVA EA Customer Feedback Tracking System Item

EA Customer Feedback Coordinator

OneVA EA Customer Feedback Tracking System
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Artifacts 
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Standards

More Info....

Enterprise Architecture Customer Feedback Management: EACF-8 Provide Response to EA Customer

home process goals raci

The Enterprise Architecture (EA) Customer Feedback Coordinator uses the information compiled in the OneVA EA 
Customer Feedback Tracking System to compose a response and send the response to the EA Customer.

EA Customer Question Answer 
EA Customer Suggestion Response 
EA Customer Support Request Response
OneVA EA Content
OneVA EA Customer Feedback Tracking System Item

Sent EA Customer Question Answer
Sent EA Customer Suggestion Response
Sent EA Customer Support Request Response
Updated OneVA EA Customer Feedback Tracking System Item  

EA Customer Feedback Coordinator

OneVA EA Customer Feedback Tracking System
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More Info....

Enterprise Architecture Customer Feedback Management: EACF-9 Concur with Response
home process goals raci

The Enterprise Architecture (EA) Customer reviews the response and either concurs or provides clarification to the 
EA Customer Feedback Coordinator in an EA Customer Response Acknowledgement email.

EA Customer Question Response
EA Customer Suggestion Response
EA Customer Support Request Response 

EA Customer Response Acknowledgement

EA Customer
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Artifacts 
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Responsible 
Role
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More Info....

Enterprise Architecture Customer Feedback Management: EACF-10 Close Item
home process goals raci

The Enterprise Architecture (EA) Customer Feedback Coordinator closes the EA Customer question, suggestion, or EA 
support request in the OneVA EA Customer Feedback Tracking System when EA Customer concurrence has been 
obtained.

EA Customer Response Concurrence Acknowledgement
OneVA EA Customer Feedback Tracking System Item

Closed OneVA EA Customer Feedback Tracking System Item

EA Customer Feedback Coordinator

OneVA EA Customer Feedback Tracking System

For more information, see the OneVA EA Home.

OneVA EA Home
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Segment Architecture

The Goals of the Segment Architecture are as follows:

To expedite architecture development and maximize architecture use
To develop a core mission area segment architecture
To help architects engage segment leaders to deliver value-added plans for improved mission delivery

Note: 
The Segment Architecture process is an independent flow in ProPath that is used by the Architecture, Strategy and 
Design (ASD) group only.  A separate process allows the ASD group to refine their flow and determine where 
parts of Segment Architecture fit into existing processes. Once this phase is complete, the ASD group identifies the 
necessary Segment Architecture processes and deliverables needed to be added to existing processes.

�

�

�

Goals of Segment Architecture 
home process raci



Segment Architecture RACI Chart - 1

R = Responsible     A = Accountable     C = Consulted    I = Informed
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SAM-1.1 Create Segment Architecture 
Governance Framework R A

SAM-1.2 Develop Purpose Statement R A

SAM-1.3 Solicit Core Team Members R

SAM-1.4 Create Core Team Charter and Project 
Schedule R A

SAM-1.5 Establish Communications Strategy R A

SAM-2.1 Establish Segment Scope   R A

SAM-2.2 Identify Strategic Improvement 
Opportunities R A

SAM-2.3 Define Segment Strategic Intent R A

SAM-2.4 Validate Segment Scope R A

home process goals next
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SAM-3.1 Determine Current Business 
Environment  R A

SAM-3.2 Determine Business Improvement 
Opportunities R A

SAM-3.3 Define Target Architecture  R A

SAM-3.3.1 Define Target Business Architecture  R A

SAM-3.3.2 Define Target Data Architecture  R A

SAM-3.4 Validate Target Architecture R A

SAM-4.1 Assess System Environment R A

SAM-4.2 Define Target Conceptual Solution 
Architecture R A

SAM-4.3 Analyze System Transition 
Dependencies R A

home process goals nextback



Segment Architecture RACI Chart - 3

R = Responsible     A = Accountable     C = Consulted    I = Informed
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SAM-4.4 Validate Conceptual Solution 
Architecture R A

SAM-5.1 Implementation Recommendations R A

SAM-5.2 Develop Draft Segment Blueprint R A

SAM-5.3 Finalize Segment Blueprint R A

SAM-5.4 Obtain Approval of Segment Blueprint R A

home process goals back
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home goals raciprocess
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Artifacts 
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Artifacts 
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Role

Tools

Standards

More Info....

Segment Architecture: SAM-1.1 Create Governance Framework
home process goals raciback

The Segment Architect identifies the Business Owners and Executive Sponsor and creates a Governance Framework.

This activity begins with an overall definition of the segment governance structure and leads to the definition of the 
segment business owner(s) responsible for understanding the planning and resource commitments associated with 
developing the segment architecture. This also includes the selection of an executive sponsor, an individual willing to 
champion the concept of transformation within the segment and determine the direction and scope of the segment 
architecture findings and recommendations. 

During this activity, the Segment Architect educates the Business Owner(s) and/or Executive Sponsor on the segment 
architecture process. This education can include formally meeting with the business owner(s) of the segment to 
communicate how their resources are used in developing the segment architecture.

Agency Policies
Agency Strategic Plans
Executive Orders
Legislation
List of affected organizations and their business owner(s) (Strategic Plan and Organization Chart)
Preliminary list of affected Performance Accountability Report (PAR) measures 
Preliminary list of affected Program Assessment Rating Tool (PART) measures
President's Budget

Governance Framework

Segment Architect 

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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More Info....

Segment Architecture: SAM-1.2 Develop Purpose Statement

home process goals raciback

The Business Owner(s) and Executive Sponsor develop the segment architecture intent, or Segment Architecture 
Development Purpose Statement, which serves to communicate to the core team the reason why the segment 
architecture is being created, why the segment architecture is important, and what its implementation should 
accomplish. 

The purpose statement is critical for segments that span across multiple organizations and have multiple business 
owners.  Establishing a purpose statement in these instances at the start of the project provides clarity for the 
individuals in multiple organizations that participate in the project.

Segment Architecture Development Purpose Statement

Business Owner(s)

Agency Policies
Agency Strategic Plans
Executive Orders
Legislation
List of affected organizations and their business owner(s) (Strategic Plan and Organization Chart) 
PAR 
PART measures
President's Budget

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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More Info....

Segment Architecture: SAM-1.3 Solicit Core Team Members 

home process goals raciback

The Executive Sponsor creates the Core Team Formation Memorandum to recruit the best and brightest subject matter 
experts from the affected organizations on to the Core Team, a critical entity in the segment architecture development 
process. 

The Core Team ideally consists of program manager level personnel who are subject matter experts in the segment, 
and possibly key segment stakeholders. The Core Team is a highly functional team that has the knowledge and vision 
to develop an actionable segment architecture.

List of affected organizations and identified business owners (strategic plan and organization chart)
Segment Architecture Development Purpose Statement

Core Team Formation Memorandum
Core Team Roster

Executive Sponsor 

IBM Rational ClearCase ®
IBM Rational ClearQuest ®



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Segment Architecture: SAM-1.4 Create Core Team Charter and Project Schedule 

Core Team Formation Memorandum
Core Team Roster
Segment Architecture Development Purpose Statement 

The Core Team creates the Core Team Charter to:
Support the development of the segment architecture
Establish the legitimacy of the project
Delineate role of its players
Establish operational ground rules
Create a decision-making structure
Define preliminary scope, stated goals, and objectives. 

The Core Team establishes the Project Schedule to guide the process and ensure timely delivery of the segment 
architecture.  The segment architecture process steps, activities, tasks, and outputs are major contributors to the 
structure and sequencing of the schedule.

�

�

�

�

�

�

home process goals raciback

Core Team Charter
Project Schedule

Core Team

Segment Architecture (SAM) Project Schedule Example (MS Project Plan) 

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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More Info....

Segment Architecture: SAM-1.5 Establish Communications Strategy  

The Core Team establishes the Communication Strategy to:
Identify relevant stakeholders in the context of the purpose statement and the Core Team’s knowledge of the 
affected organizations 
Address the necessary targeting (stakeholder, timing and delivery means) of the value messages that are 
important throughout the project. This targeting is orchestrated with existing organizational and informational 
channels, behaviors, calendars, and events to optimize reach and usefulness
Identify the optimal formats and delivery channels (email, brochure, presentations, and web) to sustain effective 
communications.

�

�

�

home process goals raciback

Core Team Charter
Governance Framework
Project Schedule

Communications Strategy 

Core Team

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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Segment Architecture: SAM-2 Define Segment Scope 
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More Info....

Segment Architecture: SAM-2.1 Establish Segment Scope 

Core Team 

Current Operating Environment Diagram 
Driver and Policy Map
Segment Summary
Stakeholders Map 

Core Team Charter
Segment Architecture Development Purpose Statement

Using the context of the Segment Architecture Development Purpose Statement, the Core Team formalizes the 
segment scope to identify:

High-level the segment stakeholders
Business domains
Common/mission services
Information exchanges 
Systems/security/technical focus areas.

While some of these items may not be known at this point, the more information that is available to describe the 
proposed segment scope and formulate a clear understanding with the Core Team, the better.

�

�

�

�

�

home process goals raciback

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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More Info....

Segment Architecture: SAM-2.2 Identify Strategic Improvement Opportunities

Performance Gap Analysis
Risk Capture
Stakeholder Needs
Strategic Improvement Opportunities Analysis 
Strengths, Weaknesses, Opportunities, and Threats (SWOT) Analysis 

Segment Architecture Development Purpose Statement
Segment Context
Segment Scope
Stakeholders and their Relationships

The Core Team identifies a set of high-level strategic improvement opportunities to include:
Identification of the segment stakeholder needs, segment risks and impacts, and performance gaps 
Formulation of the segment business needs and identification of a set of high-level strategic improvement 
opportunities
Prioritization and selection of the segment's strategic improvement opportunities to form the foundation 
through which the segment strategic intent is developed.

�

�

�

Core Team 

home process goals raciback

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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Segment Architecture: SAM-2.3 Define Segment Strategic Intent 

Common/Mission Services Maturity Framework 
Performance Scorecard
Strategic Opportunities Alignment 
Updated Segment Summary

Performance Gaps
Risks and Impacts
Stakeholder Needs
Strategic Improvement Opportunities 

The Core Team documents the segment’s strategic intent which consists of:
Reviewing the prioritized Strategic Improvement Opportunities
Developing the language to describe the target state vision, goals, outcomes, and performance indicators
Establishing the target product(s) and/or service(s) target maturity levels.

�

�

�

Core Team 

home process goals raciback

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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Segment Architecture: SAM-2.4 Validate Segment Scope

Segment Architect 

Segment Context 
Segment Scope
Segment Strategic Intent

Segment Scope and Strategic Intent Presentation 

The Segment Architect presents the Segment Scope and Segment Strategic Intent for approval to the Executive 
Sponsor and Business Owner(s).

home process goals raciback

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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More Info....

Segment Architecture: SAM-3.1 Determine Current Business Environment 

Common/Mission Services Target Maturity Levels
Performance Scorecard

The Segment Architect determines the as-is business and information environment to include:
Analysis of the current business and information environment in the context of the strategic improvement 
opportunities identified during scope definition   
Definition and analysis of portions of the current business and information requirements that are relevant to the 
strategic improvement opportunities 
Analysis of common/mission services identified in the segment scope. 

This analysis ensures that in subsequent activities adjustments to the current state can be determined and strategic 
improvement opportunities can be achieved.

�

�

�

As-is Business Activity Model
As-is Business Function Model
As-is Business Process Swim Lane Diagram
As-is Business Value Chain Analysis
Authoritative Data Source Candidate Qualitative Analysis 

Segment Architect

home process goals raciback

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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Segment Architecture: SAM-3.2 Determine Business Improvement Opportunities 

As-is Business Function Model 
As-is Business Value Chain Diagrams 
As-is Key Business Process Models
As-is Key Business Process Swim Lane Diagrams  
As-is Key Information Sources Qualitative Assessment 
Common/Mission Services Maturity Levels
Existing documentation on the current business and information environment (practices, rules, PAR and applicable
   PART)
High-level Information Requirements
Segment Scope and Strategic Intent  

Segment Architect

Business and Information Architecture Adjustment Profiles

The Segment Architect determines and articulates the changes to the target business and information architectures by:
Analyzing the gap between the current and required business environment in the context of the strategic 
improvement opportunities  
Determining which elements within the current state business and information environment must change to 
meet the desired strategic improvement opportunities 
Describing required changes to the business and information environments and whether these changes are 
currently addressed with planned initiatives or investments.  

�

�

�

home process goals raciback

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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Segment Architecture: SAM-3 Define Target Architecture   
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Segment Architecture: SAM-3.3.1 Define Target Business Architecture  

Target Business Activity Model 
Target Business Function Model
Target Business Process Swim Lane Diagram
Target Business Value Chain Analysis

As-is Business Function Model 
As-is Business Value Chain Diagrams
As-is Key Business Process Models  
As-is Key Business Process Swim Lane Diagrams  
As-is Key Information Sources Qualitative Assessment 
Business and Data Architecture Adjustment Profiles 
Business and Information to Strategic Improvement
    Opportunities Alignment Matrix 

The Segment Architect defines the target business architecture by: 
Defining the optimal target business to reflect the business improvement opportunities identified in the prior 
activities.
Developing target versions of the current state business artifacts previously developed

The target business is then recommended for implementation. The result is to achieve the strategic improvement 
opportunities from defining scope, operationalizing the organization's Data Reference Model (DRM), and 
maintaining compliance with information assurance and security mandates.

�

�

Segment Architect 

home process goals raciback

Common / Mission Services Maturity Levels 
Existing documentation on the current business and
    information environment business processes, 
    practices, rules, PAR, and applicable PART reports)
Segment Scope and Strategic Intent 

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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Tools

Standards

More Info....

Segment Architecture: SAM-3.3.2 Define Target Data Architecture  

As-is Business Function Model 
As-is Business Value Chain Diagrams
As-is Key Business Process Models  
As-is Key Business Process Swim Lane Diagrams  
As-is Key Information Sources Qualitative Assessment 
Business and Data Architecture Adjustment Profiles 
Business and Information to Strategic Improvement
   Opportunities Alignment Matrix 

The Segment Architect defines the target data architecture to include: 
Optimal target data architecture to reflect information improvement opportunities identified in the prior 
activities
Target information environments by developing target versions of the current state information artifacts 
previously developed.

The target data architectures are recommended for implementation. The result is to achieve the strategic improvement 
opportunities from defining scope, operationalizing the organization's Data Reference Model (DRM), and maintaining 
compliance with information assurance and security mandates.

�

�

Segment Architect 

CRUD Matrix Results Table 
Target Conceptual Data Model 
Target Data Steward Matrix
Target Information Flow Diagram
Target Information Sharing Matrix

home process goals raciback

Common/Mission Services Maturity Levels 
Existing documentation on the current business and
    information environment (business processes,
    practice, rules, PAR,  and applicable PART reports)
Segment Scope and Strategic Intent 

IBM Rational ClearCase ®
IBM Rational ClearQuest ®



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Segment Architecture: SAM-3.4 Validate Target Architecture 

Business and Data Architecture Presentation

The Segment Architect develops and submits a package that describes the business and data architectures for the Core 
Team to review and approve. 

Segment Architect

Target Business Architecture: 
Target Business Function Model
Target Business Value Chain
Target Key Business Process Models
Target Key Business Process Swim Lane Diagrams

Target Data Architecture: 
Target Business Data Mapped to Key Business
    Processes (CRUD)
Target Conceptual Data Model 
Target Data Steward Assignments
Target Information Sharing Matrix
Updated Data Reference Model

home process goals raciback

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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Segment Architecture: SAM-4 Define Conceptual Solution Architecture  

SAM-4.1
Assess 

System Environment 

SAM-4.3
Analyze

System Transition 
Dependencies 

SAM-4.2
Define 

Target Conceptual 
Solution Architecture 

SAM-4.4
Validate

Conceptual Solution 
Architecture 

home goals raciprocess



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Segment Architecture: SAM-4.1 Assess System Environment

The Segment Architect analyzes the as-is use of the segment’s systems and services and how they support the 
performance, business, and data architectures. 

This activity builds upon the analysis of the segment's business and information environment performed in Define 
Business Requirements and is within the scope identified in the segment scope. The focus of this activity is to collect 
and analyze information pertaining to the as-is use of systems and services and how well those systems and services 
support the performance, business, and data architectures. This activity includes assessing the segment's systems and 
services across several dimensions, including business, data and technology alignment; service management; and 
maturity. This activity also includes a high-level assessment of existing system interfaces within the segment and the 
data that is exchanged between those systems. 

As-Is Business Function Model
As-Is Key Information Sources and Qualitative Assessment
Business and Information Architecture Adjustment Profiles
Business and Information to Strategic Improvement Opportunities Alignment Matrix
Common/Mission Services Target Maturity Levels
Federal Transition Framework (FTF)
Segment Scope and Strategic Intent
Target Business Function Model
Target Conceptual Data Model
Target Information Flow Diagram

As-is System and Services Description and Scoring 
As-is System Interface Diagram 

Segment Architect

home process goals raciback

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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Tools

Standards

More Info....

Segment Architecture: SAM-4.2 Define Target Conceptual Solution Architecture

Data Reuse
Integrated Service Component and Technology Model
Reuse Summary
Service Component Model 
Target System Interface Diagram 
Technology Model 

As-is Conceptual Solution Architecture 
As-is System and Services Scoring
Federal Transition Framework (FTF)

The Segment Architect defines the target conceptual solution architecture: 
That enables the performance, business, and data architectures defined in the segment scope and requirements 
Includes a conceptual depiction of the target systems and services architecture that covers the segment target 
systems and services, the supported business functions, segment boundaries (as defined by interfaces with 
external customers, systems, services, and organizations), and the relationships between them
Includes target services such as business services, enterprise services, and other technical service components.

�

�

�

Segment Architect

home process goals raciback

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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More Info....

Segment Architecture: SAM-4.3 Analyze System Transition Dependencies 

Recommendation Sequencing Milestones
Transition Recommendation Profile
Transition Recommendation Sequencing Diagram

The Segment Architect recommends transition alternatives by: 
Analyzing and exploring transition alternatives driven by logical dependencies, risks, or issues that may exist 
between as-is and target systems and services 
Identifying, analyzing, and selecting recommendations for transition alternatives that are based on other 
considerations (e.g., cost savings/cost avoidance) that may introduce intermediate transitional states along the 
path to achieving the target state.

This analysis also helps to reduce and simplify the number of transition options to be included in the transition 
planning.

�

�

Data Reuse
Integrated Service Component and Technology Model
Reuse Summary
Target Conceptual Solution Architecture
Target Service Component Architecture
Target Technical Architecture 

Segment Architect

home process goals raciback

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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More Info....

Segment Architecture: SAM-4.4 Validate Conceptual Solution Architecture  

Conceptual Solution Architecture Presentation

Integrated Service Component and Technology Model
Recommendation Sequencing Milestones
Target Conceptual Solution Architecture
Target Service Component Architecture
Target Technical Architecture 
Transition Recommendation Profile
Transition Recommendation Sequencing Diagram

The Segment Architect packages and presents the Target Conceptual Solution Architecture to the Executive Sponsor 
and Business Owners for review and approval.

Segment Architect

home process goals raciback

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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Segment Architecture: SAM-5 Author Modernization Blueprint   

SAM-5.1
Implementation 

Recommendations  

SAM-5.3
Finalize

Segment Blueprint

SAM-5.2
Develop

Draft Segment 
Blueprint

home goals raci

SAM-5.4
Obtain

Approval of Segment 
Blueprint

process



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Segment Architecture: SAM-5.1 Implementation Recommendations 

The Segment Architect develops prioritized implementation recommendations. 

This activity includes guidance for architects to produce findings and transition options that business owners use to 
develop a prioritized strategy to drive business improvements. These business improvement activities ultimately take 
the form of a formal business case submission(s) and may include specific project or activities to conduct business 
process re-engineering, systems integration, establishment of formal partnerships, policy development or other 
transformational approaches. 

For each set of transition options, analysis is performed to determine the associated cost, benefit and risk. The results 
of this analysis are a key input to finalizing the sequencing for implementation of the transition options. The 
implementation recommendations are reviewed with key stakeholders and other governance teams as needed to 
achieve consensus.

As-Is Conceptual Solution Architecture
Business and Information Opportunities
Recommendation Sequencing Milestones
Strategic Improvement Opportunities
Target Conceptual Solution Architecture
Transition Recommendation Sequencing Diagram

Recommendation Implementation Overview
Value Measuring Methodology Cost to Value Matrix 

Segment Architect

home process goals raciback

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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Standards

More Info....

Segment Architecture: SAM-5.2 Develop Draft Segment Blueprint

Implementation Sequencing Plan Example

The Segment Architect develops the draft segment blueprint and sequencing plan. 

The validated implementation recommendations provide the basis for producing the detailed blueprint document and 
sequencing plan. The draft blueprint document summarizes the results of the business analysis and strategy and 
provides an overview of the target data, services, and technology environment along with the results of analysis of the 
findings, transition options, and associated implementation recommendation.

Implementation Sequencing Plan
Modernization Blueprint
Recommendation Sequencing Diagram 
Segment Mappings
Segment Transition Plan Milestones 

Segment Architect

Finalized Implementation Recommendations
Updated Analysis of Cost, Value, and Risk for Transition Options

home process goals raciback

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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More Info....

Segment Architecture: SAM-5.3 Finalize Segment Blueprint 

Document Review Form
Feedback Tracking and Action Report

Recommendation Implementation Sequencing Plan
Segment Architecture Blueprint Document (including Sequencing Plan)
Strategic Systems Migration/Sequencing Overview 
Strategic Systems Migration/Sequencing Performance Milestones

The Core Team reviews and finalizes the Segment Architecture Blueprint Document (including Sequencing Plan) to 
include:

Distributing to the Core Team for review 
Soliciting, recording and consolidating feedback
Tracking resulting actions 
Preparing documentation for submission to the appropriate governance teams.

�

�

�

�

Core Team

home process goals raciback

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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Standards

More Info....

Segment Architecture: SAM-5.4 Obtain Approval of Segment Blueprint  

Blueprint Executive Summary Presentation
Record of Decision (ROD)
Updated Modernization Blueprint (approval signatures included)
Updated Recommendation Implementation Sequencing Plan
Updated Segment Architecture Blueprint Document (including Sequencing Plan)

Document Review Log
Feedback Tracking and Action Report
Recommendation Implementation Sequencing Plan
Segment Architecture Blueprint Document (including Sequencing Plan)
Strategic Systems Migration / Sequencing Overview 

The Segment Architect presents the segment blueprint for approval to include: 
A formal presentation to the Core Team, Business Owner(s), and the Executive Sponsor, from which the 
decision to approve the segment blueprint is recorded either as a separate signed document or in the form of 
published meeting minutes
Record issues that arise during the review and actions required to address and close the issues 
(Optional) An executive overview document describing the need for the transformation and a summary of the 
analysis of findings, transition options and implementation recommendations. 

Once complete, the Executive Sponsor, Business Owner(s) and Core Team can move forward with gaining approvals 
from the broader business community and capital planning governance teams (i.e., Investment Review Board (IRB)).

�

�

�

Segment Architect

home process goals raciback

IBM Rational ClearCase ®
IBM Rational ClearQuest ®
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Government Accountability Office (GAO)
home goals raci
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Government Accountability Office

Government Accountability Office (GAO) is an independent, nonpartisan agency that supports the 
Congress in meeting its constitutional responsibilities and helps improve the performance and ensure 
the accountability of the federal government for the benefit of the American people. Often called the 
"congressional watchdog“, GAO’s work is done at the request of congressional committees or 
subcommittees or is mandated by public laws or committee reports.

GAO supports congressional oversight by:
auditing agency operations to determine whether federal funds are being spent efficiently and 
effectively; 
investigating allegations of illegal and improper activities; 
reporting on how well government programs and policies are meeting their objectives; 
performing policy analyses and outlining options for congressional consideration; and 
issuing legal decisions and opinions, such as bid protest rulings and reports on agency rules.

There are six (6) actions involved in managing GAO engagements:
1. Entrance Conference

A meeting that GAO holds with agency officials at the start of an engagement. GAO expects that an 
agency will arrange for its personnel to be available for an entrance conference no later than 14 
calendar days after receiving a request for a meeting.

2. Data Call
The information and/or documentation requested by GAO in order to conduct their review.

3. Exit Conference
GAO holds an exit conference with an agency after completing its data collection and analysis. The 
purpose of the exit conference is to confirm that the critical facts and key information used to 
formulate GAO's analyses and findings are current, correct, and complete. GAO officials responsible 
for the completion of the engagement will participate in the meeting.

�

�
�
�
�

An Overview of the Government Accountability Office Process
home process racinext



Government Accountability Office

4. Draft Report
GAO provides responsible parties with an opportunity to review and comment on a draft report 
before it is issued

5. Final Report and 60-day Response Letter
GAO will provide electronic copies of reports to agencies upon issuance or release. GAO teams 
responsible for the engagement will provide to the agency contact via e-mail the final electronic 
version of the report and the transmittal letter. GAO requires a written statement of the actions 
taken to implement the recommendations 60 days after the report is issued.

6. Recommendation Follow-UP
When GAO issues a report to an agency head, GAO monitors agency progress in implementing the 
recommendations. Close to the end of each fiscal year, special attention is directed to this effort.

Goals of Government Accountability Office 

home process raci

To provide guidance for managing U.S. Government Accountability Office (GAO) performance 
and financial audits of the Office of Information and Technology (OIT) operations.
To describe actions for addressing and tracking GAO including:

Entrance Conference
Data Call
Exit Conference
Draft Report
Final Report and 60-Day Response Letter
Recommendation Follow-up

�

�
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Government Accountability Office  RACI Chart - 1

R = Responsible     A = Accountable     C = Consulted    I = Informed
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GAO-1 Receive and Analyze Notification A C R

GAO-2 Create Share Drive for Engagement R

GAO-3 Conduct Preparation Meeting C R

GAO-4 Conduct Entrance Conference R C A

GAO-5 Conduct After Entrance Briefing R

GAO-6 Receive GAO Request For Information R A I I

GAO-7 Issue Data Call I R
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Government Accountability Office  RACI Chart - 2

R = Responsible     A = Accountable     C = Consulted    I = Informed
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GAO-8 Facilitate Collaborative Meeting R

GAO-9 Respond to Data Call R A

GAO-10 Submit Information Request to GAO A R

GAO-11 Conduct Exit Conference R A C I

GAO-12 Conduct After Exit Briefing R

GAO-13 Issue Draft Report to VA I R I I

GAO-14 Create Assignment to Review Draft Report R I I
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Government Accountability Office  RACI Chart - 3

R = Responsible     A = Accountable     C = Consulted    I = Informed
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GAO-15 Task ELT/SME I R

GAO-16 Prepare Comments and Submit to QPO R

GAO-17 Compile Comments A R

GAO-18 Conduct Quality Review of Comments R

GAO-19 Obtain Signature on OIT Response R

GAO-20 Submit OIT Response to OCLA A R

GAO-21 Submit VA Comments to GAO R

GAO-22 Issue Final Report to VA I R I I
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Government Accountability Office  RACI Chart - 4

R = Responsible     A = Accountable     C = Consulted    I = Informed
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GAO-23 Create Assignments to Review Final Report R I I

GAO-24 Task ELT/SME I R

GAO-25 Prepare and Submit Comments to QPO R

GAO-26 Compile Comments R

GAO-27 Conduct Quality Review of Comments R

GAO-28 Obtain Signature on OIT Response R

GAO-29 Submit Response to OCLA A R

GAO-30 Submit VA Comments to GAO R

GAO-31 Issue Report Closure Memo to VA I R I I

home process goals back
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Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-1 Receive and Analyze Notification

Lead Office Assignment
Meeting Arrangement
Reviewed Action Item

Quality, Performance and Oversight GAO Liaison

home process goals raci

An entrance conference is a meeting that GAO holds with agency officials at the start of the engagement. GAO 
expects that an agency will arrange for its personnel to be available for an entrance conference no later than 14 
calendar days after receiving a request for a meeting.

Executive Leadership Team Organizational Charts and Functional Statement
GAO Notification Letter

Quality, Performance and Oversight (QPO) receives notification from the Office of Congressional and Legislative 
Affairs (OCLA) regarding a Government Accountability Office (GAO) entrance conference.  The request, known as 
a notification letter, is submitted via email to the VA/GAO Liaison and contains information on the subject of the 
engagement, objectives, estimated start date, and the GAO point of contact. OCLA coordinates with the appropriate 
offices and makes the arrangements for the entrance conference, including reserving a meeting room, arranging for 
teleconference lines, and sending a meeting invitation to all VA Staff Offices.

Quality, Performance And Oversight (QPO) office analyzes the request received from Office of Congressional and 
Legislative Affairs (OCLA) and determines the lead office to address the Government Accountability Office (GAO) 
request.
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Artifacts 
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Artifacts 
Created

Responsible 
Role
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Standards

More Info....

Government Accountability Office: GAO-2 Create Shared Drive for Engagement

Government Accountability Office Notification Letter

Shared Drive Folder

Quality, Performance and Oversight GAO Liaison 

home process goals raci

Quality, Performance And Oversight (QPO) creates a Shared Drive folder for the engagement that serves as a central 
repository for the related artifacts. QPO also determines if a preparatory meeting needs to be conducted. If so, QPO 
schedules and facilities the preparatory meeting, otherwise QPO confirms and notifies Office of Congressional and 
Legislative Affairs (OCLA) of Executive Leadership Team Liaison/ Subject Matter Expert (ELTL/SME) availability.
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Role
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Standards

More Info....

Government Accountability Office: GAO-3 Conduct Preparation Meeting

Preparation Meeting Notes

home process goals raci

Government Accountability Office Notification Letter
Shared Drive Folder

Quality, Performance and Oversight conducts a preparatory meeting with all Executive Leadership Team 
representatives. (NOTE: This is only done in the event of a controversial audit to identify a lead.)

Quality, Performance and Oversight GAO Liaison 
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More Info....

Government Accountability Office: GAO-4 Conduct Entrance Conference

Attendance Sheet
Government Accountability Office Requirements

Office of Congressional and Legislative Affairs 

home process goals raci

To the extent possible, GAO provides the agency with an estimate of how long the work will take.  During the 
entrance conference, GAO requests agency officials to designate a point of contact to assist with work.

The Office of Congressional and Legislative Affairs (OCLA) coordinates with the appropriate offices and makes the 
arrangements for the entrance conference, including reserving a meeting room, arranging for teleconference lines, 
and sending a meeting invitation to all VA Staff Offices.

At the entrance conference, the Government Accountability Office (GAO) discusses the following:
1. Source of the work
2. Roles and responsibilities of the GAO staff
3. Information needs (e.g., data and access to agency officials)
4. Key objectives (research questions)
5. Sites where GAO expects to conduct its work
6. Need for any precautions to protect the data and information, such as special clearances

Government Accountability Office Entrance Conference Questions
Government Accountability Office Notification Letter
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More Info....

Government Accountability Office: GAO-5 Conduct After Entrance Briefing

Government Accountability Office Notification Letter

After Entrance Briefing Meeting Notes
Action Items 

Executive Leadership Team Liaison/Subject Matter Expert
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The Executive Leadership Team Liaison/Subject Matter Expert (ELTL/SME) schedules and conducts a brief meeting 
after the entrance conference with the Office of Information and Technology (OIT) Principal Deputy Assistant 
Secretary/ Assistant Secretary to discuss the objectives of the engagement and expectations from OIT.
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More Info....

Government Accountability Office: GAO-6 Receive GAO Request For Information

Government Accountability Office Information/Documentation Request

Government Accountability Office Information/Documentation List
Office of Congressional and Legislative Affairs Email

Office of Congressional and Legislative Affairs

home process goals raci

Office of Congressional and Legislative Affairs (OCLA) receives a request from Government Accountability Office 
(GAO) via email which includes a list of documents/information to review. Accordingly, OCLA reaches out to the 
Quality, Performance and Oversight Government Accountability Office (GAO) Liaison to coordinate internally 
within the Office of Information and Technology.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards
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Government Accountability Office: GAO-7  Issue Data Call

Government Accountability Office Information/Documentation List

Quality, Performance and Oversight Data Request

Quality, Performance and Oversight GAO Liaison

home process goals raci

The Quality, Performance and Oversight Government Accountability Office (GAO) Liaison issues a data call for 
the information received from the Office of Congressional and Legislative Affairs and sends an email to the Subject 
Matter Expert addressing the Request for Information from GAO.
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Government Accountability Office: GAO-8 Facilitate Collaborative Meeting

Government Accountability Office Information/Documentation List
Government Accountability Office Notification Letter

Executive Leadership Team Liaison/Subject Matter Expert Teams Plan of Action

Quality, Performance and Oversight GAO Liaison

home process goals raci

If multiple Executive Leadership Team Liaison/Subject Matter Experts (ELTL/SME) are involved, the Quality, 
Performance and Oversight Government Accountability Office (GAO) Liaison facilitates a collaborative meeting to 
provide an opportunity for the various ELTL/SME's to meet and determine roles, responsibilities, assignments, and 
due dates.  In the event there is a single ELTL/SME involved with the task, the ELTL/SME responds to the data call.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-9 Respond to Data Call 

Executive Leadership Team Liaison/Subject Matter Expert Team Plan of Action
Government Accountability Office Information/Documentation List

Draft Information and/or documentation
Draft Response to the Government Accountability Office Request

Executive Leadership Team Liaison/Subject Matter Expert

home process goals raci

The Executive Leadership Team Liaison/Subject Matter Experts respond to the data call by working internally in their 
organization to develop the information requested by the Government Accountability Office (GAO) and review the 
results with their internal organization prior to sending the response to Quality, Performance and Oversight.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-10 Submit Information Request to GAO 

Draft Information and/or Documentation
Draft Response to the Government Accountability Office Request

Email to Government Accountability Office
Final Information and/or Documentation
Final Response to the Government Accountability Office Request

Quality, Performance and Oversight GAO Liaison

home process goals raci

Quality, Performance and Oversight (QPO) submits the information request to Government Accountability Office 
(GAO).  Prior to submission, QPO reviews the information received from the Executive Leadership Team/Subject 
Matter Expert (ELTL/SME) which has been cleared by their management, and determines if the information is to be 
vetted by the OIT Principal Deputy Assistant Secretary.  Should GAO require additional information, the request is 
forwarded to the QPO GAO Liaison who in turn issues a data call to address the GAO request.  Otherwise, the Office 
of Congressional and Legislative Affairs receives notification of a Exit Conference from the GAO.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-11 Conduct Exit Conference

Final Draft Information and/or Documentation
Final Response to the Government Accountability Office Request
Statement of Fact (List of GAO Findings and Possible Recommendations)

Attendance Sheet
Exit Conference Meeting Notes
Updated Requirements/Additional Artifacts Created

Office of Congressional and Legislative Affairs

home process goals raci

Office of Congressional and Legislative Affairs (OCLA) receives an email from Government Accountability Office 
(GAO) confirming that GAO has received the requested information and is ready to meet with the VA to discuss their 
finding and the draft report. OCLA works with Quality Performance Oversight (QPO) GAO Liaison to schedule the 
Exit conference and OCLA conducts the conference. When arranging the exit conference, any request from GAO must 
be forwarded to the OCLA GAO liaison to coordinate meeting logistics. OCLA coordinates with the appropriate 
offices and makes the arrangements for the exit conference.

The conference participants includes the GAO officials responsible for the completion of the engagement, as well as 
any VA officials who have oversight of the issues related to the engagement objectives. Written material, if provided, 
is used to confirm the critical facts and key information. Observations, preliminary conclusions, and potential 
recommendations that flow from the factual information collected are discussed but are not provided in writing.

If during the exit conference additional information is required, the GAO Liaison will contact the GOA 
Liaison.  Otherwise the draft report is issued.

The purpose of the exit conference is to confirm that the critical facts and key information used to formulate GAO 
analyses and findings are current, correct, and complete.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-12 Conduct After Exit Briefing

Exit Conference Meeting Notes
Statement of Fact

Exit Briefing Meeting Note
Executive Leadership Team Liaison/Subject Matter Expert Action Items

Executive Leadership Team Liaison/Subject Matter Expert

home process goals raci

The Executive Leadership Team Liaison/Subject Matter Expert schedule a brief meeting with the Office of Information 
and Technology (OIT) Principal Deputy Assistant Secretary/ Assistant Secretary to discuss the outcome of the 
engagement and expectations from OIT.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-13 Issue Draft Report to VA

Draft Report

Submitted Draft Report

Government Accountability Office Representative

home process goals raci

The Government Accountability Office (GAO) issues via email the Office of Congressional and Legislative Affairs a 
draft report to review and comment before submission to Congress.  Unless otherwise required by law, GAO allows 
the VA seven to thirty calendar days to comment on the draft report.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-14 Create Assignments to Review Draft Report

Draft Report

Action Items
Draft Report
Veterans Affairs Internet Quorum Assignment
Veterans Affairs Internet Quorum Folder

Office of Congressional and Legislative Affairs

VAIQ

home process goals raci

Office of Congressional and Legislative Affairs creates folder(s) (assignments/actions) in the Veterans Affairs 
Internet Quorum (VAIQ) to the appropriate VA offices to: provide comments on the draft report; concur or non-
concur with the recommendations; and provide an action plan and due dates for those recommendations to 
which the Department concurs.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-15 Task ELT/SME

Draft Report
Veterans Affairs Internet Quorum Assignment

Veterans Affairs Internet Quorum Assignment(s)

Quality, Performance and Oversight GAO Liaison

VAIQ

home process goals raci

Office of Congressional and Legislative Affairs (OCLA) makes the assignment to Quality, Performance and Oversight 
(QPO) by sending the assignment to the Office of Information and Technology (OIT) Veterans Affairs Internet 
Quorum (VAIQ) inbox. The QPO accordingly creates the assignments to the Executive Leadership Team Liaison/ 
Subject Matter Expert (ELTL/SME) in their respective VAIQ inboxes.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-16 Prepare Comments and Submit to QPO

Draft Report
Veterans Affairs Internet Quorum Assignment

Briefing Notes
Cover Letter
Response to Draft Report
Veterans Affairs Internet Quorum Assignment

Executive Leadership Team Liaison/Subject Matter Expert

VAIQ

home process goals raci

The Executive Leadership Team/Subject Matter Experts (ELTL/SME) receive the draft report and provide technical 
comments verifying the content of the draft report adheres to the data provided to the Government Accountability 
Office.  The ELTL/SME's also provide a response to the recommendations in the draft report.

Veterans Affairs Internet Quorum is more commonly known as VAIQ.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-17 Compile Comments

Draft Report
Veterans Affairs Internet Quorum Assignment

Consolidated Executive Leadership Team Liaison/ Subject Matter Expert Responses

Quality, Performance and Oversight GAO Liaison

home process goals raci

If the draft report is submitted to multiple Executive Leadership Team Liaison/Subject Matter Experts, the Quality, 
Performance and Oversight Government Accountability Office (GAO) Liaison consolidates the response into one 
document that is submitted for quality review.

VAIQ

Veterans Affairs Internet Quorum is more commonly known as VAIQ.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-18 Conduct Quality Review of Comments

Consolidated Response(s) to Draft Report

Additional Clarification from Executive Leadership Team Liaison/Subject Matter Expert
Reviewed Response(s) to Draft Report

Quality, Performance and Oversight GAO Liaison

home process goals raci

Quality, Performance and Oversight (QPO) conducts a quality review of comments provided by the Executive 
Leadership Team Liaison/Subject Matter Experts (ELTL/SME) including content, formatting, and grammer to ensure 
the result addresses the material requested by the Government Accountability Office (GAO).  If further clarification is 
needed, the QPO makes a request via email to the ELTL/SME.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-19 Obtain Signature on OIT Response

Additional Clarification from Executive Leadership Team Liaison/ Subject Matter Expert
Cover Letter
Reviewed Response(s) to Draft Report

Correspondence Package
Signed Cover Letter

Quality, Performance and Oversight GAO Liaison

home process goals raci

The Quality, Performance and Oversight (QPO) Government Accountability Office (GAO) Liaison forwards the 
correspondence package to the Office of Information and Technology (OIT) front office for review.  The 
correspondence package includes a cover letter, a response from the subject matter expert, and supporting 
documentation from the Executive Leadership Liaison Team/Subject Matter Expert (ELTL/SME).  Upon approval, the 
correspondence package is forwarded to the Office of Congressional and Legislative Affairs.  Unapproved packages 
are returned to the ELTL/SME for revisions.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-20 Submit OIT Response to OCLA

Office of Information and Technology Final Response to the Draft Report
Signed Cover Letter

Veterans Affairs Internet Quorum Assignment

Quality, Performance and Oversight GAO Liaison

VAIQ

home process goals raci

After the Office of Information and Technology (OIT) Principal Deputy Assistant Secretary/Assistant Secretary has 
reviewed and approved the package, the Quality Performance and Oversight (QPO) Office submits OIT's response to 
the Office of Congressional and Legislative Affairs (OCLA).  QPO also electronically submits the response into the 
Veterans Affairs Information Quorum (VAIQ) system.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-21 Submit VA Comments to GAO

Office of Information and Technology Final Response to the Draft Report
Veterans Affairs Internet Quorum Assignment

Updated Veterans Affairs Internet Quorum Assignment
VA Comments to Government Accountability Office Draft Report

Office of Congressional and Legislative Affairs

VAIQ

home process goals raci

Once all the comments are received, the Office of Congressional and Legislative Affairs (OCLA) drafts the 
Departmental response which is reviewed and approved by the Director of Corporate Enterprise.  The Director then 
submits the response to the Office of General Counsel, at a minimum, for concurrence

After all concurrences are received, a package for signature is provided to the OCLA Assistant Secretary for approval 
and then is provided to the Executive Secretary. After the letter is signed by the Chief-of Staff, OCLA submits via e-
mail the Department comments to the Government Accountability Office (GAO) and has the original delivered to 
GAO by courier.

Veterans Affairs Internet Quorum is more commonly known as VAIQ.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-22  Issue Final Report to VA

Draft Report
VA Comments on Government Accountability Office Draft Reports

Final Report

Government Accountability Office Representative 

home process goals raci

Once the Government Accountability Office (GAO) Representative receives the VA comments on the draft report and 
incorporates them into the report, the GAO then issues a Final Report to the Office of Congressional and Legislative 
Affairs (OCLA) via email and a transmittal letter.  When GAO issues a report containing recommendations, the VA is 
required to submit a written statement of the actions taken by the VA on the GAO recommendations to Senate 
Committee on Governmental Affairs and the House Committee on Government Reform. VA also provides the 
statement to the House and Senate Veterans' Affairs Committees, Office of Management and Budget (OMB), and to 
any other report addressees, no later than 60 days after the date of the report.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-23 Create Assignments to Review Final Report

Final Report

Action Items
Veterans Affairs Internet Quorum Assignment
Veterans Affairs Internet Quorum Folder

Office of Congressional and Legislative Affairs

VAIQ

home process goals raci

The Office of Congressional and Legislative Affairs (OCLA) creates folder(s) (assignments/actions) in the Veterans 
Affairs Internet Quorum (VAIQ) to the appropriate VA offices to: provide comments on the Final Report; document 
concurrence or non-concurrence with the recommendations; and provide an action plan and due dates for 
recommendations to which the Department concurs.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-24 Task ELT/SME

Final Report
VAIQ Assignment

Additional Veterans Affairs Internet Quorum Assignment(s)

Quality Performance and Oversight GAO Liaison

VAIQ

home process goals raci

The Quality Performance and Oversight (QPO) Government Accountability Office (GAO) Liaison logs the Office of 
Congressional and Legislative Affairs (OCLA) assignment into the Office of Information and Technology (OIT) 
Veterans Affairs Internet Quorum (VAIQ) inbox.  The QPO then logs the Executive Leadership Team Liaison/Subject 
Matter Expert assignments into their respective VAIQ inboxes.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-25 Prepare and Submit Comments to QPO

Final Report
Veterans Affairs Internet Quorum Assignment

Briefing Notes
Cover Memo
Response to Final Report
Veterans Affairs Internet Quorum Assignment

Executive Leadership Team Liaison/Subject Matter Expert

VAIQ

home process goals raci

The Executive Leadership Team/Subject Matter Experts (ELTL/SME) receive the final report and provide technical 
comments to the Quality, Performance, and Oversight (QPO) Office verifying the content of the draft report adheres 
to the data provided to the Government Accountability Office (GAO).  The ELTL/SME also provides a response to the 
recommendations in the final report.  If the ELTL/SME concurs with the GAO recommendations, an action plan with 
completion dates is prepared.  The ELTL/SME provides an explanation for non-concurrence with GAO 
recommendations to the QPO office.

Veterans Affairs Internet Quorum is more commonly known as VAIQ.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-26 Compile Comments

Executive Leadership Team Liaison/Subject Matter Expert Responses 

Consolidated Executive Leadership Team Liaison/Subject Matter Expert responses

Quality, Performance and Oversight GAO Liaison

home process goals raci

If the final report is submitted to multiple Executive Leadership Team Liaison/Subject Matter Experts (ELTL/SME), 
the Quality, Performance and Oversight Government Accountability Office (GAO) Liaison consolidates the responses 
into one document to be submitted for quality review.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-27 Conduct Quality Review of Comments

Consolidated Response(s) to Final Report

Additional Clarification from Executive Leadership Team Liaison/Subject Matter Expert
Reviewed Executive Leadership Team Liaison/Subject Matter Expert Response(s) to Final Report

Quality, Performance and Oversight GAO Liaison

home process goals raci

The Quality, Performance and Oversight (QPO) Liaison conducts a quality review of comments provided by the 
Executive Leadership Team Liaison/Subject Matter Expert (ELTL/SME) including content, formatting, and grammar 
to ensure the result addresses the material requested by Government Accountability Office (GAO).  If further 
clarification is needed, QPO makes a request via email to the ELTL/SME.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-28 Obtain Signature on OIT Response

Additional Clarification from Executive Leadership Team Liaison/ Subject Matter Expert
Cover Letter
Reviewed Executive Leadership Team Liaison/ Subject Matter Expert Response(s) to Final Report

Correspondence Package
Signed Cover Letter

Quality, Performance and Oversight GAO Liaison

VAIQ

home process goals raci

The Quality, Performance and Oversight (QPO) Government Accountability Office (GAO) Liaison forwards the 
correspondence package to the Office of Information and Technology (OIT) front office for review.  The 
correspondence package includes a cover letter, a response from the Subject Matter Expert and supporting 
documentation from the Executive Leadership Team Liaison/Subject Matter Expert (ELTL/SME).  Upon approval, the 
correspondence package is submitted to the Office of Congressional and Legislative Affairs.  Unapproved packages 
are returned to the ELTL/SME for revisions.

Veterans Affairs Internet Quorum is more commonly known as VAIQ.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-29 Submit  OIT Response to OCLA

Office of Information and Technology Final Response to the Final Report
Signed Cover Memo

Veterans Affairs Internet Quorum Assignment

Quality, Performance and Oversight GAO Liaison

VAIQ

home process goals raci

The Office of Information and Technology approved response is submitted to Office of Congressional and Legislative 
Affairs in Veterans Affairs Internet Quorum (VAIQ).



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-30 Submit VA Comments to GAO

The Office of Information and Technology Final Response to the Final report

VA Response to GAO Final Report (i.e., 60 Day Letter)

Office of Congressional and Legislative Affairs

home process goals raci

Office of Congressional and Legislative Affairs (OCLA) places an assignment in Veterans Affairs Internet Quorum 
(VAIQ) requesting an update on the status of the recommendations. 

After the OIT response is received, OCLA drafts the Departmental response and place a concurrence assignment 
to the Office of General Counsel in VAIQ. After all concurrences are received, a package is provided to the 
Executive Secretary for review and signature. After the letters are signed, OCLA has the letters delivered to 
Congress, Office of Management and Budget and Government Accountability Office (GAO).  When GAO issues a 
report to an agency head, GAO monitors agencies' progress in implementing the recommendations. Close to the 
end of each fiscal year, special attention is directed to this effort. Once OCLA receives a request for a GAO 
recommendation follow-up, OCLA confirms via email the GAO request was received and provide an estimated 
date VA expects to send the update.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government Accountability Office: GAO-31 Issue Report Closure Memo to VA

All VA Updates and Supporting Documentation Provided After the Final Report is Issued. 

Government Accountability Office Report Closure Memorandum

Government Accountability Office Representative

home process goals raci

GAO removes a recommendation from the database after determining that the agency has implemented the 
recommendation or has taken action that in substance meets the intent of the recommendation, or, circumstances have 
changed and the recommendation is no longer relevant. The GAO identifies each recommendation as Closed-
Implemented or Closed- Not Implemented.  Once all the recommendations are closed, GAO issues a report closure 
memorandum to the Office of Congressional and Legislative Affairs.
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Innovative Technologies and Discovery Strategies

ITDS-1
Identify 

Focus Area

home goals raci

ITDS-2
Define

Focus Area Topics

ITDS-5
Evaluate

Innovation Ideas

ITDS-6
Plan

Prototype/Pilot 
Project

ITDS-8
Conduct

Post Prototype/Pilot 
Project Review

ITDS-4
Solicit
Ideas

ITDS-7
Execute

Prototype/Pilot 
Project

ITDS-14
Archive

Prototype/Pilot 
Project

ITDS-13
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Initiate Full 
Project?
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Conduct
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No

Yes
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No
ITDS-12
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Partnership
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To: PRI
Project Initiation
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Innovative Technologies and Discovery Strategies

The Innovative Technologies and Discovery Strategies process:
Creates an awareness of technology driven innovative thinking/planning occurring in VA
Identifies methods to encourage innovative technology solutions
Increases the rate of new, innovative technology insertion in the VA
Defines an approach to identify partnering opportunities that enables technology driven innovation
Develops a method, standards, and criteria to vet and prioritize technology driven innovation ideas
Determines a creative approach to pursue technology driven innovations
Extends the current innovation in VA to include technology driven innovation
Integrates the concept of technology driven innovation into program/project planning processes
Identifies standards and criteria to vet and prioritize technology driven innovation ideas
Validates Prototypes/Pilot Projects for full IT project development 
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Description
home process raci

Goals 

The Innovative Technologies and Discovery Strategies (ITDS) process provides the framework for discovering and 
assessing new technologies and new ways to use existing technologies with the potential to improve the way the VA 
accomplishes its mission. This framework also addresses developing internal and external partnerships beneficial to the 
VA; identifying, developing, and validating Prototypes/Pilot Projects; and identifying the standards and criteria to vet and 
prioritize technology driven innovations.



Innovative Technologies and Discovery Strategies RACI Chart - 1

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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ITDS-1.1 Research for New Technologies R A

ITDS-1.2 Collect New Technologies R A

ITDS-1.3 Analyze to Identify Focus Areas R A

ITDS-1.4 Vet Focus Areas A R

ITDS-1.5 Approve Focus Areas A R

ITDS-1.6 Create Communications Plan R A

ITDS-2 Define Focus Area Topics R A

next
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R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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ITDS-3.1 Propose New Partnership A R

ITDS-3.2 Determine Partnership Objectives A R

ITDS-3.3 Determine Partnership Approach A R

ITDS-3.4 Decide on Approval to Develop 
Partnership R A

ITDS-3.5 Assess Potential Partners A R

ITDS-3.6 Negotiate Partnership Agreement A R

ITDS-3.7 Start Partnership Interactions A R

nextback
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R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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ITDS-3.8 Monitor Partnership against 
Objectives A R

ITDS-4.1 Choose/Design Competition
Vehicle R A

ITDS-4.2 Request Subject Matter Experts R A

ITDS-4.3 Develop Evaluation Criteria for an 
Idea R A

ITDS-4.4 Announce Competition R A

ITDS-4.5 Receive Innovation Ideas R A

ITDS-5.1 Review Innovation Ideas R A

nextback
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ITDS-5.2 Review Recommended  Innovation 
Ideas R A

ITDS-5.3 Approve Innovation Ideas R A

ITDS-5.4 Collect Lessons Learned R A

ITDS-5.5 Update Internal Communications
Plan R A

ITDS-6.1 Create Prototype/Pilot Project 
Team A R

ITDS-6.2 Choose Prototype/Pilot Project Site R A

ITDS-6.3 Define Requirements and 
Deliverables A R
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ITDS-6.4 Update External Communications
Plan A R

ITDS-6.5 Create Project Management Plan 
and Schedule R A

ITDS-7.1 Monitor for Performance R A

ITDS-7.2 Identify Design Re-Use 
Opportunity R A

ITDS-7.3 Plan Components R A

ITDS-7.4 Coordinate Technical 
Requirements R A

ITDS-7.5 Set up Prototype/Pilot Project Site R A

back next
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ITDS-7.6 Develop Prototype/Pilot Project R A

ITDS-7.7 Test Prototype/Pilot Project R A

ITDS-8 Conduct Post Prototype/Pilot 
Project Review A R

ITDS-9 Conduct Stakeholder Final Review A R

ITDS-10 Review for Final Concurrence R A

ITDS-11 Implement Corrective Actions R A

ITDS-12 Dissolve Partnership  A R

back next
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ITDS-13 Transfer Responsibility R A

ITDS-14 Archive Prototype/Pilot Project A R
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Innovative Technologies and Discovery Strategies: ITDS-1 Identify Focus Area 

ITDS-1.2
Collect

New Technologies

ITDS-1.3
Analyze

to Identify Focus 
Areas

ITDS-1.1
Research
for New 

Technologies

ITDS-1.6
Create

Communications 
Plan

home process goals raci

ITDS-1.4
Vet

Focus Areas

ITDS-1.5
Approve

Focus Areas



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-1.1 Research for New Technologies 

Ad Hoc Calls for Innovations (Internal and External to VA)
Architecture, Strategy and Design (ASD) Scan
IT Roadmap
Office of Policy and Planning (OPP) Scan
Technology and Trends Scan Roadmap (Quarterly)

New Technology Discovery Use Case

VA Center for Innovation (OIT Node)

Clearinghouse
SharePoint

The VA Center for Innovation (OIT Node) researches for new technologies by researching information not limited to 
the following but may include: Surveying publications (e.g. trade magazines) across a range of different sources 
identifying pioneering technologies Internet (e.g. blogs, articles, social media (Twitter, Business Wire)), television 
programs (e.g. CNN, MSNBC); Trade shows, Events & Conferences (e.g. FOSE), Academia/Universities, Federal, State 
and Local Government entities; Communities of Interest (COIs), IT Industry; Hospitals, and VA Employees for the 
identification and evaluation of emerging technologies.

Policies that have driven Innovation within VA to seek new and innovative solutions to implement new methods to 
improve VA services and resources are:

home process goals raciback

OMB-M-10-06--Open Government Directive
The Presidents Memorandum Government Reform for Competitiveness & Innovation



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-1.2 Collect New Technologies 

New Technology Discovery Use Case

Updated New Technology Discovery Use Case

VA Center for Innovation (OIT Node)

Clearinghouse
SharePoint

The VA Center for Innovation (OIT Node) collects information for new and emerging technologies that potentially 
propel and enhance the services provided by the organization from a diverse network of organizations.   The data 
comes from sources including: academia/universities; crowd sourcing; IT vendors; federal, state, and local 
government entities;  focus groups; veterans, VA executives and staff members; medical/hospital groups; etc. 

This is a passive activity with innovations being pushed to the VA Center for Innovation. 
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-1.3 Analyze to Identify Focus Areas 

New Technology Discovery Use Case

Innovative Technology Analysis Report

VA Center for Innovation (OIT Node)

Clearinghouse
SharePoint Site

The VA Center for Innovation (OIT Node) examines each New Technology Discovery Use Case created from the data 
collection efforts.  Use cases are selected as a basis for defining the focus area topics, and are the foundational 
elements that are transmitted to the VA Center for Innovation for prioritization and acceptance.  Defining focus area 
topics makes clear the areas of innovation VA seeks to meet its needs of service and resource improvements.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-1.4 Vet Focus Areas 

Innovative Technology Analysis Report
New Technology Discovery Use Case

Architectural Engineering Review Board Findings

Architectural Engineering Review Board

The Architectural Engineering Review Board (representatives from Veterans Benefits Administration, Veterans 
Health Administration, National Cemetery Administration, and VA’s corporate offices) reviews and evaluates 
the  focus area topics submitted as potential emerging technology solutions. The Architectural Engineering Review 
Board determines if the potential emerging technologies are relevant to Enterprise Architecture (EA) (validate for 
architectural alignment with OneVA EA) and have not been previously submitted. 

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-1.5 Approve Focus Areas 

EA Guidance ASD Request Review Body Email
Innovative Technology Analysis Report
New Technology Discovery Use Case

Business Intake Review Board

The Business Intake Review Board (BIRB) reviews, evaluates and approves the focus areas.  The BIRB will determine 
the architectural fit of the focus areas; and verify whether or not the focus areas have any impact(s) to existing short 
term and long term technology goals within OIT and alignment with the information technology strategy.

home process goals raciback

Approved IT Focus Areas List



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-1.6 Create Communications Plan 

Innovative Technology Analysis Report 

Communications Plan for Innovative Technologies 

VA Center for Innovation (OIT Node)

SharePoint

The VA Center for Innovation (OIT Node) creates the Communications Plan which is used as a guide to communicate 
information about each prototype/pilot project. The communications plan identifies and defines the roles of 
individuals involved in each project.  It also includes a Responsible, Accountable, Consulted and Informed (RACI) 
matrix chart which maps the activities and role requirements of each innovation project.  Other information  may 
include: the frequency of updates to the plan and how information is communicated throughout the project; how 
meetings are conducted; and a project team directory to provide contact information for all stakeholders directly 
involved in each project.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-2 Define Focus Area Topics

Focus Area Topics Prioritization Report

VA Center for Innovation

home process goals raci

Approved IT Focus Areas List

The VA Center for Innovation examines and prioritizes the focus area topics identified by the VA Center for 
Innovation (OIT Node).  The VA Center for Innovation filters through the topics and selects those topic areas that 
provide effective solutions for VA  services.  All other focus area topics are placed in the clearinghouse for future 
consideration.

Focus Area Topics Prioritization Report contains the recommended prioritized focus area topic selected by the VA 
Center for Innovation.

Clearinghouse
SharePoint
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Innovative Technologies and Discovery Strategies: ITDS-3 Establish Partnership 

ITDS-3.2
Determine 

Partnership 
Objectives

ITDS-3.3
Determine

Partnership 
Approach

ITDS-3.1
Propose 

New Partnership

ITDS-3.7
Start 

Partnership 
Interactions
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ITDS-3.4
Decide

on Approval 
to Develop 
Partnership

ITDS-3.6
Negotiate 

Partnership 
Agreement

Cost?
No

Yes

Partnership 
Approved?

No

Yes

ITDS-3.8
Monitor 

Partnership Against 
Objectives

To: ITARS
Information 
Technology 
Acquisition 

Request System

From: PUR
Purchase

     From: CSS
Contract Services 

Support

Acquisition

ITDS-3.5
Assess 

Potential Partners



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-3.1 Propose New Partnership

Known Partner Entities
Perceived Partnership Benefits
Proposed Partner Functions

Internal Stakeholders

Focus Area Topics Prioritization Report
IT Strategy Plan

The Internal Stakeholders recommend the creation or expansion of a partnership to assist in meeting mission
objectives. The recommendation to form or expand a partnership can be initiated from any sources within VA and
should include a list of Known Partner Entities who might be suitable, the Perceived Partnership Benefits, and may
include Proposed Partner Functions that the partnership is envisioned to fulfill.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-3.2 Determine Partnership Objectives

Partnership Evaluation Factors
Partnership Objectives

VA Center for Innovation

Focus Area Topics Prioritization Report
IT Strategy Plan
Perceived Partnership Benefits
Proposed Partner Functions

The VA Center for Innovation reviews the Perceived Partnership Benefits for engaging partners in a specific Approved
Topic Area. The VA Center for Innovation uses its knowledge of current operations and the IT Strategy Plan to 
determine if Perceived Partnership Benefits are likely to contribute to meeting a performance measure or fill a known 
gap or weakness. The VA Center for Innovation reviews any Proposed Partner Functions and develops Partnership 
Objectives of establishing a partnership, and identifies preliminary Partnership Evaluation Factors.

home process goals raciback
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-3.3 Determine Partnership Approach

Preliminary Memorandum of Understanding
Estimated Financial Requirements
Recommendation to Establish a Partnership
Request for Information
Updated Known Partner Entities
Updated Proposed Partner Functions

VA Center for Innovation

IT Strategy Plan
Known Partner Entities
Partnership Evaluation Factors
Partnership Objectives
Perceived Partnership Benefits
Proposed Partner Functions

The VA Center for Innovation reviews the Partnership Objectives and Proposed Partner Functions and considers how 
to best use the partnership to obtain the intended program results and Perceived Partnership Benefits. The VA Center 
for Innovation proposes terms to characterize the partnership, conferring with the Office of General Council as 
appropriate, and prepares a Preliminary Memorandum of Understanding. The VA Center for Innovation gathers 
additional information from Known Partner Entities or through a Request for Information (RFI) working with 
Acquisition to obtain RFI results. An Estimated Financial Requirement is also developed. 

home process goals raciback

http://vaww.infoshare.va.gov/sites/itstrategy/Library/preliminary_memorandum_of_understanding.docx


Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-3.4 Decide on Approval to Develop Partnership

Partnership Decision Memorandum

VA Center for Innovation

Estimated Financial Requirements
Perceived Partnership Benefits
Recommendation to Establish a Partnership

The VA Center for Innovation weighs the benefits and risks of establishing a partnership and Estimated Financial 
Requirements and decides to approve or reject the proposal. If rejected, resubmission guidance is included in the 
Partnership Decision Memorandum.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-3.5 Assess Potential Partners

Documents for Input to Information Technology Acquisition Request System  
Partnership Proposal
Updated Estimated Financial Requirements

VA Center for Innovation

Estimated Financial Requirements 
Known Partner Entities
Partnership Evaluation Factors
Perceived Partnership Benefits
Proposed Partner Functions
Request For Information Results

The VA Center for Innovation reviews all partnership options and performs an analysis of the strengths, weaknesses 
and business model of Known Partner Entities. These are weighed against the Perceived Partnership Benefits. 
Potential partners are ranked for the best fit using the Partnership Evaluation Factors and the Proposed Partner 
Functions. A Partnership Proposal is then drafted with the results of this analysis. If the Estimated Financial 
Requirements exceed the minimum cost, the VA Center for Innovation develops a proposed statement of work and 
any other documents necessary for submission to the Information Technology Acquisition Request System (ITARS).

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-3.6 Negotiate Partnership Agreement

Partnership Agreement

VA Center for Innovation

Partnership Decision Memorandum
Partnership Proposal
Perceived Partnership Benefits
Preliminary Memorandum of Understanding
Proposed Partner Functions

The VA Center for Innovation involves the Office of the General Counsel to negotiate with the selected Partner to
develop an agreement using the Partnership Proposal, Perceived Partnership Benefits, Preliminary Memorandum of
Understanding, and prioritized Proposed Partner Functions to guide negotiations. The Partnership Agreement
includes key areas of mutual interest such as:

Governance
Terms and conditions
Performance Measures
Reporting Requirements
Fees
Dissolution

�

�

�

�

�

�
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-3.7 Start Partnership Interactions

Partnership Statement of Work
Performance Measures
Subject Matter Expert Participation

VA Center for Innovation

Partnership Agreement

The VA Center for Innovation representatives and the Partner review the negotiated Partnership Agreement to 
confirm a mutual understanding of objectives, deliverables, roles and responsibilities, and timeline for activities. A 
Partnership Statement of Work and Performance Measures are also formalized. Subject Matter Expert involvement is 
identified to participate in partnership activities.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-3.8 Monitor Partnership Against Objectives

Renewal Recommendation
Summary Partnership Report(s)
Updated Dashboard of Results   

VA Center for Innovation

The VA Center for Innovation periodically reviews the results from the Partnership Statement of Work and 
Performance Measures against the Partnership Objectives. This review must occur prior to the renewal period in
the Partnership Agreement. The Dashboard of Results is updated and a Summary Partnership Report is developed.
Based on the value derived from the partnership and the actual cost of participation, a partnership Renewal
Recommendation is prepared.

Dashboard of Results
Partnership Agreement
Partnership Objectives
Partnership Statement of Work
Performance Measures

home process goals raciback
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Innovative Technologies and Discovery Strategies: ITDS-4 Solicit Ideas

ITDS-4.2
Request

Subject Matter 
Experts

ITDS-4.3
Develop

Evaluation Criteria
for an Idea

ITDS-4.1
Choose/Design

Competition Vehicle

ITDS-4.4
Announce

Competition
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ITDS-4.5
Receive

Innovation Ideas



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-4.1 Choose/Design Competition Vehicle

VA Center for Innovation Director

Focus Area Topics Prioritization Report

The VA Center for Innovation Director chooses or designs the Competition Vehicle. Examples of competition vehicles 
are: 

Employee Competition
Industry Competition 
Industry Day
Prize and Challenge
Selected Unsolicited Innovations

The VA Center for Innovation Director selects the vehicle thirty days prior to the competition based on time, 
requirements and complexity.

�

�

�

�

�

Selected Ideas
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-4.2 Request Subject Matter Experts

VA Center for Innovation OIT Topic Lead

Selected Ideas

The VA Center for Innovation OIT Topic Lead requests Subject Matter Experts (SMEs) from the business lines, VA 
Center for Innovation, inside of VA, or outside of VA, as appropriate, to the subject matter topic. 

Focus Area Topics Subject Matter Experts List

The VA Center for Innovation OIT Topic Lead solicits 6-10 Subject Matter Experts (SMEs) to participate before the 
end of the initial round of the competition. 
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-4.3 Develop Evaluation Criteria for an Idea

Evaluation Criteria
Input for Statement of Work

VA Center for Innovation OIT Topic Lead

IT Roadmap
Lessons Learned Reports (from previous Prototype/Pilot Projects)
Selected Ideas

The VA Center for Innovation OIT Topic Lead collaborates with Subject Matter Experts (SMEs) to develop evaluation 
criteria for the proposals submitted under the selected topics. The VA Center for Innovation OIT Topic Lead uses 
established overarching criteria from the IT Roadmap to develop specific topic criteria for each topic area. The 
evaluation criteria relate the benefits and risks of each innovation topic area.  The evaluation criteria need to include 
both benefits and risks associated with the proposals. 

Evaluation criteria are focused enough to provide measurable results and are available to the SMEs prior to the close 
of the initial round. 
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-4.4 Announce Competition

Announcement of Competition

VA Center for Innovation Director

Communications Plan for Innovation Technologies
Evaluation Criteria 
Selected Ideas 

The VA Center for Innovation Director announces the competition to the prospective participants in accordance with 
the Communications Plan.  

The competition is announced across diverse channels based upon previous experience, best practices, and novel 
approaches.

Virtual Office of Acquisition (if applicable)

home process goals raciback

Multiple avenues of social media are utilized to both announce and open discussion about innovation competitions.

Previous principle innovators are engaged within these social media forums to elevate the innovation announcement 
to the widest number of people based upon the 'followers' of the principle innovators.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-4.5 Receive Innovation Ideas

List of Innovation Ideas
Proposal(s) for Prototype/Pilot Project

VA Center for Innovation OIT Topic Lead

Announcement of Competition

The VA Center for Innovation OIT Topic Lead receives innovation idea proposals for the solicitation and generates the 
List of Innovation Ideas.  The VA Center for Innovation OIT Topic Lead provides the List of Innovation Ideas to the 
VA Center for Innovation within 15 days of competition close.  

Innovation ideas may be submitted through the VOA for review.

Virtual Office of Acquisition (VOA)
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Innovative Technologies and Discovery Strategies: ITDS-5 Evaluate Innovation Ideas 

ITDS-5.2
Review

Recommended 
Innovation Ideas

ITDS-5.3
Approve

Innovation Ideas

ITDS-5.1
Review

Innovation Ideas

ITDS-5.5
Update
Internal 

Communications 
Plan
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Collect
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-5.1 Review Innovation Ideas

Evaluation Criteria
List of Innovation Ideas
Proposal(s) for Prototype/Pilot Project

Subject Matter Expert(s)

The Subject Matter Expert(s) (SMEs) review the innovation ideas with input from the Senior Executive Service (SES) 
and specialty experts against the evaluation criteria.  SMEs recommend a list of innovation ideas to be 
prototyped/piloted. 
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List of Innovation Ideas Recommended for Prototype/Pilot Project

Subject Matter Experts will be drawn from Product Development; Architecture, Strategy and Design; Service Delivery 
and Engineering; and Information Security. 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-5.2 Review Recommended Innovation Ideas

List of Innovation Ideas Recommended for Prototype/Pilot Project
Proposal(s) for Prototype/Pilot Project

VA Center for Innovation OIT Topic Lead

The VA Center for Innovation OIT Topic Lead reviews the List of Innovation Ideas Recommended for Prototype/Pilot 
Project for alignment with the Major Initiatives feasibility in terms of cost and implementation.  The VA Center for 
Innovation OIT Topic Lead consults with the VA Center for Innovation and Subject Matter Expert(s) (SMEs) to 
identify a preliminary list of potential prototype/pilot project sites (if applicable).

  

Final List of Innovation Ideas for Prototype/Pilot Project
List of Potential Pilot Sites (if applicable)
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-5.3 Approve Innovation Ideas

Final List of Innovation Ideas for Prototype/Pilot Project
Proposal(s) for Prototype/Pilot Project

Executive Selection Board

The Executive Selection Board (which includes the VA Deputy Secretary, Deputy Under Secretary for Benefits, 
Deputy Under Secretary for Health, Principal Deputy Under Secretary for Memorial Affairs, Chief Technology 
Officer and Chief Information Officer) approves the list of innovation ideas for funding Prototype/Pilot projects. 

  

List of Innovation Ideas Approved for Prototype/Pilot Project
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-5.4 Collect Lessons Learned

Communications Plan for Innovation Technologies
List of Innovative Ideas Approved for Prototype/Pilot

VA Center for Innovation OIT Topic Lead

The VA Center for Innovation OIT Topic Lead collects lessons learned from:
Defining the focus area topics
Establishing partnerships
Evaluating innovation ideas
Identifying focus area
Soliciting ideas

The VA Center for Innovation OIT Topic Lead creates an initial Lessons Learned Report for Innovative Technologies 
and Discovery Strategies (Overall Process) to help improve the overall VA Center for Innovation processes. 

�

�

�

�

�

  

Lessons Learned Report for Innovative Technologies and Discovery Strategies (Overall Process) 
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-5.5 Update Internal Communications Plan

Communications Plan for Innovation Technologies
Lessons Learned Report for Innovative Technologies and Discovery Strategies (Overall Process) 
List of Innovative Ideas Approved for Prototype/Pilot

VA Center for Innovation OIT Topic Lead

The VA Center for Innovation OIT Topic Lead updates the Communications Plan for internal communications.  

  

Updated Communications Plan for Innovation Technologies

The Lessons Learned Report for Innovative Technologies and Discovery Strategies (Overall Process) is used to help 
improve the overall VA Center for Innovation processes. 

home process goals raciback
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Innovative Technologies and Discovery Strategies: ITDS-6 Plan Prototype/Pilot Project

ITDS-6.3
Define

Requirements and 
Deliverables

ITDS-6.4
Update

External 
Communications 

Plan

ITDS-6.1
Create

Prototype/Pilot 
Project Team

ITDS-6.5
Create

Project Management 
Plan and Schedule
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To: ITARS
Information 
Technology 
Acquisition 

Request System

From: PUR
Purchase

ITDS-6.2
Choose

Prototype/Pilot 
Project Site

Contract?

No

Yes From: CSS
Contract Services 

Support

Acquisition



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-6.1 Create Prototype/Pilot Project Team

Innovation Integrated Project Team Charter 
Recommended List of Prototype/Pilot Site Locations

VA Center for Innovation OIT Topic Lead

Focus Area Topics Subject Matter Experts List
List of Potential Pilot Sites
New Technology Discovery Use Case 
Proposal(s) for Prototype/Pilot Project

The VA Center for Innovation OIT Topic Lead is responsible for forming the prototype/pilot project team.  The 
purpose of the prototype/pilot project team is to deliver the work products specified and IT solutions that meet the 
business requirements for product delivery.  The prototype/pilot project team is comprised of representatives from the 
business sponsor, Office of Technology (OIT), Office of Acquisition and other stakeholders.   

The VA Center for Innovation OIT Topic Lead initiates a Lessons Learned document specific to the Prototype/Pilot 
Project that is updated throughout the life cycle of the Prototype/Pilot Project. 

home process goals raciback

VA Center for Innovation OIT Topic Lead is a member of the VA Center for Innovation staff who coordinates the 
proposal review and project design for a specific Topic Area. The VA Center for Innovation OIT Topic Lead is not 
necessarily a subject matter expert. The VA Center for Innovation OIT Topic Lead works on everything prior to 
execution of the project.  The Innovation Project Manager takes over once the project execution begins.  

Lessons Learned are noted throughout the Prototype/Pilot Project for inclusion in the Lessons Learned Report for 
each Prototype/Pilot Project.

The VA Center for Innovation determines where the documents are stored. 

Veterans Affairs Internet Quorum (VAIQ)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-6.2 Choose Prototype/Pilot Project Site

Recommended Prototype/Pilot Site Location

VA Center for Innovation Director

Recommended List of Prototype/Pilot Site Locations

The Prototype/Pilot Project site is selected by the VA Center for Innovation Director in collaboration with 
Stakeholders and the Business Lines.  A prototype/pilot site can be internal or external to VA.  The site can be 
selected based upon but is not limited to:

Any specific technology requirements
The objectives of the prototype/pilot project
Location of prototype/pilot project participants

�

�

�

Lessons Learned are noted throughout the Prototype/Pilot Project for inclusion in the Lessons Learned Report for 
each Prototype/Pilot Project.
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Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-6.3 Define Requirements and Deliverables

Business Requirements Document (with applicable sections completed)
Product Evaluation and Decision Analysis (with applicable sections completed)
Requirements Specification Document (with applicable sections completed)

VA Center for Innovation OIT Topic Lead

Innovation Integrated Project Team Charter
IT Roadmap
Lessons Learned Reports (from previous Prototype/Pilot Projects)

The VA Center for Innovation OIT Topic Lead defines the prototype/pilot project requirements and deliverables. The 
requirements and deliverables identify what capabilities are needed and why these needs exist, while providing a 
focused overview of the request requirements, constraints, and Information Technology (IT) options considered.
Information identified may include: 

Value emerging technology may provide to VA, improving organization's services and resources
High-level list of deliverables
Functional/Non-Functional Requirements

The VA Center for Innovation OIT Topic Lead reviews the One-VA Enterprise Architecture and the VA Release 
Architecture to assess compatibility of the prototype/pilot project within the VA. 

If the prototype/pilot project requires a contract, the acquisition processes are followed. 

�
�
�
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VA Section 508 Standards Checklists

Refer to NIST Information Technology Portal to determine which standards are appropriate for the specific of 
Prototype/Pilot Project type.

Enterprise Technical Architecture Compliance Criteria
VA Directive 6051, Enterprise Architecture

Refer to the OneVA EA Home website for guidance on compatibility with existing VA Systems. 

Lessons Learned are noted throughout the Prototype/Pilot Project for inclusion in the Lessons Learned Report for 
each Prototype/Pilot Project.

Proposal(s) for Prototype/Pilot Project
Recommended Prototype/Pilot Site Location
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-6.4 Update External Communications Plan

Updated Communications Plan for Innovative Technologies

VA Center for Innovation OIT Topic Lead

Communications Plan for Innovative Technologies

The VA Center for Innovation OIT Topic Lead updates the external communications plan which is part of the overall 
Communications Plan for Innovative Technologies.   The guide is used to communicate updated information to 
external audiences such as stakeholders, customers, vendors, partners, regulatory bodies, etc. about the activities 
regarding the innovation prototype/pilot projects; especially known changes since the plan was first created and 
published.

The Communications Plan is a project management tool used for communicating project information.

Lessons Learned are noted throughout the Prototype/Pilot Project for inclusion in the Lessons Learned Report for 
each Prototype/Pilot Project.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-6.5 Create Project Management Plan and Schedule

Project Management Plan (with applicable sections completed)
Project Schedule Approval
Project Schedule
Updated Product Evaluation and Decision Analysis 

Innovation Project Manager

Contract (if applicable)
Product Evaluation and Decision Analysis

It is the responsibility of the VA Center for Innovation, Innovation Project Manager to create the project management 
plan (applicable sections) and schedule for the prototype/pilot project. The Project Management Plan provides an 
overview of the project and product(s), deliverables necessary to satisfy the requirements of projects (such as 
agreement on scope and priorities), and is used as a tool by the project team to plan the development process of the 
project.  It should be maintained with current information throughout the project's life cycle.

home process goals raciback

Project Management Tool

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for a 
product or product release.

The Project Schedule is created in a designated project management tool.

Lessons Learned are noted throughout the Prototype/Pilot Project for inclusion in the Lessons Learned Report for 
each Prototype/Pilot Project.

The VA Center for Innovation determines where the documents are stored.

Enterprise Technical Architecture Compliance Criteria
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Innovative Technologies and Discovery Strategies: ITDS-7 Execute Prototype/Pilot Project

ITDS-7.5
Set up

Prototype/Pilot 
Project Site

ITDS-7.6
Develop

Prototype/Pilot 
Project
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ITDS-7.7
Test

Prototype/Pilot 
Project

ITDS-7.4
Coordinate
Technical 

Requirements

ITDS-7.1
Monitor

for Performance

ITDS-7.2
Identify

Design Re-Use 
Opportunity

ITDS-7.3
Plan

Components

VA 
Environment?

No

Yes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-7.1 Monitor for Performance

Innovation Project Manager

Project Management Plan
Project Requirements and Deliverables

The Innovation Project Manager monitors the prototype/pilot project performance and reports status on a weekly 
basis.  Any issue or risk is reported when it occurs to the VA Center for Innovation Director for action.

Ad Hoc Risk/Issue Report
Dashboard Reporting

Lessons Learned are noted throughout the Prototype/Pilot Project for inclusion in the Lessons Learned Report for 
each Prototype/Pilot Project.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-7.2 Identify Design Re-Use Opportunity

Innovation Project Manager

Product Evaluation and Decision Analysis
Project Management Plan
Project Requirements and Deliverables

The Innovation Project Manager through the development team identifies and selects major or high-level re-use 
components from prior projects that may be applicable to this project. The Developer also updates the Product 
Evaluation and Analysis during this activity.

Re-Use Candidate List (if applicable)
Updated Product Evaluation and Decision Analysis

Lessons Learned are noted throughout the Prototype/Pilot Project for inclusion in the Lessons Learned Report for 
each Prototype/Pilot Project.

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for a 
product or product release.

One-VA Technical Reference Model

home process goals raciback

Open Source Electronic Health Record Agent 

Refer to the OneVA EA Home website for guidance on compatibility with existing VA Systems. 

Enterprise Technical Architecture Compliance Criteria
VA Directive 6051, Enterprise Architecture



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-7.3 Plan Components

Innovation Project Manager

Product Evaluation and Decision Analysis
Project Management Plan
Project Requirements and Deliverables
Re-Use Candidate List

The Innovation Project Manager through the development team designs the Prototype/Pilot Project components and 
creates the following documents:

Configuration Diagrams (as needed)
External Interface Diagrams (as needed) 
Functional Flow Diagrams (as needed)
Internal Interface Diagrams (as needed)
System Design Document
Test Plan and Scripts
User Interface Diagrams (as needed)

�

�

�

�

�

�

�

System Design Document (with applicable sections completed)
Configuration Diagrams (as needed)
External Interface Diagrams  (as needed)
Functional Flow Diagrams (as needed)
Internal Interface Diagrams (as needed)
Test Plan and Scripts 
User Interface Diagrams (as needed)

Lessons Learned are noted throughout the Prototype/Pilot Project for inclusion in the Lessons Learned Report for 
each Prototype/Pilot Project.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-7.4 Coordinate Technical Requirements 

Innovation Project Manager

Requirements Specification Document
System Design Document (with applicable sections completed)
Test Plan and Scripts

If the prototype is being used in a VA environment, the Innovation Project Manager coordinates the initial technical 
requirements with the Enterprise System Engineering (ESE) Technical Requirements Submission Form. This helps ESE 
assess the requirements of a prototype/pilot project and initially assess its integration into the operating environment. 
The Innovation Project Manager supplies as much of the initial information and documentation (links preferred) as 
possible. This document is developed over the project lifecycle; not all requirements are known at the prototype/pilot 
project initiation.

Enterprise System Engineering Technical Requirements Submission Form

Lessons Learned are noted throughout the Prototype/Pilot Project for inclusion in the Lessons Learned Report for each 
Prototype/Pilot Project.

For help with this form, you may contact the ESE Program Administration Office (PAO) team at VA IT SDE 
Requests.  Please submit the completed form to this e-mail group also.

An alternative version of the ESE Technical Requirements Submission Form is available on the ESE PAO Web site and
is to be used with Requests for Information (RFIs), Requests for Proposals (RFPs), Statements of Objectives (SOOs), 
and Statements of Work (SOWs) to gather proposed solution technical information.

home process goals raciback
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Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-7.5 Set up Prototype/Pilot Project Site

OIT Office of Responsibility 

Configuration Diagrams (as needed)
External Interface Diagrams  (as needed)
Internal Interface Diagrams (as needed)
System Design Document (with applicable sections completed)

The OIT Office of Responsibility (OOR) sets up the Prototype/Pilot site in a VA environment or contractor 
environment as applicable.  The OIT OOR ensures the project has the hardware, software, and tools needed to perform 
the functions for the project including the following:

Identification of the Development Account to be used for development
Appropriate access for developers to the Development Account
Ensuring the environment is fully patched

�

�

�

Prototype Environment  

Lessons Learned are noted throughout the Prototype/Pilot Project for inclusion in the Lessons Learned Report for 
each Prototype/Pilot Project.

home process goals raciback



Description
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Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-7.6 Develop Prototype/Pilot Project 

Innovation Project Manager

Configuration Diagrams (as needed)
External Interface Diagrams  (as needed)
Functional Flow Diagrams (as needed)
Internal Interface Diagrams (as needed)
System Design Document (with applicable sections completed)
Test Plan and Scripts
User Interface Diagrams (as needed)

The Innovation Project Manager through the development team develops the Prototype/Pilot capability using the 
approved design, all applicable standards, tool sets, and environment.

Prototype/Pilot Project Capability 
Updated Test Plan and Scripts

Lessons Learned are noted throughout the Prototype/Pilot Project for inclusion in the Lessons Learned Report for 
each Prototype/Pilot Project.
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VA Handbook 6500, Information Security Program



Description
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Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-7.7 Test Prototype/Pilot Project

Innovation Project Manager

New Technology Discovery Use Case
Product Evaluation and Decision Analysis
Prototype/Pilot Project Capability
Test Plan and Scripts

The Innovation Project Manager tests the Prototype/Pilot Project capability and estimates the life cycle costs for 
deployment of the capability. 

Estimated Life Cycle Costs
Test Report

Lessons Learned are noted throughout the Prototype/Pilot Project for inclusion in the Lessons Learned Report for 
each Prototype/Pilot Project.
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Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-8 Conduct Post Prototype/Pilot Project Review

Lessons Learned Report (for each Prototype/Pilot Project)

VA Center for Innovation

home process goals raci

Business Requirements Document
Evaluation Criteria
Proposal(s) for Prototype/Pilot Project
Requirements Specification Document

The VA Center for Innovation evaluates the emerging technology from the prototype/pilot project once testing has 
been completed. The VA Center for Innovation reviews the evaluation criteria for the selected prototype/pilot. The VA 
Center for Innovation produces a lessons learned report for the prototype/pilot project. The lessons learned report will 
detail problems and successes encountered during the prototype/pilot project.

The VA Center for Innovation determines where the documents are stored.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-9 Conduct Stakeholder Final Review 

Key Stakeholder Review Recommendations
Executive Decision Memorandum

Internal Stakeholders
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Business Requirements Document
Lessons Learned Report (for each Prototype/Pilot Project)
Proposal(s) for Prototype/Pilot Project
Requirements Specification Document

The Internal Stakeholders conduct final reviews of the prototypes/pilot projects after product evaluation .  The 
Internal Stakeholders reviews the evaluation document and any supporting documents to determine if they 
agree/disagree with the evaluators’ findings for the prototype/pilot project. Once reviewed, the Internal Stakeholders 
submit their recommendations (signed concur/non-concurrence with justification) to the Executive Selection Board 
(ESB) for final concurrence.

Internal Stakeholders are from Enterprise Architecture (EA), Chief Technology Officer (CTO), Information 
Technology Resource Management (ITRM), Service Delivery and Engineering (SDE), Architecture Strategy and 
Design (ASD), Risk Management and Security.   

The VA Center for Innovation determines where the document is stored.
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Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-10 Review for Final Concurrence

VA Form 4265, Concurrence and Summary Sheet

Executive Selection Board

home process goals raci

Executive Decision Memorandum
Key Stakeholder Review Recommendations
Lessons Learned Report (for each Prototype/Pilot Project)

The Executive Selection Board (ESB), which consists of OIT Executive Leadership, conducts the final reviews of all 
prototype/pilot projects and determines if there is a need for corrective action.   The ESB reviews the Evaluation 
Report and the Key Stakeholder Review Recommendations. If the ESB determines that the prototype/pilot project 
should not initiate into a full project, the project is referred to the Internal Stakeholder to decide whether to make 
corrective actions.

If the board determines that the prototype/pilot project should be initiated into a full project, the prototype/pilot is 
recommended to the Business Line to initiate into a full project.

The VA Center for Innovation determines where the document is stored.
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Artifacts 
Used

Artifacts 
Created

Responsible 
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Tools

Standards

More Info....

ITDS-11 Implement Corrective Actions

Project Close Checklist (if applicable)
Updated Executive Decision Memorandum
Updated Key Stakeholder Review Recommendations

Internal Stakeholders

home process goals raci

Concurrence and Summary Sheet
Executive Decision Memorandum
Key Stakeholder Review Recommendations

The Internal Stakeholders review and provide responses from questions, comments and concerns received from the 
Executive Selective Board (ESB) to justify proceeding with the prototype/pilot project.  If the ESB determines that the 
prototype/pilot project should not be initiated into a full project due to conditions (i.e., design enhancements), 
corrective actions are implemented.  The Internal Stakeholders examine the corrective actions suggested for the 
prototype/pilot project.  If the issues have viable solutions, the Internal Stakeholders forward a recommendation to the 
ESB to proceed with the project. 

If the Internal Stakeholders determine the prototype/pilot project should not undergo corrective actions because fixing 
the issue(s) may exceed any value it may bring, and there are no alternative solutions; then the project is brought to 
closure and the recommendation is forwarded to the  ESB to be excluded from further consideration.

Internal Stakeholders are from Enterprise Architecture (EA), Chief Technology Officer (CTO), Information 
Technology Resource Management (ITRM), Service Delivery and Engineering (SDE), Architecture Strategy and 
Design (ASD), Risk Management and Security.  



Description

Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-12 Dissolve Partnership

Transition Out Plan
Final Partnership Report
Partnership Agreement Termination 
Review of Outstanding Obligations

VA Center for Innovation

Dashboard of Results 
Partnership Agreement
Summary Partnership Report(s)

The VA Center for Innovation considers the benefits and risks of continuing the partnership and determines whether 
the objectives of the partnership have been met or the partnership has ceased to be viable. The VA Center for 
Innovation reviews the outstanding obligations and assigns responsibilities for any functions that still need to be 
performed in the Transition Out Plan. Once the VA Center for Innovation determines a partnership is no longer 
feasible, it is terminated.

The dissolution terms in the partnership agreement are reviewed to ensure all terms are met. 
The VA Center for Innovation determines where the documents are stored. 
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

ITDS-13 Transfer Responsibility

Updated Business Requirements Document
Updated Project Management Plan
Updated Requirements Specification Document

Business Line
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Concurrence and Summary Sheet
Executive Decision Memorandum 
Key Stakeholder Review Recommendations
Prototype/Pilot Project Documentation

The Business Line receives the Executive Decision Memorandum, along with supporting project documentation, from 
the Executive Selection Board to develop the Prototype/Project into a full project.  The Business Line formally requests 
and awaits approval for resources (i.e., funding) to transfer the Prototype/Pilot project into full project 
development.  Additionally, the  Business Line creates new project documentation and prepares to archive 
documentation produced from prototype/pilot projects slated for full project implementation.

SharePoint

Enterprise Technical Architecture Compliance Criteria

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for a 
product or product release.
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Artifacts 
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Tools

Standards

More Info....

ITDS-14 Archive Prototype/Pilot Project

Archived Project Artifacts
Updated Lessons Learned Report for Innovative Technologies and Discovery Strategies (Overall Process) 

VA Center for Innovation

home process goals raci

Documentation of Products or Deliverables from the Project 
Lessons Learned Report for Innovative Technologies and Discovery Strategies (Overall Process) 

The VA Center for Innovation updates the prototype/pilot project artifacts as the final versions of documentation and 
archives the artifacts in the correct repository.  The prototype/pilot project(s) are archived in two categories: 

Implementation of  full project development 
Terminated prototype/pilot project 

All documentation, including the Executive Decision Memorandum, is archived in the repository. 
The VA Center for Innovation also collects any additional lessons learned from the overall Innovative Technologies 
and Discovery Strategies process and updates the Lessons Learned Report for Innovative Technologies and Discovery 
Strategies (Overall Process). 

�
�

SharePoint 

When archiving prototype/pilot project artifacts, follow the records management phase of the records life-cycle that 
consists of:

Creation or receipt of information in the form of records 
Classification of the records or their information in some logical system 
Maintenance and use of the records 
Disposition through destruction or transfer to archives

The second phase consists of the archival phase:
Selection/acquisition of the records by an archives
Description of the records in inventories, finding aids, and the like
Preservation of the records or, perhaps, the information in the records 
Reference and use of the information by researchers

�
�
�
�

�
�
�
�

Office of Information and Technology (OIT)  Records Control Schedule (RCS) 005-1
National Archives, General Records Schedules
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 Contractors On/Off-Boarding 

Goal

home process raci

The goal of the CONB process is to establish the set of activities required to provide, monitor, control, and remove an individual's access to VA 
systems, equipment, and facilities as appropriate to meet the needs of the VA. 

Specific goals include:
Completing required background investigation including the Special Agreement Check (SAC) for fingerprinting
Reviewing and accepting VA Rules of Behavior
Obtaining access to the Talent Management System
Documenting the required information security and privacy training to access the VA network
Receiving Government Furnished Equipment with needed software, if required
Accessing the VA Network and establishing remote VA network access as required
Obtaining VA identification and access to VA facilities
Monitoring and verifying successful completion of annual security training requirements
Monitoring and verifying successful adjudication of SAC, National Agency Check with Inquiries, Minimum Background Investigation, 
or Background Investigation as appropriate to the role
Granting or withdrawing access based upon meeting or failing to meet requirements, initiate personnel actions as necessary
Notifying appropriate management personnel of access changes required based upon clearance adjudications or failure to meet 
requirements
Ensuring recovery of identity badges, Personal Identity Verification (PIV) cards, keys and other access granting items are recovered 
before the individual departs from the VA
Ensuring access to  Public Key Infrastructure (PKI), as applicable 
Ensuring recovery of all government furnished equipment (desktops, laptops, smart phone, printers, faxes, etc.) and other government 
property are properly recovered and transferred to the appropriate office in the VA within 24 hours if the individual departs from the VA 
Ensuring that clearance through appropriate physical security personnel occurs
Ensuring all system access privileges and network access are terminated
Ensuring that all appropriate personnel actions are initiated and documented and notifications are made

�
�

�
�

�
�

�
�

�

�
�

�

�

�

�
�

�

The Contractors On/Off-Boarding (CONB) process describes the activities to obtain access to VA networks, facilities, and equipment by
completing background investigations and required training and obtaining Government Furnished Equipment with appropriate software. After 
initial on-boarding, the process also establishes the framework for consistently ensuring that all individuals, contractors, have the proper access 
necessary to perform the role they are assigned and that they continue to meet those minimum requirements necessary to support granting the 
access. The CONB process complies with the Federal acquisition, security and privacy regulations. 

Description

An Office of Information Technology Master Glossary provides further descriptions for terminology used in the VONB process.
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CONB-1.1 Identify Security Requirements R C C A

CONB-1.2 Contact Contracting Officer’s 
Representative R A

CONB-1.3 Develop and Submit Information R A

CONB-1.4 Develop and Submit Information R A

CONB-1.5 Receive Information A R

CONB-1.6 Validate TMS Profile A R

CONB-2.1.1 Initiate Fingerprinting and 
Background Investigation Request R A

CONB-2.1.2 Notify Individual R A
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CONB-2.1.3 Prepare Background Investigation R A

CONB-2.1.4 Obtain Fingerprints R A

CONB-2.1.5 Process Fingerprints R A

CONB-2.1.6 Receive and Forward
Documents R A

CONB-2.1.7 Request Background Investigation R A

CONB-2.1.8 Prepare Documents for Security
and Investigations Center R C A

CONB-2.1.9 Process Special Agreement Check 
Report R A
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CONB-2.1.10 Receive Special Agreement Check 
Report R A

CONB-2.2 Complete Required Training R A

CONB-2.3.1 Request Initial Network Access R A

CONB-2.3.2 Review Initial Network Access A R

CONB-2.3.3 Review Request R A

CONB-2.3.4 Establish Initial Network Access R A

CONB-2.3.5 Create Remote Access Account R A

CONB-2.3.6 Access Network R A
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CONB-2.4.1 Request PIV Card R A

CONB-2.4.2 Determine if Soft Certificate 
Necessary R A

CONB-2.4.3 Schedule PIV Appointment R A

CONB-2.4.4 Initiate Soft Certificate R A

CONB-2.4.5 Provide Soft Certificate 
Information R A

CONB-2.4.6 Add to Auto Enroll Security Group A R

CONB-2.4.7 Submit Soft Certificate Request R A

CONB-2.5 Update and Forward Staff Roster R A
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CONB-2.6 Monitor Status and Validate TMS R A

CONB-2.7 Notify to Begin Work R A

CONB-2.8.1 Request Review R A

CONB-2.8.2 Conduct Reciprocity Applicability 
Review R A

CONB-2.8.3 Request e-QIP Questionnaire 
Completion R A

CONB-2.8.4 Submit Completed e-QIP R A

CONB-2.8.5 Upload Required Documents R A

CONB-2.8.6 Submit Signature Pages A R
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CONB-2.8.7 Send Certificate of Eligibility R A

CONB-2.9 Issue PIV Card A R

CONB-2.10.1 Determine GFE Assignment R A

CONB-2.10.2 Obtain GFE R A

CONB-2.11 Obtain Soft Certificate                                                                                                                                                                                              R A

CONB-2.12 Configure E-mail Client for Soft 
Certificate R A

CONB-2.13 Complete Background 
Investigation R A

CONB-3.1 Monitor Status R A
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CONB-3.2.1 Generate Training Compliance -
Deficiency Report A R

CONB-3.2.2 Review Training Status R A

CONB-3.2.3 Receive Training Notification R A

CONB-3.2.4 Request Suspension of Access R A

CONB-3.2.5 Suspend Individual's Access A R

CONB-3.2.6 Notify Individual of Suspended 
Access R A

CONB-3.2.7 Complete Required Training R A
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CONB-3.2.8 Ensure Training Recorded in TMS R A

CONB-3.2.9 Request Restoration of Access R A

CONB-3.2.10 Approve Restoration of Access R A

CONB-3.2.11 Restore Access A R

CONB-3.3 Update TMS Profile R A

CONB-3.4 Verify Access Level R A

CONB-3.5 Verify Required Risk Level R A

CONB-3.6 Increase Access A R
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CONB-3.7 Notify of Unfavorable BI R A

CONB-3.8 Update TMS Profile R A

CONB-4.1 Notify Sponsor/COR of Change in 
Status R A

CONB-4.2 Notify Contractor Lead to Direct 
Off-Boarding R A

CONB-4.3 Direct Off-Boarding R A

CONB-4.4 Return Items for Off-Boarding R A

CONB-4.5 Accomplish Off-Boarding Local 
Actions R A

CONB-4.6 Notify Sponsor Local Off-Boarding 
Actions Complete R A
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CONB-4.7 Receive Notification PIV Card 
Turned In R A

CONB-4.8 Coordinate Account Deactivations R A

CONB-4.9 Deactivate PIV A R

CONB-4.10 Deactivate Virtual Private Network A R

CONB-4.11 Deactivate VA Network Accounts A R

CONB-4.12 Complete Off-Boarding R A

CONB-4.13.1 Initiate Emergent Off-Boarding R A

CONB-4.13.2 Provide Recommended Actions A R
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CONB-4.13.3 Deactivate VA Network Accounts A R

CONB-4.13.4 Escort Off Premises R A

CONB-4.13.5 Deactivate Virtual Private Network R A

CONB-4.13.6 Conduct Emergent Off-Boarding R A

CONB-4.13.7 Deactivate Physical Access R A

CONB-4.13.8 Notify Individual to Return 
Government Property R A

CONB-4.13.9 Return Government Property R A

CONB-4.13.10 Ensure Government Property 
Returned R A

next
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CONB-4.13.11 Transfer Responsibility to Recover 
Property R A

CONB-4.13.12 Maintain Record of Emergent Off-
Boarding R A

CONB-4.14 Archive Files R A
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Description

Artifacts 
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Tools

Standards

More Info....

 Contractors On/Off-Boarding: CONB-1.1 Identify Security Requirements

Sponsor

The Sponsor, such as a Program Manager, identifies security requirements for a position based on the risk level for the task role using the Position 
Designation Automated Tool (PDT). The Sponsor completes the Security Attachment for the draft acquisition package within the Security Section of the 
Performance Work Statement. Access templates in the PDT to document risk by:

Using the task name to complete the "position" field in PDT (corresponding task to position)
Designating the appropriate risk level(s) associated with investigation level(s) using results of PDT [Position Designation Record(s)] by task 
and/or each individual work effort

The Sponsor completes, signs and obtains required signatures for the Checklist for Information Security in the Initiation Phase of Acquisitions within 
Appendix A of VA Handbook 6500.6, Contract Security Tailoring and completing Appendix C of VA Handbook 6500.6, Contract Security.

Once the performance work statement, including the Personnel Security Section, is prepared the contract effort follows the Contracting Support 
Services process through award of the Contract. 

The Sponsor initiates the CRISP Screening Checklist, used to track completion of on-boarding requirements.

�
�

home process goals raci

Performance Work Statement or Statement of Work
Position Designation Record 
Requirements Package

Position Designation Automated Tool (PDT)

Refer to the VA Handbook 6500.6 Security Attachment for information on fingerprints, background investigation,
and Personal Identification Verification. Include Government Furnished Equipment, if required, in the solicitation.

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
VA Directive 0710, Personnel Security and Suitability Program
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 6500.6, Contract Security 

Virtual Office of Acquisition

back

Checklist for Information Security in the Initiation Phase of Acquisitions (VA Handbook 6500.6, Contract Security Appendix A) 
CRISP Screening Checklist 
Position/Task Risk Designation Level(s) And Contractor Personnel Security Requirements Form
VA Information and Information System Security/Privacy Language for Inclusion into Contracts (VA Handbook 6500.6, Contract Security Appendix C) 

Security and Investigations Center Resource Site
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Contractors Prepare for On/Off-Boarding: CONB-1.2 Contact Contracting Officer's Representative

Acquisition Requirements Package (Awarded Contract)
Announcement of Contract Award (E-mail)
CRISP Screening Checklist

Contractor Lead

Within one (1) business day of receiving notification of contract award the Contractor Lead contacts the Sponsor, a 
Contracting Officer's Representative (COR), and also informs the Contracting Officer, and provides contact information. 
The Contractor Lead contacts the COR either in person, by e-mail, or by telephone. 

Notification to Contracting Officer's Representative

home process goals raciback

Virtual Office of Acquisition

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
VA Directive 0710, Personnel Security and Suitability Program
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 6500.6, Contract Security 
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Contractors Prepare for On-Boarding: CONB-1.3 Develop and Submit Information

Acquisition Requirements Package (Awarded Contract) 
Announcement of Contract Award (E-mail)
Contracting Officer's Representative Designation Letter
CRISP Screening Checklist

Within five (5) business days of receiving notification of contract award the Contractor Lead:
Prescreens Individual to ensure capability to obtain favorable Background Investigation 
Supplies the Contractor Staff Roster to the VA Contracting Officer Representative (COR)  
Obtains and submits existing signed Optional Form 306, Declaration for Federal Employment 
Obtains and submits existing Self Certification of Continuous Service for personnel with less than two years break in Federal 
service (worked on a federal contract or been a federal employee), if available
Obtains and submits existing Form I-9, Employment Eligibility Verification, if available
Provides guidance and forms to individuals regarding completing required background investigations, fingerprints, personal 
identification verification, training and obtaining government furnished equipment, as well as the penalties for non-compliance
Notifies COR of any personnel changes (e.g., additions, deletions, name changes, etc.) within one business day of obtaining 
notice of Individual change 

�
�
�
�

�
�

�

Contractor Staff Roster
Form I-9, Employment Eligibility Verification
Optional Form 306, Declaration for Federal Employment 
Self Certification of Continuous Service  
Special Agreement Check (SAC) Fingerprint Verification Form
Contract Employee: Background Investigation Request Worksheet
Updated CRISP Screening Checklist

The preferred method to send the Contractor Staff Roster is by encrypted e-mail. If unable to send encrypted e-mail, other methods 
which comply with FIPS 140-2 are to encrypt the file, use a secure fax, or use a traceable mail service.
A Form I-9 is required if the independent contractor meets the factors to be considered an employee for Form I-9 purposes per U.S. 
Citizenship and Immigration Services - Who Needs to Use Form I-9?

home process goals raciback

Federal Information Processing Standards Publications  (FIPS) 140-2, Security Requirements for Cryptographic Modules
VA Directive 0710, Personnel Security and Suitability Program
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 6500.6, Contract Security

Virtual Office of Acquisition

Contractor Lead

Talent Management System
Security and Investigations Center Resource Site

The Contract Employee: Background Investigation Request Worksheet is located in the Security and Investigations Center 
Resource Site, a restricted site, for the government to supply to the Contractor Lead to provide the required information. 
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Contractors Prepare for On-Boarding: CONB-1.4 Develop and Submit Information

Notification to the Individual (e-mail)

The Individual, a contractor, develops and submits required information to the Contractor Lead and completes the role-
specific mandatory courses in the Talent Management System (TMS). The Individual completes and electronically signs 
the appropriate VA Rules of Behavior in TMS. In addition, if not already provided, the Individual submits to the 
Contract Lead and Sponsor the following information:

Form I-9, Employment Eligibility Verification
Optional Form 306, Declaration for Federal Employment
Self Certification of Continuous Service  
Special Agreement Check (SAC) Fingerprint Verification Form

�
�

�
�

Initiated Form I-9, Employment Eligibility Verification 
Initiated Optional Form 306, Declaration for Federal Employment 
Initiated Self Certification of Continuous Service
Initiated Special Agreement Check (SAC) Fingerprint Verification Form
Initiated Talent Management System Training Certificates
Initiated VA Rules of Behavior (electronically in Talent Management System)

home process goals raciback

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules 
VA Directive 0710, Personnel Security and Suitability Program
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 6500.6, Contract Security

Individual

Talent Management System

VA Talent Management System Self Enrollment Profile
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Contractors On/Off-Boarding: CONB-1.5 Receive Information

Contractor Staff Roster
CRISP Screening Checklist
Form I-9, Employment Eligibility Verification
Notification to Sponsor/Contracting Officer's Representative
Optional Form 306, Declaration for Federal Employment 
Self Certification of Continuous Service  
Special Agreement Check (SAC) Fingerprint Verification Form

Sponsor

The Sponsor receives and validates information from the Contractor Lead in order to begin on-boarding Contractors. 
Information includes contact information about the Contractor Lead, a Contractor Staff Roster, and any existing training 
and documents which the Contractor Lead has, such as completion of required role-specific mandatory courses, 
electronically signed Rules of Behavior in the Talent Management System, and signed Optional Form 306, Declaration for 
Federal Employment for Self Certification of Continuous Service for personnel with less than a 24 month break in Federal 
service. 

Updated CRISP Screening Checklist
Validated Completed Special Agreement Check (SAC) Fingerprint Verification Form
Validated Contractor Staff Roster
Validated Form I-9, Employment Eligibility Verification
Validated Optional Form 306, Declaration for Federal Employment 
Validated Self Certification of Continuous Service  

home process goals raciback

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
VA Directive 0710, Personnel Security and Suitability Program
VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500.6, Contract Security

Talent Management System
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Contractors Prepare for On-Boarding: CONB-1.6 Validate TMS Profile

TMS Self Enrollment Profile

Sponsor

The Sponsor, a Contracting Officer's Representative (COR) or the Talent Management System (TMS) Domain 
Administrator or Manager, creates or validates an individual's profile in the TMS. The Sponsor validates profile accuracy 
and completion of mandatory training.

Validated TMS Self-Enrollment Profile

home process goals raciback

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
Job Aid: Assign Learning via Assignment Profiles 
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 6500.6, Contract Security

The TMS Domain Manager or delegates (TMS Administrators) access TMS to prepare the Training Compliance - 
Deficiency Report which lists the completion status of role-specific mandatory training for all individuals. 

Talent Management System
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Contractors On/Off-Boarding: CONB-2 Complete On-Boarding 

Withdraw?

Withdraw?

Access 
Denied?

Training 
and SAC?

CONB-2.1
Obtain 

Special Agreement 
Check and BI 

Initiation

CONB-2.2
Complete

Required Training

CONB-2.7
Notify

to Begin Work

CONB-2.4
Schedule

PIV Card and Initiate 
Certificate

CONB-2.8
Complete

e-QIP or Reciprocity

CONB-2.3
Obtain 

Initial Network and 
Remote Access

CONB-2.13
Complete

Background 
Investigation

home goals raciprocess

CONB-2.6
Monitor

Status and Validate 
TMS

To: CONB-3
Monitor and 

Control Access

CONB-2.5
Update

and Forward Staff 
Roster

CONB-2.9
Issue

PIV Card

CONB-2.10
Determine

GFE 

No

CONB-2.11
Obtain

Soft Certificate

CONB-2.12
Configure

E-mail Client for Soft 
Certificate

Yes

No

Yes

No

No

Yes

Yes
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Contractors On/Off-Boarding: CONB-2.1 Obtain Special Agreement Check and BI Initiation 

CONB-2.1.9
Process

Special Agreement 
Check Report

CONB-2.1.2
Notify

 Individual 

CONB-2.1.4
Obtain

Fingerprints 

CONB-2.1.8
Prepare

Documents for 
Security and 

Investigations Center

CONB-2.1.3
Prepare 

Background 
Investigation

CONB-2.1.7
Request

Background 
Investigation

CONB-2.1.5
Process

Fingerprints

CONB-2.1.10
Receive

Special Agreement 
Check Report

home process goals raciback

CONB-2.1.1
Initiate

Fingerprinting and 
Background 
Investigation 

CONB-2.1.6
Receive

and Forward
Documents



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.1.1 Initiate Fingerprinting and Background Investigation 

Acquisition Requirements Package (Awarded Contract)
Contract Employee: Background Investigation Request Worksheet
Contractor Staff Roster
CRISP Screening Checklist
List of Locations to Obtain Cards (and Fingerprints)
Notification to Individual of Required Actions and Timeframes (E-mail)
Special Agreement Check (SAC) Fingerprint Verification Form

Notification to Contract Lead Regarding Completion of Special Agreement Check (SAC) Fingerprint Verification Form
Updated Contract Employee: Background Investigation Request Worksheet
Updated CRISP Screening Checklist
Updated Special Agreement Check (SAC) Fingerprint Verification Form

Sponsor

The Sponsor, frequently a Contracting Officer's Representative (COR), initiates the Special Agreement Check (SAC) 
Fingerprint Verification Form. The Sponsor completes appropriate sections of the Special Agreement Check (SAC) 
Fingerprint Verification Form and Contract Employee: Background Investigation Request Worksheet. 

After completing the appropriate sections of the SAC Fingerprint Verification Form, the Sponsor provides the 
Individual with a list of locations to obtain fingerprints from the VA HSPD-12 Program web site and advises the 
Individual to:

Complete the Special Agreement Check (SAC) Fingerprint Verification Form 
Contact fingerprint locations to determine if an appointment is needed
Hand carry the Special Agreement Check (SAC) Fingerprint Verification Form to the fingerprint location for 
signature
Retain a copy of the completed Special Agreement Check (SAC) Fingerprint Verification Form
Return the Fingerprint Verification Form to the Sponsor

�
�
�

�
�

The list of locations to obtain cards and fingerprints is located on the VA HSPD-12 Program web site. 

home process back goals raci

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

Some VA facilities require authorization from the COR before a fingerprint appointment is granted.  

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.1.2 Notify Individual

Contractor Staff Roster
CRISP Screening Checklist
List of Locations to Obtain Cards (and Fingerprints)
Notification to Contract Lead Regarding Completion of Special Agreement Check (SAC) Fingerprint Verification Form
Special Agreement Check (SAC) Fingerprint Verification Form

Forwarded CRISP Screening Checklist
Forwarded List of Locations to Obtain Cards (and Fingerprints)
Forwarded Special Agreement Check (SAC) Fingerprint Verification Form
Notification to Individual on Completion of Fingerprint Verification Worksheet

Contractor Lead

The Contractor Lead receives the notification from the Sponsor, frequently a Contracting Officer's Representative 
(COR), with the Special Agreement Check (SAC) Fingerprint Verification Form, and instructions on obtaining and 
documenting fingerprints. The Contractor Lead notifies and forwards the information to the Individual.

The list of locations to obtain cards and fingerprints is located on the VA HSPD-12 Program web site. 

home process back goals raci

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
VA Directive 0710, Personnel Security and Suitability Program
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Handbook 0710, Personnel Security and Suitability Program

Some VA facilities require authorization from the COR before a fingerprint appointment is granted. 
The preferred method to send the forwarded Special Agreement Check (SAC) Fingerprint Verification Form is by 
encrypted e-mail. If unable to send encrypted e-mail, reply with another method which complies with FIPS 140-2 
compliant methods such as secure fax or using a traceable mail service.

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.1.3 Prepare Background Investigation
home process goals raci

Contract Employee: Background Investigation Request Worksheet
Notification to Individual on Completion of Fingerprint Verification Worksheet
Optional Form 306, Declaration for Federal Employment, if exists
Self Certification of Continuous Service, if applicable

The Individual prepares background investigation materials and completes forms as directed by the Contractor Lead, 
and submits to the Contractor Lead within two business days of notification.

VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)
VA Form 0752, Confidentiality of Sensitive Information Non-Disclosure Agreement (if applicable)
VA Handbook 6500.6, Contract Security (Appendix D, Contractor Rules of Behavior)
Submitted Contract Employee: Background Investigation Request Worksheet
Submitted Optional Form 306, Declaration for Federal Employment 
Submitted Self Certification of Continuous Service 

Individual

back

The documents required for individual background investigations are located on the Security and Investigations 
Center Resource Site page for Contract Officers and Contracting Officer's Representative web site. 

Security and Investigations Center Resource Site

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 6500.6, Contract Security 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.1.4 Obtain Fingerprints

List of Locations to Obtain Cards (and Fingerprints)
Notification to Individual on Completion of Fingerprint Verification Worksheet
Special Agreement Check (SAC) Fingerprint Verification Form

Updated Special Agreement Check (SAC) Fingerprint Verification Form

Individual

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

Upon receipt of the Notification to Complete Fingerprinting (E-mail) the Individual makes an appointment with a VA 
facility to have electronic fingerprints taken (if appointments are required). Otherwise, the individual requests 
information from the Sponsor to obtain fingerprints on a walk-in basis. Only electronic fingerprints are accepted by the 
VA, except for exceptional situations. 

Some VA facilities require authorization from the Sponsor/Contracting Officer's Representative before a fingerprint 
appointment is granted. 
Fingerprints are sent electronically from VA to Office of Personnel Management (OPM) to the FBI where the 
fingerprints are run against several databases. The results are then sent electronically back to VA and stored in folders 
according to the Security Office Identifier. 

Personnel Investigation Processing System

home process goals raciback

The list of locations to obtain cards and fingerprints is located on the VA HSPD-12 Program web site.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.1.5 Process Fingerprints

Special Agreement Check (SAC) Fingerprint Verification Form

Completed Special Agreement Check (SAC) Fingerprint Verification Form

VA Security Specialist

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

The VA Security Specialist, or a trained VA individual, processes the fingerprints electronically, usually at the VA law 
enforcement office. The VA Security Specialist completes Part C of the Special Agreement Check (SAC) Fingerprint 
Verification Form and returns the form to the individual. The VA Security Specialist also uploads the fingerprints to 
the Office of Personnel Management (OPM).

Fingerprints are sent electronically from VA to OPM to the FBI where the fingerprints are run against several 
databases. The results are then sent electronically back to OPM and stored in folders according to the Security Office 
Identifier. 

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.1.6 Receive and Forward Documents

Contractor Lead

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic  Modules
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

The Contractor Lead receives documents necessary for the fingerprint verification and background investigation from the 
Individual. After reviewing, the Contractor Lead forwards documents to the Sponsor, frequently a Contracting Officer's 
Representative (COR). The Sponsor is identified in Part A of the Special Agreement Check (SAC) Fingerprint Verification 
Form.

The Special Agreement Check (SAC) Fingerprint Verification Form contains Personally Identifiable Information (i.e., 
Name and Social Security Number) and needs to be sent in a secure manner by fax or encryption. If unable to send 
encrypted e-mail, other methods which comply with FIPS 140-2 are to encrypt the file, use a secure fax, or use a traceable 
mail service.

Personnel Investigation Processing System

home process goals raciback

Contract Employee: Background Investigation Request Worksheet
CRISP Screening Checklist 
Optional Form 306, Declaration for Federal Employment 
Special Agreement Check (SAC) Fingerprint Verification Form
VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)
VA Form 0752, Confidentiality of Sensitive Information Non-Disclosure Agreement (if applicable)
VA Rules of Behavior

Forwarded Contract Employee: Background Investigation Request Worksheet
Forwarded CRISP Screening Checklist
Forwarded Optional Form 306, Declaration for Federal Employment 
Forwarded Special Agreement Check (SAC) Fingerprint Verification Form
Forwarded VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)
Forwarded VA Form 0752, Confidentiality of Sensitive Information Non-Disclosure Agreement (if applicable)
Forwarded VA Handbook 6500.6, Contract Security (Appendix D, Contractor Rules of Behavior) 
Forwarded VA Rules of Behavior

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.1.7 Request Background Investigation

Contract Employee: Background Investigation Request Worksheet
Contractor Staff Roster
CRISP Screening Checklist
Optional Form 306, Declaration for Federal Employment 
Special Agreement Check (SAC) Fingerprint Verification Form
VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)

Updated Contract Employee: Background Investigation Request Worksheet
Updated CRISP Screening Checklist

Sponsor

The Sponsor, frequently a Contracting Officer's Representative, follows the guidance located on the Security and 
Investigations Center (SIC) resource site for investigation processing. 

home process goals raciback

See the Security and Investigations Center Resource Site page for Contract Officers and Contracting Officer's 
Representatives for more guidance.

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.1.8 Prepare Documents for Security and Investigations Center

Sponsor

Contractor Staff Roster
CRISP Screening Checklist
Optional Form 306, Declaration for Federal Employment 
Self Certification of Continuous Service
Special Agreement Check (SAC) Fingerprint Verification Form 
VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)

The Sponsor, frequently a Contracting Officer's Representative (COR), submits the required documents by uploading 
the documents through the Security and Investigations Center (SIC) Resource Site. The Sponsor scans documents 
received from the Individual and renames them using SIC Naming Convention Instructions. The SIC naming system 
is used to save and upload documents. If the forms contain any mistakes or omissions, Sponsor returns the forms to 
the Contractor Lead for corrections.

The documents are used by Office of Personnel Management for the Background Investigation.

Updated CRISP Screening Checklist
Uploaded Optional Form 306, Declaration for Federal Employment 
Uploaded Self Certification of Continuous Service
Uploaded Special Agreement Check (SAC) Fingerprint Verification Form
Uploaded VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)

home process goals raciback

Information Access and Privacy Program Home Page

Secure Scanner to process faxed documents which include Personally Identifiable Information

The documents required for individual background investigations are located on the Security and Investigations 
Center Resource Site on a page for contractors in the web site. 

Security and Investigations Center Resource Site
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.1.9 Process Special Agreement Check Report 

Contract Employee: Background Investigation Request Worksheet
Contracting Officer's Representative Designation Letter
CRISP Screening Checklist
Results from Adjudication in Personnel Investigations Processing System 

Personnel Investigations Processing System Results
Updated CRISP Screening Checklist

VA Security Specialist

A trained VA personnel security employee reviews the results of the special agreement check and makes a 
determination regarding eligibility for access to VA facilities and/or systems. Within 5 business days of submission of 
the fingerprints, the VA Personnel security employee makes the determination of eligibility. 

home process goals raciback

Personnel Investigations Processing System (PIPS) 

If favorable, the PIPS Special Agreement Check results read as "closed no issues". Alternatively, the results may read as 
"with issues". The Contracting Officer's Representative (COR) provides the point of contact at the Security Office the 
COR Designation Letter. The PIPS System is a restricted access system only accessible by authorized personnel.

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On-Boarding: CONB-2.1.10 Receive Special Agreement Check Report

Contracting Officer's Representative Designation Letter
Contractor Staff Roster
CRISP Screening Checklist
Personnel Investigations Processing System Results (E-mail)
Results from Adjudication in Personnel Investigations Processing System 

Notice of Status of Initiation of Background Investigation
Reviewed Personnel Investigations Processing System Result (E-mail)
Updated Contractor Staff Roster
Updated CRISP Screening Checklist

Sponsor

The Sponsor, frequently a Contracting Officer's Representative (COR), receives results from the VA Security 
Specialist review of the Personnel Investigations Processing System (PIPS). The VA Security Specialist notifies the 
Sponsor on status of initiation of the background investigation. 

The Sponsor communicates the results to the Contractor Lead. The Sponsor updates the Contractor Staff Roster
with the PIPS results.

home process goals raciback

Personnel Investigations Processing System (PIPS)

The Sponsor, frequently a Contracting Officers Representative, provides the point of contact at the Security Office the 
Contracting Officer's Representative Designation Letter. The PIPS System is a restricted access system only accessible 
by authorized personnel.

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.2 Complete Required Training

Talent Management System (TMS) Record of Training Completion

Individual

Job Aid: Assign Learning via Assignment Profiles   

The Individual completes the following mandatory training within five days of contract award:
VA Privacy and Information Security Awareness and Rules of Behavior
VHA Privacy and Health Insurance Portability and Accountability Act (HIPAA) Training (if anyone accesses 
Protected Health Information)
Role based cyber security or privacy training when applicable and identified by Sponsor and Contracting
Officer Representatives for VA personnel with equivalent information system access

�

�

�

CRISP Screening Checklist
Notification to Individual of Required Actions and Timeframes

home process goals raciback

Talent Management System
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Contractors On/Off-Boarding: CONB-2.3 Obtain Initial Network and Remote Access

CONB-2.3.1
Request 

Initial Network 
 Access 

CONB-2.3.4
Establish 

Initial Network 
Access 

CONB-2.3.2
Review
Initial 

Network Access

CONB-2.3.6
Access

Network

home process goals raciback

Access
Successful?

CONB-2.3.5
Create

Remote Access
Account

Concur?
CONB-2.3.3

Review
Request

No

Yes

Remote 
Access?

Yes

No

YesNo



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.3.1 Request Initial Network Access

Contractor Rules of Behavior
E-mail to Notify Information Security Officer
Information Security Officer Locator 
Personnel Investigations Processing System entry results

VA Form 9957, Access Form
Elevated Privilege Request Memorandum
Service Desk Ticket 

Sponsor

The Sponsor, frequently a Contracting Officer's Representative (COR), or the designee, requests initial network and 
remote access within three business days of obtaining required information, proof of training and electronically signed 
VA Rules of Behavior, and fingerprint results (closed, no issues) for the Individual. The Sponsor or designee contacts 
the National Service Desk or the local Help Desk to request access to the VA network, applicable applications/systems, 
and/or remote access (remote access is requested through the Information Security Officer).

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process back goals raci

ISOs may verify/audit COR files to ensure documentation of completion. Information in COR files includes: completed 
Contractor Rules of Behavior, VA Form 9957, Access Form, Non-Disclosure Statement Form (if applicable), TMS 
training certificates, and the favorable Special Agreement Check adjudication decision. Use ISO Locator List, or contact 
VA FSS ISO REQUESTS to identify ISO. Encrypted e-mail to ISO includes: Name, Responsible Project Manager or 
COR, and Global Address List properties. The COR provides a COR Appointment Letter to the ISO upon request. 
Contractor Rules of Behavior may be found in VA Handbook 6500.6, Contract Security (Appendix D, Contractor Rules 
of Behavior).
In CY 2013 the Sponsor or COR enters the request into a new application to begin the process of obtaining access. 
The PIV Card Management and PIPS Systems are restricted access systems only accessible by authorized personnel.

Talent Management System Training Certificates
VA Form 0752, Confidentiality of Sensitive Information 
Non-Disclosure Agreement (if applicable)
VA Rules of Behavior

Personnel Investigations Processing System (PIPS)
Service Desk Ticketing ApplicationTalent Management System (TMS)

ISO Virtual Private Network Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.3.2 Review Initial Network Access 

Completed VA Form 0752, Confidentiality of Sensitive Information Non-Disclosure Agreement (if applicable) 
Completed VA Handbook 6500.6 Contract Security (Appendix D, Contractor Rules of Behavior)
Sponsor Access E-mail
Talent Management System (TMS) Training Certificates 
VA Form 9957, Access Form

Approved VA Form 9957, Access Form 

Information Security Officer

Service Desk Ticketing System 

Within five (5) business days of receipt of the Sponsors request for Individuals network and remote access, the 
Information Security Officer (ISO) reviews the request to determine if any separation of duty issues exists. 

If the review reveals no known separation of duty issues, the ISO concurs by signing the VA Form 9957, Access Form. 
The ISO electronically (by e-mail or in the portal) sends the signed VA Form 9957, Access Form to the local Service 
Delivery and Engineering (SDE) Point of Contact to create the accounts and copy the COR that the network access has 
been approved and/or the remote access has been approved. If the review reveals known separation of duty issues, then 
the ISO non-concurs. In the event of non-concurrence, the ISO informs the Sponsor or COR and the Chief Information 
Officer/SDE Point of Contact of the specific separation of duties reasons for non-concurrence. 

For Individuals who access multiple sites, assurance to VA Directive 6500 compliance can be provided by the ISO of 
record for the contract. If elevated privileges are requested by the Sponsor, then additional role based training and 
elevated rules of behavior needs to be completed. The ISO makes a risk based decision for Individuals requiring elevated 
access on what level of initial access oversight is granted.

VA Directive 6500, Managing Information Security Risk: VA Information Security Program (as it pertains to contractor
  separation of duties)
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 6500.6, Contract Security

home process back goals raci

Elevated privileges indicate higher risk (system administrators or programmers). 

ISO Virtual Private Network Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.3.3 Review Request

Approved VA Form 9957, Access Form
Service Desk Ticket 

Forwarded Approved VA Form 9957, Access Form 
Updated Service Desk Ticket 

Facility Chief Information Officer

Service Desk Ticketing System 

The Facility Chief Information Officer (CIO) or designee reviews the VA Form 9957, Access Form. The Facility CIO 
determines initial level of access until Background Investigation is complete (Joint VA/Department of Defense sites such 
as North Chicago have variances, if needed).

home process back goals raci

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program 
VA Handbook 6500.6, Contract Security



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.3.4 Establish Initial Network Access

Approved Network Request Access Form
Service Desk Ticket

Access to System Notification from Electronic Ticketing System
Active Directory Account 
Instructions to Access the Global Address List (GAL)
Notice of Password (one time)
Notice to Sponsor/Contracting Officer's Representative 
Updated/Resolved/Closed Service Desk Ticket

Service Delivery and Engineering (SDE) Point of Contact

Service Desk Ticketing System 

Within 5 business days of receipt of the Information Security Officer (ISO) authorized request, the Service Delivery and 
Engineering (SDE) Point of Contact establishes initial network, application systems and/or remote access by reviewing 
request form and adding the user and requested options into the appropriate system(s). The SDE Point of Contact 
generally uses the service desk ticketing system. The SDE Point of Contact notifies the Sponsor and copies the ISO that 
the account has been established and password is available. 
  

The SDE Point of Contact provides the Individual with a user name and temporary password. The task is closed and 
the SDE staff resolve/close the service desk ticket. The Sponsor is notified that the request has been completed. SDE 
Point of Contact provides the Individual with instructions to access the Global Address List.
  

If elevated privileges requested, an additional active directory account is established by the SDE Point of Contact. 

home process back goals raci

VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500.6, Contract Security

Integrated Campus Support (ICS) performs this function in some instances.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.3.5 Create Remote Access Account

Approved VA Form 9957, Access Form
Service Desk Ticket

Remote Access
Resolved/Closed Service Desk Ticket

Service Delivery and Engineering (SDE) Point of Contact 

Citrix Access Gateway
Rescue AnyConnect Virtual Private Network
Service Desk Ticketing System 

The Service Delivery and Engineering (SDE) Point of Contact, or designee, creates a remote access account for the 
Individual once network access has been activated and the need for a remote account has been established. 

home process back goals raci

Integrated Campus Support (ICS) performs this function in some instances.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.3.6 Access Network

Instructions to Access Global Address List (GAL)
Service Desk Ticket 
Temporary VA Network Password

Access VA Network
Global Address List Data for the Individual
Strong VA Network Password  
Updated Service Desk Ticket

Individual

Within one business day of receipt the Individual logs into system(s) and creates strong password, updates
Talent Management System (TMS) profile to ensure the Contracting Officer's Representative name is in the supervisor
field (supervisor field in TMS) and e-mail addresses are correct. The Individual also updates the information in the 
Global Address List (GAL) (address and telephone number). Request necessary changes through Service Delivery and 
Engineering (SDE) Point of Contract.

Contractor Computer Access Policy Guidance 
Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules

home process back goals raci

Personnel Investigations Processing System (PIPS)
Service Desk Ticketing Application

Talent Management System (TMS)

The PIPS System is a restricted access system only accessible by authorized personnel.
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Contractors On/Off-Boarding: CONB-2.4 Schedule PIV Card and Initiate Certificate
home process goals raci

CONB-2.4.3
Schedule

PIV Appointment

CONB-2.4.1
Request

 PIV Card

back

CONB-2.4.2
Determine

if Soft Certificate  
Necessary 

CONB-2.4.4
Initiate

Soft Certificate

CONB-2.4.5
Provide Soft 

Certificate 
Information

CONB-2.4.7
Submit

Soft Certificate 
Request

CONB-2.4.6
Add

to Auto Enroll 
Security Group

Soft
Certificate
Needed?

Yes

No



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.4.1 Request PIV Card

PIV Sponsor Delegation of Authority Memorandum
Request for One-VA Card (Electronic) 

Completed Online Application Form

Sponsor (as PIV Sponsor)

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees and Contractors
VA Card Types and Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

The Sponsor, in the role of Personal Identity Verification (PIV) Sponsor, gathers and inputs the Individual's data in the online 
application form within VA PIV Enrollment Portal tool. There are five card types of PIV. The PIV Sponsor determines the 
appropriate type of card. Information on the card types is provided in the VA Card Types and Requirements document. The VA 
uses hard certificates for public key infrastructure as part of the PIV card. If the Sponsor selects logical access for the individual, 
the PIV contains the hard certificate.  

home process back goals raci

VA PIV Enrollment Portal

The VA PIV Card Management System is a restricted access system only accessible by authorized personnel.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.4.2 Determine if Soft Certificate Necessary 

Awarded Contract 
Contractor Staff Roster

Identity Proofing Form
Notice to Obtain Soft Certificate [Public Key Infrastructure (PKI)]

Sponsor

VA PKI Information and Enrollment Portal

The Sponsor, frequently a Contracting Officer's Representative, determines whether a soft certificate is necessary in 
order to use encrypted e-mail on BlackBerry or for other special use. The Sponsor notifies the Individual to initiate 
obtaining the Soft Certificate [Public Key Infrastructure (PKI)]. The Citrix Access Gateway does not presently use 
certificates.  

home process back goals raci

All VA users on the VA Network use automatic enrollment; manual requests for PKI are no longer approved for VA 
contractors who qualify for automatic enrollment.
For training on PKI go to VA Talent Management System (TMS) and take the course entitled, "Getting Started With 
Public Key Infrastructure - PKI".

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.4.3 Schedule PIV Appointment

Either SAC Adjudication Date with BI Schedule Date OR Favorably Adjudicated BI Completion Date
Identity Proofing Documents

Scheduled Appointment with PIV Office

Individual

Upon notification by the Sponsor with the Individual's adjudicated Special Agreement Check (SAC) date and 
scheduled or Favorably Adjudicated Background Investigation (BI) date, the Individual makes an appointment with 
the Personal Identity Verification (PIV) Office.

Identity Documentation Criteria. The Individual must provide two forms of acceptable personal identification at the 
PIV appointment. 

home process back goals raci

How to Get a VA ID Badge
Form I-9, Employment Eligibility Verification. The Form I-9 is used as the list of acceptable documents for obtaining PIV.

PIV Badge Offices



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.4.4 Initiate Soft Certificate 

Identity Proofing Form

Forwarded Identity Proofing Form
Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Individual

VA PKI Information and Enrollment Portal

The Individual:
Accesses VA Public Key Infrastructure (PKI) Information and Enrollment Portal
Signs the VA PKI Subscriber Agreement portion of the Identity Proofing Form
Fills out section one of the Soft Certificate [Public Key Infrastructure (PKI)]  Enrollment Form (also part of the 
Identity Proofing Form)
Submits to Information Security Officer (ISO) or Trusted Agent for Proofing. Two forms of identification must 
be provided

The Individual submits the request for soft certificate [Public Key Infrastructure (PKI)] after proving his or her 
identity by completing Section 3 of the Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form in the 
presence of the Registrar, Information Security Officer, Trusted Agent or Notary Public and having the person 
proofing complete Sections 4 through 8 of the Soft Certificate [Public Key Infrastructure (PKI)] Enrollment 
Form  (Sections 4 & 5 are only applicable for Notary Public).

�
�

�

�
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All VA Users on the VA Network use automatic enrollment; manual requests for PKI are no longer approved for VA 
contractors who qualify for automatic enrollment.

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document



Description
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.4.5 Provide Soft Certificate Information

Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Updated Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Sponsor

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees
  and Contractors, Section 2.2 PIV Identity Proofing and Registration Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document

The Sponsor, frequently a Contracting Officer's Representative, completes Section 2 of the Soft Certificate [Public Key 
Infrastructure (PKI)] Enrollment Form and submits to the Public Key Infrastructure Help Desk. 

home process back goals raci
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.4.6 Add to Auto Enroll Security Group

Auto-Enroll Security Group
Identity Proofing Form (including VA PKI Subscriber Agreement)
Notification from Sponsor 
Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

E-mail sent to the Individual
Updated Auto-Enroll Security Group
Updated Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Public Key Infrastructure Help Desk

The Public Key Infrastructure (PKI) Help Desk adds the Individuals VA network account to the auto-enroll security 
group. An e-mail is sent to the individual to enroll for certificates via the PKI portal.
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VA PKI Information and Enrollment Portal

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees
  and Contractors, Section 2.2 PIV Identity Proofing and Registration Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document
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Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.4.7 Submit Soft Certificate Request

Identity Proofing Form (including VA PKI Subscriber Agreement)
Personal Identification Document
Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Updated Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Individual

The Individual submits the request for Soft Certificate [Public Key Infrastructure (PKI)] after proving his or her identity 
by completing Section 3 of the Soft Certificate  [Public Key Infrastructure (PKI)] Enrollment Form in the presence of the 
Registrar, Information Security Officer, Trusted Agent or Notary Public and having the person proofing complete 
Sections 4 through 8 of the Soft Certificate  [Public Key Infrastructure (PKI)] Enrollment Form (Sections 4 & 5 are only 
applicable for Notary Public). The Individual provides two forms of identification, one of which contains photo 
identification. 
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Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees
  and Contractors, Section 2.2 PIV Identity Proofing and Registration Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document
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Artifacts 
Created
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Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.5 Update and Forward Staff Roster

Contractor Staff Roster
CRISP Screening Checklist 
Notification to Individual of Required Actions and Timeframe's
Notification to Contractor Lead of Completion of Training

Updated and Forwarded Contractor Staff Roster
Updated CRISP Screening Checklist

Contractor Lead

The Contractor Lead receives notice from the Individual of completion of mandatory training in the Talent 
Management System (TMS) and updates the Contractor Staff Roster.

home process goals raciback
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.6 Monitor Status and Validate TMS

Contractor Staff Roster
CRISP Screening Checklist
Personnel Investigations Processing System Result (E-mail)
Talent Management System Training Certificates
Training Compliance - Deficiency Report

Updated Contractor Staff Roster
Updated CRISP Screening Checklist

Sponsor

The Sponsor, frequently the Contracting Officer's Representative (COR), monitors the status of progress in
initiating the Background Investigation process, required documents for the Background Investigation, and
mandatory training completion. 

The Sponsor, COR or designee, obtains VA Talent Management System (TMS) training information from the TMS
to validate profiles, e.g., supervisor information in TMS. The Sponsor reviews TMS to determine the status on 
completion of training.

In order to access the TMS the Sponsor, a COR or designee, completes a VA TMS Managed Self Enrollment 
Administrators Training Course. 
The PIPS System is a restricted access system only accessible by authorized personnel.

home process goals raciback

Talent Management System

Personnel Investigations Processing System (PIPS)

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.7 Notify to Begin Work

Contractor Staff Roster
CRISP Screening Checklist
Training Compliance - Deficiency Report

Notification to Contractor Lead (E-mail)
Notification to Local Information Technology Facility
Updated CRISP Screening Checklist

Sponsor

The Sponsor, a Contracting Officer's Representative (COR), receives information on required training and Special 
Agreement Check. If the information received regarding fingerprints is complete and without issues, the Sponsor 
notifies the Contractor Lead to have the Individual begin work. 

If the Contractor Lead is notified of a background investigation with issues on an Individual, as determined by the 
Government, the Contractor Lead withdraws the employee from consideration based on Title 5, Code of Federal 
Regulations 731, unless a determination is made to continue the background investigation. 

Failure to comply with the contractor personnel security investigative requirements may result in termination of the 
contract for default.

home process goals raciback

Security and Investigations Center Resource Site

Code of Federal Regulations, Part 731 - Suitability (Title 5, CFR 731)
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Contractors On/Off-Boarding: CONB-2.8 Complete e-QIP or Reciprocity

CONB-2.8.4
Submit 

Completed 
e-QIP
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CONB-2.8.3
Request 

e-QIP
Questionnaire

Completion

CONB 2.8.1
Request
Review

Reciprocity?

CONB-2.8.2
Conduct 

Reciprocity 
Applicability Review

No

CONB-2.8.6
Submit 

Signature Pages

back

CONB-2.8.7 
Send

 Certificate of 
Eligibility

CONB-2.8.5
Upload

Required
 Documents

Yes

Prior
Federal
Service?

No

Yes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.8.1 Request Review

The Sponsor reviews the Self Certification of Continuous Service (showing no more than a 24 month break in service 
and a full year of service in their previous position) and forwards it to the Personnel Security Specialist.

Sponsor 

home process back goals raci

Code of Federal Regulations, Part 731 - Suitability (Title 5, CFR 731)
Executive Order 13467, Reforming Processes Related to Suitability for Government Employment, Fitness for 
  Contractor Employees, and Eligibility for Access to Classified National Security Information
Executive Order 13488, Granting Reciprocity on Excepted Service and Federal Contractor Employee Fitness and
  Reinvestigating Individuals in Positions of Public Trust
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

Self Certification of Continuous Service 

Forwarded Self Certification of Continuous Service 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.8.2 Conduct Reciprocity Applicability Review

VA Form 4236, Certificate of Eligibility 
Updated Self Certification of Continuous Service 

Personnel Security Office/Specialist

Only the Security and Investigations Center (SIC) reviews and determines whether reciprocity is appropriate for the 
Individual. The Personnel Security Office/Specialist reviews and determines whether the Individual has a prior 
background investigation in the Personnel Investigations Processing System (PIPS) that can be reciprocated by the VA. 
If a favorably adjudicated investigation, that meets or exceeds requirements for the new position with no break in 
service within the past two years for the appropriate level, exists, the Personnel Security Office/Specialist sends the 
Self Certification of Continuous Service to the Individual.    
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Code of Federal Regulations, Part 731 - Suitability (Title 5, CFR 731)
Executive Order 13467, Reforming Processes Related to Suitability for Government Employment, Fitness for
  Contractor Employees, and Eligibility for Access to Classified National Security Information
Executive Order 13488, Granting Reciprocity on Excepted Service and Federal Contractor Employee Fitness and
  Reinvestigating Individuals in Positions of Public Trust
VA Directive 0710, Personnel Security and Suitability Program
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Handbook 0710, Personnel Security and Suitability Program 

Personnel Investigations Processing System (PIPS)

Optional Form 306, Declaration for Federal Employment
Self Certification of Continuous Service 

In some instances, instead of the SIC staff reviewing, the Personnel Security Office Specialist reviews and determines 
whether reciprocity is appropriate for Individuals. 
The PIPS System is a restricted access system only accessible by authorized personnel.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.8.3 Request e-QIP Questionnaire Completion

Contract Employee: Background Investigation Request Worksheet
Optional Form 306, Declaration for Federal Employment

E-mail Request to Complete e-QIP Forms

Personnel Security Office/Specialist

The Personnel Security Office/Specialist creates access for an Individual in the Electronic Questionnaire for 
Investigations Processing (e-QIP) system. The Personnel Security Office/Specialist e-mails a Request to Complete e-QIP 
Forms to the Individual.

home process back goals raci

Electronic Questionnaires for Investigations Processing (e-QIP)
Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.8.4 Submit Completed e-QIP

Electronic Questionnaire for Investigations Processing (e-QIP) Form
Signature Pages [Certification (CER), Release (REL) and Medical Release (as appropriate)]

Individual

The Individual completes the Electronic Questionnaire for Investigations Processing (e-QIP) online form, certifies and 
prints the required e-QIP signature pages [Certification (CER), Release (REL), and Medical Release (MEL) (as 
appropriate)]. The Individual is instructed to complete e-QIP within five business days of receipt of the notice from the 
Personnel Security Specialist.

The Individual then sends via e-mail, mail service, or faxes the e-QIP signature pages to the Sponsor to upload into the 
e-QIP system.

home process back goals raci

Electronic Questionnaires for Investigations Processing (e-QIP)

E-mail Request to Complete e-QIP Forms
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Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.8.5 Upload Required Documents

Submitted Electronic Questionnaire for Investigations Processing (e-QIP) Form
Submitted Signature Pages [Certification (CER), Release (REL) and Medical Release (MEL) (as appropriate)]

Sponsor

The Sponsor reviews and uploads the required documents into the Electronic Questionnaire for Investigations 
Processing (e-QIP) system.
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Electronic Questionnaires for Investigations Processing (e-QIP)

Electronic Questionnaire for Investigations Processing (e-QIP) Form
E-mail Request to Complete e-QIP Form
Signature Pages [Certification (CER), Release (REL) and Medical Release (MEL) (as appropriate)]

Security and Investigations Center Resource Site



Description
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.8.6 Submit Signature Pages

Uploaded Signature Pages [Certification (CER), Release (REL) and Medical Release (MEL) (as appropriate)] and 
supporting documents

Personnel Security Office/Specialist 

The Personnel Security Office/Specialist reviews the Electronic Questionnaire for Investigations Processing (e-QIP) 
submission and the documentation required to accompany the investigation. If the Personnel Security Office/Specialist 
identifies errors or omissions in the e-QIP package, the Personnel Security Office/Specialist rejects the package, using 
the e-QIP system, and notifies the Individual by e-mail of the need for corrections. Corrections need to be made within 
two days.

The Personnel Security Office/Specialist uploads the signature pages to the Office of Personnel Management (OPM) 
within three business day of receipt of signature pages from the Individual. The Personnel Security Office/Specialist 
saves the signature pages in a local auditable security file repository. The investigation is scheduled by OPM.

If the Personnel Security Office/Specialist does not receive the signature pages within 14 days, the e-QIP Questionnaire 
is cancelled.
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Signature Pages [Certification (CER), Release (REL) and Medical Release (MEL) (as appropriate)]

Secure Scanner 

Electronic Questionnaires for Investigations Processing (e-QIP)

A secure scanner must be used when scanning documents which include Personally Identifiable Information.

Security and Investigations Center Resource Site
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Artifacts 
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Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.8.7 Send Certificate of Eligibility

Submitted VA Form 4236, Certificate of Eligibility

Personnel Security Office/Specialist 

The Personnel Security Office/Specialist sends a Certificate of Eligibility to the Sponsor.

home process back goals raci

Signature Pages [Certification (CER), Release (REL) and Medical Release (MEL) (as appropriate)]
VA Form 4236, Certificate of Eligibility

Secure Scanner  
Electronic Questionnaires for Investigations Processing (e-QIP)

A secure scanner is needed to process faxed documents which include Personnel Identifiable Information. 
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.9 Issue PIV Card

Identity Proofing Documents

Personal Identification Verification Card

Personnel Security Office/Specialist

The Personnel Security Office/Specialist issues the Personal Identification Verification (PIV) card to the Individual.  

The PIV Card Management System is a restricted access system only accessible by authorized personnel.

home process back goals raci

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees and Contractors
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

PIV Card Management System
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Contractors On/Off-Boarding: CONB-2.10 Determine GFE

CONB-2.10.2
Obtain

GFE
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CONB 2.10.1
Determine

GFE Assignment

back

GFE?

Yes

No

To: ITAM
IT Asset 

Management



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.10.1 Determine GFE Assignment

Sponsor

The Sponsor, frequently a Contracting Officer's Representative, determines whether Government Furnished 
Equipment (GFE) is authorized/assigned. The VA Form 0887, VA Government Property Loan Form is completed and 
signed by the Sponsor and sent to the Individual.

Acquisition Requirements Package (Awarded Contract)

VA Form 0887, VA Government Property Loan Form 
Notification to Individual to Obtain GFE (E-mail)

home process goals raciback
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.10.2 Obtain GFE

Individual

The Individual works with the Sponsor and the IT Asset Manager, or the designee, to request the
appropriate government furnished equipment (GFE) needed for the Individual to perform the day to day operations. The 
Individual signs VA Form 0887, VA Government Property Loan Form and sends to the Sponsor.

Acquisition Requirements Package (Awarded Contract)
VA Form 0887, VA Government Property Loan Form 
VA Form 9957, Access Form 

Record of Issuance of Government Furnished Equipment
Request for Government Furnished Equipment (following local protocol)
Updated VA Form 0887, VA Government Property Loan Form 

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

home process goals raciback

All issuance of GFE are in accordance with protocols from the IT Asset Management Process.
The Sponsor assumes responsibility for the management and tracking of the GFE.
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Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.11 Obtain Soft Certificate

E-mail from PKI Help Desk
Soft Certificate [Public Key Infrastructure (PKI)]

Archived Soft Certificate [Public Key Infrastructure (PKI)]

Individual

The Individual obtains Soft Certificate [Public Key Infrastructure (PKI)] by accessing the link provided in the e-mail 
received from PKI Help Desk and following the instructions on the PKI screen. The Individual archives the Soft 
Certificate PKI on a secure backup location, as described in the User's Guide. 
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Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees
  and Contractors, Section 2.2 PIV Identity Proofing and Registration Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document

Additional, specific guidance on secure back up location can be found in the VA Public Key Infrastructure (PKI) 
Program Setting Up E-mail Outlook 2003 (or 2007 or 2010). 

VA PKI Information and Enrollment Portal
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.12 Configure E-mail Client for Soft Certificate 

Configured E-mail Client Soft Certificate [Public Key Infrastructure (PKI)]

Individual

VA Public Key Infrastructure (PKI) Program Setting up E-mail Outlook 2003
VA Public Key Infrastructure (PKI) Program Setting up E-mail Outlook 2007
VA Public Key Infrastructure (PKI) Program Setting up E-mail Outlook 2010

The Individual configures his or her e-mail to use the Soft Certificate [Public Key Infrastructure (PKI)].   

home process back goals raci

Contact the VA PKI Help Desk or the VA National Service Desk for assistance.

VA PKI Information and Enrollment Portal

Soft Certificate [Public Key Infrastructure (PKI)]
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-2.13 Complete Background Investigation

Certificate of Investigation 

Recorded Adjudication in Personnel Investigation Processing System (PIPS)
Signed Certificate of Investigation

Personnel Security Office/Specialist

Personnel Investigations Processing System (PIPS)

The Personnel Security Office/Specialist adjudicates the Background Investigation, signs off on the Certificate of 
Investigation (COI), and notifies the Sponsor of final adjudication and provides a copy of the Certificate of 
Investigation to the Sponsor.

The Personnel Security Specialist saves the COI in a local auditable security file repository. The Personnel Security 
Specialist ensures that adjudication has been recorded in the Personnel Investigations Processing System (PIPS).
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Code of Federal Regulations, Part 731 - Suitability (Title 5, CFR 731)
Suitability Processing Handbook 

The PIPS System is a restricted access system only accessible by authorized personnel.
No link is provided to the Suitability Processing Handbook because it is a controlled item.

Security and Investigations Center Resource Site
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Contractors On/Off-Boarding: CONB-3 Monitor and Control Access

CONB-3.5
Verify

Required Risk Level

CONB-3.1
Monitor
Status

CONB-3.2
Verify

Training 
Requirements Met

process goals raci

Change in 
Status?

Yes

CONB-3.6
Increase
Access

Increase 
Security 
Level?

Yes

Terminate?
No

Favorable?

Yes

No

home

No

CONB-3.8
Update

TMS Profile

No

Yes

To: CONB-4
Complete

Off-Boarding

 From:  CONB-2.13
Complete

Background 
Investigation

To: CONB-2.1 
Obtain

Special Agreement 
Check and BI 

Initiation

CONB-3.7
Notify

of Unfavorable BI

CONB-3.3
Update

TMS Profile

CONB-3.4
Verify

Access Level



Description

Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

 Contractors On/Off-Boarding: CONB-3.1 Monitor Status

Contractor Lead

The Contractor Lead monitors any training needs or changes in status for the Individual. The Contractor Lead 
maintains records for the Individual as appropriate in order to respond to inquiries from the Sponsor, frequently a 
Contracting Officer's Representative (COR), on the status and/or training requirements compliance of the Individual.

If there is a change in status, the Contractor Lead determines if the change in status is due to pending separation. If the 
change in status is due to separation, Off-Boarding procedures are followed. If the change in status is not due to 
separation, the Sponsor determines the type of change in status.

If there is no change in status, the Contractor Lead continues to monitor the Individual and ensures the annual security 
training requirements are met.

home process goals raci

Contract 
Talent Management System (TMS) Profile

The Individual File is maintained, electronically preferably.

Talent Management System

Individual File (COR keeps one file - COR Contract File)
Notification to the Individual to Update TMS Profile (if applicable)

back
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Contractors On/Off-Boarding: CONB-3.2 Verify Training Requirements Met

CONB-3.2.3
Receive

Training Notification

CONB-3.2.2
Review

Training Status

CONB-3.2.1
Generate
Training 

Compliance -  
Deficiency Report

Compliant?

CONB-3.2.11
Restore
Access
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CONB-3.2.4
Request

Suspension of
 Access

Take 
Training?

Training 
Recorded in 

TMS?

CONB-3.2.8
Ensure

Training Recorded 
in TMS

back

To: CONB-4
Complete

Off-Boarding

CONB-3.2.10
Approve

Restoration of
 Access

CONB-3.2.5
Suspend

Individual's Access

CONB-3.2.6
Notify

Individual of
Suspended Access

CONB-3.2.7
Complete

Required Training

Yes

CONB-3.2.9
Request

Restoration of 
Access

No

No

Yes

Yes

No



Description

Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-3.2.1 Generate Training Compliance - Deficiency Report

Talent Management System Administrator

The Talent Management System (TMS) Administrator initiates the generation of a Training Compliance - Deficiency 
Report on a daily basis. This report contains information on Individuals who are compliant or deficient on the annual 
security training requirements. This Training Compliance - Deficiency Report is sent to the Information Security 
Officer (ISO) and the Sponsor.

Training Compliance - Deficiency Report

Talent Management System Database

Talent Management System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback

The ISO function is to monitor compliance for systematic problems. The ISO monitors the Training Compliance - 
Deficiency Report to ensure policy is being followed by the facility as a whole. The ISO contacts the Director to report 
problems in the process such as the noncompliance list is increasing, individuals existing on the report for an 
extended time, sponsors are not enforcing compliance, etc. The Director’s office follows up with the chain of 
command for noncompliant individuals.
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-3.2.2 Review Training Status

Talent Management System Profile 
Training Compliance - Deficiency Report

Contractor Lead

The Contractor Lead reviews the Individual's training status using the Training Compliance - Deficiency Report 
which provides a current list of Individuals who are required to renew their annual security training within the next 
30 days or less. The Contractor Lead checks the Talent Management System (TMS) for the completed training 
certificates.  

If the annual security training is verified as complete, no further action is required for security training verification 
until one month prior to the 1 year anniversary of the training. 

If the annual security training is not completed by the required date, the Individual is listed as deficient in the TMS 
database. The Contractor Lead contacts the Individual and instructs the Individual to complete the required training 
within the appropriate time frame.

Request for Notification of Talent Management System Training Certificates 

Request for Notification of Completed Training Certificates is in the form of an e-mail. (NOTE: Not optional for 
Contractors)

Talent Management System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback



Description
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Standards

More Info....

Contractors On/Off-Boarding: CONB-3.2.3 Receive Training Notification

Talent Management System Learning Expiration Notification
Talent Management System Profile

Individual

home process goals raci

The Individual receives an automated training notification from the Talent Management System (TMS) 30 days prior
to the expiration of the required annual security training (VA Privacy and Information Security Awareness and Rules
of Behavior), and daily thereafter until expiration date. If applicable, the individual also completes Privacy and Health
Insurance Portability and Accountability Act (HIPAA) Training.

If the Individual completes the annual security training and receives a Certificate of Training Completion in TMS
prior to the expiration date, the Individual remains in compliance with training requirements for the designated
timeframe (currently one year) and the Individual's access remains unchanged.

If the Individual does not complete the annual security training by the expiration date, the Sponsor initiates suspension 
of access to VA Systems.

Talent Management System Training Certificates 

back

The required training courses are accessible in the Talent Management System (TMS).
The Individual receives instruction from the Sponsor to complete the required training within the
appropriate time frame.

Talent Management System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500.6, Contract Security (Appendix D, Contractor Rules of Behavior) Contractor only
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Contractors On/Off-Boarding: CONB-3.2.4 Request Suspension of Access

Sponsor

The Sponsor requests suspension of network access for the non-compliant individual based on the information provided 
by the Training Compliance - Deficiency Report. The Sponsor makes the request for suspension of network access by 
opening a Service Desk Ticket.

Request for Suspension of Access
Service Desk Ticket

Training Compliance - Deficiency Report
Talent Management System Learning Expiration Notification

Service Desk Ticketing System 

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Contractors On/Off-Boarding: CONB-3.2.5 Suspend Individual's Access

Request for Suspension of Access
Service Desk Ticket

Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, suspends the Individual's VA 
Systems network access based on the request from the Sponsor contained in the Service Desk Ticket and updates the 
Service Desk Ticket.  The Sponsor is updated via e-mail on the completion of the suspension.   

Notification of Suspended Access (e-mail)
Updated Service Desk Ticket 

Service Desk Ticketing System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program 
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Role
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Contractors On/Off-Boarding: CONB-3.2.6 Notify Individual of Suspended Access

Contractor Lead

The Contractor Lead notifies the Individual that access to VA systems has been suspended and provides information 
on how the Individual can become compliant. The Contractor Lead also informs the Individual of the consequences 
resulting from failure to become compliant. The Contractor Lead keeps the Sponsor informed.

Forwarded Notification of Suspended Access (e-mail, if applicable)

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

Notification of Suspended Access (e-mail)
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The method of notification depends on the means available to the Contractor Lead based on proximity or other factors 
unique to the situation.
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Contractors On/Off-Boarding: CONB-3.2.7 Complete Required Training 

Privacy and Health Insurance Portability and Accountability Act (HIPAA) Training (if applicable)
VA Privacy and Information Security Awareness and Rules of Behavior Training 

Contact with the Sponsor (if applicable)
Privacy and Health Insurance Portability and Accountability Act (HIPAA) Training Certificate
VA Privacy and Information Security Awareness and Rules of Behavior Training Certificate

Individual

The Individual completes the required annual security training. 

If the Individual completes training online, the Talent Management System (TMS) automatically updates the 
Individual's record once the training is complete. 

If TMS is not automatically updated upon completion of the annual security training or the Individual completes the
annual security training by some other means than using the online TMS training, the Individual contacts the Sponsor 
to assist with ensuring TMS is updated and access is restored. 

The Individual uses personal e-mail or a phone call to contact the Sponsor.

Talent Management System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program 
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Contractors On/Off-Boarding: CONB-3.2.8 Ensure Training Recorded in TMS

Contractor Lead

The Contractor Lead assists the Individual to ensure the annual security training is recorded in the Talent 
Management System. 

Updated Talent Management System Data

Contact with the Contractor Lead (if applicable)
Privacy and Health Insurance Portability and Accountability Act (HIPAA) Training Certificate (if applicable)
Talent Management System Data
VA Privacy and Information Security Awareness and Rules of Behavior Training Certificate

Talent Management System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program 

home process goals raciback
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Contractors On/Off-Boarding: CONB-3.2.9 Request Restoration of Access

Contractor Lead

The Contractor Lead requests restoration of access to the appropriate level within the VA System for the Individual.  

Included in the request for restoration of access is verification from the Sponsor that the Individual's completion of 
annual security requirements is recorded in Talent Management System. 

Request of Restoration of Access

Privacy and Health Insurance Portability and Accountability Act (HIPAA) Training Certificate (if applicable)
Talent Management System Data
VA Privacy and Information Security Awareness and Rules of Behavior Training Certificate

VA Directive 6500, Managing Information Security Risk: VA Information Security Program 
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Contractors On/Off-Boarding: CONB-3.2.10 Approve Restoration of Access

Sponsor

The Sponsor submits a Service Desk ticket showing approval for restoration of the Individual's access to the 
appropriate level.

Service Desk Ticket

Request of Restoration of Access

home process goals raciback

Service Desk Ticketing System
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Contractors On/Off-Boarding: CONB-3.2.11 Restore Access

Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, restores access for the Individual 
and closes the Service Desk Ticket.

Restored Access for the Individual
Updated/Closed Service Desk Ticket

Service Desk Ticket
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Contractors On/Off-Boarding: CONB-3.3 Update TMS Profile

Notification to Individual to Update Talent Management System Profile
Talent Management System Profile

Individual

The Individual updates the Talent Management System (TMS) profile with new status, contact information, 
supervisor (sponsor) contact information, etc. when changes occur. 

Updated Talent Management System Profile 

Talent Management System

home process goals raciback
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Contractors On/Off-Boarding: CONB-3.4 Verify Access Level

Acquisition Requirements Package (Awarded Contract)
VA Form 9957, Access Form (or database listing of access)

Contractor Lead

The Contractor Lead verifies the computer access level associated with the Individual's change in status and
submits VA Form 9957, Access Form with the new access information if applicable.

VA Form 9957, Access Form 

home process goals raciback

The artifact used, VA Form 9957, Access Form, is the form previously used to create a new account or modify an
existing account. Another instance of the VA Form 9957, Access Account is the artifact created to modify an existing
account based on this change in status.
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Role
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More Info....

Contractors On/Off-Boarding: CONB-3.5 Verify Required Risk Level

Sponsor

The Sponsor verifies the required risk level associated with the Individual's change in status and notifies the Personnel 
Security Employee of a pending change in status for the Individual.

If the new position is at a higher risk level, then the Sponsor initiates a new background investigation and the process 
for obtaining background investigations is followed.

If the new position is not at a higher risk level, the Sponsor continues to monitor access requirements.

Elevated Privilege Request Memorandum (if applicable)
Notification to Individual to Update Talent Management System Profile

VA Directive 0710, Personnel Security and Suitability Program
VA Directive 6500, Managing Information Security Risk: VA Information Security Program

Acquisition Requirements Package (Awarded Contract)

Talent Management System

If the contract or task order requires all individuals to have the same Position Designation System and Automated 
Tool Level of Access, this activity does not apply. 

Position Designation Automated Tool (PDT)
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Contractors On/Off-Boarding: CONB-3.6 Increase Access

VA Form 9957, Access Form

Elevated Privilege Request
Updated Access Levels 

Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, increases access to the appropriate 
level in the appropriate systems residing on the VA network. 

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Further information on the Elevated Privilege Request is available from the Information Security Officers (ISOs). 

home process goals raciback
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Contractors On/Off-Boarding: CONB-3.7 Notify of Unfavorable BI

Sponsor

The Sponsor notifies the Contractor Lead that the Background Investigation is unfavorable.  

Notification to Contractor Lead and Individual to Update Talent Management System Profile 

Certificate of Investigation
Recorded Adjudication in Personnel Investigations Processing System (PIPS)

home process goals raciback

The Sponsor sends the Notification to the Contractor Lead to Update Talent Management System Profile via e-mail. 
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More Info....

Contractors On/Off-Boarding: CONB-3.8 Update TMS Profile

Notification to Individual to Update Talent Management System Profile
Talent Management System Profile

Updated Talent Management System Profile

Individual

If the Individual is notified that the Background Investigation is unfavorable, the Individual updates the Talent 
Management System (TMS) profile with any changes to status, contact information, supervisor contact information, etc.

If performance issues were found during the Background Investigation, the Contractor Lead is notified, and the 
Sponsor continues to monitor the Individual.

Talent Management System

home process goals raciback
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Contractor On/Off-Boarding : CONB-4 Complete Off-Boarding

CONB-4.1
Notify

 Sponsor/COR of 
Change in Status

CONB-4.4
Return 

Items for 
Off-Boarding

CONB-4.7
Receive 

Notification
PIV Card Turned In

CONB-4.8
Coordinate

Account 
Deactivations

CONB-4.9
Deactivate 

PIV 

CONB-4.11
Deactivate

VA Network 
Accounts
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CONB-4.2
Notify 

Contractor Lead  
to Direct Off-

Boarding

CONB-4.5
Accomplish

Off-Boarding Local 
Actions 

CONB-4.6
Notify

Sponsor Local Off-
Boarding Actions

Complete 

Issues?

CONB-4.13
Perform

Emergent
Off-Boarding

Yes

No

CONB-4.10
Deactivate

Virtual Private 
Network

CONB-4.14
Archive

Files

CONB-4.3
Direct

Off-Boarding

CONB-4.12
Complete

Off-Boarding
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Artifacts 
Created
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Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-4.1 Notify Sponsor/COR of Change in Status

Notification to the Sponsor/Contracting Officer's Representative of Change in Status 

Contractor Lead

The Contractor Lead notifies the Sponsor/Contracting Officer's Representative (COR) of the need to change the status of 
an Individual. 

The artifacts used as input to begin Off-Boarding vary widely depending on the reason for initiating the Off-Boarding. 

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program 

E-mail from Individual Requesting/Informing of Status Change (if applicable)
Notification of Deactivation (if applicable)
Notification of Non-Compliance for Annual Information Security Training Requirements (if applicable)

home process goals raciback
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Standards

More Info....

Contractors On/Off-Boarding: CONB-4.2 Notify Contractor Lead to Direct Off-Boarding

The Sponsor, frequently a Contracting Officer's Representative (COR), notifies the Contractor Lead to perform appropriate 
actions to Off-Board the Individual from the VA. The Sponsor ensures that the Individual's account in the VA Talent 
Management System (TMS) is inactivated. The Sponsor provides the direction by e-mail. 

Sponsor

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Notification to the Sponsor/Contracting Officer's Representative of Change in Status 

Notification to the Contractor Lead of Off-Boarding Requirements 

Each TMS domain within VA has a specific e-mail routing.

home process goals raciback
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Contractors On/Off-Boarding: CONB-4.3 Direct Off-Boarding

The Contractor Lead instructs the Individual to return, as applicable, government property including: 
Keys
Equipment (laptops, hard drives, notebooks, tablets, thumb drives, smartphones, & mobile devices, etc.)
Parking Passes
Personal Identity Verification (PIV) Card/Non-PIV Card/Local Identifications 
Sanitize non-Government Furnished Equipment
Fitness Room equipment
Sensitive data (paper or electronic) turn-in
Library books
etc.

�

�

�

�

�

�

�

�

�

Contractor Lead

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Notification to the Supervisor/Contractor Lead of Off-Boarding Requirements 
Notification to the Sponsor/Contracting Officer's Representative of Change in Status 
VA Form 0887, VA Government Property Loan Form (if applicable)

VA Form 3248, Employees Clearance from Indebtedness (if applicable)
Contractor Off-boarding Checklist 

home process goals raciback

VA Form 3248, Employees Clearance from Indebtedness can be completed electronically or manually. Also VA Form 3248 
has multiple versions for the different locations and each location should select the appropriate location form.
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Role
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More Info....

Contractors On/Off-Boarding: CONB-4.4 Return Items for Off-Boarding

VA Form 0887, VA Government Property Loan Form
VA Form 3248, Employees Clearance from Indebtedness (if applicable) 

Updated VA Form 0887, VA Government Property Loan Form
Updated VA Form 3248, Employees Clearance from Indebtedness (if applicable)

Individual

VA Handbook 6500.1, Electronic Media Sanitization
VA Handbook 7002, Logistics Management Procedures

The Individual returns, or, as appropriate, turns in for destruction items in the manner directed by the Contractor 
Lead (i.e., turn in directly to the VA or turn in to the Contractor Lead to pass to the VA) within 24 hours of departing. 
If directed to return to the VA return to either the Sponsor or Administrative Support Staff.  Items include:

Keys
Equipment (laptops, hard drives, notebooks, tablets, thumb drives, government credit cards, smartphones, & 
mobile devices, etc.)
Parking Passes
Personal Identity Verification (PIV) Card/ Local Identifications
Sanitize non-Government Furnished Equipment (GFE) equipment
Fitness Room equipment
Sensitive data (paper or electronic) turn-in
Library books
etc. 

�

�

�

�

�

�

�

�

�

VA Form 0887, VA Government Property Loan Form is updated in Part II - VA Property Return Receipt. Also, VA 
Form 3248 has multiple versions for the different locations and each location should select the one assigned by the 
Sponsor.
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Contractors On/Off-Boarding: CONB-4.5 Accomplish Off-Boarding Local Actions

Individual

The Individual accomplishes local Off-Boarding actions and completes Off-Boarding. The Individual turns in Personal 
Identity Verification (PIV) Card and any remaining Government Furnished Equipment (GFE) or government property to 
the Sponsor when they are separated. The Individual certifies they managed data in accordance with VA regulations 
within 30 days of separation per VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: 
VA Information Security Program. 

The Individual also must clear selected departments according to Site specific out processing procedures.  

The Individual completes local Off-Boarding actions as directed by the Contract Lead, returning the PIV Card, any 
remaining GFE, and all other government property.

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

Personal Identity Verification Card
VA Form 0887, VA Government Property Loan Form
VA Form 3248, Employees Clearance from Indebtedness 

Certification of Managed Data 
Site Specific Checklist (if applicable)
Updated VA Form 0887, VA Government Property Loan Form
Updated VA Form 3248, Employees Clearance from Indebtedness 

VA Form 0887, VA Government Property Loan Form is updated in Part II- VA Property Return Receipt. Also, VA 
Form 3248 has multiple versions for the different locations and each location should select the one assigned by the 
Sponsor.
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Contractors On/Off-Boarding: CONB-4.6 Notify Sponsor Local Off-Boarding Actions Complete

Local Administrative Support

The Local Administrative Support notifies the Sponsor, a Contracting Officer's Representative (COR), whether the local 
actions are complete or incomplete (return of Government Furnished Equipment, Parking Passes, issued tokens, etc.) and 
forwards any VA Form 0887, VA Government Property Loan Form, Part II- VA Property Return Receipts to the 
Sponsor/COR.  In the case of incomplete local actions an alert must be sent to the Sponsor/COR the same day.

The Local Administrative Support ensures the Personal Identification Verification (PIV) Database is updated if the PIV 
card record is returned.

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

Personal Identity Verification Database Card Record
VA Form 0887, VA Government Property Loan Form

Forwarded VA Form 0887, VA Government Property Loan Form
Notification to Sponsor
Updated Personal Identity Verification Database Card Record

Local Administrative Support includes i.e., security and law enforcement, library, custodial officer, and Human 
Resources.

For Contractors: The Contracting Officer's Representative fulfills the role of Sponsor. 
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Personal Identity Verification Database
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Contractors On/Off-Boarding: CONB-4.7 Receive Notification PIV Card Turned In 

Sponsor

The Sponsor, a Contracting Officer's Representative (COR), receives notification from the Local Administrative 
Support when the Personal Identity Verification (PIV) Card is returned. The Sponsor maintains the notification in the 
record.  The Sponsor verifies the Individual has successfully completed off-boarding and returned all government 
property to include the PIV Card. If the Individual has not successfully completed Off-Boarding, the Sponsor 
coordinates with the Contracting Officer to withhold the next invoice payment for the Contract until all government 
property is recovered. 

Forwarded VA Form 0887, VA Government Property Loan Form
Notification to Sponsor
Personal Identity Verification Database Card Record

Contracting Officer's Representative Record (if applicable)
Notification to Release Payment
Sponsor Record (if applicable) 

Personal Identity Verification Database
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Contractors On/Off-Boarding: CONB-4.8 Coordinate Account Deactivations

Sponsor

The Sponsor, a Contracting Officer's Representative, coordinates account deactivations (i.e., IT systems, special system 
access, government credit cards, Talent Management System Profile, etc.) through appropriate organizations such as the 
National Help Desk.  

VA Form 3248, Employees Clearance from Indebtedness (if appropriate)

Service Desk Ticketing Application

VA Form 9957, Access Form 
Request to Deactivate Special System Access
Updated VA Form 3248, Employees Clearance from Indebtedness 

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

VA Form 9957, Access Form is used to request creation, modification and deletion of accounts. 
The Artifact Used, VA Form 9957, Access Form is the form previously used to create a new account or modify an existing 
account, and the Artifact Created, VA Form 9957, Access Form is for deleting an account.
VA Form 3248 has multiple versions for the different locations and each location should select the appropriate
 location.
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Contractors On/Off-Boarding: CONB-4.9 Deactivate PIV

Personal Identity Verification Office

The Personal Identity Verification (PIV) Office staff deactivates the PIV and Non-PIV card according to VA Handbook 
6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program guidance. The 
PIV staff verifies the Individual's PIV deactivation information is properly entered into the PIV Database.

Personal Identity Verification Card
Personal Identity Verification Database Card Record
VA Form 3248, Employees Clearance from Indebtedness 

Deactivated Personal Identity Verification Card Record

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Personal Identity Verification Database 
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More Info....

Contractors On/Off-Boarding: CONB-4.10 Deactivate Virtual Private Network 

Information Security Officer

The Information Security Officer (ISO) deactivates the Virtual Private Network (VPN) access for the Individual. The ISO 
notifies the Service Delivery and Engineering (SDE) Point of Contact to take appropriate action related to the Off-
Boarding of the Individual. The ISO notifies the owner/ manager of all IT Systems to remove the Individual's access 
according to local policy.

Computer Access Request Form (including request for Special System Access)
VA Form 9957, Access Form (if applicable)

Notification to Service Delivery and Engineering (SDE) Point of Contact

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Contractors On/Off-Boarding: CONB-4.11 Deactivate VA Network Accounts

Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, deactivates VA network accounts 
upon receiving notification from the Sponsor/Contracting Officer's Representative (COR). SDE Point of Contact notifies 
the Sponsor/COR when the action is completed.

Notification from the Sponsor
VA Form 9957, Access Form (if applicable)

Notification of Deactivation of Network, Virtual Private Network and Special System Access

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

home process goals raciback

Service Delivery and Engineering (SDE) Point of Contact
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Contractors On/Off-Boarding: CONB-4.12 Complete Off-Boarding

Individual

The Individual turns in the VA Form 3248, Employees Clearance from Indebtedness and any other applicable out-
processing paper work to the person designated by local out-processing procedures.

VA Form 3248, Employees Clearance from Indebtedness (if applicable)

Completed VA Form 3248, Employees Clearance from Indebtedness (if applicable)

home process goals raciback

VA Form 3248, Employees Clearance from Indebtedness can be completed electronically or manually. Also VA Form 
3248 has multiple versions for the different locations and each location should select the appropriate location.
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Contractors On/Off-Boarding: CONB-4.13 Perform Emergent Off-Boarding

CONB-4.13.12
Maintain

Record of Emergent
Off-Boarding

CONB-4.13.8
Notify

Individual to Return 
Government 

Property

CONB-4.13.10
Ensure

Government 
Property Returned  

CONB-4.13.2
Provide

 Recommended 
Actions 

CONB-4.13.1
Initiate

Emergent 
Off-Boarding 

CONB-4.13.3
Deactivate

 VA Network 
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-4.13.1 Initiate Emergent Off-Boarding 

Incident Report
Sponsor Statement
VA Form 0887, VA Government Property Loan Form

VA Form 0923, Serious Incident Report (if applicable)
Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement

Sponsor

When the Sponsor, frequently a Contracting Officer's Representative (COR), receives notice of a situation with an 
Individual from the appropriate (depending on the situation) VA personnel, the Sponsor/COR determines the need for 
and initiates emergent off-boarding.   

The Sponsor/COR immediately notifies the Information Security Officer (ISO), the Service Delivery and Engineering 
(SDE) Point of Contact (Network Security Operations Center in after hours/emergency situations), and Law Enforcement 
of the need to emergently off-board the Individual and obtain government furnished equipment and other VA issued 
property [including Personal Identity Verification (PIV) card, keys, etc.].

The Sponsor/COR ensures the Individual account in the VA Talent Management System is inactivated.

VA Directive 0321, Serious Incident Reports
VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security 
Program includes Individual requirements which if not fulfilled, might initiate emergent off-boarding of an Individual, 
for instance:

Failure to immediately report a security incident 
Theft or break-in or other criminal activity

�

�
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-4.13.2 Provide Recommended Actions 

Notification to Service Delivery and Engineering (SDE) Point of Contact to Deactivate Network Access
Recommendations to Sponsor and Security and Investigations Center  

Information Security Officer

The Information Security Officer provides recommended actions to the Sponsor/Contracting Officer's Representative and 
Security and Investigations Center and sends the Notification to the Service Delivery and Engineering (SDE) Point of 
Contact to Deactivate Network Access if appropriate. 

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement
VA Form 0887, VA Government Property Loan Form

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-4.13.3 Deactivate VA Network Accounts

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement
Recommendations to Sponsor and Security and Investigations Center 

Notification to Sponsor/Contracting Officer's Representative from Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact

The Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, deactivates access to all individual 
systems residing on the VA network and notifies Sponsor/Contracting Officer's Representative of completion.

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

For Contractors: The Contracting Officer's Representative fulfills the role of Sponsor. 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-4.13.4 Escort Off Premises 

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement
Notification to Sponsor/Contracting Officer's Representative from Service Delivery and Engineering (SDE) Point of Contact
Recommendations to Sponsor and Security and Investigations Center 

Notification to Sponsor/Contracting Officer's Representative from Law Enforcement  

Law Enforcement

If necessary, Law Enforcement is contacted to escort Individual off the premises. Otherwise, the Sponsor/Contracting 
Officer's Representative coordinates having the Individual escorted off the premises.

Law Enforcement or a designated official seizes and/or secures the government furnished equipment.

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-4.13.5 Deactivate Virtual Private Network 

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement

Notification of Network Access Deactivation 

Network Security Operations Center (NSOC)

The Network Security Operations Center disables remote access [Virtual Private Network (VPN), RESCUE, and Citrix 
Access Gateway] in after hours/emergency situations and notifies the Information Security Officer. 

The Talent Management System profile is also deactivated. 

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-4.13.6 Conduct Emergent Off-Boarding 

Incident Report
Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement
Sponsor's Statement
VA Form 0887, VA Government Property Loan Form
VA Form 0923, Serious Incident Report (if applicable)

Notification to Service Delivery and Engineering (SDE) Point of Contact
Updated Incident Report
Updated VA Form 0923, Serious Incident Report (if applicable)

Information Security Officer

The Information Security Officer (ISO) conducts emergent Off-Boarding actions to ensure access to sensitive data, 
networks (to include the Virtual Private Network) and systems is deactivated. The ISO notifies the Service Delivery and 
Engineering (SDE) Point of Contact to take appropriate action related to the Off-Boarding of the Individual. The ISO 
notifies the owner/manager of all IT Systems to remove the Individual's access according to local policy.

VA Directive 0321, Serious Incident Reports
VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Network Security Operations Center Remedy Portal
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-4.13.7 Deactivate Physical Access

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement

Notification that Personal Identity Verification has been Disabled

Personal Identity Verification Office  

The Personal Identity Verification (PIV) Office deactivates physical access by disabling the PIV and Non-PIV card 
according to VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information 
Security Program guidance. The PIV Office notifies Sponsor that the action is complete.

Personal Identity Verification System
Physical Access Control System 

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Artifacts 
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Artifacts 
Created
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Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-4.13.8 Notify Individual to Return Government Property

VA Form 0887, VA Government Property Loan Form

Sponsor

The Sponsor, a Contracting Officer's Representative, notifies the Individual of the process for returning government 
property. The process varies depending on the emergent situation. Any property on site, to include Personal Identity 
Verification (PIV) and Non-PIV Card, is collected before the Individual is escorted off the premises. 

VA Handbook 0730/2, Security and Law Enforcement, Appendix B
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

Notification of Process to Return Government Property
Updated VA Form 0887, VA Government Property Loan Form

VA Form 0887, VA Government Property Loan Form is updated in Part II- VA Property Return Receipt
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-4.13.9 Return Government Property

VA Form 0887, VA Government Property Loan Form
VA Form 3248, Employees Clearance from Indebtedness 

Individual

The Individual returns any Government Property not already collected via the procedure outlined by the 
Sponsor/Contracting Officer's Representative (COR) within 24 hours.  

The Contractor Lead is responsible for ensuring that all government property is collected from the Individual, all 
government property is returned to the appropriate VA personnel, and copies of receipts for turn-in of Government 
Furnished Equipment are provided to the COR. 

Returned Government Property
Updated VA Form 0887, VA Government Property Loan Form

VA Handbook 0730/2, Security and Law Enforcement, Appendix B
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

VA Form 0887, VA Government Property Loan Form is updated in Part II-VA Property Return Receipt.

home process goals raciback

Reference VA Form 3248, Employees Clearance from Indebtedness for a list of items that are to be returned. 
VA Form 3248 has multiple versions for the different locations and each location should select the version assigned for 
the appropriate location.
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Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-4.13.10 Ensure Government Property Returned

VA Form 0887, VA Government Property Loan Form

Sponsor

The Sponsor, a Contracting Officer's Representative, ensures that all Government Property is returned and forwards to 
the appropriate asset manager. The Sponsor checks the Government Property by referencing the Government Furnished 
Equipment Records and out-processing checklist. The Sponsor verifies the Individual has returned all Government 
Property to include Personal Identity Verification (PIV) and Non-PIV Card. If the Individual has not returned all 
Government Property to include PIV Card, the Sponsor coordinates with the Contracting Officer to withhold the next 
invoice payment for the Contract until all government property is recovered. The Sponsor ensures the Individual's
account in the VA Talent Management System is inactivated.  

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

Notification to Release Payment
Updated VA Form 0887, VA Government Property Loan Form

Online Certification System (for Contracts)

Notification to Release Payment is made to the On-Line Certification System tool for Contracts. 
VA Form 0887, VA Government Property Loan Form is updated in Part II-VA Property Return Receipt.

home process goals raciback



Description
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Artifacts 
Created
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Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-4.13.11 Transfer Responsibility to Recover Property

VA Form 0887, VA Government Property Loan Form

Notification to Appropriate Office 
Updated VA Form 0887, VA Government Property Loan Form

Sponsor

The Sponsor, a Contracting Officer's Representative, transfers the recovered government property to the appropriate 
office (i.e., Asset Management, Security Office, Personal Identity Verification Office, etc.). The Sponsor reports any un-
recovered government property to the appropriate office.  

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures
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Role

Tools

Standards

More Info....

Contractors On/Off-Boarding: CONB-4.13.12 Maintain Record of Emergent Off-Boarding 

Incident Report
Notification to Appropriate Office
VA Form 0887, VA Government Property Loan Form
VA Form 0923, Serious Incident Report (if applicable)

Archived Official Folder 

The Sponsor, a Contracting Officer's Representative, maintains a record of the emergent Off-Boarding actions in an official 
folder which is archived at the end of the Off-Boarding process. The contents of the folder are dictated by official policy.

VA Handbook 0730/2, Security and Law Enforcement, Appendix B
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Sponsor

home process goals raciback

In VA Handbook 0730/2, reference Appendix B, Physical Security Requirements and Options for guidance.
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Role

Tools
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More Info....

Contractors On/Off-Boarding: CONB-4.14 Archive Files

Sponsor

The Sponsor, a Contracting Officer's Representative, receives the VA Form 3248, Employees Clearance from Indebtedness, 
if applicable, electronically and completes off-boarding by archiving the Individual's files. 

Individual's Files (if applicable)
VA Form 3248, Employees Clearance from Indebtedness 

Archived Individual Files (if applicable)

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

home process goals raciback



Se
rv

ic
in

g 
H

um
an

 R
es

ou
rc

e 
O

ffi
ce

In
di

vi
du

al
Government On/Off-Boarding  

GONB-2
Complete

On-Boarding

GONB-1
Prepare

for 
On-Boarding

GONB-3
Monitor

and Control
Access

GONB-4
Complete

Off-Boarding

home goals raci



Government On/Off-Boarding 

Goal

home process raci

The goal of the GONB process is to establish the set of activities required to provide, monitor, control, and remove an individual's access to VA 
systems, equipment, and facilities as appropriate to meet the needs of the VA. 

Specific goals include:
Completing required background investigation including the Special Agreement Check (SAC) for fingerprinting
Reviewing and accepting VA Rules of Behavior
Obtaining access to the Talent Management System
Documenting the required information security and privacy training to access the VA network
Receiving Government Furnished Equipment with needed software
Accessing the VA network and estabilishing remote VA network access as required
Obtaining VA identification and access to VA facilities
Monitoring and verifying successful completion of annual security training requirements
Monitoring and verifying successful adjudication of SAC, National Agency Check with Inquiries (NACI), Minimum Background 
Investigation (MBI), or Background Investigation (BI) as appropriate to the role
Granting or withdrawing access based upon meeting or failing to meet requirements, initiate personnel actions as necessary
Notifying appropriate management personnel of access changes required based upon clearance adjudications or failure to meet 
requirements
Ensuring recovery of identity badges, Personal Identity Verification (PIV) cards, keys and other access granting items are recovered 
before the individual departs from the VA
Ensuring access to Public Key Infrastructure (PKI), as applicable 
Ensuring recovery of all government furnished equipment (desktops, laptops, smart phone, printers, faxes, etc.) and other government 
property are properly recovered and transferred to the appropriate office in the VA within 24 hours if the individual departs from the VA
Ensuring that clearance through appropriate physical security personnel occurs
Ensuring all system access privileges and network access are terminated
Ensuring that all appropriate personnel actions are initiated and documented and notifications are made

�
�

�
�

�
�

�
�

�

�

�

�

�
�

�
�

�

The Government On/Off-Boarding (GONB) process describes the activities to obtain access to VA networks, facilities, and equipment by 
completing background investigations and required training and obtaining Government Furnished Equipment with appropriate software. 
After initial on-boarding, the process also establishes the framework for consistently ensuring that all individuals have the proper access 
necessary to perform the role they are assigned and that they continue to meet those minimum requirements necessary to support granting 
the access. The GONB process complies with the federal acquisition, security and privacy regulations. 

Description
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GONB-1.1 Identify Security Requirements R C A

GONB-1.2 Request Information R A

GONB-1.3 Submit Information R A

GONB-1.4 Receive Information R A

GONB-1.5 Validate TMS Profile R A

GONB-2.1.1 Initiate Fingerprinting and 
Background Investigation R A

GONB-2.1.2 Notify Individual R A

GONB-2.1.3 Prepare Background  Investigation R A
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GONB-2.1.4 Obtain Fingerprints R A

GONB-2.1.5 Process Fingerprints R A

GONB-2.1.6 Receive and Forward Documents R A

GONB-2.1.7 Request Background Investigation R A

GONB-2.1.8 Prepare Documents for Security 
and Investigations Center R C A

GONB-2.1.9 Process Special Agreement Check 
Report A R

GONB-2.1.10 Receive Special Agreement Check 
Report R A
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GONB-2.2 Complete Required Training R A

GONB-2.3.1 Request Initial Network Access R A

GONB-2.3.2 Review Initial Network Access A R

GONB-2.3.3 Review Request R A

GONB-2.3.4 Establish Initial Network Access A R

GONB-2.3.5 Create Remote Access Account A R

GONB-2.3.6 Access Network R A

GONB-2.4.1 Request PIV Card R A

home process goals back next
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GONB-2.4.2 Determine if Soft Certificate 
Necessary R A

GONB-2.4.3 Schedule PIV Appointment R A

GONB-2.4.4 Initiate Soft Certificate R A

GONB-2.4.5 Provide Soft Certificate 
Information R A

GONB-2.4.6 Add to Auto Enroll Security Group A R

GONB-2.4.7 Submit Soft Certificate Request R A

GONB-2.5 Validate TMS R A

GONB-2.6 Monitor Status R A
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GONB-2.7 Notify to Begin Work R A

GONB-2.8.1 Request Review R A

GONB-2.8.2 Conduct Reciprocity Applicability 
Review A R

GONB-2.8.3 Request e-QIP Questionnaire 
Completion A R

GONB-2.8.4 Submit Completed e-QIP R A

GONB-2.8.5 Upload Required Documents R A

GONB-2.8.6 Submit Signature Page A R

GONB-2.8.7 Send Certificate of Eligibility A R
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GONB-2.9 Issue PIV Card A R

GONB-2.10.1 Determine GFE Assignment R A

GONB-2.10.2 Obtain GFE R A

GONB-2.11 Obtain Soft Certificate R A

GONB-2.12 Configure E-mail Client for Soft 
Certificate R A

GONB-2.13 Complete Background 
Investigation A R

GONB-3.1 Monitor Status R

GONB-3.2.1 Generate Training Compliance -
Deficiency Report A R

home process goals back next
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GONB-3.2.2 Review Training Status R A

GONB-3.2.3 Receive Training Notification R A

GONB-3.2.4 Request Suspension of Access R A

GONB-3.2.5 Suspend Individual’s Access R A

GONB-3.2.6 Notify Individual of Suspended 
Access R A

GONB-3.2.7 Complete Required Training R A

GONB-3.2.8 Ensure Training Recorded in TMS R A

GONB-3.2.9 Request Restoration of Access R A

home process goals back next
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GONB-3.2.10 Restore Access R A

GONB-3.3 Update TMS Profile R A

GONB-3.4 Verify Access Level R A

GONB-3.5 Verify Required Risk Level R A

GONB-3.6 Increase Access R A

GONB-3.7 Notify of Unfavorable BI R A

GONB-3.8 Update TMS Profile R A

GONB-4.1 Notify SHRO of Change in Status R A

home process goals back next
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R = Responsible     A = Accountable     C = Consulted    I = Informed
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GONB-4.2 Notify Supervisor to Direct Off-
Boarding R A

GONB-4.3 Direct Off-Boarding R A

GONB-4.4 Return Items for Off-Boarding R A

GONB-4.5 Accomplish Off-Boarding Local 
Actions R A

GONB-4.6 Notify SHRO Local Off-Boarding 
Actions Complete R A

GONB-4.7 Receive Notification PIV Card 
Turned In R A

GONB-4.8 Coordinate Account Deactivations R A

GONB-4.9 Deactivate PIV A R

home process goals back next
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R = Responsible     A = Accountable     C = Consulted    I = Informed
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GONB-4.10 Deactivate Virtual Private Network A R

GONB-4.11 Deactivate VA Network Accounts R A

GONB-4.12 Complete Off-Boarding R A

GONB-4.13.1 Initiate Emergent Off-Boarding R A

GONB-4.13.2 Provide Recommended Actions A R

GONB-4.13.3 Deactivate VA Network Accounts A R

GONB-4.13.4 Escort Off Premises A R

GONB-4.13.5 Deactivate Virtual Private Network A R

home process goals back next
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R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals
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GONB-4.13.6 Conduct Emergent Off-Boarding A R

GONB-4.13.7 Deactivate Physical Access A R

GONB-4.13.8 Notify Individual to Return 
Government Property R A

GONB-4.13.9 Return Government Property R A

GONB-4.13.10 Ensure Government Property 
Returned R A

GONB-4.13.11 Transfer Responsibility to Recover 
Property R A

GONB-4.13.12 Maintain Record of Emergent Off-
Boarding R A

GONB-4.14 Archive Files R A

back
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Government On/Off-Boarding: GONB-1 Prepare for On-Boarding

GONB-1.3
Submit

Information

GONB-1.1
Identify
Security 

Requirements

home goals raciprocess

GONB-1.2
Request

Information

GONB-1.4
Receive

Information

GONB-1.5
          Validate             

 TMS Profile



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-1.1  Identify Security Requirements

Servicing Human Resource Office

The Servicing Human Resource Office (SHRO) identifies security requirements for a position based on the risk level for 
the task role using the Position Designation Automated Tool (PDT). The Servicing Human Resource Office accesses 
templates in the PDT to document risk by:

Using the task name to complete the "position" field in PDT (corresponding task to position)
Designating the appropriate risk level(s) associated with investigation level(s) using results of PDT [Position 
Designation Record(s)] by task and/or each individual work effort

The SHRO initiates the CRISP Screening Checklist which is used to track completion of on-boarding requirements.  

�

�

home process goals raci

OF8 - Position Description
Position Designation Record

Position Designation Automated Tool (PDT)

The Position Description is created in the Human Capital Management Classification process and must include the Level 
of Risk and Degree of Impact.

Refer to the VA Handbook 6500.6 Security Attachment for information on fingerprints, background investigation,
and Personal Identification Verification.

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
VA Directive 0710, Personnel Security and Suitability Program
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

back

CRISP Screening Checklist



Description

Artifacts Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-1.2 Request Information

Appointment Letter or Offer
CRISP Screening Checklist

Servicing Human Resource Office

The Servicing Human Resource Office (SHRO) sends a request for information to the Individual via e-mail or hard copy.  The 
SHRO indicates the information needed by sending the forms (or links to electronic forms) needed to on-board the 
Individual.  The following information is needed: 

Information to create a TMS Profile in one of two ways:
- Automated PAID Data Feed
- Manual Creation by Administrator 

VA Employee Background Investigation Request
New Hire Employee Information including advocate's name, date new worker reports, etc.
Government worker entered into IT Workforce Development data base and scheduled for new hire orientation
Location and requirements for urinalysis test
VA Privacy and Information Security Awareness and Rules of Behavior
Role based cyber security or privacy training when applicable and identified by supervisors of VA personnel with 
equivalent information system access
Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
VA Form 9957, Access Form (Computer Access)

  

The SHRO initiates the Supervisor Checklist and VA OIT New Hire Information spreadsheet.

�

�
�
�
�
�
�

�
�

Supervisor Checklist
VA OIT New Hire Information Spreadsheet
Notification to the Individual  (e-mail)
Request for Existing SAC Fingerprint Adjudication (if applicable)
Requested Optional Form 306, Declaration for Federal Employment

Once the new hire accepts a job offer, the new hire talks to the SHRO, the only authority that can extend the job offer. The SHRO 
notifies government individuals of tentative nature of offer pending results of Background Investigation, Urinalysis, and Optional 
Form 306, Declaration for Federal Employment (which is required to be completed by the Individual). 
The Requested Existing SAC Fingerprint Adjudication applies to individuals who already have a completed,  favorable 
Background Investigation.

home process goals raciback

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
Job Aid: Assign Learning via Assignment Profiles
VA Handbook 0710, Personnel Suitability and Security Program

Requested Mandatory TMS Training Certificates
Requested Self Certification of Continuous Service
Requested Signed VA Rules of Behavior from TMS 
Updated CRISP Screening Checklist

Talent Management System    Position Designation Automated Tool 
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-1.3 Submit Information

Talent Management System

The Individual completes and submits required information to the Servicing Human Resource Office and completes the 
role-specific mandatory courses in the Talent Management System (TMS). The Individual completes and electronically 
signs the VA Rules of Behavior in TMS.  The Individual submits information required for:

Form I-9, Employment Eligibility Verification  
Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
Optional Form 306, Declaration for Federal Employment

Standard Form (SF) 61, Appointment Affidavits

�
�

�

Form I-9, Employment Eligibility Verification
Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
Optional Form 306, Declaration for Federal Employment
Self Certification of Continuous Service (if applicable)
Standard Form 61, Appointment Affidavits
Talent Management System Profile
Talent Management System Training Certificates 
VA Rules of Behavior (Electronically in Talent Management System)

home process goals raciback

Individual

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
Job Aid: Assign Learning via Assignment Profiles
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Notification to the Individual (e-mail)

The VA is required to keep a Form I-9, Employment Eligibility Verification for every person hired for employment as 
long as the person works for pay or other benefits.  
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-1.4 Receive Information

CRISP Screening Checklist
Form I-9, Employment Eligibility Verification
Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
Notification to Individual
Optional Form 306, Declaration for Federal Employment
Personal Resume
Self Certification of Continuous Service (if applicable)
Standard Form 61, Appointment Affidavits

Servicing Human Resource Office

The Servicing Human Resource Office (SHRO) receives the information submitted by the individual in order to begin 
on-boarding.  The SHRO validates the submission of the Optional Form 306, Declaration for Federal Employment; Self 
Certification of Continuous Service (if applicable for reciprocity), and the Personal Resume.

Validated Completed Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint 
Request Worksheet
Validated Form I-9, Employment Eligibility Verification
Validated Optional Form 306, Declaration for Federal Employment
Validated Personal Resume
Updated CRISP Screening Checklist

home process goals raciback

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
VA Directive 0710, Personnel Security and Suitability Program
VA Handbook 0710, Personnel Suitability and Security Program
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Artifacts 
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Artifacts 
Created
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Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-1.5 Validate TMS Profile

Personal Resume
Talent Management System Profile

Servicing Human Resource Office

The Servicing Human Resource Office creates or validates an individual's profile in the Talent Management System 
(TMS). The Servicing Human Resource Office validates profile accuracy, completion of mandatory training.

Validated TMS Profile

home process goals raciback

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
Job Aid: Assign Learning via Assignment Profiles
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

The TMS Domain Manager or delegates (TMS Administrators) access TMS to prepare the Training Compliance - 
Deficiency Report which lists the completion status of role-specific mandatory training for all individuals. 

Talent Management System
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Government On/Off-Boarding: GONB-2 Complete On-Boarding

Withdraw?

Access 
Denied?

Training 
and SAC?

GONB-2.1
Obtain 

Special Agreement 
Check and BI 

Initiation

GONB-2.2
Complete

Required Training

GONB-2.7
Notify

to Begin Work

GONB-2.8
Complete

e-QIP or Reciprocity

Withdraw?

GONB-2.3
Obtain 

Initial Network and 
Remote Access

GONB-2.13
Complete

Background 
Investigation
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Yes

No

Yes

GONB-2.6
Monitor
Status

No

GONB-2.5
Validate

TMS
Yes

GONB-2.4
Schedule

PIV Card and Initiate 
Certificate

GONB-2.9
Issue

PIV Card

GONB-2.10
Determine

GFE

No

Yes

To: GONB-3
Monitor and 

Control Access

GONB-2.11
Obtain 

 Soft Certificate

No

GONB-2.12
Configure

E-mail Client for Soft 
Certificate
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Government On/Off-Boarding: GONB-2.1 Obtain Special Agreement Check and BI Initiation 

GONB-2.1.9
Process

Special Agreement 
Check Report

GONB-2.1.2
Notify

Individual

GONB-2.1.4
Obtain

Fingerprints 

GONB-2.1.8
Prepare

Documents for 
Security and 

Investigations Center

GONB-2.1.3
Prepare 

Background 
Investigation

GONB-2.1.7
Request

Background 
Investigation

GONB-2.1.5
Process

Fingerprints

GONB-2.1.10
Receive

Special Agreement 
Check Report

home process goals raciback

GONB-2.1.1
Initiate

Fingerprinting and 
Background 
Investigation

GONB-2.1.6
Receive

and Forward
Documents
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Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.1.1 Initiate Fingerprinting and Background Investigation

CRISP Screening Checklist
Gains/Losses Report 
Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
List of Locations to Obtain Cards (and Fingerprints)
VA Employee Background Investigation Request
Notification to Supervisor to Initiate Fingerprinting (e-mail)
Updated CRISP Screening Checklist

Servicing Human Resource Office

The Servicing Human Resource Office (SHRO) initiates the Government and Affiliates/Non-Contractors Special 
Agreement Check (SAC) Fingerprint Request Worksheet. The SHRO completes the appropriate sections of the 
Government and Affiliates/Non-Contractors SAC Fingerprint Request Worksheet within two business days of the 
individual accepting the job.

After completing the appropriate sections of the Government and Affiliates/Non-Contractors SAC Fingerprint Request 
Worksheet, the SHRO provides the Individual with a list of locations to obtain fingerprints from the VA HSPD-12 
Program web site and advises the Individual to:

Complete the Government and Affiliates/Non-Contractors SAC Fingerprint Request Worksheet
Contact fingerprint locations to determine if an appointment is needed
Hand carry the Government and Affiliates/Non-Contractors SAC Fingerprint Request Worksheet to the 
fingerprint location for signature
Retain a copy of the completed Government and Affiliates/Non-Contractors SAC Fingerprint Request Worksheet
Return the Government and Affiliates/Non-Contractors SAC Fingerprint Request Worksheet to the SHRO

�
�
�

�
�

The list of locations to obtain cards and fingerprints is located on the VA HSPD-12 Program web site. 

home process back goals raci

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

Security and Investigations Center Resource Site

The Gains/Losses Report is sometimes called the Attrition Report and is generated by the Personnel and Accounting 
Integrated Data (PAID) system.

The fingerprinting information may differ from SHRO to SHRO. 
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Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.1.2 Notify Individual

CRISP Screening Checklist 
Gains/Losses Report
Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
List of Locations to Obtain Cards (and Fingerprints)
Notification to Supervisor to Initiate Fingerprinting (E-mail)

Forwarded CRISP Screening Checklist 
Forwarded Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
Forwarded List of Locations to Obtain Cards (and Fingerprints)
Notification to Complete Fingerprinting (E-mail)

Supervisor

The Supervisor receives the Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint 
Request Worksheet and instructions on obtaining and documenting fingerprints. The Supervisor notifies and forwards 
the information to the Individual.  The Supervisor provides the Individual with the necessary forms.

The list of locations to obtain cards and fingerprints is located on the VA HSPD-12 Program web site. 

home process back goals raci

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
VA Directive 0710, Personnel Security and Suitability Program
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Handbook 0710, Personnel Suitability and Security Program

Some VA facilities require authorization from the Supervisor before a fingerprint appointment is granted.
The preferred method to send the Forwarded Government and Affiliates/Non-Contractors Special Agreement Check 
(SAC) Fingerprint Request Worksheet is by encrypted e-mail. If unable to send encrypted e-mail, reply with another 
method which complies with FIPS 140-2 compliant method such as using a secure fax, or using a traceable mail 
service.  

In some locations the Servicing Human Resource Office is responsible for this activity.

Security and Investigations Center Resource Site
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More Info....

Government On/Off-Boarding: GONB-2.1.3 Prepare Background Investigation
home process goals raci

Optional Form 306, Declaration for Federal Employment
Personal Resume, if applicable
Self Certification of Continuous Service, if applicable
VA Employee Background Investigation Request

The Individual prepares background investigation materials and completes forms as directed by the Supervisor.

The Individual provides a copy of a Personal Resume as part of the documentation for a Background Investigation. 

VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)
Submitted Optional Form 306, Declaration for Federal Employment 
Submitted Personal Resume
Submitted Self Certification of Continuous Service
Submitted VA Employee Background Investigation Request

Individual 

back

Security and Investigations Center Resource Site

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Government On/Off-Boarding: GONB-2.1.4 Obtain Fingerprints

Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
List of Locations to Obtain Cards (and Fingerprints)
Notification to Complete Fingerprinting (E-mail) 

Updated Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet

Individual

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

Upon receipt of the Notification to Complete Fingerprinting (E-mail) the Individual makes an appointment with a 
VA facility to have electronic fingerprints taken (if appointments are required). Otherwise, the individual requests 
information from the Supervisor to obtain fingerprints on a walk-in basis. Only electronic fingerprints are accepted 
by the VA, except for exceptional situations. 

Fingerprints are sent electronically from VA to Office of Personnel Management (OPM) to the FBI where the 
fingerprints are run against several databases. The results are then sent electronically back to OPM and stored in 
folders according to the Security Office Identifier. 

Personnel Investigation Processing System

home process goals raciback

The list of locations to obtain cards and fingerprints is located on the VA HSPD-12 Program web site.
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Government On/Off-Boarding: GONB-2.1.5 Process Fingerprints

Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet

VA Security Specialist

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

The VA Security Specialist, or a trained VA individual, processes the fingerprints electronically, usually at the VA 
law enforcement office.  The VA Security Specialist completes the appropriate sections of the Government and 
Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet and returns the form to 
the Requesting Office by secure means to safeguard Personally Identifiable Information (PII).  The VA Security 
Specialist, or a trained VA individual, also uploads the fingerprints to the Office of Personnel Management (OPM).  

Fingerprints are sent electronically from VA to OPM to the FBI where the fingerprints are run against several 
databases. The results are then sent electronically back to OPM and stored in folders according to the Security Office 
Identifier. 
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Completed Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
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Government On/Off-Boarding: GONB-2.1.6 Receive and Forward Documents

Supervisor

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic  Modules
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

The Supervisor receives documents necessary for the fingerprint verification and background investigation from the 
Individual. After reviewing, the Supervisor forwards documents to the Servicing Human Resource Office Representative. 

Personnel Investigation Processing System

home process goals raciback

CRISP Screening Checklist
Optional Form 306, Declaration for Federal Employment
Personal Resume
VA Employee Background Investigation Request 
VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)
VA Rules of Behavior (Electronically in Talent Management System)

Forwarded Optional Form 306, Declaration for Federal Employment
Forwarded Personal Resume 
Forwarded Updated CRISP Screening Checklist
Forwarded VA Employee Background Investigation Request
Forwarded VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)
Forwarded VA Rules of Behavior (Electronically in Talent Management System)

The Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet contains 
Personally Identifying Information (i.e., Name and Social Security Number) and needs to be sent in a secure manner. The 
preferred method to send the Forwarded Government and Affiliates/Non-Contractors Special Agreement Check (SAC) 
Fingerprint Request Worksheet is by encrypted e-mail. If unable to send encrypted e-mail, reply with another FIPS 140-
2  compliant method such as using a secure fax, or using a traceable mail service. 
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Government On/Off-Boarding: GONB-2.1.7 Request Background Investigation

CRISP Screening Checklist
Gains/Losses Report
Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
Optional Form 306, Declaration for Federal Employment
Personal Resume
VA Employee Background Investigation Request
VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)

VA Employee Background Investigation (e-QIP)
Updated CRISP Screening Checklist

Servicing Human Resource Office

The Servicing Human Resource Office follows the guidance located on the Security and Investigations Center (SIC) 
resource site for investigation processing. 

home process goals raciback

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.1.8 Prepare Documents for Security and Investigations Center

Servicing Human Resource Office

CRISP Screening Checklist
Gains/Losses Report
Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
Optional Form 306, Declaration for Federal Employment
Personal Resume 
Self Certification of Continuous Service
VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)

The Servicing Human Resource Office submits the required documents by uploading the documents through the 
Security and Investigations Center (SIC) Resource Site. The Servicing Human Resource Office scans documents 
received from the Individual and renames them using SIC Naming Convention Instructions. The SIC naming system 
is used to save and upload documents. If the forms contain any mistakes or omissions, Servicing Human Resource 
Office returns the forms to the Supervisor for corrections.

The documents are used by Office of Personnel Management for the Background Investigation.

Updated CRISP Screening Checklist
Updated Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
Uploaded Optional Form 306, Declaration for Federal Employment
Uploaded Personal Resume
Uploaded Self Certification of Continuous Service
Uploaded VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)

home process goals raciback

Information Access and Privacy Program Home Page

Secure Scanner to process faxed documents which include Personally Identifying Information
Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.1.9 Process Special Agreement Check Report

Results from Adjudication in Personnel Investigations Processing System 
VA Employee Background Investigation Request

Personnel Investigations Processing System Results

VA Security Specialist

A trained VA personnel security employee reviews the results of the special agreement check and makes a 
determination regarding eligibility for access to VA facilities and/or systems. Within 5 business days of submission of 
the fingerprints, the VA Personnel security employee makes the determination of eligibility. 

home process goals raciback

Personnel Investigations Processing System (PIPS) 

If favorable, the PIPS Special Agreement Check results read as "closed no issues". Alternatively, the results may read 
as "with issues."

The PIPS System is a restricted access system only accessible by authorized personnel.  

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.1.10 Receive Special Agreement Check Report

CRISP Screening Checklist
Gains/Losses Report
Personnel Investigations Processing System Results (E-mail)
Results from Adjudication in Personnel Investigations Processing System 

Notice of Status of Initiation of Background Investigation
Reviewed Personnel Investigations Processing System Result (E-mail)
Updated CRISP Screening Checklist
Updated Gains/Losses Report

Servicing Human Resource Office

The Servicing Human Resource Office receives results from the VA Security Specialist review of the Personnel 
Investigations Processing System (PIPS). The VA Security Specialist notifies the Servicing Human Resource Office on 
status of initiation of the background investigation. 

The Servicing Human Resource Office communicates the results to the Supervisor. The Servicing Human Resource 
Office updates the Gains/Losses Report with the PIPS results.

home process goals raciback

Personnel Investigations Processing System (PIPS)

The PIPS System is a restricted access system only accessible by authorized personnel.  

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.2 Complete Required Training

Talent Management System (TMS) Record of Training Completion

Individual

Job Aid: Assign Learning via Assignment Profiles

The Individual completes the following mandatory training within five days of entering on duty:
VA Privacy and Information Security Awareness and Rules of Behavior
VHA Privacy and Health Insurance Portability and Accountability Act (HIPAA) Training (if anyone accesses 
Protected Health Information)
Role based cyber security or privacy training when applicable and identified by supervisors for VA personnel 
with equivalent information system access

�

�

�

CRISP Screening Checklist
Notification to Individual of Required Actions and Time Frames

home process goals raciback

Talent Management System
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Government On/Off-Boarding: GONB-2.3 Obtain Network and Remote Access

GONB-2.3.1
Request 

Initial Network 
 Access 

GONB-2.3.4
Establish 

Initial Network 
Access 

GONB-2.3.2
Review
Initial 

Network Access

GONB-2.3.6
Access

Network

Concur?

home process goals raciback

No

Access
Successful?

Yes

GONB-2.3.3
Review
Request

Yes

Remote
Access?

No

Yes
GONB-2.3.5

Create
Remote Access 

Account

No



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.3.1 Request Initial Network Access

E-mail to Notify Information Security Officer
Information Security Officer Locator 
Personnel Investigations Processing System entry results 
Talent Management System Training Certificates
Non-Disclosure Agreement (if applicable)
VA Rules of Behavior

VA Form 9957, Access Form 
Elevated Privilege Request Memorandum
Service Desk Ticket

Supervisor

The Supervisor, or the designee, requests initial network and remote access within three business days of obtaining 
required information, proof of training and electronically signed VA Rules of Behavior, and fingerprint results 
(closed, no issues) for the Individual. The Supervisor or designee contacts the National Service Desk or the local Help 
Desk to request access to the VA network, applicable applications/systems, e-mail, and/or remote access (remote 
access is requested through the Information Security Officer).

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process back goals raci

ISOs may verify/audit TMS training certificates, and the favorable Special Agreement Check adjudication decision.
Use ISO Locator List or contact VA FSS ISO REQUESTS to identify ISO. Encrypted e-mail to ISO includes: Name, 
Supervisor, and Global Address List properties.

The VA Form 9957, Access Form is used in conjunction with the Service Desk Ticket.

The PIPS System is a restricted access system only accessible by authorized personnel.  

The Individual must have access to the network before they can be granted remote access.

Personnel Investigations Processing System (PIPS)
Service Desk Ticketing Application

Talent Management System (TMS)
ISO Virtual Private Network Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.3.2 Review Initial Network Access

Servicing Human Resources Access E-mail
Talent Management System Training Certificates 
VA Form 9957, Access Form

Approved VA Form 9957, Access Form

Information Security Officer

ISO Virtual Private Network Portal

Within five (5) business days of receipt of the Servicing Human Resource Office request for Individuals network and 
remote access, the Information Security Officer (ISO) reviews the request to determine if any separation of duty issues 
exists. 

If the review reveals no known separation of duty issues, the ISO concurs by signing the VA Form 9957, Access Form. The 
ISO electronically (by e-mail or in the portal) sends the signed VA Form 9957, Access Form to the local Service Delivery 
and Engineering (SDE) Point of Contact to create the accounts and copy the Supervisor that the network access has been 
approved and/or the remote access has been approved. If the review reveals known separation of duty issues, then the 
ISO non-concurs. In the event of non-concurrence, the ISO informs the Servicing Human Resource Office or Supervisor 
and the Chief Information Officer/SDE Point of Contact of the specific separation of duties reasons for non-concurrence. 

For Individuals who access multiple sites, assurance to VA Directive 6500 compliance can be provided by the ISO of 
record. If elevated privileges are requested by the Supervisor, then additional role based training and elevated rules of 
behavior needs to be completed. The ISO makes a risk based decision for Individuals requiring elevated access on what 
level of initial access oversight is granted.

VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

home process back goals raci

Elevated privileges indicate higher risk (system administrators or programmers). Use Position Designation Automated 
Tool to determine risk level. 

Service Desk Ticketing System 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.3.3 Review Request

Approved VA Form 9957, Access Form
Service Desk Ticket

Facility Chief Information Officer

Service Desk Ticketing System

The Facility Chief Information Officer (CIO), or designee, reviews the VA Form 9957, Access Form.  The Facility CIO, or 
designee, determines initial level of access until Background Investigation complete (Joint VA/ Department of Defense 
sites such as North Chicago site may have a variance). 

home process back goals raci

Forwarded Approved VA Form 9957, Access Form
Updated Service Desk Ticket 

VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.3.4 Establish Initial Network Access

Approved Network Request Access Form
Service Desk Ticket

Active Directory Account
Instructions to Access the Global Address List (GAL)
Notice of Password (one time)
Notice to Servicing Human Resource Office Representative 
Updated/Resolved/Closed Service Desk Ticket

Service Delivery and Engineering (SDE) Point of Contact

Service Desk Ticketing System 

Within 5 business days of receipt of the Information Security Officer (ISO) authorized request, the Service Delivery 
and Engineering (SDE) point of contact establishes initial network, application systems and/or remote access by 
reviewing request form and adding the user and requested options into the appropriate system(s). The SDE point of 
contact uses the service desk ticketing system. The SDE point of contact notifies the Servicing Human Resource Office 
and copies the ISO that the account has been established and password is available. 
  

The SDE point of contact provides the Individual with a user name and temporary password. The task is closed and 
the SDE staff resolve/close the service desk ticket. The Servicing Human Resource Office is notified that the request 
has been completed.  SDE Point of Contact provides the Individual with instructions to access the Global Address List.
  

If elevated privileges requested, an additional active directory account is established by the SDE Point of Contact. 

home process back goals raci

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

Integrated Campus Support (ICS) may perform this function in some instances.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.3.5 Create Remote Access Account

Approved VA Form 9957, Access Form
Service Desk Ticket

Remote Access
Resolved/Closed Service Desk Ticket

Service Delivery and Engineering (SDE) Point of Contact

Citrix Access Gateway
Rescue AnyConnect Virtual Private Network
Service Desk Ticketing System

The Service Delivery and Engineering (SDE) Point of Contact, or designee, creates a remote access account for the 
Individual once network access has been activated and the need for a remote account has been established. 

home process back goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.3.6 Access Network

Instructions to Access Global Address List (GAL)
Service Desk Ticket
Temporary VA Network Password

Access VA Network
Global Address List Data for Individual
Strong VA Network Password
Updated Service Desk Ticket

Individual

Within one business day of receipt the Individual logs into system(s) and creates strong password, updates
Talent Management System (TMS) profile to ensure the Supervisor's name is in the supervisor
field (supervisor field in TMS) and e-mail addresses are correct. The Individual also updates the information in the 
Global Address List (GAL) (address and telephone number). Request necessary changes through the Service Delivery 
and Engineering (SDE) Point of Contact.

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules

home process back goals raci

Personnel Investigations Processing System (PIPS)
Service Desk Ticketing Application

Talent Management System (TMS)

The PIPS System is a restricted access system only accessible by authorized personnel.  
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Government On/Off-Boarding: GONB-2.4 Schedule PIV Card and Initiate Certificate
home process goals raci

GONB-2.4.3
Schedule

PIV Appointment

GONB-2.4.1
Request

 PIV Card

back

GONB-2.4.4
Initiate

Soft Certificate

GONB-2.4.6
Add

to Auto Enroll 
Security Group

GONB-2.4.7
Submit

Soft Certificate 
Request

GONB-2.4.5
Provide 

Soft Certificate 
Information

Soft 
Certificate 
Needed?

No

Yes

GONB-2.4.2
Determine

 if Soft Certificate 
Necessary



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.4.1 Request PIV Card

PIV Sponsor Delegation of Authority Memorandum
Request for One-VA Card (Electronic)

Completed Online Application Form 

Supervisor (as PIV Sponsor)

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees and Contractors
VA Card Types and Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

The Supervisor, or designee, in the role of Personal Identity Verification (PIV) sponsor, gathers and inputs the Individual's data 
in the online application form within VA PIV Enrollment Portal tool.  There are five card types of PIV. The PIV Sponsor 
determines the appropriate type of card. Information on the card types is provided in the VA Card Types and Requirements 
document. The VA uses hard certificates for public key infrastructure as part of the PIV card. If the PIV Sponsor selects logical 
access for the individual, the PIV contains the hard certificate.

home process back goals raci

VA PIV Enrollment Portal

The VA PIV Card Management System is a restricted access system only accessible by authorized personnel.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.4.2 Determine if Soft Certificate Necessary

OF8 - Position Description

Identity Proofing Form
Notice to Obtain Soft Certificate [Public Key Infrastructure (PKI)]

Supervisor

The Supervisor determines whether a soft certificate is necessary in order to use encrypted e-mail on BlackBerry or 
for other special use. The  Supervisor notifies the Individual to initiate obtaining the Soft Certificate [Public Key 
Infrastructure (PKI)]. The Citrix Access Gateway does not presently use certificates.

home process back goals raci

All VA Users on the VA Network use automatic enrollment; manual requests for PKI are no longer approved for VA 
Individuals who qualify for automatic enrollment.

For training on PKI go to VA Talent Management System (TMS) and take the course entitled, "Getting Started With 
Public Key Infrastructure - PKI".

VA PKI Information and Enrollment Portal

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.4.3 Schedule PIV Appointment

Either SAC Adjudication date with BI schedule date OR Favorably Adjudicated BI Completion Date
Identity Proofing Documents

Scheduled Appointment with PIV Office

Individual

Upon notification by the Servicing Human Resource Office of the Individual's adjudicated Special Agreement Check 
(SAC) date and scheduled or Favorably Adjudicated Background Investigation (BI) date, the Individual makes an 
appointment with the Personal Identity Verification (PIV) Office.

home process back goals raci

Form I-9, Employee Eligibility Verification.  The Form I-9 is used as the list of acceptable documents for obtaining PIV.

Identity Documentation Criteria.  The Individual must provide two forms of acceptable personal identification at the 
PIV appointment.

How to Get a VA ID Badge

PIV Badge Offices



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.4.4 Initiate Soft Certificate

Identity Proofing Form

Forwarded Identity Proofing Form
Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Individual

VA PKI Information and Enrollment Portal

The Individual:
Accesses VA Public Key Infrastructure (PKI) Information and Enrollment Portal
Signs the VA PKI Subscriber Agreement portion of the Identity Proofing Form
Fills out section one of the Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form (also part of the 
Identity Proofing Form)
Submits to Information Security Officer or Trusted Agent for Proofing. Two forms of identification must be 
provided

The Individual submits the request for soft certificate PKI after proving his or her identity by completing Section 3 of the 
Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form in the presence of the Registrar, Information Security 
Officer, Trusted Agent or Notary Public and having the person proofing complete Sections 4 through 8 of the Soft 
Certificate [Public Key Infrastructure (PKI)] Enrollment Form (Sections 4 & 5 are only applicable for Notary Public).

�

�
�

�

home process back goals raci

All VA Users on the VA Network use automatic enrollment; manual requests for PKI are no longer approved for VA 
Individuals who qualify for automatic enrollment.

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.4.5 Provide Soft Certificate Information

Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Updated Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Supervisor 

The Supervisor completes Section 2 of the Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form and submits 
to the Public Key Infrastructure Help desk.

home process back goals raci

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees
  and Contractors, Section 2.2 PIV Identity Proofing and Registration Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.4.6 Add to Auto Enroll Security Group

Auto-Enroll Security Group
Identity Proofing Form (including VA PKI Subscriber Agreement)
Notification from Servicing Human Resource Office 
Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

E-mail Sent to Individual
Updated Auto-Enroll Security Group
Updated Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Public Key Infrastructure Help Desk

The Public Key Infrastructure (PKI) Help Desk adds the Individual's VA network account to the auto-enroll security 
group. An e-mail is sent to the individual to enroll for certificates via the PKI portal.

home process back goals raci

VA PKI Information and Enrollment Portal

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees
  and Contractors, Section 2.2 PIV Identity Proofing and Registration Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.4.7 Submit Soft Certificate Request

Identity Proofing Form (including VA PKI Subscriber Agreement)
Personal Identification Documents
Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Updated Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Individual

The Individual submits the request for Soft Certificate [Public Key Infrastructure (PKI)] after proving his or her identity 
by completing Section 3 of the Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form in the presence of the 
Registrar, Information Security Officer, Trusted Agent or Notary Public and having the person proofing complete 
Sections 4 through 8 of the Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form (Sections 4 & 5 are only 
applicable for Notary Public). The Individual provides two forms of identification, one of which contains photo 
identification.

home process back goals raci

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees
  and Contractors, Section 2.2 PIV Identity Proofing and Registration Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.5 Validate TMS

CRISP Screening Checklist
Notification to Supervisor of Completion of Training

Updated CRISP Screening Checklist
Updated Gains/Losses Report

Supervisor

The Supervisor validates the supervisor information in TMS.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.6 Monitor Status

CRISP Screening Checklist
Gains/Losses Report
Personnel Investigations Processing System Result (E-mail)
Talent Management System Training Certificates 
Training Compliance - Deficiency Report

Updated CRISP Screening Checklist
Updated Gains/Losses Report

Servicing Human Resource Office

The Servicing Human Resource Office (SHRO) monitors the status of progress in initiating the Background 
Investigation process, required documents for the Background Investigation, and mandatory training completion. 

The Servicing Human Resource Office, or designee, obtains VA Talent Management System (TMS) training 
information from the TMS to validate profiles. The Servicing Human Resource Office reviews TMS to determine the 
status on completion of training.

home process goals raciback

Personnel Investigations Processing System (PIPS)
Talent Management System
Security and Investigations Center Resource Site

The PIPS System is a restricted access system only accessible by authorized personnel.  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.7 Notify to Begin Work

CRISP Screening Checklist
Gains/Losses Report
Training Compliance - Deficiency Report

Notification to Local Information Technology Facility
Notification to Supervisor
Updated CRISP Screening Checklist

Servicing Human Resource Office

The Servicing Human Resource Office (SHRO) receives information on required training and Special Agreement 
Check. If the information received regarding fingerprints is complete and without issues, the SHRO notifies the 
Supervisor to have the Individual begin work.  

If the Individual is notified of a background investigation with issues on an Individual, as determined by the 
Government, the Supervisor withdraws the employee from consideration based on Title 5 Code of Federal 
Regulations, Chapter 731 unless a determination is made to continue the background investigation. 

home process goals raciback

Security and Investigations Center Resource Site

Code of Federal Regulations, Part 731 - Suitability (Title 5, CFR 731)
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Government On/Off-Boarding: GONB-2.8 Complete e-QIP or Reciprocity

GONB-2.8.4
Submit 

Completed 
e-QIP

home process goals raci

GONB-2.8.3
Request 

e-QIP
Questionnaire

Completion

Reciprocity?

GONB-2.8.2
Conduct 

Reciprocity 
Applicability Review

No

GONB-2.8.6
Submit 

Signature Pages

back

GONB-2.8.7 
Send

 Certificate of 
Eligibility

GONB-2.8.5
Upload

Required
 Documents

Yes

GONB 2.8.1
Request
Review

Prior 
Federal 
Service?

No

Yes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.8.1 Request Review 

Forwarded Self Certification of Continuous Service

Servicing Human Resource Office 

The Servicing Human Resource Office (SHRO) reviews the Self Certification of Continuous Service (showing no 
more than a 24 month break in service and a full year of service in their previous position) and forwards it to the 
Personnel Security Specialist.

home process back goals raci

Executive Order 13467, Reforming Processes Related to Suitability for Government Employment, Fitness for
 Contractor Employees, and Eligibility for Access to Classified National Security Information
Executive Order 13488, Granting Reciprocity on Excepted Service and Federal Contractor Employee Fitness and
 Reinvestigating Individuals in Positions of Public Trust
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
Code of Federal Regulations, Part 731 - Suitability (Title 5, CFR 731)

Self Certification of Continuous Service



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.8.2 Conduct Reciprocity Applicability Review

VA Form 4236, Certificate of Eligibility 
Updated Self Certification of Continuous Service

Personnel Security Office/Specialist

Only the Security and Investigations Center (SIC) reviews and determines whether reciprocity is appropriate for the 
Individual.  The Personnel Security Office/Specialist reviews and determines whether the Individual has a prior 
background investigation in the Personnel Investigations Processing System (PIPS) that can be reciprocated by the VA. 
If a favorably adjudicated investigation, that meets or exceeds requirements for the new position with no break in 
service within the past two years for the appropriate level, exists, the Personnel Security Office/Specialist sends the Self 
Certification of Continuous Service form to the Individual. 

home process back goals raci

Code of Federal Regulations, Part 731 - Suitability (Title 5, CFR 731)
Executive Order 13467, Reforming Processes Related to Suitability for Government Employment, Fitness for
 Contractor Employees, and Eligibility for Access to Classified National Security Information
Executive Order 13488, Granting Reciprocity on Excepted Service and Federal Contractor Employee Fitness and
 Reinvestigating Individuals in Positions of Public Trust
VA Directive 0710, Personnel Security and Suitability Program
VA Handbook 0710, Personnel Security and Suitability Program  
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

Personnel Investigations Processing System (PIPS)

Optional Form 306, Declaration for Federal Employment 
Self Certification of Continuous Service

In some instances, instead of the SIC Staff reviewing, the Personnel Security Office Specialist reviews and determines 
whether reciprocity is appropriate for the Individuals.

The PIPS System is a restricted access system only accessible by authorized personnel.  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.8.3 Request e-QIP Questionnaire Completion

Optional Form 306, Declaration for Federal Employment
VA Employee Background Investigation Request

E-mail Request to Complete e-QIP Forms

Personnel Security Office/Specialist

The Personnel Security Office/Specialist creates access for an Individual in the Electronic Questionnaires for 
Investigations Processing (e-QIP) system. The Personnel Security Office/Specialist e-mails a Request to Complete e-
QIP Forms to the Individual.

home process back goals raci

Electronic Questionnaires for Investigations Processing (e-QIP)
Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.8.4 Submit Completed e-QIP

Electronic Questionnaire for Investigations Processing (e-QIP) Form
Signature Pages [Certification (CER), Release (REL), and Medical Release (MEL) (as appropriate)]

Individual

The Individual completes the Electronic Questionnaire for Investigations Processing (e-QIP) online form, certifies and 
prints the required e-QIP signature pages [Certification (CER), Release (REL), and Medical Release (MEL) (as 
appropriate)]. The Individual is instructed to complete e-QIP within five business days of receipt of the notice from 
the Personnel Security Specialist.

The Individual then sends via e-mail, mail service, or faxes the e-QIP signature pages to the Servicing Human 
Resource Office to upload into the e-QIP system.

home process back goals raci

Electronic Questionnaires for Investigations Processing (e-QIP)

E-mail Request to Complete e-QIP Forms



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.8.5 Upload Required Documents

Submitted Electronic Questionnaire for Investigations Processing (e-QIP) Form
Submitted Signature Pages [Certification (CER), Release (REL), and Medical Release (MEL) (as appropriate)]

Servicing Human Resource Office

The Servicing Human Resource Office reviews and uploads the required documents into the Electronic 
Questionnaire for Investigations Processing (e-QIP) system.

home process back goals raci

Electronic Questionnaires for Investigations Processing (e-QIP)

Electronic Questionnaire for Investigations Processing (e-QIP) Form
E-mail Request to Complete e-QIP Form
Signature Pages [Certification (CER), Release (REL), and Medical Release (MEL) (as appropriate)]

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.8.6 Submit Signature Pages

Uploaded Signature Pages [Certification (CER), Release (REL), and Medical Release (MEL) (as appropriate)] and 
supporting documents

Personnel Security Office/Specialist 

The Personnel Security Office/Specialist reviews the Electronic Questionnaire for Investigations Processing (e-QIP) 
submission and the documentation required to accompany the investigation. If the Personnel Security Specialist 
identifies errors or omissions in the e-QIP package, the Personnel Security Office/Specialist rejects the package, using 
the e-QIP system, and notifies the Individual by e-mail of the need for corrections. Corrections need to be made within 
two days.

The Personnel Security Office/Specialist uploads the signature pages to the Office of Personnel Management (OPM) 
within three business day of receipt of signature pages from the Individual. The Personnel Security Office/Specialist 
saves the signature pages in an local auditable security file repository. The investigation is scheduled by OPM.

If the Personnel Security Office/Specialist does not receive the signature pages within 14 days, the e-QIP 
Questionnaire is cancelled.

home process back goals raci

Signature Pages [Certification (CER), Release (REL), and Medical Release (MEL) (as appropriate)]

Secure Scanner 

Electronic Questionnaires for Investigations Processing (e-QIP)
Security and Investigations Center Resource Site

A secure scanner must be used when scanning documents which include Personally Identifying Information.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.8.7 Send Certificate of Eligibility

Submitted VA Form 4236, Certificate of Eligibility 

Personnel Security Office/Specialist

The Personnel Security Office/Specialist sends a Certificate of Eligibility to the Servicing Human Resource Office.

home process back goals raci

Signature Pages [Certification (CER), Release (REL), and Medical Release (MEL) (as appropriate)]
VA Form 4236, Certificate of Eligibility

Secure Scanner
Electronic Questionnaires for Investigations Processing (e-QIP)

A secure scanner is needed to process faxed documents which include Personal Identifying Information.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.9 Issue PIV Card

Identity Proofing Documents

Personal Identification Verification Card

Personnel Security Office/Specialist

PIV Card Management System
Personnel Investigations Processing System (PIPS)

The Personnel Security Office/Specialist issues the Personal Identification Verification (PIV) card to the Individual.  

home process back goals raci

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees and Contractors
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

The PIV Card Management System and PIPS are restricted access systems only accessible by authorized personnel.
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Government On/Off-Boarding: GONB-2.10 Determine GFE

GFE?

GONB-2.10.2
Obtain 

GFE

Yes

No

home process goals raciback

To: ITAM
IT Asset

Management

GONB-2.10.1
Determine

GFE Assignment



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.10.1 Determine GFE Assignment

VA Form 0887, VA Government Property Loan Form
Updated Supervisor Checklist

Supervisor

The Supervisor determines whether Government Furnished Equipment (GFE) is authorized/assigned. VA Form 
0887, VA Government Property Loan Form, is completed and signed by the Supervisor and sent to the individual.

home process back goals raci

Supervisor Checklist



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.10.2 Obtain GFE

Record of Issuance of Government Furnished Equipment
Request for Government Furnished Equipment (following local protocol)
Updated VA Form 0887, VA Government Property Loan Form
Updated Supervisor Checklist

Individual

The Individual works with the Supervisor and the IT Asset Manager, or the designee, to request the appropriate 
government furnished equipment (GFE) needed for the Individual to perform the day to day operations. The 
Individual signs VA Form 0887 and sends to the supervisor.

home process back goals raci

Supervisor Checklist
VA Form 0887, VA Government Property Loan Form
VA Form 9957, Access Form

VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

All issuance of GFE are in accordance with protocols from the IT Asset Management Process.
The Supervisor assumes responsibility for the management and tracking of the GFE. 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.11 Obtain Soft Certificate

E-mail from PKI Help Desk
Soft Certificate [Public Key Infrastructure (PKI)] 

Archived Soft Certificate [Public Key Infrastructure (PKI)]

 Individual

The Individual obtains Soft Certificate [Public Key Infrastructure (PKI)] by accessing the link provided in the e-mail 
received from PKI Help Desk and following the instructions on the PKI screen. The Individual archives the Soft Certificate 
PKI on a secure backup location, as described in the User's Guide. 

home process back goals raci

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees
 and Contractors, Section 2.2 PIV Identity Proofing and Registration Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document

Additional, specific guidance on secure back up location can be found in the VA Public Key Infrastructure (PKI) Program 
Setting up E-mail Outlook 2003 (or 2007 or 2010). 

VA PKI Information and Enrollment Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.12 Configure E-mail Client for Soft Certificate

Configured E-mail Client Soft Certificate [Public Key Infrastructure (PKI)] 

Individual

VA Public Key Infrastructure (PKI) Program Setting up E-mail Outlook 2003
VA Public Key Infrastructure (PKI) Program Setting up E-mail Outlook 2007
VA Public Key Infrastructure (PKI) Program Setting up E-mail Outlook 2010

The  Individual configures his or her e-mail to use the Soft Certificate [Public Key Infrastructure (PKI)].   

home process back goals raci

Contact the VA PKI Help Desk or the VA National Service Desk for assistance.

VA PKI Information and Enrollment Portal

Soft Certificate [Public Key Infrastructure (PKI)] 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-2.13 Complete Background Investigation

Certificate of Investigation

Recorded Adjudication in Personnel Investigations Processing System (PIPS)
Signed Certificate of Investigation

Personnel Security Office/Specialist

Electronic Official Personnel Folder (eOPF)
Personnel Investigations Processing System (PIPS)

The Personnel Security Office/Specialist adjudicates the Background Investigation, signs off on the Certificate of 
Investigation (COI), notifies the Servicing Human Resource Office of final adjudication, and provides a copy of the 
Certificate of Investigation for uploading into the employee's electronic personnel folder.

The Personnel Security Office/Specialist saves the COI in a local auditable security file repository. The Personnel 
Security Office/Specialist ensures that adjudication has been recorded in the Personnel Investigations Processing 
System (PIPS).

home process back goals raci

The PIPS System is a restricted access system only accessible by authorized personnel.

No link is provided to the Suitability Processing Handbook because it is a controlled item.

Security and Investigations Center Resource Site

Code of Federal Regulations, Part 731 - Suitability (Title 5, CFR 731)
Suitability Processing Handbook 
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Government On/Off-Boarding: GONB-3 Monitor and Control Access

GONB-3.5
Verify

Required Risk Level

GONB-3.1
Monitor
Status

GONB-3.2
Verify

Training 
Requirements Met

process goals raci

Change in 
Status?

No

Yes

GONB-3.3
Update

TMS Profile

GONB-3.6
Increase
Access

Increase 
Security 
Level?

Yes

Separating?

Yes

No

Favorable?

Yes

No

home

No

To: HRPM 
Performance 
Management 

GONB-3.8
Update

TMS Profile

HR Action?

No

Yes

GONB-3.7
Notify

of Unfavorable BI

To: GONB-2.1     
Obtain

Special Agreement 
Check and BI 

Initiation

From:  GONB-2.13    
Complete 

Background 
Investigation

To: GONB-4
Complete

Off-Boarding

GONB-3.4
Verify

Access Level



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

 Government On/Off-Boarding: GONB-3.1 Monitor Status

Supervisor 

The Supervisor monitors any training needs or changes in status for the Individual under their supervision.  The 
Supervisor sets up and maintains a file for each Individual.  

If there is a change in status, the Supervisor determines if the change in status is due to pending separation.  If the 
change in status is due to separation, Off-Boarding procedures are followed.  If the change in status is not due to 
separation, the Supervisor determines the type of change in status. 

If there is no change in status, the Supervisor continues to monitor the Individual and ensures the annual security 
training requirements are met.

home process goals raci

OF8 - Position Description
Talent Management System (TMS) Profile

The Individual File is maintained, electronically preferably.

Talent Management System

Individual File 
Notification to Individual to Update TMS Profile (if applicable)

back
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Government On/Off-Boarding: GONB-3.2 Verify Training Requirements Met

GONB-3.2.1
Generate
Training 

Compliance - 
Deficiency Report

GONB-3.2.2
 Review

Training Status 

GONB-3.2.3
Receive

Training Notification

Compliant?

Yes

No

home process goals raci

GONB-3.2.9
Request

Restoration of Access

GONB-3.2.4
Request

Suspension of Access

To: HRPM-2.1.5 
Ensure 

Compliance

Take 
Training?

No

Yes

GONB-3.2.10
Restore
Access

back

GONB-3.2.5
Suspend 

Individual's Access

GONB-3.2.6
Notify

Individual of 
Suspended Access

GONB-3.2.8
Ensure

Training Recorded
 in TMS

GONB-3.2.7
Complete

Required Training

Training 
Record in 

TMS?

No

Yes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-3.2.1 Generate Training Compliance - Deficiency Report

Talent Management System Administrator

The Talent Management System (TMS) Administrator initiates the generation of a Training Compliance - Deficiency 
Report on a daily basis.  This report contains information on Individuals who are compliant or deficient on the annual 
security training requirements.  The Training Compliance - Deficiency Report is sent to the Information Security 
Officer (ISO) and the Supervisor.  

Training Compliance - Deficiency Report

Talent Management System database

Talent Management System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback

The individual is responsible for reporting systematic problems to their supervisor and ISO.  The Supervisor 
monitors the Training Compliance - Deficiency Report to ensure policy is being followed by the facility as a 
whole.  The ISO contacts the Supervisor to report problems in the process such as the noncompliance list is 
increasing, individuals existing on the report for an extended time, and supervisors are not enforcing compliance, 
etc.  The Supervisor follows up with the chain of command for the noncompliant individuals.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-3.2.2 Review Training Status

Talent Management System Profile
Training Compliance - Deficiency Report 

Supervisor

The Supervisor reviews the Individual's training status using the Training Compliance - Deficiency Report which 
provides a current list of Individuals who are required to renew their annual security training within the next 30 days 
or less.  The Supervisor checks the Talent Management System (TMS) for the completed training certificates.  

If the annual security training is verified as complete, no further action is required for security training verification 
until one month prior to the 1 year anniversary of the training. 

If the annual security training is not completed by the required date, the Individual is listed as deficient in the TMS 
database.  The Supervisor contacts the Individual and instructs the Individual to complete the required training 
within the appropriate time frame. 

Request for Notification of Talent Management System Training Certificates 

Request for Notification of Completed Training Certificates is in the form of an e-mail.  

Talent Management System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-3.2.3 Receive Training Notification

Talent Management System Learning Expiration Notification
Talent Management System Profile

Individual

home process goals raci

The Individual receives an automated training notification from the Talent Management System (TMS) 30 days prior 
to the expiration of the required annual security training (VA Privacy and Information Security Awareness and Rules 
of Behavior) and daily thereafter until expiration date.  If applicable, the individual also completes Privacy and 
Health Insurance Portability and Accountability Act (HIPAA) Training.

If the Individual completes the annual security training and receives a Certificate of Training Completion in TMS 
prior to the expiration date, the Individual remains in compliance with training requirements for the designated 
timeframe (currently one year) and the Individual's access remains unchanged. 

If the Individual does not complete the annual security training by the expiration date, the Supervisor initiates 
suspension of access to VA Systems.

Talent Management System Training Certificates 

back

The required training courses are accessible in the Talent Management System (TMS).

The Individual receives instruction from the Supervisor to complete the required training within the appropriate time 
frame. 

Talent Management System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-3.2.4 Request Suspension of Access

Supervisor

The Supervisor requests suspension of network access for the non-compliant individual based on the information 
provided by the Training Compliance - Deficiency Report sent by the Talent Management System. The Supervisor makes 
the request for suspension of access by opening a Service Desk Ticket. 

Training Compliance - Deficiency Report
Talent Management System Learning Expiration Notification

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

home process goals raciback

Request for Suspension of Access
Service Desk Ticket 

Service Desk Ticketing System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-3.2.5 Suspend Individual's Access

Request for Suspension of Access
Service Desk Ticket

Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, suspends the Individual's VA 
Systems network access based on the request from the Supervisor contained in the Service Desk Ticket and updates 
the Service Desk Ticket.  The Supervisor is updated via e-mail on the completion of the suspension.   

Notification of Suspended Access (e-mail)
Updated Service Desk Ticket 

Service Desk Ticketing System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-3.2.6 Notify Individual of Suspended Access

Notification of Suspended Access (e-mail)

Supervisor

The Supervisor notifies the Individual that access to VA systems has been suspended and provides information on 
how the Individual can become compliant.  The Supervisor also informs the Individual of the consequences resulting 
from failure to be compliant.

Forwarded Notification of Suspended Access (e-mail, if applicable)

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

The method of notification depends on the means available to the Supervisor based on proximity or other factors 
unique to the situation.  

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-3.2.7 Complete Required Training 

Privacy and Health Insurance Portability and Accountability Act (HIPAA) Training (if applicable)
VA Privacy and Information Security Awareness and Rules of Behavior Training

Contact with Supervisor (if applicable)
Privacy and Health Insurance Portability and Accountability Act (HIPAA) Training Certificate (if applicable)
VA Privacy and Information Security Awareness and Rules of Behavior Training Certificate

Individual

The Individual completes the required annual security training. 

If the Individual completes training online, the Talent Management System (TMS) automatically updates the 
Individual's record once the training is complete. 

If TMS is not automatically updated upon completion of the annual security training or the Individual completes the 
annual security training by some other means than using the online TMS training, the Individual contacts the 
Supervisor to assist with ensuring TMS is updated and access is restored. 

The Individual uses personal e-mail or a phone call to contact the Supervisor.

Talent Management System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-3.2.8 Ensure Training Recorded in TMS

Supervisor

The Supervisor assists the Individual to ensure the annual security training is recorded in the Talent Management 
System. 

 Updated Talent Management System Data

Contact with Supervisor (if applicable)
Privacy and Health Insurance Portability and Accountability Act (HIPAA) Training Certificate (if applicable)
Talent Management System Data
VA Privacy and Information Security Awareness and Rules of Behavior Training Certificate

Talent Management System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-3.2.9 Request Restoration of Access

Supervisor

The Supervisor submits a Service Desk ticket showing approval for restoration of the Individual's access to the 
appropriate level, within the VA system, once the Individual's completion of annual security requirements is 
recorded in the Talent Management System. 

Request of Restoration of Access
Service Desk Ticket

Privacy and Health Insurance Portability and Accountability Act (HIPAA) Training Certificate (if applicable)
Talent Management System Data
VA Privacy and Information Security Awareness and Rules of Behavior Training Certificate

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback

Service Desk Ticketing System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-3.2.10 Restore Access

Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, restores access for the Individual 
and closes the Service Desk Ticket.

Restored Access for the Individual
Updated/Closed Service Desk Ticket

Service Desk Ticket

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-3.3 Update TMS Profile

Notification to Individual to Update Talent Management System Profile
Talent Management System Profile

Individual

The Individual updates the Talent Management System (TMS) profile with new status, contact information, 
supervisor contact information, etc. when changes occur. 

Updated Talent Management System Profile 

Talent Management System

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-3.4 Verify Access Level

OF8 - Position Description
VA Form 9957, Access Form (or database listing of access)

Supervisor

The Supervisor verifies the computer access level associated with the Individual's change in status and submits VA 
Form 9957, Access Form with the new access information if applicable.

VA Form 9957, Access Form 

home process goals raciback

The artifact used, VA Form 9957, Access Form, is the form previously used to create a new account or modify an 
existing account.  Another instance of the VA Form 9957, Access Account is the artifact created to modify an existing 
account based on this change in status.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-3.5 Verify Required Risk Level

Servicing Human Resource Office

The Servicing Human Resource Office verifies the required risk level associated with the Individual's change in 
status.

If the new position is at a higher risk level, then the Servicing Human Resource Office initiates a new background 
investigation and the process for obtaining background investigations is followed.

If the new position is not at a higher risk level, the Servicing Human Resource Office notifies Supervisor to continue 
monitoring access requirements.

Elevated Privilege Request Memorandum (if applicable)
Notification to Individual to Update Talent Management System Profile

VA Directive 0710, Personnel Security and Suitability Program
VA Directive 5005, Staffing
VA Directive 6500, Managing Information Security Risk: VA Information Security Program

OF8 - Position Description (with Level of Risk and Degree of Impact)

Talent Management System

  

Position Designation Automated Tool (PDT)

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-3.6 Increase Access

VA Form 9957, Access Form

Elevated Privilege Request
Updated Access Levels 

Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, increases access to the appropriate 
level in the appropriate systems residing on the VA network.

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Further information on the Elevated Privilege Request is available from Information Security Officers (ISOs).   

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-3.7 Notify of Unfavorable BI

Certificate of Investigation
Recorded Adjudication in Personnel Investigations Processing System (PIPS)

Notification to Individual to Update Talent Management System Profile

Servicing Human Resource Office

The Servicing Human Resource Office notifies the Individual that the Background Investigation is unfavorable. The 
Supervisor also receives a copy of the notification. 

The Servicing Human Resource Office sends the Notification to Individual to Update Talent Management System 
Profile via e-mail.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-3.8 Update TMS Profile

Notification to Individual to Update Talent Management System Profile
Talent Management System Profile

Updated Talent Management System Profile

Individual

If the Servicing Human Resource Office notifies the Individual that the Background Investigation is unfavorable, the 
Individual updates the Talent Management System (TMS) profile with any changes to status, contact information, 
supervisor contact information, etc.

If performance issues were found during the Background Investigation, the Human Capital 
Management/Performance Management process is followed.   Otherwise, the Supervisor continues to monitor the 
Individual.

Talent Management System

home process goals raciback
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Government On/Off-Boarding: GONB-4 Complete Off-Boarding

GONB-4.1
Notify

SHRO of Change in 
Status

GONB-4.4
Return 

Items for 
Off-Boarding

GONB-4.7
Receive 

Notification
PIV Card Turned In

GONB-4.8
Coordinate

Account 
Deactivations

GONB-4.9
Deactivate 

PIV 

GONB-4.11
Deactivate

VA Network 
Accounts

home goals raciprocess

GONB-4.2
Notify 

Supervisor to Direct 
Off-Boarding

GONB-4.5
Accomplish

Off-Boarding Local 
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Government On/Off-Boarding: GONB-4.1 Notify SHRO of Change in Status

Notification to Servicing Human Resource Office of the Change in Status 

Supervisor

The Supervisor notifies the Servicing Human Resource Office (SHRO) of the need to change the status of an Individual. 

The artifacts used as input to begin Off-Boarding varies widely depending on the reason for initiating the Off-Boarding. 

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

E-mail from Individual Requesting/Informing of Status Change (if applicable)
Notification of Deactivation (if applicable)
Notification of Non-Compliance for Annual Information Security Training Requirements (if applicable)

home process goals raciback
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More Info....

Government On/Off-Boarding: GONB-4.2 Notify Supervisor to Direct Off-Boarding

The Servicing Human Resource Office notifies the Supervisor to perform appropriate actions to Off-Board the Individual 
from the VA. The Servicing Human Resource Office ensures that the Individual's account in the VA Talent Management 
System (TMS) is inactivated.  The Servicing Human Resource Office provides the direction by e-mail. 

Servicing Human Resource Office

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Notification to Servicing Human Resource Office of Change in Status 

Notification to Supervisor of Off-Boarding Requirements 

Each TMS domain within VA has a specific e-mail routing.

home process goals raciback
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Government On/Off-Boarding: GONB-4.3 Direct Off-Boarding

The Supervisor instructs the Individual to complete VA Form 3248, Employees Clearance from Indebtedness and instructs 
the Individual to return, as applicable, government property including: 

 Keys
 Equipment (laptops, hard drives, notebooks, tablets, thumb drives, smart phones, mobile devices, etc.)
 Parking Passes
 Personal Identity Verification (PIV) Card/Non-PIV Card/Local Identifications 
 Sanitize non-Government Furnished Equipment
 Fitness Room equipment
Sensitive data (paper or electronic) turn-in
Government Credit Card
Library books 
etc.

�
�

�
�

�
�

�
�

�

�

Supervisor

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Notification to Supervisor of Off-Boarding Requirements 
Notification to Servicing Human Resource Office of Change in Status 
VA Form 0887, VA Government Property Loan Form 

VA Form 3248, Employees Clearance from Indebtedness

home process goals raciback

VA Form 3248, Employees Clearance from Indebtedness can be completed electronically or manually. Also, VA 
Form 3248 has multiple versions for the different locations and each location should select the one assigned by the 
Servicing Human Resource Office.
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More Info....

Government On/Off-Boarding: GONB-4.4 Return Items for Off-Boarding

VA Form 0887, VA Government Property Loan Form
VA Form 3248, Employees Clearance from Indebtedness 

Updated VA Form 0887, VA Government Property Loan Form
Updated VA Form 3248, Employees Clearance from Indebtedness 

Individual

VA Handbook 6500.1 Electronic Media Sanitization
VA Handbook 7002, Logistics Management Procedures

The Individual returns or, as appropriate, turns in for destruction items to either the Supervisor or Technical Support 
Staff within 24 hours of departing.  Items include:

Keys
Equipment (laptops, hard drives, notebooks, tablets, thumb drives, smart phones, mobile devices, etc.)
Parking Passes
Personal Identity Verification (PIV) Card/Non-PIV Card/Local Identifications 
Sanitize non-Government Furnished Equipment
Fitness Room equipment
Sensitive data (paper or electronic) turn-in
Government Credit Card
Library books
etc.

�

�

�

�

�

�

�

�

�

�

VA Form 0887, VA Government Property Loan Form is updated in Part II- VA Property Return Receipt. Also, VA 
Form 3248 has multiple versions for the different locations and each location should select the one assigned by the 
Servicing Human Resource Office.
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More Info....

Government On/Off-Boarding: GONB-4.5 Accomplish Off-Boarding Local Actions

Individual

The Individual accomplishes local Off-Boarding actions and completes Off-Boarding. The Individual turns in Personal 
Identity Verification (PIV) Card and any remaining Government Furnished Equipment (GFE) or government property to 
the Supervisor when they are separated.  The Individual certifies they managed data in accordance with VA regulations 
within 30 days of separation per VA Handbook 6500. 

The Individual also must clear selected departments according to Site specific out processing procedures.  

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

Personal Identity Verification Card
VA Form 0887, VA Government Property Loan Form
VA Form 3248, Employees Clearance from Indebtedness 

Certification of Managed Data 
Site Specific Checklist (if applicable)
Updated VA Form 0887, VA Government Property Loan Form
Updated VA Form 3248, Employees Clearance from Indebtedness 

VA Form 0887, VA Government Property Loan Form is updated in Part II- VA Property Return Receipt. Also, VA 
Form 3248 has multiple versions for the different locations and each location should select the one assigned by the 
Servicing Human Resource Office.
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Government On/Off-Boarding: GONB-4.6 Notify SHRO Local Off-Boarding Actions Complete 

Local Administrative Support

The Local Administrative Support notifies the Servicing Human Resource Office (SHRO) whether the local actions are 
complete or incomplete (return of Government Furnished Equipment, Parking Passes, issued tokens, etc.) and forwards 
any VA Form 0887, VA Government Property Loan Form, Part II- VA Property Return Receipts to the Servicing Human 
Resource Office.  In the case of incomplete local actions an alert must be sent to the Servicing Human Resource Office the 
same day.

The Local Administrative Support ensures the Personal Identification Verification (PIV) Database is updated if the PIV 
card record is returned.

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

Personal Identity Verification Database Card Record
VA Form 0887, VA Government Property Loan Form

Forwarded VA Form 0887, VA Government Property Loan Form
Notification to Servicing Human Resource Office
Updated Personal Identity Verification Database Card Record

Local Administrative Support includes e.g., security and law enforcement, library, custodial officer, and Human 
Resources.

home process goals raciback

Personal Identity Verification Database
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Government On/Off-Boarding: GONB-4.7 Receive Notification PIV Card Turned In 

Servicing Human Resource Office

The Servicing Human Resource Office receives notification from the Local Administrative Support when the Personal 
Identity Verification (PIV) Card is returned. The Servicing Human Resource Office maintains the notification in the 
Servicing Human Resource Office record.  The Servicing Human Resource Office verifies the Individual has been 
successfully Off-Boarded and notifies payroll to release the final paycheck.  If the Individual has not successfully 
completed Off-Boarding, the Servicing Human Resource Office withholds notification to payroll for release of final 
paycheck. 

Forwarded VA Form 0887, VA Government Property Loan Form
Notification to Servicing Human Resource Office
Personal Identity Verification Database Card Record

Notification to Release Payment
Servicing Human Resource Office Record 
  

Personal Identity Verification Database
Personnel and Accounting Integrated Data (PAID)

Notification to release payment is made in the PAID tool for Individuals.
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Government On/Off-Boarding: GONB-4.8 Coordinate Account Deactivations

Servicing Human Resource Office

The Servicing Human Resource Office coordinates account deactivations (i.e., IT systems, special system access, 
government credit cards, Talent Management System Profile, etc.) through appropriate organizations such as the National 
Help Desk.  

VA Form 3248, Employees Clearance from Indebtedness

Service Desk Ticketing Application

VA Form 9957, Access Form 
Request to Deactivate Special System Access
Updated VA Form 3248, Employees Clearance from Indebtedness 

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

VA Form 9957, Access Form is used to request creation, modification and deletion of accounts.  The Artifact Used, VA 
Form 9957, Access Form is the form previously used to create a new account or modify an existing account, and the 
Artifact Created,  VA Form 9957, Access Form  is for deleting an account.

VA Form 3248 has multiple versions for the different locations and each location should select the one assigned by the 
Servicing Human Resource Office.

home process goals raciback
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Government On/Off-Boarding: GONB-4.9 Deactivate PIV

Personal Identity Verification Office

The Personal Identity Verification (PIV) Office staff deactivates the PIV and Non-PIV card according to VA Handbook 
6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program guidance. 
The PIV staff verifies the Individual's PIV deactivation information is properly entered into the PIV Database.

Personal Identity Verification Card
Personal Identity Verification Database Card Record
VA Form 3248, Employees Clearance from Indebtedness 

Deactivated Personal Identity Verification Card Record

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

home process goals raciback

Personal Identity Verification Database

VA Form 3248 has multiple versions for the different locations and each location should select the one assigned by the 
Servicing Human Resource Office.
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Government On/Off-Boarding: GONB-4.10 Deactivate Virtual Private Network 

Information Security Officer

The Information Security Officer (ISO) deactivates the Virtual Private Network (VPN) access for the Individual. The ISO 
notifies the Service Delivery and Engineering (SDE) Point of Contact to take appropriate action related to the Off-
Boarding of the Individual.  The ISO notifies the owner/manager of all IT Systems to remove the Individual's access 
according to local policy.

Computer Access Request Form (including request for Special System Access)
VA Form 9957, Access Form (if applicable)

Notification to Service Delivery and Engineering (SDE) Point of Contact

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Government On/Off-Boarding: GONB-4.11 Deactivate VA Network Accounts

Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, deactivates VA network accounts 
upon receiving notification from the Servicing Human Resource Office (SHRO).  SDE Point of Contact notifies the SHRO 
when the action is completed.

Notification from Supervisor
VA Form 9957, Access Form 

Notification of Deactivation of  Network, Virtual Private Network and Special System Access

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards
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Government On/Off-Boarding: GONB-4.12 Complete Off-Boarding

Individual

The Individual turns in the VA Form 3248, Employees Clearance from Indebtedness, and any other applicable out-
processing paper work to the person designated by local out-processing procedures. 

VA Form 3248, Employees Clearance from Indebtedness

Completed VA Form 3248, Employees Clearance from Indebtedness

home process goals raciback

VA Form 3248, Employees Clearance from Indebtedness. VA Form 3248 has multiple versions for the different 
locations and each location should select the one assigned by the Servicing Human Resource Office.
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Government On/Off-Boarding: GONB-4.13 Perform Emergent Off-Boarding

GONB-4.13.12
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Record of Emergent
Off-Boarding

GONB-4.13.8
Notify

Individual to Return 
Government 

Property

GONB-4.13.10
Ensure

Government 
Property Returned  

GONB-4.13.2
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 Recommended 
Actions 

GONB-4.13.1
Initiate

Emergent 
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 VA Network 
Accounts
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GONB-4.13.9
Return

 Government 
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More Info....

Government On/Off-Boarding: GONB-4.13.1 Initiate Emergent Off-Boarding 

Incident Report
Supervisor Statement
VA Form 0887, VA Government Property Loan Form

VA Form 0923, Serious Incident Report (if applicable)
Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law 
Enforcement

Servicing Human Resource Office

When the Servicing Human Resource Office receives notice of a situation with an Individual from the appropriate 
(depending on the situation) VA personnel, the Servicing Human Resource Office determines the need for and initiates 
emergent off-boarding.   

The Servicing Human Resource Office immediately notifies the Information Security Officer (ISO), the Service Delivery 
and Engineering (SDE) Point of Contact (Network Security Operations Center in after hours/emergency situations), and 
Law Enforcement of the need to emergently off-board the Individual and obtain government furnished equipment and 
other VA issued property [including Personal Identity Verification (PIV) card, keys, etc.].

The Servicing Human Resource Office ensures the Individual account in the VA Talent Management System is inactivated.

VA Directive 0321, Serious Incident Reports
VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

home process goals raciback

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security 
Program includes Individual requirements which if not fulfilled, might initiate emergent off-boarding of an Individual, 
for instance:

Failure to immediately report a security incident 
Theft or break-in or other criminal activity

�

�

Talent Management System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards
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Government On/Off-Boarding: GONB-4.13.2 Provide Recommended Actions 

Notification to Service Delivery and Engineering (SDE) Point of Contact to Deactivate Network Access
Recommendations to Servicing Human Resource Office and Security and Investigations Center  

Information Security Officer

The Information Security Officer provides recommended actions to the Servicing Human Resource Office Representative 
and Security and Investigations Center and sends the Notification to the Service Delivery and Engineering (SDE) Point of 
Contact to Deactivate Network Access if appropriate. 

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement
VA Form 0887, VA Government Property Loan Form

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Government On/Off-Boarding: GONB-4.13.3 Deactivate VA Network Accounts

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement
Recommendations to Servicing Human Resource Office and Security and Investigations Center 

Notification to Servicing Human Resource Office from Service Delivery and Engineering (SDE) Point of Contact

Service Deliver and Engineering (SDE) Point of Contact

Service Delivery and Engineering Point of Contact, frequently IT Operations, deactivates access to all individual systems 
residing on the VA network and notifies Servicing Human Resource Office of completion.

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Government On/Off-Boarding: GONB-4.13.4 Escort Off Premises 

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement
Notification to Servicing Human Resource Office from Service Delivery and Engineering (SDE) Point of Contact 
Recommendations to Servicing Human Resource Office and Security and Investigations Center 

Notification to Servicing Human Resource Office Representative from Law Enforcement  

Law Enforcement

If necessary, Law Enforcement is contacted to escort Individual off the premises. Otherwise, the Servicing Human 
Resource Office Representative coordinates having the Individual escorted off the premises.

Law Enforcement or a designated official seizes and/or secures the government furnished equipment.

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Government On/Off-Boarding: GONB-4.13.5 Deactivate Virtual Private Network

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement

Notification of Network Access Deactivation 

Network Security Operations Center (NSOC)

The Network Security Operations Center (NSOC) disables remote access [Virtual Private Network (VPN), RESCUE, and 
Citrix Access Gateway] in after hours/emergency situations and notifies the Information Security Officer. 

The Talent Management System profile is also deactivated. 

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Government On/Off-Boarding: GONB-4.13.6 Conduct Emergent Off-Boarding 

Incident Report
Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement
Supervisor's Statement
VA Form 0887, VA Government Property Loan Form
VA Form 0923, Serious Incident Report (if applicable)

Notification to Service Delivery and Engineering (SDE) Point of Contact   
Updated Incident Report
Updated VA Form 0923, Serious Incident Report (if applicable)

Information Security Officer

The Information Security Officer (ISO) conducts emergent Off-Boarding actions to ensure access to sensitive data, 
networks (to include the Virtual Private Network) and systems is deactivated. The ISO notifies the Service Delivery and 
Engineering (SDE) Point of Contact to take appropriate action related to the Off-Boarding of the Individual.  The ISO 
notifies the owner/manager of all IT Systems to remove the Individual's access according to local policy.

VA Directive 0321, Serious Incident Reports
VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Network Security Operations Center Remedy Portal
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Government On/Off-Boarding: GONB-4.13.7 Deactivate Physical Access

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement

Notification that Personal Identity Verification has been Disabled

Personal Identity Verification Office  

The Personal Identity Verification (PIV) Office deactivates physical access by disabling the PIV and Non-PIV card 
according to VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information 
Security Program guidance. The PIV Office notifies Servicing Human Resource Office's Representative that the action is 
complete.

Personal Identity Verification System
Physical Access Control System 

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Government On/Off-Boarding: GONB-4.13.8 Notify Individual to Return Government Property

VA Form 0887, VA Government Property Loan Form

Servicing Human Resource Office

The Servicing Human Resource Office Representative notifies the Individual of the process for returning government 
property. The process varies depending upon the emergent situation.  Any property on site, to include Personal Identity 
Verification (PIV) and Non-PIV Card, is collected before the Individual is escorted off the premises. 

VA Handbook 0730/2, Security and Law Enforcement, Appendix B
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

Notification of Process to Return Government Property
Updated VA Form 0887, VA Government Property Loan Form

VA Form 0887, VA Government Property Loan Form is updated in Part II- VA Property Return Receipt.
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Government On/Off-Boarding: GONB-4.13.9  Return Government Property

VA Form 0887, VA Government Property Loan Form
VA Form 3248, Employees Clearance from Indebtedness 

Individual

The Individual returns any Government Property not already collected via the procedure outlined by the Servicing 
Human Resource Office's Representative within 24 hours.  

Returned Government Property
Updated VA Form 0887, VA Government Property Loan Form

VA Handbook 0730/2, Security and Law Enforcement, Appendix B
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

VA Form 0887, VA Government Property Loan Form is updated in Part II- VA Property Return Receipt.

home process goals raciback

Reference VA Form 3248, Employees Clearance from Indebtedness for a list items that are to be returned. VA Form 3248 
has multiple versions for the different locations and each location should select the one assigned by the Servicing 
Human Resource Office.
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Government On/Off-Boarding: GONB-4.13.10 Ensure Government Property Returned

VA Form 0887, VA Government Property Loan Form

Servicing Human Resource Office

The Servicing Human Resource Office ensures that all Government Property is returned and forwards to the appropriate 
asset manager.  The Servicing Human Resource Office checks the Government Property by referencing the Government 
Furnished Equipment Records and out-processing checklist.  The Servicing Human Resource Office verifies the 
Individual has returned all Government Property to include Personal Identity Verification (PIV) Card and Non-PIV Card 
and notifies payroll to release the final paycheck.  If the Individual has not returned all Government Property to include 
PIV and Non-PIV Card, the Servicing Human Resource Office withholds notification to payroll for release of final 
paycheck.  The Servicing Human Resource Office ensures the Individual's account in the VA Talent Management System 
is inactivated. 

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

Notification to Release Payment
Updated VA Form 0887, VA Government Property Loan Form

Personnel and Accounting Integrated Data (PAID) System (for Individuals)

Notification to Release Payment is made in the PAID tool for Individuals. 
VA Form 0887, VA Government Property Loan Form is updated in Part II- VA Property Return Receipt.
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Government On/Off-Boarding: GONB-4.13.11 Transfer Responsibility to Recover Property

VA Form 0887, VA Government Property Loan Form

Notification to Appropriate Office
Notification to Supervisor
Updated VA Form 0887, VA Government Property Loan Form

Servicing Human Resource Office

The Servicing Human Resource Office Representative transfers the recovered government property to the appropriate 
office (i.e., Asset Management, Security Office, Personal Identity Verification Office, etc.). The Servicing Human Resource 
Office reports any un-recovered government property to the appropriate office.  

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Government On/Off-Boarding: GONB-4.13.12 Maintain Record of Emergent Off-Boarding 

Incident Report
Notification to Servicing Human Resource Office
VA Form 0887, VA Government Property Loan Form
VA Form 0923, Serious Incident Report (if applicable)

Archived Official Folder 

The Servicing Human Resource Office Representative maintains a record of the emergent Off-Boarding actions in an 
official folder which is archived at the end of the Off-Boarding process.  The contents of the folder are dictated by official 
policy.

VA Handbook 0730/2, Security and Law Enforcement
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Servicing Human Resource Office
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In VA Handbook 0730/2, reference Appendix B, Physical Security Requirements and Options for guidance.
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Government On/Off-Boarding: GONB-4.14 Archive Files

Servicing Human Resource Office

The Servicing Human Resource Office receives the VA Form 3248, Employees Clearance from Indebtedness 
electronically and completes off-boarding by archiving the Individual's file. 

Individual File
VA Form 3248, Employees Clearance from Indebtedness 

Archived Individual File (if applicable)
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VA Form 3248 has multiple versions for the different locations and each location should select the one assigned by the 
Servicing Human Resource Office.

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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 Volunteers/Veterans Service Organizations On/Off-Boarding 

Goal

home process raci

The goal of the VONB process is to establish the set of activities required to provide, monitor, control, and remove an individual's access to VA 
systems, equipment, and facilities as appropriate to meet the needs of the VA. 

Specific goals include:
Completing required background investigation and fingerprinting
Reviewing and accepting VA Rules of Behavior
Obtaining access to the Talent Management System
Documenting the required information security and privacy training to access the VA network
Receiving Government Furnished Equipment with needed software, if required
Accessing the VA Network and establishing remote VA network access as required 
Obtaining VA identification and access to VA facilities
Monitoring and verifying successful completion of annual security training requirements
Monitoring and verifying successful adjudication of SAC, National Agency Check with Inquiries, Minimum
Background Investigation, or Background Investigation as appropriate to the role
Granting or withdrawing access based upon meeting or failing to meet requirements, initiate personnel actions as necessary
Notifying appropriate management personnel of access changes required based upon clearance adjudications or failure to meet 
requirements
Ensuring recovery of identity badges, Personal Identity Verification (PIV) cards, keys and other access granting items are recovered 
before the individual departs from the VA
Ensuring access to Public Key Infrastructure (PKI), as applicable
Ensuring recovery of all government furnished equipment (desktops, laptops, smart phone, printers, faxes, etc.) and other government 
property are properly recovered and transferred to the appropriate office in the VA within 24 hours if the individual departs from the VA
Ensuring that clearance through appropriate physical security personnel occurs
Ensuring all system access privileges and network access are terminated
Ensuring that all appropriate personnel actions are initiated and documented and notifications are made

�
�
�
�
�
�
�
�
�
�
�
�

�

�
�

�
�
�

The Volunteers and Veterans Service Organizations On/Off-Boarding (VONB) process describes the activities to obtain access to VA 
networks, facilities, and equipment by completing background investigations and required training and obtaining Government Furnished 
Equipment with appropriate software. After initial on-boarding, the process also establishes the framework for consistently ensuring that 
all Volunteers and Veterans Service Organizations individuals have the proper access necessary to perform the role they are assigned and 
that they continue to meet those minimum requirements necessary to support granting the access. The VONB process complies with the 
Federal security and privacy regulations. 

Description

An Office of Information Technology Master Glossary provides futher descriptions for terminology used in the VONB process.
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VONB-1.1 Identify Security Requirements R A

VONB-1.2 Request Information R A

VONB-1.3 Submit Information R A

VONB-1.4 Receive Information R A

VONB-1.5 Validate TMS Profile R A

VONB-2.1.1 Initiate Fingerprinting and 
Background Investigation R A

VONB-2.1.2 Notify Individual R A

VONB-2.1.3 Prepare Background  Investigation R A
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VONB-2.1.4 Obtain Fingerprints R A

VONB-2.1.5 Process Fingerprints R A

VONB-2.1.6 Receive and Forward Documents R A

VONB-2.1.7 Request Background Investigation R A

VONB-2.1.8 Prepare Documents for Security
and Investigations Center R C A

VONB-2.1.9 Process Special Agreement Check 
Report A R

VONB-2.1.10 Receive Special Agreement Check 
Report R A

VONB-2.2 Complete Required Training R A



Volunteers/Veterans Service Organizations On/Off-Boarding RACI Chart - 3

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back next

Role

In
di

vi
du

al

Lo
ca

l A
dm

in
is

tr
at

iv
e

Su
pp

or
t

Su
pe

rv
is

or

Sp
on

so
r

TM
S 

A
dm

in
is

tr
at

or

PI
V

O
ff

ic
e

In
fo

rm
at

io
n 

Se
cu

ri
ty

 O
ff

ic
er

PK
I H

el
p 

D
es

k

N
SO

C

La
w

 E
nf

or
ce

m
en

t

SD
E 

Po
in

t o
f C

on
ta

ct

Fa
ci

lit
y 

C
IO

V
A

 S
ec

ur
ity

 S
pe

ci
al

is
t

PS
O

/S
pe

ci
al

is
t

SI
C

PD
A

S

VONB-2.3.1 Request Initial Network Access R A

VONB-2.3.2 Review Initial Access Request A R

VONB-2.3.3 Review Request R A

VONB-2.3.4 Establish Initial Network Access A R

VONB-2.3.5 Create Remote Access Account A R

VONB-2.3.6 Access Network R A

VONB-2.4.1 Request PIV Card R A

VONB-2.4.2 Determine If Soft Certificate 
Necessary R A
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VONB-2.4.3 Schedule PIV Appointment R A

VONB-2.4.4 Initiate Soft Certificate R A

VONB-2.4.5 Provide Soft Certificate 
Information R A

VONB-2.4.6 Add to Auto Enroll Security Group A R

VONB-2.4.7 Submit Soft Certificate Request R A

VONB-2.5 Validate TMS R A

VONB-2.6 Monitor Status R A

VONB-2.7 Notify to Begin Work R A
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VONB-2.8.1 Request Review R A

VONB-2.8.2 Conduct Reciprocity Applicability 
Review A R

VONB-2.8.3 Request e-QIP Questionnaire 
Completion A R

VONB-2.8.4 Submit Completed e-QIP R A

VONB-2.8.5 Upload Required Documents R A

VONB-2.8.6 Submit Signature Pages A R

VONB-2.8.7 Send Certificate of Eligibility R A

VONB-2.9 Issue PIV Card A R
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VONB-2.10.1 Determine GFE Assignment R A

VONB-2.10.2 Obtain GFE R A

VONB-2.11 Obtain Soft Certificate R A

VONB-2.12 Configure E-mail Client for Soft 
Certificate R A

VONB-2.13 Complete Background 
Investigation A R

VONB-3.1 Monitor Status R A

VONB-3.2.1 Generate Training Compliance -
Deficiency Report A R

VONB-3.2.2 Review Training Status R A
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VONB-3.2.3 Receive Training Notification R A

VONB-3.2.4 Request Suspension of Access R A

VONB-3.2.5 Suspend Individual's Access A R

VONB-3.2.6 Notify Individual of Suspended 
Access R A

VONB-3.2.7 Complete Required Training R A

VONB-3.2.8 Ensure Training Recorded in TMS R A

VONB-3.2.9 Request Restoration of Access R A

VONB-3.2.10 Restore Access A R
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VONB-3.3 Update TMS Profile R A

VONB-3.4 Verify Access Level R R

VONB-3.5 Verify  Required Risk Level R A

VONB-3.6 Increase Access A R

VONB-3.7 Notify of Unfavorable BI R A

VONB-3.8 Update TMS Profile R A

VONB-4.1 Notify Sponsor of Change in 
Status R A

VONB-4.2 Notify Supervisor to Direct Off-
Boarding R A
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VONB-4.3 Direct Off-Boarding R A

VONB-4.4 Return Items for Off-Boarding R A

VONB-4.5 Accomplish Off-Boarding Local 
Actions R A

VONB-4.6 Notify Sponsor Local Off-Boarding 
Actions Complete R A

VONB-4.7 Receive Notification PIV Card 
Turned In R A

VONB-4.8 Coordinate Account Deactivations R A

VONB-4.9 Deactivate PIV A R

VONB-4.10 Deactivate Virtual Private Network A R
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VONB-4.11 Deactivate VA Network Accounts A R

VONB-4.12 Complete Off-Boarding R A

VONB-4.13.1 Initiate Emergent Off-Boarding R A

VONB-4.13.2 Provide Recommended Actions A R

VONB-4.13.3 Deactivate VA Network Accounts A R

VONB-4.13.4 Escort Off Premises A R

VONB-4.13.5 Deactivate Virtual Private Network A R

VONB-4.13.6 Conduct Emergent Off-Boarding A R
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VONB-4.13.7 Deactivate Physical Access A R

VONB-4.13.8 Notify Individual to Return 
Government Property R A

VONB-4.13.9 Return Government Property R A

VONB-4.13.10 Ensure Government Property 
Returned R A

VONB-4.13.11 Transfer Responsibility to Recover 
Property R A

VONB-4.13.12 Maintain Record of Emergent Off-
Boarding R A

VONB-4.14 Archive Files R A

home process goals back
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Used
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Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-1.1  Identify Security Requirements

Sponsor

The Sponsor identifies security requirements for a position on the risk level for the role using the Position Designation 
Automated Tool (PDT). This activity applies to all volunteer assignments which require network access. The Sponsor 

accesses templates in the PDT to document risk by:

Using the task name to complete the "position" field in PDT (corresponding task to position)
Designating the appropriate risk level(s) associated with investigation level(s) using results of PDT [Position 
Designation Record(s)] by task and/or each individual work effort

The Sponsor initiates the CRISP Screening Checklist which is used to track completion of on-boarding requirements.

�

�

home process goals raci

Position Description (if available)
Position Designation Record 

Position Designation Automated Tool (PDT)

Refer to the VA Handbook 6500.6 Security Attachment for information on fingerprints, background investigation,
and Personal Identification Verification.

back

CRISP Screening Checklist 

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
VA Directive 0710, Personnel Security and Suitability Program
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security 
Program
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More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-1.2 Request Information

CRISP Screening Checklist

Sponsor

The Sponsor requests contact information from the individual to prepare for On-Boarding using VA Form 10-7055, 
Application for Voluntary Service (Volunteers Only). The Veterans Service Organization's provide information on the 
individual. The VA Sponsor is the Veterans Service Center which falls under Compensation Service.

The following information is needed:
Information to create a TMS Profile 
Background Investigation Request
VA Privacy and Information Security Awareness and Rules of Behavior
Role based cyber security or privacy training when applicable and identified by supervisors of VA personnel 
with equivalent information system access
VA Form 9957, Access Form (Computer Access)

�

�

�

�

�

VA Form 10-7055, Application for Voluntary Service 
Notification to Individual
Requested Optional Form 306, Declaration for Federal Employment
Requested Self Certification of Continuous Service
Updated CRISP Screening Checklist

home process goals raciback

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
VA Directive 0710, Personnel Security and Suitability Program
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security 
Program, Appendix D, VA National Rules of Behavior 
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Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-1.3 Submit Information

Notification to the Individual (e-mail)
VA Form 10-7055, Application for Voluntary Service

For Volunteers, the individual supplies requested information to the Voluntary Service Program. The Individual 
submits information required for Optional Form 306, Declaration for Federal Employment, for the demographic 
information not for employment purposes.

Veterans Service Organizations (VSO) provide information to the VA Service Center Manager on the individual 
(phone call, e-mail, or verbal). 

Optional Form 306, Declaration for Federal Employment 
Self Certification of Continuous Service
VA National Rules of Behavior (Located in VA Handbook 6500, Appendix D)
Talent Management System Profile
Talent Management System Training Certificates
Updated VA Form 10-7055, Application for Voluntary Service
VA Rules of Behavior (Electronically in Talent Management System)

The preferred method to send the Individual information is by encrypted e-mail. If unable to send encrypted e-mail, 
encrypt the file, or use a secure fax or traceable mail service to comply with FIPS 140-2.

home process goals raciback

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
VA Directive 0710, Personnel Security and Suitability Program
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security 
Program, Appendix D, VA National Rules of Behavior 
  

Individual

Talent Management System
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Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-1.4 Receive Information

CRISP Screening Checklist
Notification to Individual (E-mail)
Optional Form 306, Declaration for Federal Employment 
Self Certification of Continuous Service (if applicable)

Sponsor

The Sponsor receives the information submitted by the individual or Veterans Service Organizations (VSO) in order to 
begin on-boarding. The Sponsor validates the submission of the Optional Form 306, Declaration for Federal 
Employment and the Self Certification of Continuous Service (if applicable for reciprocity). No personal resume is 
needed for volunteers or VSOs.

Filling out the Optional Form 306 does not imply that the volunteer is an employee, the form is required by Office of 
Personnel Management to perform a low risk background investigation.

Received Information to Sponsor (Email or Verbal)
Updated CRISP Screening Checklist
Validated Optional Form 306, Declaration for Federal Employment 
Volunteer List

home process goals raciback

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
VA Directive 0710, Personnel Security and Suitability Program
VA Handbook 0710, Personnel Suitability and Security Program
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Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-1.5 Validate TMS Profile

Talent Management System Profile

Sponsor

The Sponsor creates or validates an individual's profile in the Talent Management System (TMS). The Sponsor 
validates profile accuracy and completion of mandatory training. All Veterans Service Organizations (VSO)s complete 
training in TMS. For Voluntary Services the Volunteer Service Program Manager creates and validates an individual's 
self enrollment profile. 

Validated TMS Profile

home process goals raciback

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
Job Aid: Assign Learning via Assignment Profiles
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security 
Program, Appendix D, VA National Rules of Behavior 

The TMS Domain Manager or delegates access TMS to prepare the lists of persons who have completed role-specific 
mandatory training. 

Talent Management System
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Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2  Complete On-Boarding 

Withdraw?

Access 
Denied?

Training 
and SAC?

VONB-2.1
Obtain 

Special Agreement 
Check and BI 

Initiation

VONB-2.2
Complete

Required Training

VONB-2.7
Notify

to Begin Work

VONB-2.4
Schedule

PIV Card and Initiate 
Certificate

VONB-2.8
Complete

e-QIP or Reciprocity

Withdraw?

VONB-2.3
Obtain 

Initial Network and 
Remote Access

VONB-2.11
Obtain 

Soft Certificate

VONB-2.13
Complete

Background 
Investigation
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No

Yes

VONB-2.6
Monitor
Status

No

VONB-2.5
Validate

TMS
Yes

VONB-2.9
Issue

PIV Card

No

To: VONB-3
Monitor

and Control Access
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Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.1 Obtain Special Agreement Check and BI Initiation 

VONB-2.1.9
Process

Special Agreement 
Check Report

VONB-2.1.2
Notify

 Individual 

VONB-2.1.4
Obtain

Fingerprints 

VONB-2.1.8
Prepare

Documents for 
Security and 

Investigations Center

VONB-2.1.3
Prepare 

Background 
Investigation

VONB-2.1.7
Request

Background 
Investigation

VONB-2.1.5
Process

Fingerprints

VONB-2.1.10
Receive

Special Agreement 
Check Report

home process goals raciback

VONB-2.1.1
Initiate

Fingerprinting and 
Background 
Investigation

VONB-2.1.6
Receive

and Forward
Documents



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.1.1 Initiate Fingerprinting and Background Investigation

CRISP Screening Checklist
List of Locations to Obtain Cards (and Fingerprints)
Volunteer List

Background Investigation Request
Notification to Individual of Required Actions and Timeframes (E-mail)
Updated CRISP Screening Checklist

Sponsor

The Sponsor initiates the fingerprinting and the Background Investigation Request. The Sponsor makes a Background 
Investigation Request, frequently by e-mail or telephone. 

The Sponsor provides information including a list of locations to obtain fingerprints from the VA HSPD-12 Program 
web site, and how to contact fingerprint locations to determine if an appointment is needed.

The list of locations to obtain cards and fingerprints is located on the VA HSPD-12 Program web site. 

home process back goals raci

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

Some VA facilities require authorization from the Sponsor before a fingerprint appointment is granted.  

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.1.2 Notify Individual

CRISP Screening Checklist
List of Locations to Obtain Cards (and Fingerprints)
Notification to Individual of Required Actions and Timeframes (E-mail)
Volunteer List

Forwarded CRISP Screening Checklist
Forwarded List of Locations to Obtain Cards (and Fingerprints)
Notification to Individual on Completion of Fingerprinting (E-mail)

Sponsor

The Sponsor receives the instructions on obtaining and documenting fingerprints. The Sponsor notifies and forwards 
the information to the Individual. The sponsor provides the Individual with the necessary forms. 

The list of locations to obtain cards and fingerprints is located on the VA HSPD-12 Program web site. 

home process back goals raci

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
VA Directive 0710, , Personnel Security and Suitability Program
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Handbook 0710, Personnel Suitability and Security Program

Some VA facilities require authorization from the Sponsor before a fingerprint appointment is granted. 

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.1.3 Prepare Background Investigation

home process goals raci

Background Investigation Request
Optional Form 306, Declaration for Federal Employment
Self Certification of Continuous Service, if applicable

The Individual prepares background investigation materials and completes forms as directed by the Sponsor.

VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)
Submitted Background Investigation Request
Submitted Optional Form 306, Declaration for Federal Employment 
Submitted Self Certification of Continuous Service

Individual 

back

Security and Investigations Center Resource Site

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.1.4 Obtain Fingerprints

List of Locations to Obtain Cards (and Fingerprints)
Notification to Individual on Completion of Fingerprinting (E-mail)

Updated Electronic Fingerprinting

Individual

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

Upon receipt of the Notification to Complete fingerprinting (E-mail) the Individual makes an appointment with a VA 
facility to have fingerprints taken (if appointments required). Otherwise the Individual requests information from the 
Sponsor to obtain fingerprints on a walk-in basis. Only electronic fingerprints are accepted by the VA, except for 
exceptional situations. 

Some VA facilities require authorization from the Sponsor before a fingerprint appointment is granted. 
Fingerprints are sent electronically from VA to Office of Personnel Management (OPM) to the FBI where the 
fingerprints are run against several databases. The results are then sent electronically back to VA and stored in folders 
according to the Security Office Identifier. 

Personnel Investigation Processing System

home process goals raciback

The list of locations to obtain cards and fingerprints is located on the VA HSPD-12 Program web site.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.1.5 Process Fingerprints

 Completed Electronic Fingerprinting

Notification of Sponsor of Completed Electronic Fingerprinting ( E-mail)
Updated Completed Electronic Fingerprinting

VA Security Specialist

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

The VA Security Specialist, or a trained VA individual, processes the fingerprints electronically, usually at the VA 
law enforcement office. The VA Security Specialist also uploads the fingerprints to the Office of Personnel 
Management (OPM). 

Fingerprints are sent electronically from VA to OPM to the FBI where the fingerprints are run against several 
databases. The results are then sent electronically back to OPM and stored in folders according to the Security Office 
Identifier. 

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.1.6 Receive and Forward Documents

Sponsor

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

The Sponsor receives documents necessary for the fingerprint verification and background investigation from the 
Individual. After reviewing, the Sponsor forwards documents to the VA Security Specialist.

Personnel Investigation Processing System

home process goals raciback

Background Investigation Request
CRISP Screening Checklist
Non-Disclosure Statement Form (if applicable)
Notification of Sponsor of Completed Electronic Fingerprinting (E-mail)
Optional Form 306, Declaration for Federal Employment 
VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)
VA National Rules of Behavior
VA Rules of Behavior (Electronically in Talent Management System)

Forwarded Background Investigation Request
Forwarded CRISP Screening Checklist
Forwarded Non-Disclosure Statement Form (if applicable)
Forwarded Optional Form 306, Declaration for Federal Employment
Forwarded VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)
Forwarded VA National Rules of Behavior
Forwarded VA Rules of Behavior (Electronically in Talent Management System)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.1.7 Request Background Investigation

Background Investigation Request
CRISP Screening Checklist
Optional Form 306, Declaration for Federal Employment 
Volunteer List
VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)

Updated Background Investigation Request
Updated CRISP Screening Checklist

Sponsor

The Sponsor receives documents necessary for the fingerprint verification and background investigation from the 
Individual. 

home process goals raciback

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.1.8 Prepare Documents for Security and Investigations Center

Sponsor

CRISP Screening Checklist
Optional Form 306, Declaration for Federal Employment 
Self Certification of Continuous Service (if required) 
VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)
Volunteer List

The Sponsor submits the required documents to the trained Security Personnel. If the forms contain any mistakes or 
omissions, Sponsor returns the forms to the Individual for corrections.

The local facility staff upload the required documents into e-QIP. 

The documents are used by Office of Personnel Management for the Background Investigation.

Updated CRISP Screening Checklist
Uploaded Optional Form 306, Declaration for Federal Employment 
Uploaded Self Certification of Continuous Service
Uploaded VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)

home process goals raciback

Information Access and Privacy Program Home Page

Secure Scanner to process faxed documents which include Personally Identifying Information
Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.1.9 Process Special Agreement Check Report 

Background Investigation Form
Results from Adjudication in Personnel Investigations Processing System 

Personnel Investigations Processing System Results

VA Security Specialist

A trained VA personnel security employee reviews the results of the special agreement check and makes a 
determination regarding eligibility for access to VA facilities and/or systems. Within 5 business days of submission of 
the fingerprints, the VA Personnel security employee makes the determination of eligibility. 

home process goals raciback

Personnel Investigations Processing System (PIPS) 

If favorable, the PIPS Special Agreement Check results read as "closed no issues". Alternatively, the results may read as 
"with issues". 
The PIPS System is a restricted access system only accessible by authorized personnel.

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.1.10 Receive Special Agreement Check Report

CRISP Screening Checklist
Personnel Investigations Processing System Results e-mail
Results from Adjudication in Personnel Investigations Processing System 
Volunteer List

Notice of Status of Initiation of Background Investigation
Reviewed Personnel Investigations Processing System Results (E-mail)
Updated CRISP Screening Checklist
Updated Volunteer List

Sponsor

The Sponsor receives results from the VA Security Specialist review of the Personnel Investigations Processing System 
(PIPS). The VA Security Specialist notifies the Sponsor on status of initiation of the background investigation. 

The Sponsor updates the Volunteer List with the PIPS results.

home process goals raciback

Personnel Investigations Processing System (PIPS)

The PIPS System is a restricted access system only accessible by authorized personnel.

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.2 Complete Required Training

Talent Management System (TMS) Record of Training Completion

Individual

Job Aid: Assign Learning via Assignment Profiles

The Individual completes the following mandatory training within five days:
VA Privacy and Information Security Awareness and Rules of Behavior
VHA Privacy and Health Insurance Portability and Accountability Act (HIPAA) Training (if anyone accesses 
Protected Health Information)
Role based cyber security or privacy training when applicable and identified by supervisors for VA personnel 
with equivalent information system access

�

�

�

CRISP Screening Checklist
Notification to Individual of Required Actions and Timeframes

home process goals raciback

Talent Management System
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Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.3 Obtain Initial Network and Remote Access

Access
Successful?

VONB-2.3.1
Request 

Initial Network 
 Access 

VONB-2.3.4
Establish 

Initial Network 
Access 

VONB-2.3.2
Review
 Initial 

Network Access 

VONB-2.3.6
Access

Network

Concur?

home process goals raciback

Yes

NoVONB-2.3.3
Review
Request 

Yes

Remote
Access?

VONB-2.3.5
Create

Remote Access 
Account 

No

Yes

No



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.3.1 Request Initial Network Access

E-mail to Notify Information Security Officer
Information Security Officer Locator 
Personnel Investigations Processing System entry 
results

VA Form 9957, Access Form
Elevated Privilege Request Memorandum
Service Desk Ticket 

Sponsor

The Sponsor, or the designee, requests initial network and remote access within three business days of obtaining 
required information, proof of training and electronically signed VA Rules of Behavior, and fingerprint results 
(closed, no issues) for the Individual. The Sponsor or designee contacts the National Service Desk or the local Help 
Desk to request access to the VA network, applicable applications/systems, e-mail, and/or remote access (remote 
access is requested through the Information Security Officer). 

home process back goals raci

ISOs may verify/audit TMS training certificates, and the favorable Special Agreement Check adjudication decision.
Use ISO Locator List, or contact VA FSS ISO REQUESTS to identify ISO. Encrypted e-mail to ISO includes: Name, 
Responsible Project Manager or Sponsor, and Global Address List properties. 

The VA Form 9957, Access Form, is used in conjunction with the Service Desk Ticket.
The PIPS System is a restricted access system only accessible by authorized personnel.
The Individual must have access to the network before they can be granted remote access.

Talent Management System Training Certificates
VA National Rules of Behavior
VA Rules of Behavior (Electronically in Talent Management 
System)

ISO Virtual Private Network Portal
Talent Management System (TMS)

Personnel Investigations Processing System (PIPS)
Service Desk Ticketing Application

VA Directive 6500, Managing Information Security Risk: VA Information Security Program



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.3.2 Review Initial Network Access 

Sponsor Access E-mail 
Talent Management System (TMS) Training Certificates 
VA Form 9957, Access Form

Approved VA Form 9957, Access Form

Information Security Officer

Service Desk Ticketing System 

Within five (5) business days of receipt of the Sponsors or Program Managers, request for Individual's network and 
remote access, the Information Security Officer (ISO) reviews the request to determine if any separation of duty issues 
exists. 

If the review reveals no known separation of duty issues, the ISO concurs by signing the VA Form 9957, Access Form. The 
ISO electronically (by e-mail or in the portal) sends the signed VA Form 9957, Access Form to the local Service Delivery 
and Engineering (SDE) Point of Contact to create the accounts and copy the Sponsor that the network access has been 
approved and/or the remote access has been approved. If the review reveals known separation of duty issues, then the 
ISO non-concurs. In the event of non-concurrence, the ISO informs the Sponsor and the Chief Information Officer /SDE 
Point of Contact of the specific separation of duties reasons for non-concurrence. 

For Individuals who access multiple sites, assurance to VA Directive 6500 compliance can be provided by the ISO of 
record for field security management. If elevated privileges are requested by the Sponsor, then additional role based 
training and elevated rules of behavior needs to be completed. The ISO makes a risk based decision for Individuals 
requiring elevated access on what level of initial access oversight is granted.

VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

home process back goals raci

Elevated privileges indicate higher risk (system administrators or programmers). The local system owner determines 
initial level of access until Background Investigation complete. 

ISO Virtual Private Network Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.3.3 Review Request

Approved VA Form 9957, Access Form
Service Desk Ticket 

Facility Chief Information Officer

Service Desk Ticketing System

The Facility Chief Information Officer (CIO) or designee reviews the VA Form 9957, Access Form. The Facility CIO 
determines initial level of access until Background Investigation is complete (Joint VA/DoD sites such as North 
Chicago site may have a variance). 

home process back goals raci

Forwarded Approved VA Form 9957, Access Form 
Updated Service Desk Ticket 

VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.3.4 Establish Initial Network Access

Approved Network Request Access Form
Service Desk Ticket

Active Directory Account 
Instructions to Access the Global Address List (GAL)
Notice of Password (one time)
Notice to Sponsor
Updated/Resolved/Closed Service Desk Ticket

Service Delivery and Engineering (SDE) Point of Contact

Service Desk Ticketing System 

Within 5 business days of receipt of the Information Security Officer (ISO) authorized request, the Service Delivery 
And Engineering (SDE) Point of Contact establishes initial network, application systems and/or remote access by 
reviewing request form and adding the user and requested options into the appropriate system(s). The SDE point of 
contact may use the service desk ticketing system. The Service Delivery and Engineering (SDE) Point of Contact 
notifies the Sponsor and copies the ISO that the account has been established and password is available. 
  

The SDE Point of Contact provides the Individual with a user name and temporary password. The task is closed and 
the SDE staff resolve/close the service desk ticket. The Sponsor is notified that the request has been completed. SDE 
Point of Contact provides the Individual with instructions to access the Global Address List.
  

If elevated privileges requested, an additional active directory account is established by the SDE Point of Contact. 

home process back goals raci

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

Integrated Campus Support (ICS) performs this function in some instances.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.3.5 Create Remote Access Account

Approved VA Form 9957, Access Form
Service Desk Ticket

Remote Access
Resolved/Closed Service Desk Ticket

Service Delivery and Engineering (SDE) Point of Contact

Citrix Access Gateway
Rescue AnyConnect Virtual Private Network
Service Desk Ticketing System

The Service Delivery and Engineering (SDE) Point of Contact, or designee, creates a remote access account for the 
Individual once network access has been activated and the need for a remote account has been established. 

home process back goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.3.6 Access Network

Instructions to Access Global Address List (GAL)
Service Desk Ticket
Temporary VA Network Password

Access VA Network
Global Address List Data for the Individual
Strong VA Network Password
Updated Service Desk Ticket

Individual

Within one business day of receipt the Individual logs into system(s) and creates strong password, updates
Talent Management System (TMS) profile to ensure the Supervisor's name is in the supervisor
field (supervisor field in TMS) and e-mail addresses are correct. The Individual also updates the information in the 
Global Address List (GAL) (address and telephone number). Request necessary changes through Service Delivery 
and Engineering (SDE) Point of Contact.

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules

home process back goals raci

Personnel Investigations Processing System (PIPS)
Service Desk Ticketing Application

Talent Management System
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Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.4 Schedule PIV Card and Initiate Certificate

home process goals raci

VONB-2.4.3
Schedule

PIV Appointment

VONB-2.4.1
Request

 PIV Card

back

VONB-2.4.2
Determine

If Soft Certificate 
Necessary

VONB-2.4.4
Initiate

 Soft Certificate 

VONB-2.4.5
Provide

Soft Certificate 
Information

VONB-2.4.6
Add

to Auto Enroll
Security Group

VONB-2.4.7
Submit

 Soft Certificate 
Request

No

YesSoft
Certificate?



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.4.1 Request PIV Card

PIV Sponsor Delegation of Authority Memorandum
Request for One-VA Card (Electronic)

Completed Online Application Form

Sponsor  (as PIV Sponsor)

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees and Contractors
VA Card Types and Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

The Sponsor, in the role of Personal Identity Verification (PIV) Sponsor, gathers and inputs the Individual's data in the online 
application form within VA PIV Enrollment Portal tool. There are five card types of PIV. The PIV Sponsor determines the 
appropriate type of card. Information on the card types is provided in the VA Card Types and Requirements document. The VA 
uses hard certificates for public key infrastructure as part of the PIV card. If the PIV Sponsor selects logical access for the 
individual, the PIV contains the hard certificate.

home process back goals raci

VA PIV Enrollment Portal

The VA PIV Card Management System is a restricted access system only accessible by authorized personnel.
PIV Sponsors include Program Managers, Sponsors, Volunteer Services Officers, VA Points Of Contact for Education, and VA 
Site Directors, Supervisor, and Service Chiefs.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.4.2 Determine If Soft Certificate Necessary 

Position Description (if available)
Volunteer List

Identity Proofing Form
Notice to Obtain Soft Certificate [Public Key Infrastructure (PKI)]

Sponsor

VA PKI Information and Enrollment Portal

The Sponsor determines whether a Soft Certificate [Public Key Infrastructure (PKI)] is necessary in order to use 
encrypted e-mail on BlackBerry or for other special use. The Sponsor notifies the Individual to initiate obtaining the 
Soft Certificate [Public Key Infrastructure (PKI)]. The Citrix Access Gateway does not presently use certificates. 

home process back goals raci

All VA users on the VA Network use automatic enrollment; manual requests for PKI are no longer approved for VA 
contractors who qualify for automatic enrollment.
For training on PKI go to VA Talent Management System and take the course entitled, "Getting Started With Public 
Key Infrastructure - PKI".

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.4.3 Schedule PIV Appointment

Either SAC Adjudication Date with BI Schedule Date OR Favorably Adjudicated BI Completion Date
Identity Proofing Documents

Scheduled Appointment with PIV Office

Individual

Upon notification by the Sponsor with the Individual's adjudicated Special Agreement Check (SAC) date and 
scheduled or Favorably Adjudicated Background Investigation (BI) date, the Individual makes an appointment with 
the Personal Identity Verification (PIV) Office.

Form I-9, Employee Eligibility Verification. The Form I-9 is used as the list of acceptable documents for obtaining PIV.

home process back goals raci

PIV Badge Offices

How to Get a VA ID Badge
Identity Documentation Criteria. The Individual must provide two forms of acceptable personal identification at the 
PIV appointment. 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.4.4 Initiate Soft Certificate 

Identity Proofing Form

Forwarded Identity Proofing Form
Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Individual

VA PKI Information and Enrollment Portal

The Individual:
Accesses VA Public Key Infrastructure (PKI) Information and Enrollment Portal
Signs the VA PKI Subscriber Agreement portion of the Identity Proofing Form
Fills out section one of the Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form (also part of the Identity 
Proofing Form)
Submits to Information Security Officer (ISO) or Trusted Agent for Proofing. Two forms of identification must be 
provided

The Individual submits the request for Public Key Infrastructure (PKI) after proving his or her identity by completing
Section 3 of the Soft Certificate [Public Key Infrastructure (PKI)] Request Form in the presence of the Registrar, Information 
Security Officer, Trusted Agent or Notary Public and having the person proofing complete Sections 4 through 8 of the Soft 
Certificate [Public Key Infrastructure (PKI)] Request Form (Sections 4 & 5 are only applicable for Notary Public).

�

�

�

�

home process back goals raci

All VA Users on the VA Network use automatic enrollment.

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.4.5 Provide Soft Certificate Information

Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Updated Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Sponsor

Federal Information Processing Standards Publication (FIPS) Personal Identity Verification (PIV) of Federal Employees
  and Contractors
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document

The Sponsor completes Section 2 of the Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form and submits 
to the Public Key Infrastructure Help Desk. 

home process back goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.4.6 Add to Auto Enroll Security Group

Auto-Enroll Security Group
Identity Proofing Form (including VA PKI Subscriber Agreement)
Notification from Sponsor 
Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

E-mail Sent to the Individual
Updated Auto-Enroll Security Group
Updated Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Public Key Infrastructure Help Desk

The Public Key Infrastructure (PKI) Help Desk adds the Individual VA network account to the auto-enroll security group. 
An e-mail is sent to the Individual to enroll for certificates via the PKI portal.

home process back goals raci

VA PKI Information and Enrollment Portal

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees and
  Contractors, Section 2.2 PIV Identity Proofing and Registration Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.4.7 Submit Soft Certificate Request

Identity Proofing Form (including VA PKI Subscriber Agreement)
Personal Identification Documents
Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Updated Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Individual

The Individual submits the request for Soft Certificate [Public Key Infrastructure (PKI)] after proving his or her identity 
by completing Section 3 of the Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form in the presence of the 
Registrar, Information Security Officer, Trusted Agent or Notary Public and having the person proofing complete Sections 
4 through 8 of the Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form (Sections 4 & 5 are only applicable 
for Notary Public). The Individual provides two forms of identification, one of which contains photo identification. 

home process back goals raci

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees and
  Contractors, Section 2.2 PIV Identity Proofing and Registration Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.5 Validate TMS

CRISP Screening Checklist
Notification to Sponsor of Completion of Training
Volunteer List

Updated and Forwarded Volunteer List
Updated CRISP Screening Checklist

Supervisor

The Supervisor receives notice from the Individual of completion of mandatory training in the Talent Management 
System (TMS) and updates the Volunteer list.

The Supervisor validates the supervisor information in TMS.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.6 Monitor Status

CRISP Screening Checklist
Personnel Investigations Processing System result (E-mail)
Talent Management System Training Certificates 
Training Compliance - Deficiency Report
Volunteer List

Updated CRISP Screening Checklist
Updated Volunteer List

Sponsor

The Sponsor monitors the status of progress in initiating the Background Investigation process, required documents 
for the Background Investigation, and mandatory training completion. 

The Sponsor obtains VA Talent Management System (TMS) training information from the TMS to validate profiles. 
The Sponsor reviews TMS to determine the status on completion of training.

In order to access the TMS the Sponsor completes a VA TMS Managed Self Enrollment Administrators Training Course.
The PIPS System is a restricted access system only accessible by authorized personnel.

home process goals raciback

Talent Management System
Personnel Investigations Processing System (PIPS)

Security and Investigations Center Resource Site
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.7 Notify to Begin Work

CRISP Screening Checklist
Training Compliance - Deficiency Report
Volunteer List

Notification to Individual 
Notification to Local Information Technology Facility
Updated CRISP Screening Checklist

Sponsor

The Sponsor receives information on required training and Special Agreement Check. If the information received 
regarding fingerprints is complete and without issues, the Sponsor notifies the Individual to begin work. 

If the Sponsor is notified of a background investigation with issues on a Individual, as determined by the Government, 
the Sponsor withdraws the Individual from consideration based on Title 5 Code of Federal
Regulations, Chapter 731 unless a determination is made to continue the background investigation. 

home process goals raciback

Code of Federal Regulations, Part 731 - Suitability (Title 5, CFR 731)

Security and Investigations Center Resource Site
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Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.8 Complete e-QIP or Reciprocity

VONB-2.8.4
Submit 

Completed 
e-QIP

home process goals raci

VONB-2.8.3
Request 

e-QIP
Questionnaire

Completion

Reciprocity?

VONB-2.8.2
Conduct 

Reciprocity 
Applicability Review

No

VONB-2.8.6
Submit 

Signature Pages

back

VONB-2.8.7 
Send

Certificate of 
Eligibility 

VONB-2.8.5
Upload

Required
 Documents

Yes

VONB 2.8.1
Request
Review

Prior
 Federal 
Service?

No

Yes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.8.1 Request Review

Forwarded Self Certification of Continuous Service

Sponsor

The Sponsor reviews the Self Certification of Continuous Service (showing no more than a 24 month break in service 
and a full year of service in their previous position) and forwards it to the Personnel Security Specialist.

home process back goals raci

Code of Federal Regulations, Part 731 - Suitability (Title 5, CFR 731)
Executive Order 13467, Reforming Processes Related to Suitability for Government Employment, Fitness for
  Contractor Employees, and Eligibility for Access to Classified National Security Information
Executive Order 13488, Granting Reciprocity on Excepted Service and Federal Contractor Employee Fitness and
  Reinvestigating Individuals in Positions of Public Trust
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

Self Certification of Continuous Service 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.8.2 Conduct Reciprocity Applicability Review

VA Form 4236, Certificate of Eligibility 
Updated Self Certification of Continuous Service

Personnel Security Office/Specialist

Only the Security and Investigations Center (SIC) reviews and determines whether reciprocity is appropriate for the 
Individual. The Personnel Security Office/Specialist reviews and determines whether any Individual has a prior 
background investigation in the Personnel Investigations Processing System (PIPS) that can be reciprocated by the VA. 
If a favorably adjudicated investigation, that meets or exceeds requirements for the new position with no break in 
service within the past two years for the appropriate level, exists, the Personnel Security Office/Specialist sends the Self 
Certification of Continuous Service to the Individual.    

home process back goals raci

Code of Federal Regulations, Part 731 - Suitability (Title 5, CFR 731)
Executive Order 13467, Reforming Processes Related to Suitability for Government Employment, Fitness for
  Contractor Employees, and Eligibility for Access to Classified National Security Information
Executive Order 13488, Granting Reciprocity on Excepted Service and Federal Contractor Employee Fitness and
  Reinvestigating Individuals in Positions of Public Trust
VA Directive 0710, Personnel Security and Suitability Program
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

Personnel Investigations Processing System (PIPS)

Optional Form 306, Declaration for Federal Employment 
Self Certification of Continuous Service 

In some instances, instead of the SIC staff reviewing, the  Personnel Security Office Specialist reviews and determines 
whether reciprocity is appropriate.
The PIPS System is a restricted access system only accessible by authorized personnel.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.8.3 Request e-QIP Questionnaire Completion

Background Investigation Request
Optional Form 306, Declaration for Federal Employment

E-mail Request to Complete e-QIP Forms

Personnel Security Office/Specialist

The Personnel Security Office/Specialist creates access for an Individual in the Electronic Questionnaire for 
Investigations Processing (e-QIP) system. The Personnel Security Office/Specialist e-mails a request to Complete e-QIP 
Forms to the Individual.

home process back goals raci

Electronic Questionnaires for Investigations Processing (e-QIP)
Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.8.4 Submit Completed e-QIP

Electronic Questionnaire for Investigations Processing (e-QIP)
Signature Pages [Certification (CER), Release (REL) and Medical Release (MEL) (as appropriate)]

Individual

The Individual completes the Electronic Questionnaire for Investigations Processing (e-QIP) online form, certifies and 
prints the required e-QIP signature pages [Certification (CER), Release (REL) and Medical Release (MEL) (as 
appropriate)]. The Individual is instructed to complete e-QIP within five business days of receipt of the notice from 
the Personnel Security Specialist.

The Individual then sends via e-mail, mail service, or faxes the e-QIP signature pages to the Sponsor to upload into 
the e-QIP system.

home process back goals raci

Electronic Questionnaires for Investigations Processing (e-QIP)

E-mail Request to Complete e-QIP Forms
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.8.5 Upload Required Documents

Submitted Electronic Questionnaire for Investigations Processing (e-QIP) Forms
Submitted Signature Pages [Certification (CER), Release (REL) and Medical Release (MEL) (as appropriate)]

Sponsor

The Sponsor reviews and uploads the required documents into the Electronic Questionnaire for Investigations
Processing (e-QIP) system. 

home process back goals raci

Electronic Questionnaires for Investigations Processing (e-QIP)

Electronic Questionnaire for Investigations Processing (e-QIP) Forms
E-mail Request to Complete e-QIP Forms
Signature Pages [Certification (CER), Release (REL) and Medical Release (MEL) (as appropriate)]

Security and Investigations Center Resource Site
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.8.6 Submit Signature Pages

Uploaded Signature Pages [Certification (CER), Release (REL) and Medical Release (MEL) (as appropriate)] and 
supporting documents

Personnel Security Office/Specialist 

The Personnel Security Office/Specialist reviews the Electronic Questionnaire for Investigations Processing (e-QIP)
submission and the documentation required to accompany the investigation. If the Personnel Security Office/Specialist 
identifies errors or omissions in the e-QIP package, the Personnel Security Office/Specialist rejects the package, using 
the e-QIP system, and notifies the Individual by e-mail of the need for corrections. Corrections need to be made within 
two days.

The Personnel Security Office/Specialist uploads the signature pages to the Office of Personnel Management (OPM) 
within three business day of receipt of signature pages from the Individual. The Personnel Security Office/Specialist 
saves the signature pages in an local auditable security file repository. The investigation is scheduled by OPM.

If the Personnel Security Office/Specialist does not receive the signature pages within 14 days, the e-QIP Questionnaire 
is cancelled.

home process back goals raci

Signature Pages [Certification (CER), Release (REL) and Medical Release (MEL) (as appropriate)]

Secure Scanner

Electronic Questionnaires for Investigations Processing (e-QIP)
Security and Investigations Center Resource Site

A secure scanner must be used when scanning documents which include Personally Identifiable Information.  
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.8.7 Send Certificate of Eligibility 

Submitted VA Form 4236, Certificate of Eligibility

Personnel Security Office/Specialist

The Personnel Security Office/Specialist sends a Certificate of Eligibility to the Sponsor.

home process back goals raci

Signature Pages [Certification (CER), Release (REL) and Medical Release (MEL) (as appropriate)]
VA Form 4236, Certificate of Eligibility

Secure Scanner 
Electronic Questionnaires for Investigations Processing (e-QIP)

Secure Scanner is needed to process faxed documents which include Personally Identifiable Information.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.9 Issue PIV Card

Identity Proofing Documents

Personal Identity Verification Card

Personnel Security Office/Specialist

The Personnel Security Office/Specialist issues the Personal Identification Verification (PIV) card to the Individual.  

The PIV Card Management and PIPS Systems are restricted access systems only accessible by authorized personnel.

home process back goals raci

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees and Contractors
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

PIV Card Management System
Personnel Investigations Processing System (PIPS)
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Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.10 Determine GFE

VONB-2.10.2
Obtain

GFE

home process goals raci

VONB 2.10.1
Determine

GFE Assignment

back

GFE?

Yes

No

To: ITAM
IT Asset 

Management



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.10.1 Determine GFE Assignment

Sponsor

The Sponsor determines whether Government Furnished Equipment (GFE) is authorized/assigned. The VA Form 
0887, VA Government Property Loan Form is completed and signed by the Sponsor and sent to the Individual.

VA Form 0887, VA Government Property Loan Form 
Notification to Individual to Obtain GFE (E-mail)

home process goals raciback

Sponsor Determination

http://vaww.va.gov/vaforms/va/pdf/VA0887.pdf


Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.10.2 Obtain GFE

Individual

The Individual works with the Sponsor and the IT Asset Manager, or the designee, to request the appropriate 
government furnished equipment (GFE) needed for the Individual to perform the day to day operations. The 
Individual signs VA Form 0887, VA Government Property Loan Form and sends to the Sponsor.

VA Form 0887, VA Government Property Loan Form 
VA Form 9957, Access Form

Record of Issuance of Government Furnished Equipment
Request for Government Furnished Equipment (following local protocol)
Updated VA Form 0887, VA Government Property Loan Form 

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security
  Program, Appendix D, VA National Rules of Behavior
VA Handbook 7002, Logistics Management Procedures

home process goals raciback

All issuance of GFE are in accordance with protocols from the IT Asset Management Process. The Supervisor assumes 
responsibility for the management and tracking of the GFE.
The Sponsor assumes responsibility for the management and tracking of the GFE.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.11 Obtain Soft Certificate

E-mail from PKI Help Desk
Soft Certificate [Public Key Infrastructure (PKI)]

Archived Soft Certificate [Public Key Infrastructure (PKI)]

Individual

The Individual obtains Soft Certificate [Public Key Infrastructure (PKI)] by accessing the link provided in the e-mail 
received from PKI Help Desk and following the instructions on the PKI screen. The Individual archives the Soft 
Certificate PKI on a secure backup location, as described in the User's Guide. 

home process back goals raci

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees
  and Contractors, Section 2.2 PIV Identity Proofing and Registration Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12)
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security
  Program, Appendix D, VA National Rules of Behavior
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document

Additional, specific guidance on secure back up location can be found in the VA Public Key Infrastructure (PKI) 
Program Setting up E-mail Outlook 2003 (or 2007 or 2010). 

VA PKI Information and Enrollment Portal
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Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.12 Configure E-mail Client for Soft Certificate 

Configured E-mail Client Soft Certificate [Public Key Infrastructure (PKI)]

Individual

VA Public Key Infrastructure (PKI) Program Setting up E-mail Outlook 2003
VA Public Key Infrastructure (PKI) Program Setting up E-mail Outlook 2007
VA Public Key Infrastructure (PKI) Program Setting up E-mail Outlook 2010

The Individual configures his or her e-mail to use the Soft Certificate [Public Key Infrastructure (PKI)].   

home process back goals raci

Contact the VA PKI Help Desk or the VA National Service Desk for assistance.

VA PKI Information and Enrollment Portal

Soft Certificate [Public Key Infrastructure (PKI)] 
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-2.13 Complete Background Investigation

Certificate of Investigation

Recorded Adjudication in Personnel Investigations Processing System (PIPS)
Signed Certificate of Investigation

Personnel Security Office/Specialist

Personnel Investigations Processing System (PIPS)

The Personnel Security Office/Specialist adjudicates the Background Investigation, signs off on the Certificate of 
Investigation (COI), and notifies the Sponsor of final adjudication and provides a copy of the Certificate of 
Investigation to the Sponsor.

The Personnel Security Office/Specialist saves the COI  in a local auditable security file repository. The Personnel 
Security Office/Specialist ensures that adjudication has been recorded in the Personnel Investigations Processing 
System (PIPS).

home process back goals raci

Code of Federal Regulations, Part 731 - Suitability (Title 5, CFR 731)
Suitability Processing Handbook

The PIPS System is a restricted access system only accessible by authorized personnel.
No link is provided to the Suitability Processing Handbook because it is a controlled item.
Sponsors include Program Managers, Volunteer Services Officers, VA Points Of Contact for Education, and VA Site 
Directors, Supervisor, Service Chief.

Security and Investigations Center Resource Site
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Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3 Monitor and Control Access

VONB-3.5
Verify

Required Risk Level

VONB-3.1
Monitor
Status

VONB-3.2
Verify

Training 
Requirements Met

process goals raci

Yes

VONB-3.3
Update

TMS Profile

VONB-3.6
Increase
Access

Increase 
Security 
Level?

Yes

Separating?
No

Favorable?

Yes

No

home

No

VONB-3.8
Update

TMS Profile

To: VONB-4
Complete

Off-Boarding

VONB-3.7
Notify

of Unfavorable BI

To: VONB-2.13
Complete

Background 
Investigation

Yes

To:  VONB-2.1
Obtain

Special Agreement 
Check and BI 

Initiation

Change in 
Status?

No VONB-3.4
Verify

Access Level



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.1 Monitor Status

Sponsor 

The Sponsor monitors any training needs or changes in status for the Individual under their supervision.  The 
Sponsor sets up and maintains a file for each Individual.  

If there is a change in status, the Sponsor determines if the change in status is due to pending separation.  If the 
change in status is due to separation, Off-Boarding procedures are followed.  If the change in status is not due to 
separation, the Sponsor determines the type of change in status.

If there is no change in status, the Sponsor continues to monitor the Individual and ensures the annual security 
training requirements are met.

home process goals raci

Position Description (if available)
Talent Management System (TMS) Profile

The Individual File is maintained, preferably electronically.

Talent Management System

Individual File 
Notification to the Individual to Update TMS Profile

back
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Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.2 Verify Training Requirements Met

VONB-3.2.1
Generate
Training

Compliance -
 Deficiency Report

VONB-3.2.2
Review

Training Status

VONB-3.2.3
Receive

Training Notification

Compliant?

VONB-3.2.10
Restore
Access

home process goals raci

VONB-3.2.7
Complete

Required Training

VONB-3.2.5
Suspend

Individual's Access

Take 
Training?

Yes

Training 
Recorded in 

TMS?

VONB-3.2.8
Ensure

Training Recorded
 in TMS

No

back

To: VONB-4
Complete

Off-Boarding

VONB-3.2.4
Request

Suspension 
of Access

No

Yes

VONB-3.2.6
Notify

Individual of 
Suspended Access

VONB-3.2.9
Request

Restoration of 
Access

Yes

No



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.2.1 Generate Training Compliance - Deficiency Report

Talent Management System Administrator

The Talent Management System (TMS) Administrator initiates the generation of a Training Compliance - Deficiency 
Report on a daily basis. This report contains information on Individuals who are compliant or deficient on the annual 
security training requirements. This Training Compliance - Deficiency report is sent to the Information Security 
Officer and the Supervisor.

Training Compliance - Deficiency Report

Talent Management System Database

Talent Management System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program 

home process goals raciback
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Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.2.2 Review Training Status

Talent Management System Profile 
Training Compliance - Deficiency Report

Sponsor

The Sponsor receives the Training Compliance - Deficiency Report  from the Talent Management System (TMS) 
which provides a current list of Individuals who are required to renew their annual security training within the next 
30 days or less.  The Sponsor checks the TMS for the completed training certificates.  

If the annual security training is verified as complete, no further action is required for security training verification 
until one month prior to the 1 year anniversary of the training. 

If the annual security training is not completed by the required date, the Individual is listed as deficient in the TMS 
database.

For Veterans Service Organizations, the individual needs to be accredited. The Sponsor validates accreditation from 
the Office of General Counsel with the accreditation results located in the Accreditation Search portal to ensure the 
individual is a valid representative of a Veterans Service Organization.

Request for Notification of Talent Management System Training Certificates

Request for Notification of Completed Training Certificates is in the form of an e-mail. 

Talent Management System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program 

home process goals raciback

Accreditation Search
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Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.2.3 Receive Training Notification

Talent Management System Learning Expiration Notification
Talent Management System Profile

Individual

home process goals raci

The Individual receives an automated training notification from the Talent Management System (TMS) 30 days prior
to the expiration of the required annual security training (VA Privacy and Information Security Awareness and Rules
of Behavior), and daily thereafter until expiration date. If applicable, the individual also completes Privacy and Health
Insurance Portability and Accountability Act (HIPAA) training.  

If the Individual completes the annual security training and receives a Certificate of Training Completion in TMS
prior to the expiration date, the Individual remains in compliance with training requirements for the designated
timeframe (currently one year) and the Individual's access remains unchanged.

If the Individual does not complete the annual security training by the expiration date, the Supervisor initiates
suspension of access to VA Systems.

Veterans Service Organizations maintain accreditation from VA Office of General Counsel. 

Talent Management System Training Certificates 

back

The required training courses are accessible in the Talent Management System (TMS).
The Individual receives instruction from the Supervisor to complete the required training within the appropriate time frame.

Talent Management System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program 
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Artifacts 
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Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.2.4 Request Suspension of Access

Sponsor

The Sponsor requests suspension of network access for the non-compliant individual based on the information provided 
by the Training Compliance - Deficiency Report sent by the Talent Management System. The Sponsor
makes the request for suspension of access by opening a Service Desk Ticket.

Training Compliance/Deficiency Report
Talent Management System Learning Expiration Notification

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

home process goals raciback

Request for Suspension of Access
Service Desk Ticket

Service Desk Ticketing System
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.2.5 Suspend Individual's Access

Request for Suspension of Access
Service Desk Ticket

Service Delivery and Engineering (SDE ) Point of Contact, frequently IT Operations, suspends the Individual's VA 
Systems network access based on the request from the Sponsor contained in the Service Desk Ticket and updates the 
Service Desk Ticket. The Sponsor is updated via e-mail on the completion of the suspension .

Notification of Suspended Access (e-mail)
Updated Service Desk Ticket

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback

Service Delivery and Engineering (SDE) Point of Contact

Service Desk Ticketing System
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Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.2.6 Notify Individual of Suspended Access

Notification of Suspended Access (e-mail)

Sponsor

The Sponsor notifies the Individual that access to VA systems has been suspended and provides information on how 
the Individual can become compliant. The Sponsor also informs the individual of the consequences resulting from 
failure to become complaint.

Forwarded Notification of Suspended Access (e-mail, if applicable)

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

The method of notification depends on the means available to the Sponsor based on proximity or other factors unique 
to the situation.  
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More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.2.7 Complete Required Training 

Privacy and Health Insurance Portability and Accountability Act (HIPAA) Training (if applicable)
VA Privacy and Information Security Awareness and Rules of Behavior Training 

Contact with the Sponsor (if applicable)
Privacy and Health Insurance Portability and Accountability Act (HIPAA) Training Certificate
VA Privacy and Information Security Awareness and Rules of Behavior Training Certificate

Individual

The Individual completes the annual security training. 

If the Individual completes training online, the Talent Management System (TMS) automatically updates the 
Individual's record once the training is complete. 

If TMS is not automatically updated upon completion of the annual security training or the Individual completes the
annual security training by some other means than using the online TMS training, the Individual contacts the Sponsor 
to assist with ensuring TMS is updated and access is restored. 

The Individual uses personal e-mail or a phone call to contact the Sponsor.

Talent Management System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.2.8 Ensure Training Recorded in TMS

Sponsor

The Sponsor assists the Individual to ensure the annual security training is recorded in the Talent Management 
System. 

Updated Talent Management System Data

Contact with the Sponsor (if applicable)
Privacy and Health Insurance Portability and Accountability Act (HIPAA) Training Certificate (if applicable)
Talent Management System Data
VA Privacy and Information Security Awareness and Rules of Behavior Training Certificate

Talent Management System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.2.9 Request Restoration of Access

Sponsor

The Sponsor requests restoration of access to the appropriate level within the VA System for the Individual.  

Included in the request for restoration of access is verification from the Sponsor that the Individual's completion of 
annual security requirements is recorded in Talent Management System . 

Request of Restoration of Access

Privacy and Health Insurance Portability and Accountability Act (HIPAA) Training Certificate (if applicable)
Talent Management System Data
VA Privacy and Information Security Awareness and Rules of Behavior Training Certificate

VA Directive 6500, Managing Information Security Risk: VA Information Security Program
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.2.10 Restore Access

Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, restores access for the Individual 
and closes the Service Desk Ticket.

Restored Access for the Individual
Updated/Closed Service Desk Ticket

Service Desk Ticket
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.3 Update TMS Profile

Notification to Individual to Update Talent Management System Profile
Talent Management System Profile

Individual

The Individual updates the Talent Management System (TMS) profile with new status, contact information, supervisor 
contact information, etc. when changes occur. 

Updated Talent Management System Profile 

Talent Management System
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.4 Verify Access Level

Position Description (if available)
VA Form 9957, Access Form (or database listing of access)

Sponsor

The Sponsor verifies the computer access level associated with the Individual's change in status and submits VA 
Form 9957, Access Form with the new access information if applicable.

VA Form 9957, Access Form 

home process goals raciback

The artifact used, VA Form 9957, Access Form, is the form previously used to create a new account or modify an
existing account. Another instance of the VA Form 9957,Access Account is the artifact created to modify an existing
account based on this change in status.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.5 Verify Required Risk Level

Sponsor

The Sponsor verifies the required risk level associated with the Individual's change in status. 

If the new position is at a higher risk level, then the Sponsor initiates a new background investigation and the process 
for obtaining background investigations is followed.

If the new position is not at a higher risk level, the Sponsor notifies Supervisor to continue monitoring access 
requirements.

Elevated Privilege Request Memorandum (if applicable)
Notification to Individual to Update Talent Management System Profile

VA Directive 0710, Personnel Security and Suitability Program
VA Directive 6500, Managing Information Security Risk: VA Information Security Program

Position Description [(with Level of Risk and Degree of Impact) if available]

Talent Management System
Position Designation Automated Tool (PDT)
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.6 Increase Access

VA Form 9957, Access Form

Elevated Privilege Request
Updated Access Levels

Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, increases access to the appropriate 
level in the appropriate systems residing on the VA network. 

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

home process goals raciback

Further information on the Elevated Privileges Request is available from the Information Security Officers (ISOs). 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.7 Notify of Unfavorable BI

Sponsor

The Sponsor notifies the Individual that the Background Investigation is unfavorable. 

Notification to Individual to Update Talent Management System Profile

Certificate of Investigation
Recorded Adjudication in Personnel Investigations Processing System (PIPS)

home process goals raciback

The Sponsor sends the Notification to Individual to Update Talent Management System Profile via E-mail. 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-3.8 Update TMS Profile

Notification to Individual to Update Talent Management System Profile
Talent Management System Profile

Updated Talent Management System Profile

Individual

If the Sponsor notifies the Individual that the Background Investigation is unfavorable, the
Individual updates the Talent Management System (TMS) profile with any changes to status, contact information,
supervisor contact information, etc.

If performance issues were found during the Background Investigation, the Sponsor continues to
monitor the Individual.

Talent Management System

home process goals raciback
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Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4 Complete Off-Boarding

VONB-4.1
Notify

 Sponsor of Change 
in Status

VONB-4.4
Return 

Items for 
Off-Boarding

VONB-4.7
Receive 

Notification
PIV Card Turned In

VONB-4.8
Coordinate

Account 
Deactivations

VONB-4.9
Deactivate 

PIV 

VONB-4.11
Deactivate

VA Network 
Accounts

home goals raciprocess

VONB-4.2
Notify 

Supervisor to Direct 
Off-Boarding

VONB-4.5
Accomplish

Off-Boarding Local 
Actions 

VONB-4.6
Notify

Sponsor Local Off-
Boarding Actions

Complete 

Issues?

VONB-4.13
Perform

Emergent
Off-Boarding

Yes

No

VONB-4.10
Deactivate

Virtual Private 
Network

VONB-4.14
Archive

Files

VONB-4.3
Direct

Off-Boarding

VONB-4.12
Complete

Off-Boarding



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.1 Notify Sponsor of Change in Status

Notification to the Sponsor of Change in Status 

Supervisor

The Supervisor is notified by the Veterans Service Organization or the Individual of the need to change the status of an 
Individual. 

The artifacts used as input to begin Off-Boarding varies widely depending on the reason for initiating the Off-Boarding. 

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

The Sponsor is a government entity who authorizes an Individual to perform work within the VA environment.

E-mail from Individual Requesting/Informing of Status Change (if applicable)
Notification of Deactivation (if applicable)
Notification of Non-Compliance for Annual Information Security Training Requirements (if applicable)
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.2 Notify Supervisor to Direct Off-Boarding

The Sponsor notifies the Supervisor to perform appropriate actions to Off-Board the Individual from the VA. The 
Sponsor ensures that the Individual's account in the VA Talent Management System (TMS) is inactivated.  The 
Sponsor provides the direction by e-mail. 

Sponsor

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Notification to the Sponsor of Change in Status 

Notification to the Supervisor of Off-Boarding Requirements 

Each TMS domain within VA has a specific e-mail routing.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.3 Direct Off-Boarding

The Supervisor instructs the Individual to return, as applicable, government property including: 
Keys
Equipment (laptops, hard drives, notebooks, tablets, thumb drives, smartphones, & mobile devices, etc.)
Parking Passes
Personal Identity Verification (PIV) Card/Non-PIV Card/Local Identifications 
Sanitize non-Government Furnished Equipment
Fitness Room equipment
Sensitive data (paper or electronic) turn-in
Library books
etc.

�
�

�
�

�
�

�
�

�

Supervisor

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Notification to the Supervisor of Off-Boarding Requirements 
Notification to the Sponsor of Change in Status 
VA Form 0887, VA Government Property Loan Form (if applicable)

VA Form 3248, Employees Clearance from Indebtedness (if applicable)

home process goals raciback

VA Form 3248, Employees Clearance from Indebtedness can be completed electronically or manually. Also VA Form 3248 
has multiple versions for the different locations and each location should select the appropriate location.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.4 Return Items for Off-Boarding

VA Form 0887, VA Government Property Loan Form
VA Form 3248, Employees Clearance from Indebtedness (if applicable)

Updated VA Form 0887, VA Government Property Loan Form
Updated VA Form 3248, Employees Clearance from Indebtedness (if applicable)

Individual

VA Handbook 6500.1, Electronic Media Sanitization
VA Handbook 7002, Logistics Management Procedures

The Individual returns, or as appropriate, turns in for destruction, items to either the Sponsor or Technical Support 
Staff within 24 hours of departing. Items include:

Keys
Equipment (laptops, hard drives, notebooks, tablets, thumb drives, smartphones, & mobile devices, etc.)
Parking Passes
Personal Identity Verification (PIV) Card/ Local Identifications
Sanitize non-Government Furnished Equipment (GFE) equipment
Fitness Room equipment
Sensitive data (paper or electronic) turn-in
Library books
etc.

�

�

�

�

�

�

�

�

�

VA Form 0887, VA Government Property Loan Form is updated in Part II- VA Property Return Receipt. Also, VA 
Form 3248 has multiple versions for the different locations and each location should select the one assigned by the 
Servicing Human Resource Office.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.5 Accomplish Off-Boarding Local Actions

Individual

The Individual accomplishes local Off-Boarding actions and completes Off-Boarding. The Individual turns in Personal 
Identity Verification (PIV) Card and any remaining Government Furnished Equipment (GFE) or government property 
to the Sponsor when they are separated.  The Individual certifies they managed data in accordance with VA 
regulations within 30 days of separation per VA Handbook 6500, Risk Management Framework for VA Information 
Systems - Tier 3: VA Information Security Program.

The Individual also must clear selected departments according to site specific out processing procedures.  

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

Personal Identity Verification Card
VA Form 0887, VA Government Property Loan Form
VA Form 3248, Employees Clearance from Indebtedness 

Certification of Managed Data 
Site Specific Checklist (if applicable)
Updated VA Form 0887, VA Government Property Loan Form
Updated VA Form 3248, Employees Clearance from Indebtedness 

VA Form 0887, VA Government Property Loan Form is updated in Part II - VA Property Return Receipt.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.6 Notify Sponsor Local Off-Boarding Actions Complete

Local Administrative Support

The Local Technical/ Administrative Support notifies the Sponsor whether the local actions are complete or incomplete 
(return of Government Furnished Equipment, Parking Passes, issued tokens, etc.) and forwards any VA Form 0887, VA 
Government Property Loan Form, Part II - VA Property Return Receipts to the Sponsor. In the case of incomplete local 
actions an alert must be sent to the Sponsor the same day.

The Local Administrative Support ensures the Personal Identification Verification (PIV) Database is updated if the PIV 
card record is returned.

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

Personal Identity Verification Database Card Record
VA Form 0887, VA Government Property Loan Form

Forwarded VA Form 0887, VA Government Property Loan Form
Notification to Sponsor
Updated Personal Identity Verification Database Card Record

Local Administrative Support includes i.e., security and law enforcement, library, custodial officer, and Human Resources.
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Personal Identity Verification Database



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.7 Receive Notification PIV Card Turned In 

Sponsor

The Sponsor receives notification from the Local Administrative Support when the Personal Identity Verification (PIV) 
Card is returned. The Sponsor maintains the notification in the record. The Sponsor verifies the Individual has 
successfully completed Off-Boarding and returned all government property to include the PIV Card. If the Individual
has not successfully completed Off-Boarding, the Sponsor takes appropriate action. 

Forwarded VA Form 0887, VA Government Property Loan Form
Notification to Sponsor
Personal Identity Verification Database Card Record

Sponsor Record (if applicable)
  

Personal Identity Verification Database
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.8 Coordinate Account Deactivations

Sponsor

The Sponsor coordinates account deactivations (i.e., IT systems, special system access, Talent Management System Profile, 
etc.) through appropriate organizations such as the National Help Desk.  

VA Form 3248, Employees Clearance from Indebtedness (If appropriate)

Service Desk Ticketing Application

VA Form 9957, Access Form
Request to Deactivate Special System Access
Updated VA Form 3248, Employees Clearance from Indebtedness 

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

VA Form 9957, Access Form is used to request creation, modification and deletion of accounts. The Artifact
Used, VA Form 9957, Access Form is the form previously used to create a new account or modify an existing account, and 
the Artifact Created, VA Form 9957, Access Form is for deleting an account.
Also VA Form 3248 has multiple versions for the different locations and each location should select the appropriate form 
for the location.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.9 Deactivate PIV

Personal Identity Verification Office

The Personal Identity Verification (PIV) Office staff deactivates the PIV and Non-PIV card according to VA
Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program 
guidance. The PIV staff verifies the Individual's PIV deactivation information is properly entered into the PIV Database.

Personal Identity Verification Card
Personal Identity Verification Database Card Record
VA Form 3248, Employees Clearance from Indebtedness 

Deactivated Personal Identity Verification Card Record

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Personal Identity Verification Database



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.10 Deactivate Virtual Private Network 

Information Security Officer

The Information Security Officer (ISO) deactivates the Virtual Private Network (VPN) access for the Individual. The ISO 
notifies the Service Delivery and Engineering (SDE) Point of Contact to take appropriate action related to the Off-
Boarding of the Individual. The ISO notifies the owner/manager of all IT Systems to remove the Individual's access 
according to local policy.

Computer Access Request Form (including request for Special System Access)
VA Form 9957, Access Form (if applicable)

Notification to Service Delivery and Engineering (SDE) Point of Contact

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.11 Deactivate VA Network Accounts

Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, deactivates VA network accounts 
upon receiving notification from the Sponsor. SDE Point of Contact notifies the Sponsor when the action is completed.

Notification from the Sponsor
VA Form 9957, Access Form (if applicable)

Notification of Deactivation of  Network, Virtual Private Network and Special System Access

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.12 Complete Off-Boarding

Individual

The Individual turns in the VA Form 3248, Employees Clearance from Indebtedness and any other applicable out-
processing paper work to the person designated by local out-processing procedures.

VA Form 3248, Employees Clearance from Indebtedness (If applicable)

Completed VA Form 3248, Employees Clearance from Indebtedness (If applicable)
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VA Form 3248, Employees Clearance from Indebtedness can be completed electronically or manually. Also VA Form 
3248 has multiple versions for the different locations and each location should select the appropriate form for the location.
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Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.13 Perform Emergent Off-Boarding

VONB-4.13.12
Maintain

Record of Emergent
Off-Boarding

VONB-4.13.8
Notify

Individual to Return 
Government 

Property

VONB-4.13.10
Ensure

Government 
Property Returned  

VONB-4.13.2
Provide

 Recommended 
Actions 

VONB-4.13.3
Deactivate 

VA Network 
Accounts 

VONB-4.13.5
Deactivate

Virtual Private 
Network

VONB-4.13.6
Conduct

Emergent 
Off-Boarding

VONB-4.13.11
Transfer

Responsibility to 
Recover Property

VONB-4.13.4
Escort

Off Premises

VONB-4.13.7
Deactivate 

Physical Access

VONB-4.13.9
Return

 Government 
Property
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VONB-4.13.1
Initiate

Emergent 
Off-Boarding 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.13.1 Initiate Emergent Off-Boarding 

Incident Report
Supervisor Statement
VA Form 0887, VA Government Property Loan Form

VA Form 0923, Serious Incident Report (if applicable)
Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement

Sponsor

When the Sponsor receives notice of a situation with an Individual from the appropriate (depending on the situation) VA 
personnel, the Sponsor determines the need for and initiates emergent off-boarding.   

The Sponsor immediately notifies the Information Security Officer (ISO), the Service Delivery and Engineering (SDE) Point 
of Contact (Network Security Operations Center in after hours/emergency situations), and Law Enforcement of the need to 
emergently off-board the Individual and obtain government furnished equipment and other VA issued property [including 
Personal Identity Verification (PIV) card, keys, etc.].

The Sponsor ensures the Individual account in the VA Talent Management System is inactivated.

VA Directive 0321, Serious Incident Reports
VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Talent Management System
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VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
includes Individual requirements which if not fulfilled, might initiate emergent off-boarding of an Individual, for instance:

Failure to immediately report a security incident 
Theft or break-in or other criminal activity

�

�



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.13.2 Provide Recommended Actions 

Notification to the Service Delivery and Engineering (SDE) Point of Contact to Deactivate Network Access
Recommendations to Sponsor and Security and Investigations Center  

Information Security Officer

The Information Security Officer provides recommended actions to the Sponsor and Security and Investigations Center 
and sends the Notification to the Service Delivery and Engineering (SDE) Point of Contact to Deactivate Network Access if 
appropriate. 

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement
VA Form 0887, VA Government Property Loan Form

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.13.3 Deactivate VA Network Accounts  

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement
Recommendations to Sponsor and Security and Investigations Center 

Notification to Sponsor from Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact

The Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, deactivates access to all 
individual systems residing on the VA network and notifies Sponsor of completion.

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.13.4 Escort Off Premises 

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement
Notification to Sponsor from Service Delivery and Engineering (SDE) Point of Contact 
Recommendations to Sponsor and Security and Investigations Center 

Notification to Sponsor from Law Enforcement  

Law Enforcement

If necessary, Law Enforcement is contacted to escort Individual off the premises. Otherwise, the Sponsor coordinates 
having the Individual escorted off the premises.

Law Enforcement or a designated official seizes and/or secures the government furnished equipment.

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.13.5 Deactivate Virtual Private Network 

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement

Notification of Network Access Deactivation 

Network Security Operations Center

The Network Security Operations Center disables remote access [Virtual Private Network (VPN), RESCUE, and Citrix 
Access Gateway] in after hours/emergency situations and notifies the Information Security Officer. 

The Talent Management System profile is also deactivated. 

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.13.6 Conduct Emergent Off-Boarding 

Incident Report
Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement
Sponsor's Statement
VA Form 0887, VA Government Property Loan Form
VA Form 0923, Serious Incident Report (if applicable)

Notification to Service Delivery and Engineering (SDE) Point of Contact
Updated Incident Report
Updated VA Form 0923, Serious Incident Report (if applicable)

Information Security Officer

The Information Security Officer (ISO) conducts emergent Off-Boarding actions to ensure access to sensitive data, 
networks (to include the Virtual Private Network) and systems is deactivated. The ISO notifies the Service Delivery and 
Engineering (SDE) Point of Contact to take appropriate action related to the Off-Boarding of the Individual.  The ISO 
notifies the owner/ manager of all IT Systems to remove the Individual's access according to local policy.

VA Directive 0321, Serious Incident Reports
VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Network Security Operations Center Remedy Portal
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.13.7 Deactivate Physical Access

Notification that Personal Identity Verification has been Disabled

Personal Identity Verification Office  

The Personal Identity Verification (PIV) Office deactivates physical access by disabling the PIV and Non-PIV card 
according to VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier3: VA Information 
Security Program guidance. The PIV Office notifies Servicing Human Resource Office's Representative that the action is 
complete.

Personal Identity Verification System
Physical Access Control System 

VA Handbook 0710, Personnel Suitability and Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

home process goals raciback

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.13.8 Notify Individual to Return Government Property

VA Form 0887, VA Government Property Loan Form

Sponsor

The Sponsor notifies the Individual of the process for returning government property. The process varies depending on 
the emergent situation. Any property on site, to include Personal Identity Verification (PIV) and Non-PIV Card, is 
collected before the Individual is escorted off the premises. 

VA Handbook 0730/2, Security and Law Enforcement, Appendix B
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

Notification of Process to Return Government Property
Updated VA Form 0887, VA Government Property Loan Form

VA Form 0887, VA Government Property Loan Form is updated in Part II- VA Property Return Receipt.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.13.9 Return Government Property

VA Form 0887, VA Government Property Loan Form
VA Form 3248, Employees Clearance from Indebtedness 

Individual

The Individual returns any Government Property not already collected via the procedure outlined by the Sponsor within 
24 hours.  

Returned Government Property
Updated VA Form 0887, VA Government Property Loan Form

VA Handbook 0730/2, Security and Law Enforcement, Appendix B
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

VA Form 0887, VA Government Property Loan Form is updated in Part II-VA Property Return Receipt.

home process goals raciback

Reference VA Form 3248, Employees Clearance from Indebtedness for a list items that are to be returned. VA Form
3248 has multiple versions for the different locations and each location should select the one assigned by the
Servicing Human Resource Office.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.13.10 Ensure Government Property Returned

VA Form 0887, VA Government Property Loan Form

Sponsor

The Sponsor ensures that all Government Property is returned and forwards to the appropriate asset manager. The 
Sponsor checks the Government Property by referencing the Government Furnished Equipment Records and out-
processing checklist. The Sponsor verifies the Individual has returned all Government Property to include Personal 
Identity Verification (PIV) Card. The Sponsor ensures the Individual's account in the VA Talent Management System is 
inactivated. 

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

Updated VA Form 0887, VA Government Property Loan Form

VA Form 0887, VA Government Property Loan Form is updated in Part II-VA Property Return Receipt.

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.13.11 Transfer Responsibility to Recover Property

VA Form 0887, VA Government Property Loan Form

Notification to Appropriate Office  
Notification to Supervisor
Updated VA Form 0887, VA Government Property Loan Form

Sponsor

The Sponsor transfers the recovered government property to the appropriate office (i.e., Asset Management, Security 
Office, Personal Identity Verification Office, etc.). The Sponsor reports any un-recovered government property to the 
appropriate office.  

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.13.12 Maintain Record of Emergent Off-Boarding 

Incident Report
Notification to Appropriate Office
Notification to Supervisor
VA Form 0887, VA Government Property Loan Form
VA Form 0923, Serious Incident Report (if applicable)

Archived Official Folder 

The Sponsor maintains a record of the emergent Off-Boarding actions in an official folder which is archived at the end of 
the Off-Boarding process. The contents of the folder are dictated by official policy.

VA Handbook 0730/2, Security and Law Enforcement, Appendix B
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Sponsor

home process goals raciback

In VA Handbook 0730/2, reference Appendix B, Physical Security Requirements and Options for guidance.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Volunteers/Veterans Service Organizations On/Off-Boarding: VONB-4.14 Archive Files

Sponsor

The Sponsor receives the VA Form 3248, Employees Clearance from Indebtedness electronically and completes off-
boarding by archiving the Individual's files. 

Individual Files (if applicable)
VA Form 3248, Employees Clearance from Indebtedness 

Archived Individual Files (if applicable)

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

home process goals raciback
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Release Management
home process raci

Description
The strategic goal of Enterprise Release Management is the protection of the live, production environment and its services through 
the use of formal procedures and checks that govern the scheduling and deployment of changes.

Goal
This process uses tactical objectives that support realization of Enterprise Release Management’s strategic goal by providing 
information in three general categories:

1. When will the change occur? 
Collect planned implementation dates for all Release packages as early as possible. 
Collaborates with Change Management to maintain an up-to-date “forward schedule of changes” that reflects planned 
deployment dates for each activity. 
Collect updates at key points to continuously renew the Calendar and optimize deployment planning. 

2. What will change? 
Ensure that all Release packages are tested, authorized, and approved by appropriate stakeholders. 
Ensure that all Release packages meet Project Management Accountablity System Milestone and production operational 
requirements prior to advancing to an Active Implementation State. 
Ensure that master copies of all software and required artifacts (supporting documentation) are secured and indexed in the 
Definitive Media Library. 
Ensure that details about Release-related Configuration Items are made available to Configuration Management services in 
order to update product and infrastructure baselines in the Configuration Management Database. 

3. Where will the change be implemented? 
Ensure collaboration and coordination among Product Development, Testing Services, Change Management, Operations, 
Release Management, and Executive Management at the implementation site(s) concerning the content and rollout of the 
Release and the readiness of the host(s). 
Ensure that the implementation of software or hardware into the operational environment adheres to the OIT framework of 
established standards for Configuration Management, Change Management and Pre-Production testing and verification, and 
meets local site requirements. 
Ensure that all implementers are prepared, trained, and ready to receive the Release. 
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REL-1.1 Conduct ESE Release 
Office Review R A

REL-1.2 Conduct Initial Operating 
Capability Entry Meeting R A

REL-MR1 Initial Operating 
Capability Entry Review R A

REL-1.3
Conduct Initial Operating 
Capability Planning 
Meeting

R A

REL-1.4 Perform Initial Operating 
Capability Evaluation R A

REL-1.5
Collect Concurrences and 
Initial Operating 
Capability Evaluation 
Data

R A

REL-1.6 Update Issues, Anomalies, 
Exceptions and Risks R A
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REL-1.7 Conduct Health Product 
Support Review R A

REL-1.8 Consolidate Results R A

REL-MR2 Initial Operating Capability 
Exit Review R A

REL-2.1 Create Deployment Plan R A

REL-PR1 Conduct Peer Review of 
Deployment Plan R A

REL-FR1 Conduct Formal Review of 
Deployment Plan R A

REL-2.2 Create Training Plan R A
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REL-PR2 Conduct Peer Review of 
Training Plan R A

REL-FR2 Conduct Formal Review 
of Training Plan R A

REL-2.3 Prepare Product for 
Release R A

REL-2.4 Request Site Readiness 
Assessment R A

REL-2.5.1 Prepare Customer 
Acceptance Form R A

REL-2.5.2 Validate Infrastructure 
in Place or Funded R A

REL-2.5.3 Obtain Acceptance by 
Customer R
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REL-2.5.4 Notify Stakeholder of 
Increment Acceptance R A

REL-2.6
Obtain Finished
Operational Acceptance 
Plan

R A

REL-2.7 Submit VHA National 
Deployment Request R A

REL-2.8 Obtain VHA National 
Deployment Approval R A

REL-MS2 Conduct Milestone 2 
Review R A

REL-3.1 Release Product R A

REL-3.2 Initiate Change R

next
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REL-3.3 Verify Final Configuration R A

REL-3.4 Distribute Release R A

REL-3.5 Execute Backout/Roll Back/ 
Rework Procedures R A

REL-3.6 Send Notification of 
Successful Release R A

REL-3.7 Close Change R
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Release Management: REL-1 Conduct Initial Operating Capability Activities

`

REL-1.4
Perform

Initial Operating 
Capability 
Evaluation

REL-1.2
Conduct

Initial Operating 
Capability

 Entry Meeting

REL-1.6
Update 

Issues, Anomalies, 
Exceptions and Risks

REL-1.3
Conduct

Initial Operating 
Capability

Planning Meeting

REL-1.1
Conduct 

ESE Release Office 
Review

REL-1.5
Collect

Concurrences and 
Initial Operating 

Capability 
Evaluation Data
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-1.1 Conduct ESE Release Office Review

Health Product Support Approval Document
Package-Patch Completion Transition Document
Tailored List of ESE Requirements

Notification of ESE Release Office Review Results

Enterprise Systems Engineering Release Officer

The ESE Release Officer reviews information and certifications required for release authorization and notifies 
stakeholders of review results.

home process goals raciback

NIST Special Procedure 800-37, Guide for the Security Certification and Accreditation of Federal Information Systems
NIST Special Procedure 800-40, Creating a Patch and Vulnerability Management ProgramService Delivery 
Service Delivery Engineering (SDE) End-to-End Project Flow - Support Details



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-1.2 Conduct Initial Operating Capability Entry Meeting

Project Manager

The Project Manager determines that the project is Program Management Accountability System governed. The 
Project Manager in coordination with the Initial Operating Capability (IOC) Implementation Manager conducts an 
IOC entry meeting with all stakeholders (i.e., Enterprise System Engineering (ESE) Release Office Representative, ESE 
Testing representatives for both Independent Testing and Operational Readiness Review, Product Development 
Software Quality Assurance Management, Health Product Support Release Coordinator, Service Delivery and 
Engineering Field Operations, Field Operations and Development Implementation Manager, Business Owners, Chief 
Officers, Privacy Office and other stakeholders) to determine whether to proceed to IOC evaluation.

home process goals raciback

Enterprise Testing Services Analysis Report
Enterprise Testing Services ORR Analysis Report
Final ESE Testing Plan
Initial Operating Capability Site Memorandum of Understanding
Master Test Plan
National Release Checklist 

Initial Operating Capability Entry Request and Exit Summary
Meeting Agenda and Minutes

Initial Operating Capability Site Memorandum Of Understanding Guide 
Initial Operating Capability Site Selection Guide
Service Delivery Engineering (SDE) End-to-End Project Flow - Support Details

Product Assessment Findings Reports
Release Notes
Risk Management Plan 
Test Case
Test Scripts                      
Updated Patch or New Patch

During any activity in the process the IOC evaluation may return to a previous activity.

Technical Services Project Repository



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-MR1 Initial Operating Capability Entry Review 

Initial Operating Capability Entry Request and Exit Summary
Lessons Learned

Project Manager

Technical Services Project Repository

The Project Manager conducts the Initial Operating Capability (IOC) Entry Request and Authorization Meeting 
Review which alerts the Assistant Secretary for Information and Technology (AS/IT) of the decision to begin or not 
begin the Initial Operating Capability Entry Evaluation. The Initial Operating Capability Entry Evaluation is an 
initial deployment into a field production account and as such is outside the six month Program Management 
Accountability System (PMAS) window.  The AS/IT is notified because the Initial Operating Capability Entry 
Meeting Review indicates whether or not a product has met or exceeded the PMAS six month acceptance 
requirement. The IOC Entry Request and Exit Summary is updated based on the Review.
The milestone alerts the following entities: 

Business Customer Representative(s)
Business Owner Representative
Enterprise System Engineering (ESE) Release Office Representative
Head of Product Development or designee
Head of Service Development and Engineering or designee
Other Stakeholders (as necessary)
Security Office Representative (if required)

�
�
�
�
�
�
�

Initial Operating Capability Evaluation and National Deployment Request Guide 
Service Delivery Engineering (SDE) End-to-End Project Flow - Support Details

home process goals raciback

Release Request Process Site

For more guidance, go to either the ProPath Change Management and/or the ProPath Configuration Management 
Process Maps.

Meeting Agenda and Minutes
Updated Initial Operating Capability Entry Request and Exit Summary 
Updated Lessons Learned



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools 

Standards

More Info....

Release Management: REL-1.3 Conduct Initial Operating Capability Planning Meeting 

Initial Operating Capability Site Memorandum of Understanding
Master Test Plan

Project Manager

The Project Manager in coordination with the Initial Operating Capability (IOC) Implementation Manager 
conducts a planning meeting with all IOC participants (i.e., Field Operations, Development Team, Site 
Representatives, Business Owners, Business Office Representatives, Veterans Administration / Veterans Health 
Administration/Veterans Benefits Administration and Patient Safety Representatives) to plan and coordinate 
evaluation activities. 

Meeting Agenda and Minutes

home process goals raciback

Initial Operating Capability Site Memorandum Of Understanding Guide
Initial Operating Capability Site Selection Guide

Technical Services Project Repository
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-1.4 Perform Initial Operating Capability Evaluation

Initial Operating Capability Site Memorandum of Understanding
Master Test Plan
Registered Request for Change

Initial Operating Capability Site Concurrence Statement
Initial Operating Capability Site Evaluation Defect Log
Initial Operating Capability Site Evaluation Log 

Initial Operating Capability Implementation Manager

The Initial Operating Capability (IOC) Implementation Manager coordinates the performance of the IOC 
evaluation. IOC evaluation (formerly known as field testing) is when a product/system that has been 
modified/enhanced is placed into a limited number of production (live) environments, in order to evaluate  the 
new features and functionality of the product/system and to ascertain if the features and functionality perform as 
expected and do not adversely affect the existing functionality of the product/system.  

Activities include: 
Distribute the product and product documentation to the Evaluation Sites (see More Info)
Facilitate the timely installations at the Evaluation Sites 
Conduct formal or bi-weekly Evaluation Site calls 
Track defects identified during Initial Operating Capability Evaluation 
Address issues and questions identified during evaluation 
Obtain Site Concurrence Statements 

�
�
�
�
�
�

IBM Quality Manager ®
IBM Rational ClearCase ®
IBM Rational ClearQuest ®

home process goals raciback

Navigate to either the ProPath Change Management Process Map and/or the ProPath Configuration Management 
Process Map for more guidance.

Technical Services Project Repository

Test Case
Test Scripts

Service Delivery Engineering (SDE) End-to-End Project Flow - Support Details
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-1.5 Collect Concurrences and Initial Operating Capability Evaluation Data

Initial Operating Capability Site Concurrence Statement
Initial Operating Capability Site Evaluation Log
Initial Operating Capability Site Memorandum of Understanding
Registered Request for Change

Package-Patch Completion Transition Document
Updated Initial Operating Capability Site Concurrence Statement

Initial Operating Capability Implementation Manager

The Initial Operating Capability Implementation Manager obtains the following documents:
Initial Operating Capability Site Concurrence Statements
Initial Operating Capability Site Evaluation Log

�

�

See ProPath Change Management Process Map for more guidance.

home process goals raciback

Technical Services Project Repository

Service Delivery Engineering (SDE) End-to-End Project Flow - Support Details
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-1.6 Update Issues, Anomalies, Exceptions and Risks 

Initial Operating Capability Entry Request and Exit Summary
Initial Operating Capability Site Evaluation Log
Registered Request for Change

Updated Initial Operating Capability Entry Request and Exit Summary (IOC Exit Summary Section)

Project Manager

The  Project Manager reviews the findings and updates the Initial Operating Capability (IOC) Entry and Exit 
Summary document, IOC Exit Summary sections:

Issues, Anomalies, and Exceptions
Risks and Mitigation Strategy

If a health product is being evaluated, the Project Manager works with the Health Product Support Release 
Coordinator to complete the IOC Exit Summary.

�

�

home process goals raciback

See ProPath Change Management Process Map for more guidance.

Technical Services Project Repository
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-1.7 Conduct Health Product Support Review

Artifact Review Agenda and Minutes
Initial Operating Capability Entry Request and Exit Summary 
Initial Operating Capability Site Evaluation Log
Initial Operating Capability Site Memorandum of Understanding
Master Test Plan
Package-Patch Completion Transition Document
Registered Request for Change
Test Case
Test Scripts

Health Product Support Approval Document

Health Product Support Release Coordinator

Health Product Support Account Maintenance Guide
Health Product Support Enterprise Application Completion and Release Checklist 
Health Product Support Primavera (TeamPlay) Guide
Health Product Support Product/Patch Completion and Release Checklist VistA Release
Health Product Support Release of Products and Patches Guide      
Health Product Support Software Distribution Directories Guide

The assigned Health Product Support Release Coordinator reviews the product based on the guidelines found in the 
Health Product Support Release of Products and Patches Guide.

home process goals raciback

Remedy



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-1.8 Consolidate Results

Health Product Support Approval Document
Initial Operating Capability Entry Request and Exit Summary
Initial Operating Capability Site Concurrence Statement
Initial Operating Capability Site Evaluation Defect Log
Initial Operating Capability Site Evaluation Log 
Initial Operating Capability Site Memorandum of Understanding
Lesson Learned Report
Registered Request for Change

Updated Initial Operating Capability Entry Request and Exit Summary
Updated Lessons Learned Report

Project Manager

The Project Manager (PM) and the Initial Operating Capability (IOC) Implementation Manager review the results 
from the IOC sites and Health Product Support review and determine whether to proceed into full deployment. 
The PM ensures that all sections of the Initial Operating Capability Entry Request and Exit Summary are updated, 
except for the Authorization section.  The PM and IOC Implementation Manager create a Lessons Learned Report.

home process goals raciback

IBM Rational ClearQuest ®
Technical Services Project Repository



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-MR2 Initial Operating Capability Exit Review

Acceptance Criteria Plan
Initial Operating Capability Entry Request and Exit Summary
Lessons Learned

Project Manager

Technical Services Project Repository

The Project Manager (PM) and the Initial Operating Capability (IOC) Implementation Manager present their analysis 
of the IOC Evaluation to all stakeholders to determine how to proceed. The IOC Exit Review participants include the 
PM, Enterprise System Engineering (ESE) Release Office Representative, ESE Testing representatives for both 
Independent Testing and Operational Readiness Review, Product Development Software Quality Assurance 
Management, Service Delivery and Engineering Field Operations, Field Operations and Development Implementation 
Manager, Release Manager, Health Product Support and other stakeholders as identified. 
The IOC Entry Request and Exit Summary final authorizations section requires signatures from:

Business Customer Representative
Business Owner Representative
Enterprise System Engineering (ESE) Release Office Representative
Head of Product Development or designee
Head of Service Development and Engineering or designee
Other Stakeholders (as necessary)
Security Office Representative (if required)

The completion of the Authorizations section and submission of the document results in the MR2 milestone alert.

�
�
�
�
�
�
�

Meeting Agenda and Minutes
Updated Initial Operating Capability Entry Request and Exit Summary
Updated Lessons Learned

Initial Operating Capability Evaluation and National Deployment Request Guide
Service Delivery Engineering (SDE) End-to-End Project Flow - Support Details
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Release Request Process Site

For more guidance, go to either the ProPath Change Management and/or the ProPath Configuration Management 
Process Maps.
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Release Management: REL-2 Plan Release Deployment

REL-2.5
Accept

Increment

REL-2.1
Create

Deployment Plan

REL-2.3
Prepare

Product for Release

REL-2.2
Create

Training Plan
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REL-2.7
Submit

VHA National 
Deployment

 Request

REL-2.8
Obtain

 VHA National 
Deployment 

Approval

Medical
Care?P F

P F

REL-2.4
Request

Site Readiness 
Assessment

REL-2.6
Obtain

Finished Operational 
Acceptance Plan

Accepted?
No

Yes

No

Yes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-2.1 Create Deployment Plan

Architecture and Design Documents
Project Management Plan

Deployment Plan

Project Manager

The Project Manager creates the Deployment Plan which is developed based on a thorough analysis of the steps 
necessary to achieve the deployment and implementation goals of the release - specifically to deploy 
configuration items in the release to a production environment. Recommended sections to be included in the 
Deployment Plan are:

Scope of the Release
Deployment and Implementation Strategy
For Each Phase:

Define and explain each phase, identifying all participants, and describing what the roles and 
responsibilities are
Deliverable products are identified
Operational readiness requirements prior to deployment
Deployment and Implementation success criteria

�
�
�
�

�
�
�

Software Configuration Management Plan Standard
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Service Delivery Engineering (SDE) End-to-End Project Flow - Support Details



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-PR1 Conduct Peer Review of Deployment Plan

Deployment Plan

Deployment Plan Review Findings Summary
Record of Notification
Updated Deployment Plan

Project Manager

The Project Manager conducts the Deployment Plan Peer Review in accordance with the ProPath Reviews Guide 
(appropriate sections pertaining to Peer Reviews) performing the following general steps:

1. Distribute the Peer Review Materials.
2. Review the Peer Review Materials.
3. Distribute the Consolidated Peer Review Findings.
4. Record the Finding Resolutions.
5. Implement the Finding Resolutions.

The goal of the peer review of the Deployment Plan is to resolve any questions the project team may have and to 
ensure quality of the deliverable.

ProPath Reviews Guide
Quality Assurance Standard  

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-FR1 Conduct Formal Review of Deployment Plan

Deployment Plan

Deployment Plan Review Findings Summary
Meeting Agenda and Minutes
Updated Deployment Plan (Approval Signatures Included) 

Project Manager

The Project Manager conducts the Deployment Plan Formal Review in accordance with the ProPath Reviews Guide 
(appropriate sections pertaining to Formal Reviews) performing the following general steps:

1. Plan the Formal Review.
2. Review the Formal Review Materials.
3. Implement the Finding Resolutions.

The goal of the formal review is to obtain stakeholder concurrence of the Deployment Plan and appropriate approval 
signatures.

ProPath Reviews Guide
Quality Assurance Standard  

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-2.2 Create Training Plan

Deployment Plan
Release Notes
Version Description Document

Training Plan

Training Manager

Working with the VA Learning University (VALU) IT National Training and Education Office, the Training 
Manager completes the Training Plan. The Training Plan incorporates curriculum and training development, as 
well as the conduct of multi-level training, for the various components of the project. The plan also delineates 
responsibilities and provides a timeline for the development and conduct of required training relating to the project.

Contact the VALU IT National Training and Education Office at the mail group VA IT Training Requests.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-PR2 Conduct Peer Review of Training Plan

Training Plan

Training Manager

The Training Manager conducts the Training Plan Peer Review in accordance with the ProPath Reviews Guide 
(appropriate sections pertaining to Peer Reviews) performing the following general steps:

1. Distribute the Peer Review Materials.
2. Review the Peer Review Materials.
3. Distribute the Consolidated Peer Review Findings.
4. Record the Finding Resolutions.
5. Implement the Finding Resolutions.

The goal of the peer review of the Training Plan is to resolve any questions the project team may have and to 
ensure quality of the deliverable.

Record of Notification
Training Plan Review Findings Summary 
Updated Training Plan

ProPath Reviews Guide
Quality Assurance Standard  
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-FR2 Conduct Formal Review of Training Plan

Training Plan 

Meeting Agenda and Minutes
Training Plan Review Findings Summary
Updated Training Plan (Approval Signatures included) 

Training Manager

The Training Manager conducts the Training Plan Formal Review in accordance with the ProPath Reviews Guide 
(appropriate sections pertaining to Formal Reviews) performing the following general steps:

1. Plan the Formal Review.
2. Review the Formal Review Materials.
3. Implement the Finding Resolutions.

The goal of the formal review is to obtain stakeholder concurrence of the Training Plan and appropriate approval 
signatures.

ProPath Reviews Guide
Quality Assurance Standard  
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-2.3 Prepare Product for Release

Communication Plan or Project Management Plan (Section 8 - Communication Plan)
Deployment Plan
Initial Operating Capability Entry Request and Exit Summary 
Training Plan

Release Announcement

Project Manager

Initial Operating Capability Evaluation and National Deployment Request Guide 

The Project Manager communicates key information about the upcoming release to stakeholders. This 
communication should include information regarding:

Impacts to users and stakeholders
Release schedule
What is being released
Miscellaneous information deemed necessary

The Project Manager must plan for introductory orientation and training for all support teams.  

�

�

�

�
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-2.4 Request Site Readiness Assessment

Deployment Plan

Notification of Site Readiness

Project Manager

TRAC Action Item Request
Share Portal
Spreadsheet

The Project Manager requests a Site Readiness Assessment from the Service Delivery and Engineering (SDE) 
Integrated Project Team (IPT) Representative (liaison to the field), (i.e. Field Implementation Manager, Enterprise 
Systems Engineering Project Manager, or Field Project Manager) to identify project deployment requirements and 
determine the readiness of the field site to receive the deployment. Additional actions include:

• Field liaison works with the Tasks, Resources, Administrations, and Communications (TRAC) office to create an 
action item to the field to solicit responses regarding site readiness. 
• TRAC creates a share portal to collect the information, and send a formal request to the field with suspense 
dates. 
• TRAC monitors the responses from the field and notifies the field liaison when the action is complete.

Note: This action is typically only applicable in situations where physical hardware is involved.

The SDE Implementation Manager should be the liaison between the project and the field sites.
TRAC monitored responses from the field can be exported into a spreadsheet for analysis.

home process goals raciback
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Release Management: REL-2.5 Accept Increment

 REL-2.5.3
Obtain

Acceptance by 
Customer

 REL-2.5.2
Validate

Infrastructure in 
Place or Funded

REL-2.5.1
Prepare 

 Customer 
Acceptance Form

 REL-2.5.4
Notify

Stakeholder of 
Increment 
Acceptance
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-2.5.1 Prepare Customer Acceptance Form

Acceptance Criteria Plan
Requirements Specification Document

Customer Acceptance Form (Acceptance Criteria Plan - Attachment B)

Project Manager

The Project Manager prepares the Customer Acceptance Form. The Project Manager signs this to indicate that all 
increment requirements have been met. 
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Project Management Accountability System (PMAS) Guide 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-2.5.2 Validate Infrastructure in Place or Funded 

The Service Delivery and Engineering (SDE) Implementation Manager signs the Customer Acceptance form 
indicating whether the IT infrastructure is in place or funded to deploy the increment. If not, the SDE 
Implementation Manager returns the form to the Project Manager noting the reasons for the return.

Customer Acceptance Form (Acceptance Criteria Plan - Attachment B)
Requirements Specification Document

Updated Customer Acceptance Form (Acceptance Criteria Plan - Attachment B)

Service Delivery and Engineering Implementation Manager

Project Management Accountability System (PMAS) Guide 

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-2.5.3 Obtain Acceptance by Customer 

The Customer signs the Customer Acceptance Form indicating acceptance or rejection of the increment.

Customer Acceptance Form (Acceptance Criteria Plan - Attachment B)
Requirements Specification Document

Signed Customer Acceptance Form

Customer

home process goals raciback

Project Management Accountability System (PMAS) Guide



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-2.5.4 Notify Stakeholder of Increment Acceptance

Email of Acceptance/Rejection

Project Manager

The Project Manager notifies stakeholders of acceptance or rejection of the increment via email including the 
Acceptance Criteria Plan. The stakeholders include but are not limited to: Office of Responsibility, IT Resource 
Management, Architecture, Strategy and Design, and the Business Sponsor. If the Project Manager and/or Customer 
do not accept the delivery of the increment, the project has missed the milestone and receives a ‘strike’ (‘three strikes 
rule’). 

Acceptance Criteria Plan
Signed Customer Acceptance Form
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Project Management Accountability System (PMAS) Guide 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-2.6 Obtain Finished Operational Acceptance Plan

Operational Acceptance Plan

Updated Operational Acceptance Plan

Project Manager

Project Manager working with the Enterprise Systems Engineering Lifecycle Manager and Operational Support 
Manager collaborate to complete the Operational Acceptance Plan describing resource availability and post-
deployment expectations. Signatures indicate the Operational Support Entity’s willingness to accept responsibility for 
the support and operations of the product.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-2.7 Submit VHA National Deployment Request

Installation Guide
Initial Operating Capability Entry Request and Exit Summary
Initial Operating Capability Site Concurrence Statements
Package-Patch Completion Transition Document
Software Quality Assurance Review Checklist

National Deployment Addendum

Project Manager

Initial Operating Capability Evaluation and National Deployment Request Guide  
Release Request Process Site

Technical Services Project Repository

The Project Manager submits the completed VHA National Deployment Addendum to mail group VA OIT OED 
VHA Release Approval for any software (VistA, HealtheVet and related Commercial-Off-The-Shelf/Government-Off-
The-Shelf (COTS/GOTS)) that is released in the health care environment. This also includes products with external 
development. The items listed in Artifacts Used must accompany the request. Other activities include:

Complete and submit the National Deployment Addendum 
Inform the Health Product Support Release Coordinator of status

�

�
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This activity can be executed at the same time as activity REL-2.4 Request Site Readiness Assessment.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-2.8 Obtain VHA National Deployment Approval

National Deployment Addendum

Record of Notification
Veterans Health Administration Issue Brief

Project Manager

Initial Operating Capability Evaluation and National Deployment Request Guide 
Release Request Process Site

Technical Services Project Repository

The Software Development Directors receive the approval to advance to Veteran's Health Administration (VHA) 
National Deployment via a VHA Issue Brief from the VHA Office of Health Information Release Board. The Software 
Development Directors inform the Project Manager of the decision via email and attaches the memorandum or brief 
to be filed with project artifacts. The Project Manager informs the Health Product Support Release Coordinator of the 
decision via email and attach the memorandum or brief to be filed with project artifacts.

home process goals raciback

This activity can be executed at the same time as activity REL-2.6 Obtain Operational Acceptance.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-MS2 Conduct Milestone 2 Review

Acceptance Criteria Plan 
Authority to Operate issued by Authorizing Official
Budget and Performance Data (cost/schedule/scope) from 
PMAS Dashboard
Change Management Plan 
Disaster Recovery Plan 
Initial Operating Capability Site Evaluation Defect Log (if 
applicable)
Installation Guide with Backout/Rollback Plan (if applicable) 
Lesson Learned Report
Master Test Plan 

Office of Responsibility

Milestone 2 Action Items and Observations 
Updated Lessons Learned Report

The Office of Responsibility (OOR) coordinates a review of the project materials for a Milestone 2 review and upon 
acceptance provides formal notification that work may enter the Active Implementation for the increment. The review 
should include the OOR Deputy Assistant Secretary/Deputy Chief Information Officer or designee during a Milestone 2 
Review. If the project is approved, the OOR updates the Project Management Accountability System (PMAS) indicating the 
project has been approved to enter the "Active Implementation" state. The project schedule and PMAS dashboard are 
updated accordingly.

If the project is determined to not be ready for PMAS Milestone 2, the OOR informs the Project Manager on areas needing 
project enhancements.

To exit the Active Development state state, a project must have the approved documents in accordance with PMAS.
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Updated PMAS Dashboard
Updated Project Schedule

MS2 Review Template 
National Release Checklist  
Operational Acceptance Plan
Operations and Maintenance Plan 
Product Development Implementation Plan
Risk Management Plan  
Service Level Agreements (if applicable Interagency 
Memorandums of Understanding)
System Design Document (SDD) or Assumptions 
Verifier Letter may be used in lieu of SDD)

PD PMAS Program Management Document Repository
Work Information Tracking System

The Milestone 2 Review Template can be found at the PMAS Business Office Web site.

ETA Compliance Criteria
Project Management Accountability System (PMAS) Guide
ProPath Reviews Guide
Quality Assurance Standard  
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Release Management: REL-3 Distribute Release

REL-3.3
Verify

Final Configuration 

REL-3.4
Distribute

Release

REL-3.5
Execute

Backout/Roll Back/ 
Rework

Procedures 

REL-3.6
Send

Notification of 
Successful Release 
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Install
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No

No
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REL-3.1
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REL-3.2
Initiate
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REL-3.7
Close

Change

VHA 
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Product?

Yes

No



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-3.1 Release Product

Executive Decision Memorandum or Veterans Health Administration Issue Brief

Automatic Generated Email

Health Product Support Release Coordinator

Health Product Support Release of Products and Patches Guide 

The assigned Health Product Support Release Coordinator releases the product based on the guidelines found in 
the Health Product Support Release of Products and Patches Guide.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-3.2 Initiate Change

Notifications to Affected and Responsible Entities
Registered Request for Change

Change Coordinator

The Change Coordinator interfaces with the Change Submitter and is responsible for ensuring that the necessary
information to identify the basic requirements associated with the change have been identified. It is critical that the
change management process is consistent in quality and completeness and rejects invalid requests. The Change
Coordinator determines if there is sufficient information to create the change request and creates a new change
request within the Change Management Process. The Change Coordinator contacts the Change Submitter if
additional information is required. The Change Manager ensures that standardized processes are developed and
adhered to.

home process goals raciback

Incidents
Problems

BMC Database
Computer Associates Configuration Management DataBase (CA CMDB) 
IBM Rational ClearCase ®
IBM Rational ClearQuest ®
Serena

Office of Information and Technology (OIT) Change Management Process
Software Configuration Management Plan Standard 

National Change Control Board web site

Enterprise Systems Engineering (ESE) Life Cycle and Release Management Change and Configuration Management



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-3.3 Verify Final Configuration

Software Configuration Management Procedures

Final Configuration Approval Document

Configuration Manager

The Configuration Manager documents the final configuration and makes it available for retrieval.
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See Configuration Management Process Map for additional guidance



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-3.4 Distribute Release

Deployment Plan
Request for Change
Version Description Document

Release Package

Project Manager

The Project Manager approves distribution of the release. All configuration items are distributed in a release package 
using proper methods of distribution detailed in the Deployment Plan. The Project Manager uses the National 
Release Checklist to ensure all required artifacts are included in the Release Package.
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National Release Checklist

See Configuration Management Process Map for additional guidance

Service Delivery Engineering (SDE) End-to-End Project Flow - Support Details



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-3.5 Execute Backout/Roll Back/Rework Procedures  

Contingency Plan
Deployment Plan
Incident Report 
Incident Response Plan
Installation Guide

Incident Report
Registered Request for Change
Updated Deployment Plan
Updated Incident Response Plan

Project Manager

The Implementation Manager, working with members of the release team, executes back-out/roll back as described in 
the Installation Guide, and/or performs rework procedures as needed to resolve issues with the deployment and to 
provide issue resolution information to the Project Manager.

The Project Manager analyzes the issue and determines the point in the lifecycle that should be readdressed and 
updates the Deployment Plan. The Project Manager updates the Incident Response Plan as necessary based upon the 
findings in the incident report and corrective actions taken to resolve the issue.
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See Change Management Process Map for additional guidance.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-3.6 Send Notification of Successful Release

Project Management Plan – Communication Plan Sections

Release Notification

Project Manager

The Project Manager sends a Notification of Successful Release to all stakeholders and customers 
including but not limited to the following:

Business Customer Representative
Business Owner Representative
Head of Product Development or designee
Head of Service Development and Engineering or designee
Enterprise System Engineering (ESE) Release Office Representative
Other Stakeholders (as necessary)
Security Office Representative (if required)

�
�
�
�
�
�
�
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Release Management: REL-3.7 Close Change

Registered Request for Change

Completed (Successfully or Unsuccessfully) Registered Request for Change

Change Coordinator

The Change Coordinator updates and closes the Request for Change.

home process goals raciback
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IPO Acquisition Framework
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IAF-1
Satisfy

Program Level BCL 
Requirements

IAF-2
Fulfill

PMAS Capability  
Level Requirements

To: ICRM
Capability 

Requirements 
Management



IPO Acquisition Framework

The Interagency Program Office (IPO) Acquisition Framework describes the end-to-end lifecycle framework processes 
needed to ensure compliance with statutory and regulatory requirements along with agency policies governing the 
integrated Electronic Health Record (iEHR) program. The framework identifies the applicable activities and deliverables 
of the DoD Business Capability Lifecycle (BCL) and VA Project Management Accountability System (PMAS).  The 
framework consists of a strategic process map that captures the required BCL activities and artifacts linked to a more 
tactical process map that ensures all required PMAS activities and artifacts are completed for each of the iEHR 
capabilities.

Description
home process raci

Goal

The goal of the IPO Acquisition Framework process is to ensure Federal statutory and regulatory requirements and the DoD 
and VA policies on program funding are fulfilled. The framework also ensures a governance and oversight process is 
established providing effective investment decision making for the rapid delivery of IPO-wide capabilities.

Specifically the process:

Demonstrates the repeatable use of performance based processes which concentrate IPO efforts on risk reduction, 
accountability, monitoring/control, and reporting
Employs an incremental and agile acquisition approach for the delivery of the functional capabilities associated with 
each program increment
Uses an incremental six month product build cycle

�

�

�



IPO Acquisition Framework RACI Chart - 1
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IAF-1.1.1 Conduct Business Need 
Analysis R A

IAF-1.1.2 Develop AoA Study 
Guidance R A

IAF-1.1.3 Assemble Business Need 
Statement R A

IAF-1.1.4 Develop AoA Study Plan R A

IAF-1.1.5 Review/Approve Business 
Need Statement R A

IAF-1.1.6 Review/Approve AoA 
Study Plan R A

IAF-1.1.7 Submit Approved Study 
Guidance and Plan R A

IAF-1.1.8 Review Business Need 
Statement R A
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IPO Acquisition Framework RACI Chart - 2

R = Responsible     A = Accountable     C = Consulted    I = Informed
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IAF-1.1.9 Submit Business Need 
Statement and AoA R A

IAF-MDD Conduct MDD Review R

IAF-1.2.1 Assign Program Manager R

IAF-1.2.2 Create Program Charter R A

IAF-1.2.3.1 Initiate Phase Analysis       
Activities R A

IAF-1.2.3.2 Prepare Data Management      
Strategy R A

IAF-1.2.3.3 Prepare System Engineering 
Plan R A

IAF-1.2.3.4 Prepare CARD R A

home process goals back next
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IAF-1.2.3.5 Prepare LCSP R A

IAF-1.2.3.6 Prepare Market Research R A

IAF-1.2.3.7 Prepare Business Enterprise 
Architecture R A

IAF-1.2.3.8 Prepare Acquisition IA 
Strategy R A

IAF-1.2.3.9 Prepare Test Plan R A

IAF-1.2.3.10 Prepare Acquisition 
Approach R A

IAF-1.2.3.11 Prepare CTI R A

IAF-1.2.3.12 Prepare Tech Development 
Strategy R A

home process goals back next
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IAF-1.2.3.13 Prepare Economic Analysis R A

IAF-1.2.3.14 Prepare Lifecycle Cost 
Estimate R A

IAF-1.2.4 Conduct Independent Cost 
Estimate R A

IAF-1.2.5 Conduct Risk Assessment R A

IAF-1.2.6 Prepare Risk Mitigation 
Plan R A

IAF-1.2.7.1 Assemble Business Case R A

IAF-1.2.7.2 Approve Testing Section R A

IAF-1.2.7.3 Approve System 
Engineering Section R A

home process goals back next
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IAF-1.2.7.4 Confirm CCA Compliance R A

IAF-1.2.7.5 Approve Business Case R A

IAF-1.2.7.6 Review Business Case R A

IAF-1.2.8 Submit Milestone A 
Documentation R A

IAF-1.2.9 Approve Milestone A 
Decision Package R A

IAF-MSA Conduct Milestone A 
Review R

IAF-1.3.1 Add New Increment to 
Business Case R A

IAF-1.3.2 Provide Approval to 
Proceed R

home process goals back next
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IAF-1.3.3 Prepare Prototype Design 
and Installation Plan R A

IAF-1.3.4 Prepare Acquisition 
Program Baseline R A

IAF-1.3.5.1 Prepare Information 
Support Plan R A

IAF-1.3.5.2 Update Business Need 
Statement R A

IAF-1.3.5.3 Update Analysis of 
Alternatives R A

IAF-1.3.5.4 Update Data Management 
Strategy R A

IAF-1.3.5.5 Update System Engineering 
Plan R A

IAF-1.3.5.6 Update CARD R A

home process goals back next
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IAF-1.3.5.7 Update LCSP R A

IAF-1.3.5.8 Update Market Research R A

IAF-1.3.5.9 Update Business Enterprise 
Architecture R A

IAF-1.3.5.10 Update Acquisition IA 
Strategy R A

IAF-1.3.5.11 Update Test Plan R A

IAF-1.3.5.12 Update Acquisition 
Approach R A

IAF-1.3.5.13 Update CTI R A

IAF-1.3.5.14 Update Tech Development 
Strategy R A

home process goals back next
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IAF-1.3.5.15 Update Economic Analysis R A

IAF-1.3.5.16 Update Lifecycle Cost 
Estimate R A

IAF-1.3.6 Update Risk Assessment R A

IAF-1.3.7 Update Risk Mitigation 
Plan R A

IAF-1.3.8.1 Assemble Updated 
Business Case R A

IAF-1.3.8.2 Approve Updated Testing 
Section R A

IAF-1.3.8.3 Approve Updated System 
Engineering Section R A

IAF-1.3.8.4 Approve Updated Business 
Case R A

home process goals back next
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IAF-1.3.8.5 Revalidate Business Case R A

IAF-1.3.9 Assemble Milestone B 
Acquisition Package R A

IAF-1.3.10 Forward Milestone B 
Recommendation R A

IAF-MSB Conduct Milestone B 
Review R

IAF-1.3.11 Release Pending Capability 
Projects R A

IAF-1.4.1 Issue Authority to Proceed R

IAF-1.4.2 Implement Maintenance 
Program R A

IAF-1.4.3 Transmit Program Level 
Test Plan R A

home process goals back next
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IAF-1.4.4 Evaluate with Standards
and Business Case R A

IAF-MR1 Conduct Operational Test 
Readiness Review R A

IAF-1.4.5 Update Charter and 
Business Case R A

IAF-1.4.6 Assemble Milestone C 
Package R A

IAF-MSC Conduct Milestone C
Review R

IAF-1.5.1 Issue Milestone C ADM R

IAF-1.5.2 Release Capabilities for 
IOC Testing R A

IAF-1.5.3 Review Test Results/Make 
Recommendations R A

home process goals back next
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IAF-1.5.4 Accept Test Results and 
Recommendations R A

IAF-1.5.5 Recommend Capabilities Be 
Accepted R A

IAF-1.5.6 Declare Capabilities Ready 
for IRB R A

IAF-1.5.7 Recommend Material 
Solution Operability R A

IAF-1.5.8 Conduct Material Solution 
Investment Review R A

IAF-1.5.9 Ensure Operability of 
DOTMLPF Solution R A

IAF-FDD Conduct FDD Review R

IAF-1.5.10 Issue FDD ADM R

home process goals back next
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IAF-1.5.11 Declare Full Deployment
Achieved R A

IAF-1.5.12 Conduct Increment Close-
Out Review R A

IAF-1.6 Provide Execution Phase 
O & S R A

IAF-2.1.1 Provide Capability 
Initiation Authority R A

IAF-2.1.2 Submit PMAS MS 0 
Documentation R A

IAF-2.2.1 Provide Capability 
Planning Authority R A

IAF-2.2.2 Submit PMAS MS 1 
Documentation R A

IAF-2.3.1 Select Capability
Development Team R A

home process goals back next
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IAF-2.3.2 Publish Request for 
Information R A

IAF-2.3.3 Publish Request for 
Proposal R A

IAF-2.3.4 Review Proposal 
Responses R A

IAF-2.3.5 Select Proposal R A

IAF-2.4.1 Submit Operational 
Readiness Report R A

IAF-2.5.1 Submit PMAS MS 2 
Documentation R A

IAF-2.6.1 Submit PMAS MS 3 
Documentation R A

IAF-2.7.1 Submit PMAS MS 4 
Documentation R A

home process goals back
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IPO Acquisition Framework: IAF-1 Satisfy Program Level BCL Requirements

IAF-1.1
Conduct

Business Capability 
Definition Phase

IAF-1.6
Provide

Execution Phase 
O & S

IAF-1.2
Conduct

Investment 
Management Phase

IAF-1.3
Develop

Execution Phase 
Prototype Solutions

IAF-1.5
Conduct

Execution Phase
Deployment

Additional
Increments?

Yes

home process goals raci

IAF-1.4
Complete

Execution Phase 
Eng Development 

No
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IPO Acquisition Framework - Program Level: IAF-1.1 Conduct Business Capability Definition Phase

IAF-1.1.1
Conduct

Business Need 
Analysis

IAF-1.1.3
Assemble

Business Need 
Statement

IAF-1.1.7
Submit

Approved Study 
Guidance and Plan

IAF-1.1.5
Review/Approve
Business Need 

Statement

JROC
Review?

IAF-1.1.8
Review

Business Need 
Statement

IAF-1.1.6
Review/Approve
AoA Study Plan

IAF-1.1.9
Submit

Business Need 
Statement and AoA

No

Yes

IAF-1.1.4
Develop

AoA Study Plan

IAF-1.1.2
Develop

AoA 
Study Guidance

home process back goals raci

MDD



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.1.1 Conduct Business Need Analysis

Initial Capabilities Document
Measures of Effectiveness

Interagency Clinical Informatics Board

The Interagency Clinical Informatics Board (ICIB), or designate, conducts the Business Need analysis that includes 
capability gaps and opportunities.  The analysis determines the problem to be solved; clarifies the context; identifies 
boundaries and constraints across functional responsibilities; determines impacts, desired high-level outcomes, and 
potential benefits and risks.  The ICIB ensures that applicable business processes have been re-engineered, develops 
an Initial Capabilities Document, and identifies Measures of Effectiveness to validate outcomes.

Capability Business Need

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.1.2 Develop AoA Study Guidance

Analysis of Alternatives Study Guidance

Director, Cost Assessment and Program Evaluation

The Director, Cost Assessment and Program Evaluation (DCAPE) develops the Analysis of Alternatives (AoA) Study 
Guidance for the Program.  The DCAPE utilizes the Initial Capabilities Document to assist in establishing AoA Study 
Guidance boundaries.

Initial Capabilities Document

home process back goals raci

Acquisition Community Connection

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

For Defense Business Systems that do not meet the Major Automated Information System threshold, developing an 
AoA Study Guidance is done at the discretion of the Interagency Program Office Director.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.1.3 Assemble Business Need Statement

Business Need Statement

Interagency Clinical Informatics Board

The Interagency Clinical Informatics Board, or designate, assembles the Business Need Statement for the 
Program.  The document captures a common understanding of the need/challenge, parameters and limitations, and 
the business drivers.

Initial Capabilities Document

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection

Although the assembly of the Business Need Statement and the development of the Analysis of Alternatives Study 
Plan are conducted concurrently, the two activities have separate and parallel approval paths.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.1.4 Develop AoA Study Plan

Analysis of Alternatives Study Plan

Director, Cost Assessment and Program Evaluation

The Director, Cost Assessment and Program Evaluation, or designate, develops the Analysis of Alternatives (AoA) 
Study Plan in accordance with the AoA Study Guidance.  The AoA Study Plan establishes a roadmap of how the AoA 
proceeds.  At a minimum, the study plan facilitates full consideration of possible trade-offs among cost, schedule, and 
performance objectives for alternative considered, as well as an assessment of whether the joint military requirement 
can be met consistent with the cost and schedule objectives recommended by the Joint Requirements Oversight 
Council.

Analysis of Alternatives Study Guidance
Initial Capabilities Document

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection

For Defense Business Systems that do not meet the Major Automated Information System threshold, developing an 
AoA Study Plan is done at the discretion of the Interagency Program Office Director.

Although the development of the AoA Study Plan and the assembly of the Business Need Statement are conducted 
concurrently, the two activities have separate and parallel approval paths.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.1.5 Review/Approve Business Need Statement

Approved Business Need Statement

Investment Review Board Chair

The Investment Review Board (IRB) Chair, with the advice of IRB members and stakeholders, reviews and determines 
whether to approve the Business Need Statement. If a Joint Requirements Oversight Council (JROC) interest exists, 
the reviewed and approved Business Need Statement is forwarded to JROC.

Business Need Statement

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.1.6 Review AoA Study Plan

Approved Analysis of Alternatives Study Plan

Director, Cost Assessment and Program Evaluation

The Director, Cost Assessment and Program Evaluation (DCAPE) reviews the Analysis of Alternatives (AoA) Study 
Plan for adequacy.  The DCAPE requests needed refinements from the Interagency Clinical Infomatics Board, and 
when satisfied, approves the AoA Study Plan.

Analysis of Alternatives Study Plan

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection

For Defense Business Systems that do not meet the Major Automated Information System threshold, the Interagency 
Program Office Director reviews of the AoA Study Plan.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.1.7 Submit Approved Study Guidance and Plan

Analysis of Alternatives Transmittal Notification

Director, Cost Assessment and Program Evaluation

In preparation for the Materiel Development Decision review, the Director, Cost Assessment and Program Evaluation 
submits the Analysis of Alternatives (AoA) Study Guidance and the AoA Study Plan to the Investment Review Board 
Chair for review and approval.

Analysis of Alternatives Study Guidance
Approved Analysis of Alternatives Study Plan

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.1.8 Review Business Need Statement

Reviewed Business Need Statement

Joint Requirements Oversight Council

The Joint Requirements Oversight Council (JROC) reviews the Business Need Statement for adequacy if a JROC 
interest exists.

Approved Business Need Statement

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.1.9 Submit Business Need Statement and AoA

Business Need Statement Transmittal Notification

Investment Review Board Chair

After review and approval, the Investment Review Board Chair submits the approved Business Need Statement and 
the Analysis of Alternatives (AoA) Study Guidance and the approved AoA Study Plan to the Milestone Decision 
Authority in preparation of the Materiel Development Decision.

Analysis of Alternatives Study Guidance
Approved Analysis of Alternatives Study Plan
Approved Business Need Statement

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-MDD Conduct MDD Review

Acquisition Decision Memorandum - Materiel Development Decision

Milestone Decision Authority

The Milestone Decision Authority (MDA) conducts the Materiel Development Decision (MDD) review.  The 
Interagency Clinical Infomatics Board presents the approved Business Need Statement and the Director, Cost 
Assessment and Program Evaluation presents the approved Analysis of Alternatives (AoA) Study Guidance and the 
approved AoA Study Plan.  The MDA specifies the acquisition entry phase and designates the next milestone.  The 
decision is documented in an Acquisition Decision Memorandum (ADM) with the AoA Study Guidance and AoA 
Study Plan as attachments.

Analysis of Alternatives Study Guidance
Approved Analysis of Alternatives Study Plan 
Approved Business Needs Statement

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The ADM-MDD is a regulatory requirement. 

Acquisition Community Connection
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IPO Acquisition Framework - Program Level: IAF-1.2 Conduct Investment Management Phase

 To: ICRM
Capability 

Requirements 
Management 

Process

IAF-1.2.7
Approve

Business Case

IAF-1.2.2
Create

Program Charter

IAF-1.2.1
Assign

Program Manager

IAF-1.2.3
Conduct

Phase Analysis

IAF-1.2.5
Conduct

Risk Assessment

IAF-1.2.6
Prepare

Risk Mitigation Plan

IAF-1.2.4
Conduct

Independent Cost 
Estimate

IAF-1.2.8
Submit

Milestone A 
Documentation

MSA

home process back goals raci

IAF-1.2.9
Approve

Milestone A Decision 
Package

   From: ICRM
Capability 

Requirements 
Management 

Process



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.1 Assign Program Manager

Program Manager Assignment Memorandum

Milestone Decision Authority

The Milestone Decision Authority (MDA) assigns a Program Manager for the acquisition program.  The MDA 
ensures the assigned Program Manager has an understanding of the Defense Business System implementation 
principles, management skills, and requisite experience associated with relevant commercial-off-the-shelf business 
applications and architectures. 

 Acquisition Decision Memorandum - Materiel Development Decision

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.2 Create Program Charter

Program Charter

Interagency Program Office Program Manager

The Interagency Program Office (IPO) Program Manager leads the effort to create the Program Charter.  The IPO 
Program Manager, along with the Interagency Clinical Informatics Board (ICIB), determines and documents in the 
Program Charter the managerial methods and responsibilities by which the materiel solution is executed by the 
Government and the contractor(s).  The IPO Program Manager and designated ICIB members sign the completed 
charter.  

Business Need Statement

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection

Interagency Program Office Program Manager, or designate, eliminates inconsistencies between the DoD Business 
Capability Lifecycle Charter and the VA Project Management Accountability System Charters required for each 
capability. 
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IPO Acquisition Framework: IAF-1.2.3 Conduct Phase Analysis

IAF-1.2.3.1
Initiate

Phase Analysis 
Activities

IAF-1.2.3.2
Prepare

Data Management 
Strategy

home process back goals raci

IAF-1.2.3.3
Prepare
System 

Engineering Plan

IAF-1.2.3.4
Prepare
CARD

IAF-1.2.3.5
Prepare
LCSP

IAF-1.2.3.6
Prepare

Market Research

IAF-1.2.3.7
Prepare

Business Enterprise 
Architecture

IAF-1.2.3.8
Prepare

Acquisition IA 
Strategy

IAF-1.2.3.9
Prepare

Test Plan

IAF-1.2.3.10
Prepare

Acquisition 
Approach

IAF-1.2.3.11
Prepare

CTI

IAF-1.2.3.12
Prepare

Tech Development 
Strategy

IAF-1.2.3.13
Prepare

Economic
 Analysis

IAF-1.2.3.14
Prepare

Lifecycle 
Cost Estimate



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.3.1 Initiate Phase Analysis Activities

Investment Management Phase Analysis Document Preparation Plan

Interagency Program Office Program Manager

The Interagency Program Office (IPO) Program Manager initiates Investment Management Phase Analysis 
activities.  The activities include the analysis necessary to describe the requirements for the materiel solution; the 
solution scope, objectives, business outcomes, outcome-based performance measures, constraints, and dependencies; 
the program justification, including assumptions, Doctrine Organization Training Materiel Leadership and education 
Personnel and Facilities (DOTMLPF) impact, critical success factors, risks, detailed cost and benefits including return 
on investment analysis, funding profile, and delivery schedule; and an acquisition and contracting approach.  In 
addition, the IPO Program Manager ensures requirements for data management, data conversion, records 
management, software and data rights, system architecture, systems integration, training materials, user training, risk 
management, security, network operations requirements, interoperability and supportability, and component, 
integration, system, and acceptance testing are properly developed.

Acquisition Decision Memorandum - Materiel Development Decision
Business Need Statement

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporatin
   Change 1 12/09/2011

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.3.2 Prepare Data Management Strategy

Data Management Strategy

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares a Data Management Strategy that meets 
the Business Capability Lifecycle requirements.

Investment Management Phase Analysis Document Preparation Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The Data Management Strategy is a statutory requirement.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.3.3 Prepare System Engineering Plan

System Engineering Plan

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares a System Engineering Plan (SEP) that meets 
the Business Capability Lifecycle requirements.  The  SEP includes: program requirements management, traceability, 
and verification; architecture and interface definition and management; configuration and change management; 
technical staffing and organization management; and use of technical reviews.

Investment Management Phase Analysis Document Preparation Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The SEP is a regulatory requirement.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.3.4 Prepare CARD

Cost Analysis Requirements Description

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares a Cost Analysis Requirements Description 
(CARD) that meets the Business Capability Lifecycle requirements.

Investment Management Phase Analysis Document Preparation Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The CARD is a regulatory requirement.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.3.5 Prepare LCSP

Lifecycle Sustainment Plan 

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares a Lifecycle Sustainment Plan (LCSP) that 
meets the Business Capability Lifecycle requirements.

Investment Management Phase Analysis Document Preparation Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The LCSP is a regulatory requirement.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.3.6 Prepare Market Research

Market Research 

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares Market Research that meets the Business 
Capability Lifecycle requirements.

Investment Management Phase Analysis Document Preparation Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Market Research is a statutory requirement.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.3.7 Prepare Business Enterprise Architecture

Business Enterprise Architecture

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares a Business Enterprise Architecture (BEA) 
that meets the Business Capability Lifecycle requirements.

Investment Management Phase Analysis Document Preparation Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The BEA is a statutory requirement.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.3.8 Prepare Acquisition IA Strategy

Acquisition Information Assurance Strategy

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares an Acquisition Information Assurance (IA) 
Strategy that meets the Business Capability Lifecycle requirements.

Investment Management Phase Analysis Document Preparation Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The Acquisition IA Strategy is a statutory requirement.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.3.9 Prepare Test Plan

Test Plan

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares a Test Plan that meets the Business 
Capability Lifecycle requirements.  The Test Plan includes an integrated test program schedule; test management 
structure and processes; development and operational test and evaluation phases; critical technical parameters; 
critical operational issues, with associated measures of effectiveness and performance; and required resources.

Investment Management Phase Analysis Document Preparation Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The Test Plan is a statutory requirement.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.3.10 Prepare Acquisition Approach

Acquisition Approach

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares an Acquisition Approach that meets the 
Business Capability Lifecycle requirements utilizing input from the Business Need Statement, the Analysis of 
Alternatives Study Plan, the Data Management Strategy, and the System Engineering Plan.

Analysis of Alternatives Study Plan
Business Need Statement
Data Management Strategy
System Engineering Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The Acquisition Approach is a regulatory requirement.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.3.11 Prepare CTI

Consideration of Technology Issues

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares a Consideration of Technology Issues 
(CTI) that meets the Business Capability Lifecycle requirements utilizing input from the Acquisition Approach.

Acquisition Approach

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The CTI is a regulatory requirement.

Acquisition Community Connection
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IPO Acquisition Framework - Program Level: IAF-1.2.3.12 Prepare Tech Development Strategy

Technology Development Strategy

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares a Technology (Tech) Development Strategy 
that meets the Business Capability Lifecycle requirements utilizing input from the Acquisition Approach.

Acquisition Approach
Cost Analysis Requirements Description

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The Tech Development Strategy is a regulatory requirement.

Acquisition Community Connection
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Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.3.13 Prepare Economic Analysis

Economic Analysis

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares an Economic Analysis that meets the 
Business Capability Lifecycle requirements utilizing input from the Analysis of Alternatives Study Plan.

Analysis of Alternatives Study Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The Economic Analysis is a statutory requirement.

Acquisition Community Connection
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More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.3.14 Prepare Lifecycle Cost Estimate

Lifecycle Cost Estimate

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares an Economic Analysis that meets the 
Business Capability Lifecycle requirements utilizing input from the Business Need Statement, Analysis of Alternatives 
Study Plan and the Economic Analysis.

Analysis of Alternatives Study Plan
Business Need Statement
Economic Analysis

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection
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More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.4 Conduct Independent Cost Estimate

Independent Cost Estimate

Director, Capability Assessment and Project Evaluation

The Director, Capability Assessment and Project Evaluation (DCAPE) conducts an independent cost estimate.  The 
DCAPE provides an independent assessment of the completeness and accuracy of the Analysis of Alternatives Study 
Plan, cost analysis, and economic analysis for the Milestone Decision Authority.  The DCAPE independently assesses 
the economic analysis to support the DoD Chief Information Officer Clinger-Cohen Act confirmation action.

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Analysis of Alternatives Study Plan
Business Need Statement
Cost Analysis Requirements Description
Economic Analysis
Market Research

Acquisition Community Connection
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IPO Acquisition Framework - Program Level: IAF-1.2.5 Conduct Risk Assessment

Enterprise Risk Assessment Methodology 

Independent Entity

An Independent Entity, selected by the Program Manager, conducts a risk assessment of the acquisition program.  The 
assessment is known as the Enterprise Risk Assessment Methodology (ERAM).  The results of the ERAM are provided 
to the responsible Investment Review Board and Milestone Decision Authority in support of the Milestone A decision. 

Acquisition Approach
Business Need Statement
Consideration of Technology Issues
Economic Analysis
Lifecycle Cost Estimate
Technology Development Strategy

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection
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IPO Acquisition Framework - Program Level: IAF-1.2.6 Prepare Risk Mitigation Plan

Risk Mitigation Plan

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares a risk mitigation plan for the program based 
on the Enterprise Risk Assessment Methodology.  After completion, the Program Manager submits the mitigation plan 
to the Milestone Decision Authority for review and approval as part of the Milestone A Review.

Business Need Statement
Enterprise Risk Assessment Methodology 

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection
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IPO Acquisition Framework - Program Level: IAF-1.2.7 Approve Business Case
home process back goals raci

IAF-1.2.7.1
Assemble 

Business Case

IAF-1.2.7.2
Approve

Testing Section

IAF-1.2.7.3
Approve

System Engineering 
Section

IAF-1.2.7.4
Confirm

CCA Compliance

IAF-1.2.7.5
Approve

Business Case

JROC
Review?

IAF-1.2.7.6
Review

Business Case

No

Yes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.7.1 Assemble Business Case

Draft Business Case

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, assembles a draft of the Business Case for the 
Milestone A review.  The Business Case is the foundation for all Business Capability Lifecycle efforts and decisions. It 
is an evolving, executive level document that reflects the program planning and includes summaries of key capstone 
documents.  The Business Case includes the Problem Statement and the results of the Investment Management Phase 
analysis.  The Business Case also includes a comprehensive test and evaluation plan.  

Acquisition Approach
Business Need Statement
Consideration of Technology Issues
Economic Analysis
Lifecycle Cost Estimate
Lifecycle Sustainment Plan
Market Research
Measures of Effectiveness
System Engineering Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The Business Case includes summaries of the documents listed in the Artifacts Used section.

Acquisition Community Connection
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More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.7.2 Approve Testing Section

Approved Business Case Testing Section

Director, Operational Test and Evaluation

The Director, Operational Test and Evaluation, along with the Director, Developmental Test and Evaluation, approves 
the Testing section of the draft Business Case.  The portion of the Test Plan included in the Business Case describes an 
integrated test program schedule; test management structure and processes; development and operational test and 
evaluation phases; critical technical parameters; critical operational issues, with associated measures of effectiveness 
and performance; and required resources.

Draft Business Case 
Test Plan

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection
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More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.7.3 Approve System Engineering Section

Approved Business Case System Engineering Section

Director, Systems Engineering

The Director, Systems Engineering approves the System Engineering section of the draft Business Case.  Summary 
portions of the  System Engineering plan included in the Business Case include: program requirements management, 
traceability, and verification; architecture and interface definition and management; configuration and change 
management; technical staffing and organization management; and use of technical reviews.

Draft Business Case 
System Engineering Plan

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection
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IPO Acquisition Framework - Program Level: IAF-1.2.7.4 Confirm CCA Compliance

Signed DoD Chief Information Officer Clinger-Cohen Compliance Memorandum

DoD Chief Information Officer

The DoD Chief Information Officer (CIO) confirms compliance with the Clinger-Cohen Act (CCA) of 1996 for each 
program level increment.  The DoD CIO confirmation focuses on sections 11103, 11313, and 11317 along with subtitle 
III of title 40, U. S. C. of the act.

Clinger-Cohen Act Compliance Document 

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection

Attestation of Clinger-Cohen Act Compliance is a statutory requirement.
Guidance on Clinger-Cohen Act Compliance is contained in Section 7.8 of the Defense Acquisition Guidebook.
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More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.7.5 Approve Business Case

Approved Business Case
Approved Program Charter
Component Acquisition Executive Compliance Memorandum

Component Acquisition Executive

The Component Acquisition Executive (CAE) approves and signs the Business Case.  The CAE also reviews and 
approves the Program Charter.  In addition, the CAE provides the Milestone Decision Authority (MDA) with a CAE 
Compliance Memorandum stating the proposed materiel solution is compliant with all applicable statutes and 
regulations.  The CAE Compliance Memorandum also describes any issues applicable to the milestone decision and 
recommends approval of the milestone by the MDA. If there is a Joint Requirements Oversight Council interest, the 
approved Business Case is forwarded for review.

Draft Business Case
Program Charter
Signed DoD Chief Information Officer Clinger-Cohen Compliance Memorandum

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection
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More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.7.6 Review Business Case

Reviewed Business Case

Joint Requirements Oversight Council

The Joint Requirements Oversight Council (JROC), on the advice of the Joint Capabilities Integration Development 
System gatekeeper and the lead Functional Capabilities Board, reviews the approved Business Case.

Approved Business Case

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

JROC has the authority to review all Business Cases, but in practice only reviews those in which JROC has an interest.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
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Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.8 Submit Milestone A Documentation

Milestone A Acquisition Decision Package

Interagency Program Office Program Manager

The Interagency Program Office Program Manager submits the required acquisition decision documentation to the 
responsible Investment Review Board in preparation for the Milestone A Review.  The documentation package 
contains the Business Case, the Program Charter, the Component Acquisition Executive Compliance Memorandum, 
the Enterprise Risk Assessment Methodology findings, and the associated Risk Mitigation plan.  The Independent Cost 
Estimate prepared by the Director, Capability Assessment and Project Evaluation is also included in the package.

Approved Business Case
Approved Program Charter
Component Acquisition Executive Compliance Memorandum
Enterprise Risk Assessment Methodology
Independent Cost Estimate
Risk Mitigation Plan

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection
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More Info....

IPO Acquisition Framework - Program Level: IAF-1.2.9 Approve Milestone A Decision Package

Milestone A Recommendation Memorandum

Investment Review Board Chair

The Investment Review Board (IRB) reviews the Milestone A Acquisition Decision package submitted by the Program 
Manager.  After the review, the IRB Chair forwards a Milestone A recommendation to the Milestone Decision 
Authority.

Milestone A Acquisition Decision Package

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection
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More Info....

IPO Acquisition Framework - Program Level: IAF-MSA Conduct Milestone A Review

Acquisition Decision Memorandum - Milestone A
Approved Milestone A Recommendation Memorandum

Milestone Decision Authority

The Milestone Decision Authority (MDA) conducts the Milestone A review.  The MDA reviews the documents within 
the Milestone A Acquisition Decision Package including the Business Case, issues raised in the Component 
Acquisition Executive Compliance Memorandum, the independent risk assessment, and associated risk mitigation 
plans.  The MDA approves the Business Case and documents the Milestone A decision in an Acquisition Decision 
Memorandum (ADM).  

Milestone A Acquisition Decision Package
Milestone A Recommendation Memorandum

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The ADM - Milestone A is a regulatory requirement.

Acquisition Community Connection
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IPO Acquisition Framework - Program Level: IAF-1.3 Develop Execution Phase Prototype Solutions

IAF-1.3.2
Provide

Approval to Proceed

IAF-1.3.4
Prepare

Acquisition Program 
Baseline

IAF-1.3.6
Update

Risk Assessment

IAF-1.3.7
Update

Risk Mitigation Plan

IAF-1.3.10
Forward

Milestone B 
Recommendation

MSB

home process back goals raci

IAF-1.3.11
Release 

Pending Capability 
Projects

IAF-1.3.1
Add

New Increment to 
Business Case

IAF-1.3.3
Prepare

Prototype Design 
and Installation Plan

IAF-1.3.5
Refine

Capability 
Requirements

IAF-1.3.8
Approve 
Updated 

Business Case

Subsequent 
Increment?

IAF-1.3.9
Assemble

Milestone B
Acquisition Package

Yes

No

To: IAF-2.2
Conduct
PMAS

Planning Phase
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Artifacts 
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Responsible 
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Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.1 Add New Increment to Business Case

Updated Business Case with New Increment

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, along with the Interagency Clinical Informatics Board, adds new 
program increments to the Business Case.  The Business Case containing the new increment is forwarded to the 
Milestone Decision Authority for review.

Approved Business Case

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection
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Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.2 Provide Approval to Proceed

Acquisition Decision Memorandum - Approval to Proceed to Prototyping

Milestone Decision Authority

The Milestone Decision Authority (MDA) provides the approval to proceed to prototyping for the increment under 
review.  The decision is documented in an Approval to Proceed (ATP) Acquisition Decision Memorandum (ADM).

Acquisition Decision Memorandum - Milestone A
Approved Milestone A Recommendation Memorandum
Updated Business Case with New Increment

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Following the Approval to proceed, no more than twelve months can elapse between contract or option award and 
Milestone B unless approved by the MDA and documented in an ADM.

Acquisition Community Connection
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Role
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More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.3 Prepare Prototype Design and Installation Plan

Prototype Design and Installation Plan
Updated Program Charter

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares the prototype design and installation 
plan.  The detailed design and installation of the selected Information Technology deployed in a relevant environment 
is completed to demonstrate the capability of the software to meet business process requirements outlined in the 
Business Case; to determine the software usability, accessibility, scalability, and utility from an end-user perspective; 
to define and predict performance under peak loads; to evaluate other technical aspects of the software; and to 
evaluate the design approach to meet the needed capability.  The plan includes functional and acquisition activities 
such as portfolio management, business process re-engineering, system requirements, integration risk, technical 
architecture, enterprise architecture compliance, network operations requirements, change management, policy and 
process documentation, system installation, system configuration, training development, testing, information 
assurance, organizational realignment, training, user support, software and hardware distribution, and operations and 
support.  The methodology and standards for program execution are incorporated into an updated Program Charter.  

Acquisition Decision Memorandum - Approval to Proceed to Prototyping
Business Case
Program Charter

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Prototyping is a continuous discovery and development process requiring close collaboration between the Functional 
Sponsor and the system developer. Knowledge gained during prototyping results requirements changes in the 
materiel solution identified resulting in updates to the Business Case and Program Charter.

Acquisition Community Connection
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Artifacts 
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Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.4 Prepare Acquisition Program Baseline

Acquisition Program Baseline

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares the Acquisition Program Baseline (APB) 
document.  The APB includes the cost, schedule, and performance goals for the increment being prototyped.

Business Case
Prototype Design and Installation Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The APB is a regulatory requirement.

Acquisition Community Connection
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IPO Acquisition Framework: IAF-1.3.5 Refine Capability Requirements

IAF-1.3.5.1
Prepare

Information 
Support Plan

IAF-1.3.5.4
Update

Data Management 
Strategy

home process back goals raci

IAF-1.3.5.5
Update
System 

Engineering Plan

IAF-1.3.5.6
Update
CARD

IAF-1.3.5.7
Update
LCSP

IAF-1.3.5.8
Update

Market Research

IAF-1.3.5.9
Update

Business Enterprise 
Architecture

IAF-1.3.5.10
Update

Acquisition IA 
Strategy

IAF-1.3.5.11
Update

Test Plan

IAF-1.3.5.12
Update

Acquisition 
Approach

IAF-1.3.5.13
Update

CTI

IAF-1.3.5.14
Update

Tech Development 
Strategy

IAF-1.3.5.15
Update

Economic
 Analysis

IAF-1.3.5.16
Update

Lifecycle 
Cost Estimate

IAF-1.3.5.2
Update

Business Need 
Statement

IAF-1.3.5.3
Update

Analysis of 
Alternatives



Description

Artifacts 
Used

Artifacts 
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Responsible 
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Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.5.1 Prepare Information Support Plan

Information Support Plan

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, prepares an Information Support Plan (ISP) that 
meets the Interagency Program Office Business Capability Lifecycle requirements.

Prototype Design and Installation Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The ISP is a regulatory requirement.
Although many of the following activities are conducted concurrently, the activities are grouped into two separate 
and parallel developmental paths.

Acquisition Community Connection
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More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.5.2 Update Business Need Statement

Updated Business Need Statement

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, updates the Business Need Statement incorporating 
knowledge obtained during the Prototyping Phase of the Business Capability Lifecycle.

Business Need Statement

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection
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More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.5.3 Update Analysis of Alternatives

Updated Analysis of Alternatives Study Plan

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, updates the Analysis of Alternatives (AoA) Study 
Plan incorporating knowledge obtained during the Prototyping Phase of the Business Capability Lifecycle.

Analysis of Alternatives Study Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The AoA is a statutory requirement.

Acquisition Community Connection
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Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.5.4 Update Data Management Strategy

Updated Data Management Strategy

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, updates the Data Management Strategy (DMS) 
incorporating knowledge obtained during the Prototyping Phase of the Business Capability Lifecycle.

Data Management Strategy

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The DMS is a statutory requirement.

Acquisition Community Connection
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Artifacts 
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Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.5.5 Update System Engineering Plan

Updated System Engineering Plan

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, updates the System Engineering Plan (SEP) 
incorporating knowledge obtained during the Prototyping Phase of the Business Capability Lifecycle.

System Engineering Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The SEP is a regulatory requirement.

Acquisition Community Connection
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.5.6 Update CARD

Updated Cost Analysis Requirements Description

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, updates the Cost Analysis Requirements Description 
(CARD) incorporating knowledge obtained during the Prototyping Phase of the Business Capability Lifecycle.

Cost Analysis Requirements Description

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The CARD is a regulatory requirement.

Acquisition Community Connection
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Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.5.7 Update LCSP

Updated Lifecycle Sustainment Plan

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, updates the Lifecycle Sustainment Plan (LCSP) 
incorporating knowledge obtained during the Prototyping Phase of the Business Capability Lifecycle.

Lifecycle Sustainment Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The LCSP is a regulatory requirement.

Acquisition Community Connection
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Artifacts 
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Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.5.8 Update Market Research

Updated Market Research

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, updates the Market Research incorporating 
knowledge obtained during the Prototyping Phase of the Business Capability Lifecycle.

Market Research

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The Market Research is a statutory requirement.

Acquisition Community Connection
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Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.5.9 Update Business Enterprise Architecture 

Updated Business Enterprise Architecture

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, updates the Business Enterprise Architecture (BEA) 
incorporating knowledge obtained during the Prototyping Phase of the Business Capability Lifecycle.

Business Enterprise Architecture

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The BEA is a statutory requirement.

Acquisition Community Connection
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Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.5.10 Update Acquisition IA Strategy

Updated Acquisition Information Assurance Strategy

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, updates the Acquisition Information Assurance (IA) 
Strategy incorporating knowledge obtained during the Prototyping Phase of the Business Capability Lifecycle.

Acquisition Information Assurance Strategy

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The Acquisition IA Strategy is a statutory requirement.

Acquisition Community Connection
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Used

Artifacts 
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Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.5.11 Update Test Plan

Updated Test Plan

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, updates the Test Plan incorporating knowledge 
obtained during the Prototyping Phase of the Business Capability Lifecycle.

Test Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The Test Plan is a statutory requirement.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.5.12 Update Acquisition Approach

Updated Acquisition Approach

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, updates the Acquisition Approach incorporating 
knowledge obtained during the Prototyping Phase of the Business Capability Lifecycle.

Acquisition Approach
Updated Analysis of Alternatives Study Plan
Updated Business Need Statement
Updated Data Management Strategy
Updated System Engineering Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The Acquisition Approach is a regulatory requirement.

Acquisition Community Connection
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.5.13 Update CTI

Updated Consideration of Technology Issues

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, updates the Consideration of Technology Issues 
(CTI) incorporating knowledge obtained during the Prototyping Phase of the Business Capability Lifecycle.

Consideration of Technology Issues
Updated Acquisition Approach

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The CTI is a regulatory requirement.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.5.14 Update Tech Development Strategy

Updated Technology Development Strategy

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, updates the Technology (Tech) Development 
Strategy incorporating knowledge obtained during the Prototyping Phase of the Business Capability Lifecycle.

Technology Development Strategy
Updated Acquisition Approach
Updated Cost Analysis Requirements Description

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The Tech Development Strategy is a regulatory requirement.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.5.15 Update Economic Analysis

Updated Economic Analysis

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, updates the Economic Analysis incorporating 
knowledge obtained during the Prototyping Phase of the Business Capability Lifecycle.

Economic Analysis
Updated Analysis of Alternatives Study Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The Economic Analysis is a statutory requirement.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.5.16 Update Lifecycle Cost Estimate

Updated Lifecycle Cost Estimate

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, updates the Lifecycle Cost Estimate incorporating 
knowledge obtained during the Prototyping Phase of the Business Capability Lifecycle.

Lifecycle Cost Estimate
Updated Analysis of Alternatives Study Plan
Updated Business Need Statement
Updated Economic Analysis

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.6 Update Risk Assessment

Updated Enterprise Risk Assessment Methodology 

Independent Entity 

An Independent Entity, selected by the Interagency Program Office Program Manager, updates the risk assessment of 
the acquisition program known as the Enterprise Risk Assessment Methodology (ERAM).  The results of the updated 
ERAM are provided to the responsible Investment Review Board and Milestone Decision Authority in support of the 
Milestone B decision. 

Enterprise Risk Assessment Methodology 
Updated Business Need Statement

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The ERAM is a regulatory requirement.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.7 Update Risk Mitigation Plan

Updated Risk Mitigation Plan

Interagency Program Office Program Manager

The Interagency Program Office (IPO) Program Manager, or designate, updates the risk mitigation plan for the 
program based on the updated Enterprise Risk Assessment Methodology.  After completion, the IPO Program 
Manager submits the updated mitigation plan to the Milestone Decision Authority for review and approval as part of 
the Milestone B Review.

Updated Business Need Statement
Updated Enterprise Risk Assessment Methodology 

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection
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IPO Acquisition Framework - Program Level: IAF-1.3.8 Approve Updated Business Case
home process back goals raci

IAF-1.3.8.1
Assemble 
Updated 

Business Case

IAF-1.3.8.2
Approve 
Updated

Testing Section

IAF-1.3.8.3
Approve

Updated System 
Engineering Section

IAF-1.3.8.4
Approve 
Updated

Business Case

IRB
Review?

IAF-1.3.8.5
Revalidate

Business Case

No

Yes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.8.1 Assemble Updated Business Case

Draft of Updated Business Case

Interagency Program Office Program Manager

In preparation for the Milestone B review, the Interagency Program Office Program Manager, or designate, assembles 
an updated Business Case incorporating knowledge obtained during the Prototyping Phase of the Business Capability 
Lifecycle.

Updated Acquisition Approach
Updated Business Need Statement
Updated Consideration of Technology Issues
Updated Economic Analysis
Updated Lifecycle Cost Estimate
Updated Lifecycle Sustainment Plan
Updated Market Research
Updated System Engineering Plan

home process back goals raci

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The Updated Business Case includes summaries of the documents listed in the Artifacts Used section.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.8.2 Approve Updated Testing Section

Director, Operational Test and Evaluation 

The Director, Operational Test and Evaluation, along with the Director, Developmental Test and Evaluation, approves 
the updated Testing section of the Business Case. 

Draft of Updated Business Case 
Updated Test Plan

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Approved Update of Business Case Testing Section

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.8.3 Approve Updated System Engineering Section

Director, Systems Engineering

The Director, Systems Engineering approves the updated System Engineering section of the Business Case.

Draft of Updated Business Case 
Updated System Engineering Plan

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Approved Update of Business Case System Engineering Section

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.8.4 Approve Updated Business Case

The Component Acquisition Executive (CAE) approves and signs the Business Case.  The CAE also provides the 
Milestone Decision Authority (MDA) with a updated CAE Compliance Memorandum stating the proposed materiel 
solution is compliant with all applicable statutes and regulations.  The CAE Compliance Memorandum describes any 
issues applicable to the milestone decision and recommends approval of the milestone by the MDA.  If the prototyping 
phase has resulted in significant changes, the approved updated Business Case is forwarded to the Investment Review 
Board.

Draft of Updated Business Case 
Signed DoD Chief Information Officer Clinger-Cohen Compliance Memorandum

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Approved Update of Business Case
Updated Component Acquisition Executive Compliance Memorandum

Component Acquisition Executive

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.8.5 Revalidate Business Case

The Investment Review Board revalidates the Business Case if prototyping results in significant changes to the 
materiel solution.  These changes include a cost increase as specified in section 2445(c) of title 10, United States Code; a 
reduction in the performance specified in the original approved Business Case; and/or the phase activities exceed 
twelve months from contract or option award to Milestone B.

Approved Business Case
Approved Update of Business Case 

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Revalidated Business Case

Investment Review Board Chair

Acquisition Community Connection
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.9 Assemble Milestone B Acquisition Package

Milestone B Acquisition Decision Package

Interagency Program Office Program Manager

The Interagency Program Office Program Manager assembles the required acquisition decision documentation for 
submission to the responsible Investment Review Board in preparation for the Milestone B Review.  The 
documentation package contains the updated Business Case, the proposed Acquisition Program Baseline, the updated 
Component Acquisition Executive Compliance Memorandum, the updated Enterprise Risk Assessment Methodology 
findings, and the associated Program Risk Mitigation plan update.

Acquisition Program Baseline
Approved Update of the Business Case
Updated Component Acquisition Executive Compliance Memorandum
Updated Enterprise Risk Assessment Methodology
Updated Program Risk Mitigation Plan

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.10 Forward Milestone B Recommendation

Milestone B Recommendation Memorandum

Investment Review Board Chair

The Investment Review Board (IRB) Chair reviews the Milestone B Acquisition Decision package submitted by the 
Interagency Program Office Program Manager.  After the review, the IRB Chair forwards a Milestone B 
recommendation to the Milestone Decision Authority.

Milestone B Acquisition Decision Package

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

Acquisition Community Connection
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-MSB Conduct Milestone B Review

Acquisition Decision Memorandum - Milestone B
Approved Milestone B Recommendation Memorandum

Milestone Decision Authority

The Milestone Decision Authority (MDA) conducts the Milestone B review.  The MDA reviews the documents within 
the Milestone B Acquisition Decision Package including the Business Case, the proposed Acquisition Program Baseline 
(ABP), issues raised in the Component Acquisition Executive Compliance Memorandum, the independent risk 
assessment, and associated risk mitigation plan.  The MDA also reviews the Milestone A Acquisition Decision 
Memorandum (ADM) or the ADM Authorization to Proceed (for follow-on increments).  The MDA approves the 
updated Business Case along with the proposed APB and documents the Milestone B decision in an ADM.  The MDA 
can delegate decision authority at Milestone B for the increment based on program performance to date and risk.  The 
MDA retains rights to withdraw the delegated decision authority.  The MDA determination to delegate is documented 
in the Milestone B ADM.

Milestone B Acquisition Decision Package
Milestone B Recommendation Memorandum

home process back goals raci

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

The ADM - Milestone B is a regulatory requirement.

Acquisition Community Connection



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.3.11 Release Pending Capability Projects

Capability Project Release Memorandum

Interagency Program Office Program Manager

The Interagency Program Office Program Manager proposes the release of pending capability projects to the 
Interagency Program Office Deputy Director.  Released capability projects enter the Project Management 
Accountability System Planning phase.

Acquisition Decision Memorandum - Milestone B
Approved Milestone B Recommendation Memorandum

home process back goals raci

A map delineating the PMAS phases is available at ProPath System Development Life Cycle.
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IPO Acquisition Framework - Program Level: IAF-1.4 Complete Execution Phase Eng Development

IAF-1.4.1
Issue

Authority to Proceed

IAF-1.4.3
Transmit

Program Level 
Test Plan

IAF-1.4.5
Update

Charter and 
Business Case

MSC

home process back goals raci

IAF-1.4.6
Assemble 

Milestone C
Package

IAF-1.4.2
Implement

Maintenance 
Program

Requirements 
Met?

IAF-1.4.4
Evaluate

with Standards and 
Business Case

Yes

No

M

To: IAF-2.4.1
Submit Operational 
Readiness Reports



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.4.1 Issue Authority to Proceed

Approval to Proceed to Engineering Development

Milestone Decision Authority

Acquisition Community Connection

The Milestone Decision Authority issues the authority to proceed to the Engineering Development portion of the 
execution phase for the increment under development to the Interagency Program Office Director.  

Acquisition Decision Memorandum - Milestone B

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

home process back goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.4.2 Implement Maintenance Program

Maintenance Program

Interagency Program Office Program Manager

Acquisition Community Connection

The Interagency Program Office Program Manager, or designate, creates and implements a maintenance program for 
the increment under development.  The program design minimizes total life-cycle cost while achieving the increment 
readiness and sustainability objectives.

Approved Update of the Business Case

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

home process back goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.4.3 Transmit Program Level Test Plan

Program Level Test Plan

Interagency Program Office Program Manager

Acquisition Community Connection

Interagency Program Office Program Manager, or designate, develops and transmits the Program Level Test Plan to 
the Capability Project Managers.  The Program Level Test Plan provides the high level developmental and operational 
testing requirements for the increment that is consistent with the Program Charter and the most recent version of the 
Approved Business Case.   

Approved Update of the Business Case
Program Charter

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

home process back goals raci

The Capability Project Manager is responsible for the development of the capability specific test plan.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.4.4 Evaluate with Standards and Business Case

Testing Results Compliance Memorandum
Testing Results Variance Memorandum

Interagency Clinical Informatics Board

Acquisition Community Connection

The Interagency Clinical Informatics Board (ICIB) evaluates the testing results with the DoD Business Enterprise 
Architecture (BEA) and the One-VA Technical Reference Model (TRM) standards and the Business Case outcomes.  If 
the capability testing results are compliant with BEA and One-VA TRM and adhere to the Business Case outcomes, the 
ICIB documents the evaluation in a Testing Results Compliance memorandum.  If the capability testing results are not 
compliant with the architectural standards or does not adhere to the Business Case outcomes, the ICIB documents the 
evaluation findings in a Testing Results Variance Memorandum to the Interagency Program Office Program Manager 
and the Capability Project Manager. 

Approved Update of the Business Case
ESE Enterprise Testing Findings Report
Final ESE Testing Test Plan

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

home process back goals raci

The Final Enterprise Systems Engineering (ESE) Testing Plan and the ESE Enterprise Testing Findings Report are 
artifacts from the Independent Test and Evaluation process.

Within an increment, one or more individual capabilities may be cycling through testing and evaluation.

Business Architecture Enterprise (BEA)

One-VA Technical Reference Model (TRM)



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-MR1 Conduct Operational Test Readiness Review

Operational Test Readiness Review Report

Component Acquisition Executive

Acquisition Community Connection

The Component Acquisition Executive (CAE) conducts an Operational Test Readiness Review for each of the 
capabilities within the increment.  At each test readiness review, the CAE ensures that the impact of deviations and 
waivers is considered in the decision to proceed to the next Business Capability Lifecycle execution phase.  The review 
is documented in an Operational Test Readiness Review report.

Approved Update of the Business Case
ESE Enterprise Testing Findings Report
Final ESE Testing Test Plan
Testing Results Compliance Memorandum

Defense Acquisition Guidebook
Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

home process back goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.4.5 Update Charter and Business Case

Updated Business Case
Updated Program Charter

Interagency Program Office Program Manager

The Interagency Program Office Program Manager, or designate, updates the program charter and the business case 
based on Engineering Development phase outcomes.

Approved Update of the Business Case
Program Charter

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

home process back goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.4.6 Assemble Milestone C Package

Milestone C Review Package

Interagency Program Office Program Manager

The Interagency Program Office Program Manager assembles the required documentation for the Milestone C 
review.  The documentation package contains the updated Program Charter, the updated Business Case, the 
Operational Test Readiness Review Report, and the Testing Results Compliance Memorandum.

Operational Test Readiness Review Report
Testing Results Compliance Memorandum
Updated Business Case
Updated Program Charter

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

home process back goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-MSC Conduct Milestone C Review

Acquisition Decision Memorandum - Milestone C

Milestone Decision Authority

Acquisition Community Connection

The Milestone Decision Authority (MDA) conducts the Milestone C review.  The MDA reviews the documents within 
the Milestone C Review Package including the updated Program Charter, the updated Business Case, the Testing 
Results Compliance Memorandum and the Operational Test Readiness Review Report.  The MDA also reviews the 
Milestone B Acquisition Decision Memorandum (ADM) for conditions.  The MDA approves the documents in the 
review package and documents the Milestone C decision in the ADM.  

Milestone C Review Package

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating 
Change 1 12/09/2011

home process back goals raci

The ADM - Milestone C is a regulatory requirement.
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IPO Acquisition Framework - Program Level: IAF-1.5 Conduct Execution Phase Deployment

IAF-1.5.10
Issue

FDD ADM

IAF-1.5.4
Accept

Test Results and 
Recommendations

home process back goals raci

IAF-1.5.1
Issue

Milestone C ADM

IAF-1.5.2
Release

Capabilities for IOC
Testing

Capability 
Operational

Requirements 
Met?

IAF-1.5.5
Recommend

Capabilities Be 
Accepted

IAF-1.5.9
Ensure

Operability of 
DOTMLPF Solution

IAF-1.5.6
Declare

Capabilities Ready 
for IRB

FDD
Increment 

Requirements 
Met?

No
IAF-1.5.11

Declare
FD Achieved

IAF-1.5.12
Conduct

Increment 
Close-Out Review

FDD

Yes

IAF-1.5.3
Review

Test Results/Make 
Recommendations

IAF-1.5.8
Conduct

Material Solution 
Investment Review

Yes

No
IAF-1.5.7

Recommend
Material Solution 

Operability

To: IAF-2.7 
Conduct PMAS 
Closure Phase

To: IAF-2.6 
Execute

PMAS Active 
Implementation Phase

To: IAF-2.4
Execute

PMAS Active 
Development Phase

To: IAF-2.5 
Assess

PMAS Active 
Development Results



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.5.1 Issue Milestone C ADM

Acquisition Decision Memorandum - Approval to Proceed to Limited Fielding Phase

Milestone Decision Authority

Following the approval to proceed, no more than 18 months can elapse between contract or option award and the 
Full Deployment Decision (FDD) unless approved by the MDA and documented in the ADM. In no event shall FDD 
occur later than 5 years from when funds were first obligated for the program in accordance with section 811 of 
Public Law 109-364.

Acquisition Community Connection

The Milestone Decision Authority (MDA) provides the Approval to Proceed to the Limited Fielding Phase in an 
Acquisition Decision Memorandum (ADM) reflecting decisions from the Milestone C review. The MDA issues the 
ADM to the Interagency Program Office Director for capabilities built in the program increment.

Acquisition Decision Memorandum - Milestone C

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

home process back goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.5.2 Release Capabilities for IOC Testing

Increment Product Build for IOC Testing

Interagency Program Office Program Manager

Capabilities projects progress through the IOC testing process at various rates.  Based on the complexity and/or the 
need to test interactions with other capabilities, capabilities from more than one program increment can be active in 
IOC testing activities.  

The Interagency Program Office Program Manager releases the capabilities in the current program increment for 
inclusion in an integrated Increment Product Build for Initial Operating Capability (IOC) Testing. The Operational 
Test Readiness Review Report is used to confirm that the increment capabilities projects are ready to initiate the 
limited deployment in the integrated Electronic Health Record Platform and undergo Initial Operating Capability 
(IOC) Testing to determine the operational effectiveness and suitability.

Operational Test Readiness Review Report
System Engineering Plan
Testing Results Compliance Memorandum

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011

home process back goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.5.3 Review Test Results/Make Recommendations

Deployment and Suitability Recommendations
Lessons Learned

Interagency Program Office Program Manager

The Interagency Program Office Program Manager reviews the capabilities Initial Operational Test and Evaluation 
Results,  reviews capabilities Project Management Accountability System (PMAS) Milestone 2 Required Artifacts and 
capabilities PMAS MS2 Review Template for the current program increment to determine the operational effectiveness 
and suitability of the system. The Program Manager makes recommendations on how to proceed. Lessons learned are 
assembled to support full deployment. 

Capabilities Project Management Accountability System (PMAS) Milestone 2 Required Artifacts
Capabilities Project Management Accountability System (PMAS) MS2 Review Template 
Initial Operational Test and Evaluation Results

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011
Project Management Accountability System (PMAS) Guide

home process back goals raci



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.5.4 Accept Test Results and Recommendations

Endorsed Deployment and Suitability Recommendations

Interagency Clinical Informatics Board

The Interagency Clinical Informatics Board reviews the increment Business Case, the Deployment and Suitability 
Recommendations, and any Capabilities Project Management Accountability System (PMAS) Milestone 2 Required 
Artifacts or Initial Operational Test and Evaluation Results needed to make informed recommendations to the Health 
Executive Council. The Board reaches agreement on whether to endorse the Deployment and Suitability 
Recommendations.

Business Case
Capabilities Project Management Accountability System (PMAS) Milestone 2 Required Artifacts
Deployment and Suitability Recommendations
Initial Operational Test and Evaluation Results

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.5.5 Recommend Capabilities Be Accepted

Recommend Capabilities Initial Operating Capability Achieved

Interagency Clinical Informatics Board

Capabilities progress through the Initial Operational Capabilities (IOC) testing process at various rates.  Based on 
the complexity and/or the need to test interactions with other capabilities, capabilities from more than one program 
increment can be active in IOC testing activities. 

The Interagency Clinical Informatics Board (ICIB) compares the actual capabilities Initial Operational Test and 
Evaluation Results to the established performance goals as described in the Business Case and recommends the 
capabilities proven on the integrated Electronic Health Record Platform be accepted by the Health Executive 
Council. 

Business Case
Capabilities Project Management Accountability System (PMAS) Milestone 2 Required Artifacts
Initial Operational Test and Evaluation Results

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011
Project Management Accountability System (PMAS) Guide
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.5.6 Declare Capabilities Ready for IRB

Declaration of Initial Operating Capability (IOC) 

Interagency Clinical Informatics Board

Capabilities progress through the deployment process at various rates.  Based on the complexity and/or the need to 
verify interactions with other capabilities, capabilities from more than one program increment can be active in the 
deployment verification activities. 

The ProPath Release Process Milestone 2 Review contains the required PMAS artifacts.

PD PMAS Program Management Document Repository

The Interagency Clinical Informatics Board issues a written declaration that the capabilities in the program increment 
have achieved Initial Operating Capability (IOC) to the Investment Review Board (IRB), provides Actual 
Expenditures and performance data from the Project Management Accountability System (PMAS) Dashboard and 
informs the Health Executive Council that this action is complete.

Business Case
Capabilities Project Management Accountability System (PMAS) Milestone 2 Required Artifacts
Project Management Accountability System Dashboard Actual Expenditures

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011
Project Management Accountability System (PMAS) Guide

home process back goals raci

PMAS Dashboard



Description
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Artifacts 
Created

Responsible
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Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.5.7 Recommend Material Solution Operability

Recommended Acceptance of  Materiel Solution

Interagency Clinical Informatics Board

Following the approval to proceed, no more than 18 months can elapse between contract or option award and the Full 
Deployment Decision (FDD) unless approved by the Milestone Decision Authority and documented in the Acquisition 
Decision Memorandum In no event shall FDD occur later than 5 years from when funds were first obligated for the 
program in accordance with section 811 of Public Law 109-364.

The ProPath Project Closure Process Milestone 3 Review contains the required Project Management Accountability 
System artifacts.

The Interagency Clinical Informatics Board (ICIB) reviews the Submitted Project Management Accountability System 
Milestone 3 Required Artifacts at the end of all Active Implementation activities for the program increment. The 
recommended acceptance of the Materiel Solution occurs when all integrated capabilities for the program increment 
have met the conditions in the Business Case. The ICIB issues a recommendation to the Health Executive Council to 
accept the Materiel Solution.

Business Case
Submitted Project Management Accountability System Milestone 3 Required Artifacts

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011
Project Management Accountability System (PMAS) Guide
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Artifacts 
Created
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Role

Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.5.8 Conduct Material Solution Investment Review

Investment Review Findings

Health Executive Council 

Following the approval to proceed, no more than 18 months can elapse between contract or option award and the 
Full Deployment Decision (FDD) unless approved by the Milestone Decision Authority and documented in the 
Acquisition Decision Memorandum. In no event shall FDD occur later than 5 years from when funds were first 
obligated for the program in accordance with section 811 of Public Law 109-364.  

The Health Executive Council initiates a Investment Review for the program increment to ensure that the increment 
Capability Materiel Solution delivers all elements required by the Business Case.

Business Case
Capabilities Project Management Accountability System (PMAS) Milestone 3 Required Artifacts
Project Management Accountability System Dashboard Actual Expenditures

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011
Project Management Accountability System (PMAS) Guide
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Artifacts 
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Artifacts 
Created
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Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.5.9 Ensure Operability of DOTMLPF Solution 

Capability Materiel Solution Summary 
Recommendation on Solution Operability

Health Executive Council 

The Health Executive Council (HEC) assesses the performance of the capabilities to ensure that the Materiel Solution 
has achieved the planned program goals, including acceptable impacts to the Doctrine, Organization, Training, 
Materiel, Leadership and Education, Personnel, and Facilities (DOTMLPF) for the increment.  The HEC  provides an 
increment Capability Materiel Solution Summary and issues a recommendation based on findings and a confirmation 
that the objectives stated in the Problem Statement from the Business Case have been met.

Business Case
Capabilities Project Management Accountability System (PMAS) Milestone 3 Required Artifacts
Recommended Acceptance of  Capability Materiel Solution

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011
Project Management Accountability System (PMAS) Guide
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Artifacts 
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Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-FDD Conduct FDD Review 

Acquisition Decision Memorandum - Full Deployment Decision 

Milestone Decision Authority

Following the approval to proceed, no more than 18 months can elapse between contract or option award and the Full 
Deployment Decision (FDD) unless approved by the MDA and documented in the ADM. In no event shall FDD occur 
later than 5 years from when funds were first obligated for the program in accordance with section 811 of Public Law 
109-364.
The ProPath Project Closure Process Milestone 3 Review contains the required PMAS artifacts.

The Milestone Decision Authority (MDA) conducts a review of the documents within the materials to support a Full 
Deployment Decision (FDD) including the updated Business Case, the Capability Materiel Solution Summaries, 
Deployment and Suitability Recommendations, and the Initial Operating Capability Test Results.  The MDA also 
reviews the Milestone C Acquisition Decision Memorandum (ADM).  The MDA approves the recommendations 
supporting the FDD.  

Business Case
Capability Materiel Solution Summary 
Capabilities Project Management Accountability System (PMAS) Milestone 3 Required Artifacts
Deployment and Suitability Recommendations
Initial Operating Capability Test Results
Milestone C Acquisition Decision Memorandum
Recommended Acceptance of  Capability Materiel Solution
Recommendations on Solution Operability

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011
Project Management Accountability System (PMAS) Guide
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Role
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Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.5.10 Issue FDD ADM

Issued Acquisition Decision Memorandum - Full Deployment Decision

Milestone Decision Authority

No more than 18 months shall normally elapse between contract or option award and the Full Deployment Decision 
(FDD). In no event shall FDD occur later than 5 years from when funds were first obligated for the program in 
accordance with section 811 of Public Law 109-364.

The Milestone Decision Authority issues the Acquisition Decision Memorandum (ADM) to the Interagency Program 
Office Director to authorize the increment Capability Materiel Solution to proceed to the Full Deployment Phase of the 
execution.

Acquisition Decision Memorandum - Full Deployment Decision

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011
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Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.5.11 Declare Full Deployment Achieved

Declaration of Full Deployment

Health Executive Council 

No more than 18 months shall normally elapse between contract or option award and the Full Deployment Decision 
(FDD).  In no event shall FDD occur later than 5 years from when funds were first obligated for the program in 
accordance with section 811 of Public Law 109-364.

Project Management Accountability System Dashboard

The Health Executive Council (HEC) monitors the fielding of an increment as reported on the Project Management 
Accountability System Dashboard for operational use in accordance with the Business Case. When full deployment has 
been achieved, the HEC issues a declaration to the Interagency Program Office Program Manager. 

Business Case
Project Management Accountability System Dashboard Reporting for the Program

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011
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Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.5.12 Conduct Increment Close-Out Review 

Contract  Close Out 
Funds Reallocation 
Lessons Learned
Post-Implementation Review Report

Interagency Program Office Program Manager

Close out should occur within 30 days of the Declaration of Full Deployment.  Exceptions to the 30-day rule can only 
be granted by the Health Executive Council.

The Interagency Program Office Program Manager (PM) schedules a close-out review with the responsible Investment 
Review Board upon completion of the increment Full Deployment Phase. The review determines whether the 
investment has achieved the outcomes defined in the Business Case and results are documented in Post-
Implementation Review Report. The PM then completes all of the activities that are part of close-out, including 
terminating or closing out the contract, creating lessons learned, and reassigning personnel. The PM also coordinates 
the reallocation of any remaining program funds. 

Declaration of Full Deployment

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011
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Artifacts 
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Tools

Standards

More Info....

IPO Acquisition Framework - Program Level: IAF-1.6 Provide Execution Phase O & S

End of Life Disposal Plan
Updated Business Case

Functional Sponsor

When completed in ProPath, this sub-process, Provide Execution Phase O&S, will consist of several additional 
activities with associated artifacts.

The Functional Sponsor ensures support is provided for the Operations and Support (O & S) portion of the execution 
phase.  The Functional Sponsor implements the Lifecycle Sustainment Plan that translates business capability and 
performance requirements into a tailored product support to achieve specified and evolving lifecycle product support 
availability, maintainability, sustainability, reliability, and affordability parameters.  In addition, the Functional 
Sponsor conducts continuing reviews of sustainment strategies to compare performance with requirements.  The 
Business Case is adjusted as review deficiencies are identified to maintain required performance requirements.  At the 
end of the useful life, the Functional Sponsor develops and executes the End of Life Disposal Plan in accordance with 
statutory and regulatory requirements. 

Business Case
Full Deployment Declaration
Lifecycle Sustainment Plan

Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), Incorporating
   Change 1 12/09/2011
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IPO Acquisition Framework: IAF-2 Fulfill PMAS Capability Level Requirements

IAF-2.1
Initiate
 PMAS 

New Start Phase

IAF-2.2
Conduct
PMAS 

Planning Phase

IAF-2.3
Conduct
PMAS

Provisioning  Phase

IAF-2.6
Conduct 

PMAS Active 
Implementation 

Phase

home process goals raci

IAF-2.4
Conduct 

PMAS Active 
Development Phase

IAF-2.7
Conduct
PMAS

Closure Phase

IAF-2.5
Assess

PMAS Active 
Development 

Results

http://vaww.oed.wss.va.gov/process/Library/propath_process_home.pdf
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IPO Acquisition Framework - Capability Level: IAF-2.1 Initiate PMAS New Start Phase

 To: PRI 
Project Initiation 

Process

IAF-2.1.1
Provide

Capability Initiation 
Authority

IAF-2.1.2
Submit

PMAS MS 0 
Documentation

home process back goals raci

 From: ICRM-10.5
Notify

IPO Deputy Director



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Capability Level: IAF-2.1.1 Provide Capability Initiation Authority

Authorization to Proceed to the ProPath Project Initiation Process

Interagency Program Office Deputy Director

The Interagency Program Office (IPO) Deputy Director issues the Authorization to Proceed to the ProPath Project 
Initiation Process for one or more capability projects in an increment.  The ProPath Project Initiation process is utilized 
and culminates in the Project Management Accountability System (PMAS) Milestone 0 review.

Approved Business Justification Package

home process back goals raci

The IPO utilizes the Business Justification Package to capture business requirements in lieu of the Business 
Requirements Document referenced in the Project Initiation process.

For IPO capabilities projects, the IPO Deputy Director is the PMAS milestone approval authority.

Project Management Accountability System (PMAS) Guide
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Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Capability Level: IAF-2.1.2 Submit PMAS MS 0 Documentation

Submitted Project Management Accountability System Milestone 0 Action Items and Observations
Submitted Project Management Accountability System Milestone 0 Required Artifacts
Submitted Project Management Accountability System MS0 Review Template

Capability Project Manager

The Capability Project Manager submits the Project Management Accountability System (PMAS) Milestone (MS) 0 
documentation to the Interagency Program Office (IPO) Program Manager verifying the capability has successfully 
completed the Project Initiation process.  The documentation includes the PMAS Milestone 0 Action Items and 
Observations, the Milestone 0 Required Artifacts and the MS0 Review Template.

Project Management Accountability System Milestone 0 Action Items and Observations
Project Management Accountability System Milestone 0 Required Artifacts
Project Management Accountability System MS0 Review Template

home process back goals raci

After the MS 0 decision to proceed, each capability requires IPO Deputy Director approval prior to entering the 
ProPath Project Planning process.

Project Management Accountability System (PMAS) Guide
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IPO Acquisition Framework - Capability Level: IAF-2.2 Conduct PMAS Planning Phase

 To: PRP 
Project Planning 

Process

IAF-2.2.1
Provide

Capability Planning 
Authority

IAF-2.2.2
Submit

PMAS MS 1 
Documentation

home process back goals raci

From: IAF-1.3
Develop Execution 

Phase Prototype 
Solutions



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Capability Level: IAF-2.2.1 Provide Capability Planning Authority

Authorization to Proceed to the ProPath Project Planning Process

Interagency Program Office Deputy Director

The Interagency Program Office (IPO) Deputy Director authorizes capability level planning efforts for one or more of 
the capability projects.  The ProPath Project Planning process is used to complete the planning phase that culminates 
in the Project Management Accountability System (PMAS) Milestone 1 review.

Capability Project Release Memorandum

home process back goals raci

For IPO capabilities projects, the IPO Deputy Director is the PMAS milestone approval authority.

Project Management Accountability System (PMAS) Guide
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Artifacts 
Created
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Tools

Standards

More Info....

IPO Acquisition Framework - Capability Level: IAF-2.2.2 Submit PMAS MS 1 Documentation

Submitted Project Management Accountability System Milestone 1 Action Items and Observations
Submitted Project Management Accountability System Milestone 1 Required Artifacts for Active State
Submitted Project Management Accountability System MS1 Review Template

Capability Project Manager

The Capability Project Manager submits the Project Management Accountability System (PMAS) Milestone (MS) 1 
documentation to the Interagency Program Office Program Manager verifying the capability project has successfully 
completed the Project Planning process.  The documentation includes the completed PMAS MS1 Review Template, 
the Milestone 1 Action Items and Observations, updated PMAS Dashboard, and the Required PMAS Artifacts for 
Active State.

Project Management Accountability System Milestone 1 Action Items and Observations
Project Management Accountability System Milestone 1 Required Artifacts for Active State 
Project Management Accountability System MS1 Review Template 

home process back goals raci

Project Management Accountability System (PMAS) Guide

PD PMAS Program Management Document Repository

The PMAS Dashboard should be updated regularly and at least monthly when the capability project is in an Active 
State. 

PMAS Dashboard
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IPO Acquisition Framework - Capability Level: IAF-2.3 Conduct PMAS Provisioning Phase

IAF-2.3.1
Select

Capability 
Development Team

IAF-2.3.3
Publish

Request for 
Proposal

home process back goals raci

IAF-2.3.4
Review

Proposal Responses

IAF-2.3.2
Publish

Request for 
Information

IAF-2.3.5
Select

Proposal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Capability Level: IAF-2.3.1 Select Capability Development Team

Interagency Program Office Program Manager

The Interagency Program Office Program Manager along with the Capability Project Manager oversees the process for 
the selection of a capability development team.  

Authorization to Proceed to the ProPath Project Planning Process

home process back goals raci

Capability Team Assignments
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Artifacts 
Created

Responsible 
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Tools

Standards

More Info....

IPO Acquisition Framework - Capability Level: IAF-2.3.2 Publish Request for Information

Request For Information

Capability Project Manager

Utilizing the most recent version of the Business Case and the approved Business Justification Package for the 
capability being developed, the Capability Project Manager, or designee, prepares and publishes a Request for 
Information (RFI) for distribution to prospective vendors.  The Capability Project Manger responds to vendor 
inquiries and catalogues the RFI responses.

Approved Business Justification Package
Business Case

home process back goals raci
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Artifacts 
Created

Responsible 
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Tools

Standards

More Info....

IPO Acquisition Framework - Capability Level: IAF-2.3.3 Publish Request for Proposal

Request For Proposal

Capability Project Manager

Utilizing the responses to the Request for Information, the Capability Project Manager, or designee, prepares and 
publishes a Request for Proposal (RFP) for distribution to prospective vendors.  The Capability Project Manager 
responds to vendor inquiries and catalogues the RFP responses.

Request For Information
Vendor Responses to Request for Information

home process back goals raci
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Capability Level: IAF-2.3.4 Review Proposal Responses

Prioritized Proposal Response Summary

Capability Project Manager

The Capability Project Manager leads the proposal review process.  The Capability Project Manager provides active 
oversight to the review team as respective proposals are reviewed and scored.  The Capability Project Manager 
assembles a prioritized summary of the responses for submittal to the Interagency Program Office Program 
Manager.   

Request For Proposal
Vendor Responses to Request for Proposal

home process back goals raci
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Artifacts 
Created

Responsible 
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Tools

Standards

More Info....

IPO Acquisition Framework - Capability Level: IAF-2.3.5 Select Proposal

Selected Capability Proposal

Interagency Program Office Program Manager

The Interagency Program Office (IPO) Program Manager working with the IPO leadership selects the most responsive 
proposal.  The IPO Program Manger utilizes the Prioritized Proposal Response Summary and the Request for 
Proposal along as well as interactions with the Capability Project Manager and other key Subject Matter Experts as the 
primary input into the selection decision.  

Prioritized Proposal Response Summary
Request for Proposal

home process back goals raci
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IPO Acquisition Framework - Capability Level: IAF-2.4 Conduct PMAS Active Development Phase

To: ITE
Independent Test 
and Evaluation

Process

To: BLD
Product Build

Process

 To: TST 
Test Preparation 

Process
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Development 
Required?

Yes

No

IAF-2.4.1
Submit

Operational 
Readiness Reports



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Capability Level: IAF-2.4.1 Submit Operational Readiness Report

Submitted Operational Test Readiness Review Report

Capability Project Manager

The Capability Project Manager submits the Operational Test Readiness Review Report to the Interagency Program 
Office Program Manager. This signifies that the capability delivered is a functional component that can be released to 
the end user and signifies that the planned Active Development is complete.  

Operational Test Readiness Review Report

home process back goals raci

Project Management Accountability System (PMAS) Guide
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IPO Acquisition Framework - Capability Level: IAF-2.5 Assess PMAS Active Development Results

From:  REL-2.6 
Obtain 
Finished 

Operational 
Acceptance Plan
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        To: REL-1
Conduct

Initial Operating 
Capability 
Activities

IAF-2.5.1
Submit

PMAS MS 2 
Documentation

 To: IAF-1.5.3
Review

Test Results/Make 
Recommendations



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Capability Level: IAF-2.5.1 Submit PMAS MS 2 Documentation

Submitted Project Management Accountability System Milestone 2 Action Items and Observations
Submitted Project Management Accountability System Milestone 2 Required Artifacts for Active Implementation State 
Submitted Project Management Accountability System MS2 Review Template 

Capability Project Manager

The Capability Project Manager submits the Project Management Accountability System (PMAS) Milestone (MS) 2 
documentation to the Interagency Program Office Program Manager verifying the capability has successfully 
completed the Project Planning process.  The documentation includes the completed PMAS MS2 Review Template, 
the Milestone 2 Action Items and Observations, updated PMAS Dashboard, and the Required PMAS Artifacts for 
Active Implementation State.

Project Management Accountability System Milestone 2 Action Items and Observations
Project Management Accountability System Milestone 2 Required Artifacts for Active Implementation State 
Project Management Accountability System MS2 Review Template 

home process back goals raci

Project Management Accountability System (PMAS) Guide

PMAS Dashboard
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IPO Acquisition Framework - Capability Level: IAF-2.6 Conduct PMAS Active Implementation Phase

 To: REL-3.3 
Verify Final 

Configuration
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IAF-2.6.1
Submit

PMAS MS 3 
Documentation

From: REL-3.6
Send Notification 

of Successful 
Release

  To: PRC-MS3
Conduct

Milestone 3
Review

From: IAF-1.5.5
Submit

IOC Declaration 
to IRB

To: IAF-1.5.7
Recommend

Material Solution 
Operability



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Capability Level: IAF-2.6.1 Submit PMAS MS 3 Documentation

Submitted Project Management Accountability System Milestone 3 Required Artifacts
Submitted Project Management Accountability System MS 3 Review Template 
Updated Lessons Learned Report

Capability Project Manager

The Capability Project Manager submits the Project Management Accountability System (PMAS) Milestone (MS) 3 
documentation to the Interagency Program Office Program Manager verifying the capability has successfully 
completed Active Development.  The documentation includes the completed and signed PMAS MS 3 Review 
Template, the PMAS Milestone 3 Action Items and Observations, and the required Milestone 3 Required Artifacts.

Lessons Learned Report
Milestone 3 Action Items and Observations
Project Management Accountability System Milestone 3 Required Artifacts
Project Management Accountability System MS 3 Review Template

home process back goals raci

Project Management Accountability System (PMAS) Guide

The ProPath Project Closure Process Milestone 3 Review contains the required PMAS milestone artifacts.
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IPO Acquisition Framework - Capability Level: IAF-2.7 Conduct PMAS Closure Phase
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IAF-2.7.1
Submit

PMAS MS 4
Documentation

 To: PRC-4 
Close

Project

   From: IAF-1.5.12
 Conduct
Increment

Close-Out Review



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

IPO Acquisition Framework - Capability Level: IAF-2.7.1 Submit PMAS MS 4 Documentation

Updated Lessons Learned Report

Capability Project Manager

The Capability Project Manager ensures that the Lessons Learned Report has been updated and submits the required 
Project Management Accountability System (PMAS) Milestone (MS) 4 documentation to the Interagency Program 
Office Program Manager signifying project closure actions have been accomplished and the Post Implementation 
Review has been completed. 

Lessons Learned Report
Post Implementation Review Report

home process back goals raci

Project Management Accountability System (PMAS) Guide
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Start Subsequent Increment

SSI-10
Communicate

PMAS Approval
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SSI-3 
Prepare

Required Artifacts

SSI-2
Release

Planning Funds

SSI-1
Update

Project Charter

SSI-5
Determine

Execution Funds 
Available 

 SSI-6 
Verify

PMAS Readiness

 SSI-7
Conduct

PMAS Readiness 
Review

SSI-9
Approve

Funding for
Increment Execution

SSI-8
Conduct

OOR PMAS
Readiness Review

SSI-4
Perform 

Testing Intake 
Assessment 

MS1



Start Subsequent Increment

Goals 

home process raci

The goals of Start Subsequent Increment include: 

To obtain PMAS approval 
To perform Testing Intake Assessment 

PMAS:
Providing documented evidence whether or not the PM believes the project has met the requirements of the 
increment deliverable
Providing documented evidence whether or not the Release Manager has verified that the infrastructure is in place 
or funded to implement the increment deliverable
Providing documented evidence whether or not the Customer has accepted the increment deliverable
Providing documented evidence of the timeliness of the increment deliverable
Integrating Enterprise Systems Engineering (ESE) into the updated project schedule to mitigate risk associated 
with the testing activities

Testing Intake Assessment: 
Integrating ESE Testing and Release Management into the updated project schedule to mitigate risks associated

          with the deployment of the software deliverable into a production environment

�

�

�

�

�

�

�

�

�

�

Description

Start Subsequent Increment is the process by which incremental deliverables are released to the Customer.  An 
incremental deliverable includes software products, applications, or systems.  The Customer accepts the deliverable 
by way of the Customer Acceptance Form which can be found in the Customer Acceptance Criteria Plan.   
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SSI-1 Update Project Charter R A

SSI-2 Release Planning Funds R A

SSI-3.1 Revise Required Artifacts R A

SSI-3.2.1 Create Risk Log R A

SSI-3.2.2 Create Acceptance Criteria Plan R A

SSI-3.3 Prepare Release Planning Artifacts R A

SSI-4.1 Submit Intake Assessment Form R A

SSI-4.2 Perform CARA Analysis R A
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R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back
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SSI-4.3 Update Project Schedule R A

SSI-4.4 Submit Workload Forecast R A

SSI-4.5 Update ESE Master Testing Workload 
Forecast R A

SSI-5 Determine Execution Funds Available R A

SSI-6 Verify PMAS Readiness R A

SSI-7 Conduct PMAS Readiness Review R A

SSI-8 Conduct OOR PMAS Readiness Review R A

SSI-9 Approve Funding for Increment 
Execution R A

SSI-MS1 Conduct Milestone 1 Review R

SSI-10 Communicate PMAS Approval R A



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-1 Update Project Charter 

Project Manager

The Project Manager updates the existing Project Charter to include revised scope, etc.  The updated Project Charter is 
signed by the Business Sponsor, Program Manager, Project Manager, and Integrated Project Team (IPT) Chair.

Updated Project Charter

Project Charter

home process goals raci

PD PMAS Program Management Document Repository
Work Information Tracking System

ETA Compliance Criteria
PMAS Guide

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-2 Release Planning Funds

Information Technology Resource Manager (ITRM)

The Information Technology Resource Manager (ITRM) works with the Program Manager to determine if Planning 
Funds are available per the OIT Operating Plan. Once this determination is complete, the ITRM notifies the Program 
Manager that the Release Planning Funds are available and are approved for use in the Planning Phase of the project. 

Notification of Release - Planning Funds

PMAS Guide

OIT Operating Plan

home process goals raci

PD PMAS Program Management Document Repository
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Start Subsequent Increment: SSI-3 Prepare Required Artifacts  

SSI-3.2
Create

Required 
Incremental Artifacts 

SSI-3.1
Revise

Required Artifacts 

home process goals raci

SSI-3.3
Prepare 

Release Planning 
Artifacts 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-3.1 Revise Required Artifacts

Project Manager

The Project Manager reviews all previously created PMAS required project documentation and revises the artifacts as 
needed.  The Project Manager informs the Program Manager when this effort has been completed.

racigoalsbackprocesshome

PD PMAS Program Management Document Repository
Work Information Tracking System

Acquisition Strategy 
Contract Information Sheet  
Confirmation of Release Requirements/Artifacts (ProPath)
Enterprise Project Structure (EPS) (process only)  
Operational Acceptance Plan 
Outcome Statement 
Product Evaluation and Decision Analysis Plan 
  (if applicable)

Project Management Plan 
Project Schedule 
Requirements Specification Document 
Submitted Acquisition Package 
  (Virtual Office of Acquisition - VOA)
System Design Document or 
  Assumptions Verifier Letter (AVL) in lieu of SDD

Revised Acquisition Strategy 
Revised Contract Information Sheet  
Revised Confirmation of Release Requirements/Artifacts 
  (ProPath)
Revised Enterprise Project Structure (EPS)  
Revised Operational Acceptance Plan 
Revised Outcome Statement 
Revised Product Evaluation and Decision Analysis Plan 
  (if applicable)

Revised Project Management Plan 
Revised Project Schedule 
Revised Requirements Specification Document 
Revised Submitted Acquisition Package (Virtual
  Office of Acquisition - VOA)
System Design Document or 
  Assumptions Verifier Letter (AVL) in lieu of SDD

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
PMAS Guide
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Start Subsequent Increment: SSI-3.2 Create Required Incremental Artifacts  

SSI-3.2.2
Create

Acceptance
Criteria Plan 

SSI-3.2.1
Create

Risk Log 

racigoalsbackprocesshome



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-3.2.1 Create Risk Log

racigoalsbackprocesshome

The Project Manager documents the risks for the current increment that may have an impact on the project's cost, 
schedule, or performance. 

Project Charter
Stakeholder Request

Risk Log

Project Manager 

IBM Rational ClearQuest ®
PD PMAS Program Management Document Repository
Work Information Tracking System

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
PMAS Guide



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-3.2.2 Create Acceptance Criteria Plan 

racigoalsbackprocesshome

The Project Manager creates the Acceptance Criteria Plan for the current increment. This document contains the 
mutually agreed to criteria by which the system will be accepted by the customer at each increment. Per the direction 
of the Chief Information Officer (CIO), each software development project increment must contain working code that 
is manifested to the end user. This manifestation can be in infrastructure code that is delivered to the end customer but 
not physically visible to the end customer or can be manifested in code that is physically visible to the end customer. If 
this is an operations project or Commercial-Off-The-Shelf (COTS) implementation project, the increment must deliver 
some functionality to the user.  A new acceptance criteria plan is required for each increment.

In addition to the mutually agreed criteria for which the system is to be accepted, the Acceptance Criteria Plan also 
contains the Customer Acceptance Form, a template for which key stakeholders acknowledge formal acceptance of the 
increment deliverable. This form is only to be completed at the end of the increment cycle upon the signature of the 
three key stakeholders (Project Manager and Customer).

Business Requirements Document
Project Charter
Requirements Specification Document

Acceptance Criteria Plan 

Project Manager

PMAS Guide

PD PMAS Program Management Document Repository
Work Information Tracking System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-3.3 Prepare Release Planning Artifacts 

Project Manager

The Project Manager registers the planned increment release with the ESE Release Office, following the procedures 
outlined on the ESE Release Office site: http://vaww.eie.va.gov/lifecycle/RM/default.aspx. The Project Manager 
updates any of the Release Planning Artifacts listed below, if necessary.

racigoalsbackprocesshome

Contingency Plan
Disaster Recovery Plan 
Operational Acceptance Plan 
Service Level Agreements

Release Registration
Updated Contingency Plan
Updated Disaster Recovery Plan 
Updated Operational Acceptance Plan 
Updated Service Level Agreements

ETA Compliance Criteria
SDE End-to-End Project Flow - Support Details
ESE Release Office site

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.
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Start Subsequent Increment: SSI-4 Perform Testing Intake Assessment 

SSI-4.2
Perform

CARA Analysis 

SSI-4.3
Update 

Project Schedule

SSI-4.1
Submit  

Intake Assessment 
Form 

SSI-4.4
Submit 

Workload Forecast

SSI-4.5
Update

ESE Master Testing 
Workload Schedule 
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-4.1 Submit Intake Assessment Form  

Current Concept of Operations (CONOPS)
Current Requirements Specification Document 
Current System Design Document 

Testing Intake Assessment Form

Project Manager  

IBM Rational ClearCase ®
IBM Rational ClearQuest®

The Project Manager submits the Project Testing Intake Assessment Form. The Intake Assessment form captures key 
data necessary to perform the Criticality Analysis and Risk Assessment (CARA.) The data is also used by various 
stakeholders for planning purposes. The Project Manager completes the Enterprise System Engineering (ESE) Testing 
Intake form immediately following the formal review of the Requirements Specification Document (RSD), System 
Design Document (SDD), or the Concept of Operations (CONOPs).  

racigoalsbackprocesshome

Testing Intake Assessment web site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-4.2 Perform CARA Analysis 

Current Concept of Operations (CONOPS)
Current Requirements Specification Document 
Current System Design Document 
Testing Intake Assessment Form

ESE Risk Analysis and Testing Scope Report (RATSR)
Software Testing Scope Report

ESE Analyst 

The Enterprise Systems Engineering (ESE) Analyst performs risk based assessment (Criticality Analysis and Risk 
Assessment (CARA)) of requirements outlined in the Requirements Specification Document (RSD) and specifications 
outlined in the System Design Document (SDD). This assessment prescribes what type of testing service will be 
performed on the project during ESE Testing and the timeline required for the effort. 

racigoalsbackprocesshome

Standardized Risk-Based Approach to Testing  



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-4.3 Update Project Schedule  

ESE Risk Analysis and Testing Scope Report (RATSR)
Project Schedule 

Updated Project Schedule 

Project Manager  

The Project Manager updates the Project Schedule.  Once the Project Manager reviews the results from the Enterprise 
Systems Engineering (ESE) Risk Analysis and Testing Scope Report (RATSR), the Project Manager reviews and makes 
any necessary changes to the Project Schedule. 

racigoalsbackprocesshome



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-4.4 Submit Workload Forecast

ESE Risk Analysis and Testing Scope Report (RATSR)
Updated Project Schedule

Completed Workload Forecast Form 

Project Manager  

Workload Forecasting web site

The Project Manager uses the project's updated schedule to provide key project, testing, and release management 
related dates in the workload forecast form.
  
These dates are used by Enterprise System Engineering (ESE), Release Management, and other stakeholders to update 
their own schedules to accommodate the project's schedule. 

racigoalsbackprocesshome



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-4.5 Update ESE Master Workload Testing Schedule 

Preliminary Release Management and ESE Testing Schedule 
Workload Forecast Form 

Updated ESE Testing Master Workload Forecast Form 

ESE Analyst  

The Enterprise Systems Engineering (ESE) Analyst updates the ESE Testing Master Workload Schedule with the 
changes that were submitted by the Project Manager to the PM's Project Schedule.  

racigoalsbackprocesshome



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-5 Determine Execution Funds Available 

Budget Operating Plan

Notification of Availability - Execution Funds

PMAS Guide
SDE End-to-End Project Flow - Support Details

Information Technology Resource Manager

Information Technology Resource Manager (ITRM) works with the Program Planning & Oversight to determine if 
Execution Funds are available per the Budget Operating Plan. Once this determination is complete, representation 
within Program Plans & Oversight notifies the Program Manager that the Execution Funds are available to fund the 
increment development and delivery.  

home process goals raci

PD PMAS Program Management Document Repository
Work Information Tracking System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-6 Verify PMAS Readiness 

Project Manager

The Project Manager ensures all Project Management Accountability System (PMAS) required project and increment 
documentation have been updated or completed, approved, and posted on the PMAS portal. The Project Manager 
prepares the MS1 Reviews Template and informs the Program Manager when the increment is ready for PMAS 
approval.

home process goals raci

PD PMAS Program Management Document Repository
Work Information Tracking System

Acceptance Criteria Plan 
Acquisition Strategy (if applicable) 
Contract Information Sheet  
Confirmation of Release Requirements/Artifacts
   (ProPath)
Enterprise Project Structure (EPS) 
Operational Acceptance Plan 
Outcome Statement

Product Evaluation and Decision Analysis Plan
   (if applicable)
Project Management Plan 
Project Schedule 
Requirements Specification Document 
Risk Log or Risk Register 
System Design Document (SDD) or Assumptions Verifier
   Letter (AVL) in lieu of SDD

The MS1 Review Template can be found at the PMAS Business Office Web site.

MS1 Review Template

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria 
for a product or product release.

ETA Compliance Criteria
PMAS Guide



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-7 Conduct PMAS Readiness Review

PMAS Readiness Formal Review Results
Updated MS1 Review Template

Program Manager

The Program Manager reviews all project and increment documentation to determine if the project is ready to present 
information to the Assistant Secretary Information Technology (AS/IT) or designee for a Milestone 1 Review.

home process goals raci

PD PMAS Program Management Document Repository
Work Information Tracking System

Acceptance Criteria Plan 
Acquisition Strategy (if applicable) 
Contract Information Sheet 
Enterprise Project Structure (EPS) 
MS1 Review Template
Operational Acceptance Plan
Outcome Statement

Product Evaluation and Decision Analysis (if applicable) 
Project Management Plan 
Project Schedule 
Requirements Specification Document 
Risk Log or Risk Register 
System Design Document (SDD) or Assumptions Verifier
   Letter (AVL) in lieu of the SDD

ETA Compliance Criteria
PMAS Guide
SDE End-to-End Project Flow - Support Details

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for 
a product or product release.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-8 Conduct OOR PMAS Readiness Review

Acceptance Criteria Plan 
Acquisition Strategy (if applicable) 
Contract Information Sheet 
Enterprise Project Structure (EPS) 
MS1 Review Template
Operational Acceptance Plan 
Outcome Statement 

Updated MS1 Review Template

Office of Responsibility 

The appropriate Office of Responsibility (OOR) reviews all project and increment documentation to determine if the 
project is ready for presentation to the Assistant Secretary Information Technology (AS/IT) or designee.  

The appropriate OOR provides a recommendation to the AS/IT regarding the project’s readiness to enter PMAS or 
guidance to the Program Manager on the project’s deficiencies. 

home process goals raci

PD PMAS Program Management Document Repository
Work Information Tracking System

Product Evaluation and Decision Analysis (if applicable) 
PMAS Readiness Formal Review Results 
Project Management Plan 
Project Schedule 
Requirements Specification Document 
Risk Log or Risk Register 
System Design Document (SDD) or Assumptions Verifier Letter
   (AVL) in lieu of the SDD

ETA Compliance Criteria
PMAS Guide

The Enterprise Technical Architecture Compliance Criteria document establishes minimum compliance criteria for 
a product or product release.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-9 Approve Funding for Increment Execution

Information Technology Resource Manager

The Information Technology Resource Manager (ITRM) reviews the MS1 Review Template provided by the Project 
Manager, approves funding for increment execution and assigns the initial project increment number for budget 
control. 

The increment’s six month clock starts with the release of the project increment number by the ITRM, who will in turn 
prepare a certification letter to Congress as to the readiness of releasing increment execution funds.

MS1 Review Template

Approved Funding
Updated MS1 Review Template

home process goals raci

PD PMAS Program Management Document Repository
Work Information Tracking System

PMAS Guide



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-MS1 Conduct Milestone 1 Review

MS1 Review Template 
PMAS Readiness Formal Review Results 

Updated Lessons Learned Report
Updated PMAS Dashboard
Updated Project Schedule

Assistant Secretary Information Technology (AS/IT) 

The Assistant Secretary Information Technology (AS/IT) or designee reviews the project and provides formal 
notification that work may continue on the subsequent project increment.

In addition, the Project Manager ensures that lessons learned are updated by the project team members.

PMAS requires the following artifacts to exit the Planning State.  However, each should be revisited/reviewed 
during subsequent increment Milestone 1 Reviews:

racigoalsprocesshome

ETA Compliance Criteria
PMAS Guide
ProPath Reviews Guide
Quality Assurance Standard  

PD PMAS Program Management Document Repository
Work Information Tracking System

Send Milestone 1 Review requests to email address: VAPMASReviews@va.gov.  

Acceptance Criteria Plan 
Acquisition Strategy 
Contract Information Sheet  
Confirmation of Release Requirements/Artifacts (ProPath)
Enterprise Project Structure (EPS) (process only)  
Operational Acceptance Plan 
Outcome Statement
Product Evaluation and Decision Analysis Plan (buy-only)

Project Management Plan 
Project Schedule 
Requirements Specification Document 
Risk Log or Risk Register 
Submitted Acquisition Package (Virtual Office of
   Acquisition - VOA)
System Design Document or Assumptions Verifier
   Letter (AVL) in lieu of SDD



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Start Subsequent Increment: SSI-10 Communicate PMAS Approval

Milestone 1 Action Items & Observations

Office of Responsibility

The appropriate office of responsibility notifies the specified groups of the project's approval to permit the increment 
to proceed under PMAS. This includes the following groups:

Applicable OOR Program Management Staff 
Architecture, Strategy and Design 
Business Sponsor 
Program Planning and Oversight 

�

�

�

�

PMAS Guide

home process goals raci

Updated Milestone 1 Action Items & Observations

PD PMAS Program Management Document Repository
Work Information Tracking System
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Health Professions Trainees On/Off-Boarding  

TONB-2
Complete

On-Boarding

TONB-1
Prepare

for 
On-Boarding

TONB-3
Monitor

and Control
Access

TONB-4
Complete

Off-Boarding
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 Health Professions Trainees On/Off-Boarding 
home process raci

The Health Professions Trainees On/Off-Boarding (TONB) process describes the activities to obtain access to VA networks, facilities, and 
equipment by completing background investigations and required training; and if needed, obtaining Government Furnished Equipment with 
appropriate software. After initial on-boarding, the process also establishes the framework for consistently ensuring that all Health Professions 
Trainees (HPT) have the proper access necessary to perform the role they are assigned and that they continue to meet those minimum 
requirements necessary to support granting the access. The TONB process complies with the federal acquisition, security and privacy regulations. 

Description

An Office of Information Technology Master Glossary provides further descriptions for terminology used in the TONB process. 

Goals
The goal of the TONB process is to establish the set of activities required to provide, monitor, control, and remove an HPTs access to VA
systems, equipment, and facilities as appropriate to meet the needs of the VA.

Specific goals include:
Completing required background investigation including the Special Agreement Check (SAC) for fingerprinting
Reviewing and accepting VA Rules of Behavior
Obtaining access to the Talent Management System
Documenting the required information security and privacy training to access the VA network
Receiving Government Furnished Equipment with needed software
Accessing the VA network and establishing remote VA network access as required
Obtaining VA identification and access to VA facilities
Monitoring and verifying successful completion of annual security training requirements
Monitoring and verifying successful adjudication of SAC, National Agency Check with Inquiries (NACI), Minimum Background Investigation 
(MBI), or Background Investigation (BI) as appropriate to the role
Granting or withdrawing access based upon meeting or failing to meet requirements, initiate personnel actions as necessary
Notifying appropriate management personnel of access changes required based upon clearance adjudications or failure to meet requirements
Ensuring recovery of identity badges, Personal Identity Verification (PIV) cards, keys and other access granting items are recovered before the 
HPT departs from the VA
Ensuring access to Public Key Infrastructure (PKI), as applicable
Ensuring recovery of all government furnished equipment (desktops, laptops, smart phone, printers, faxes, etc.) and other government 
property are properly recovered and transferred to the appropriate office in the VA within 24 hours if the HPT departs from the VA
Ensuring that clearance through appropriate physical security personnel occurs
Ensuring all system access privileges and network access are terminated
Ensuring that all appropriate personnel actions are initiated and documented and notifications are made

�

�
�
�
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�
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R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals next
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TONB-1.1 Identify Security Requirements R C A

TONB-1.2 Initiate Fingerprinting R A

TONB-1.3 Distribute On-Boarding Packet R A

TONB-1.4.1 Submit Information R A

TONB-1.4.2 Obtain Fingerprints R A

TONB-1.4.3 Process Fingerprints A R

TONB-1.4.4 Process Special Agreement 
Check Report A R

TONB-1.4.5 Receive Special Agreement 
Check Report A R
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R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back next
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TONB-1.5 Review HPT Training 
Information R A

TONB-1.6 Identify HPT Screening Needs R A

TONB-1.7 Review HPT HR Information A R

TONB-1.8 Perform Additional HPT 
Screening A R

TONB-1.9 Adjudicate HPT Information A R

TONB-1.10 Notify Sponsoring Entity of 
Unfavorable Candidate R A

TONB-1.11 Notification of 
Recommendation R A

TONB-2.1 Signoff TQCVLs A R



Health Professions Trainees On/Off-Boarding RACI Chart - 3

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back next
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TONB-2.2 Determine of BI Requirements R A

TONB-2.3 Send Appointment Letter to 
WOC Trainees R A

TONB-2.4 Enter Into PAID R A

TONB-2.5.1 Complete Self Certification of 
Continuous Service R A

TONB-2.5.2 Request Review R A

TONB-2.5.3 Upload Self Certification of 
Continuous Service Document A R

TONB-2.5.4 Conduct Reciprocity 
Applicability Review A R

TONB-2.5.5 Request Background 
Investigation A R
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R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back next
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TONB-2.5.6 Prepare Background 
Investigation R A

TONB-2.5.7 Receive and Forward 
Documents R A

TONB-2.5.8 Prepare Documents for Security 
and Investigations Center A R

TONB-2.5.9 Request e-QIP Questionnaire 
Completion A R

TONB-2.5.10 Submit Completed e-QIP R A

TONB-2.5.11 Upload Required Documents R

TONB-2.5.12 Submit Signature Pages A R

TONB-2.5.13 Send Certificate of Eligibility A R
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R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back next
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TONB-2.6.1 Request Initial Network Access R A

TONB-2.6.2 Review Initial Network Access A R

TONB-2.6.3 Review Request A R

TONB-2.6.4 Establish Initial Network Access A R

TONB-2.6.5 Create Remote Access Account A R

TONB-2.6.6 Access Network R A

TONB-2.7.1 Request PIV/Non-PIV Card R A

TONB-2.7.2 Determine if Soft Certificate 
Necessary R A
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R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back next
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TONB-2.7.3 Schedule PIV/Non-PIV 
Appointment R A

TONB-2.7.4 Initiate Soft Certificate R A

TONB-2.7.5 Provide Soft Certificate 
Information R A

TONB-2.7.6 Add to Auto Enroll Security 
Group A R

TONB-2.7.7 Submit Soft Certificate Request R A

TONB-2.7.8 Obtain Soft Certificate R A

TONB-2.7.9
Configure E-mail Client for 
Soft Certificate R A

TONB-2.7.10 Issue PIV/Non-PIV Card A R
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R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back next
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TONB-2.8 Distribute Computer Access 
Codes A R

TONB-2.9 Schedule CPRS and Computer 
Training R

TONB-2.10 Complete CPRS and Computer 
Training R A

TONB-2.11.1 Determine GFE Assignment R A

TONB-2.11.2 Obtain GFE R A

TONB-2.12 Complete Background 
Investigation A R

TONB-2.13 Notify of Unfavorable BI A R

TONB-3.1 Monitor Status R
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R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back next
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TONB-3.2.1 Generate Training Compliance -
Deficiency Report A R

TONB-3.2.2 Review Training Status R A

TONB-3.2.3 Receive Training Notification R A

TONB-3.2.4 Request Suspension of Access R A

TONB-3.2.5 Suspend HPTs Access A R

TONB-3.2.6 Notify HPT of Suspended 
Access R A

TONB-3.2.7 Complete Required Training R A

TONB-3.2.8 Ensure Training Recorded in 
TMS R A



Health Professions Trainees On/Off-Boarding RACI Chart - 9

R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back next
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TONB-3.2.9 Request Restoration of Access R A

TONB-3.2.10 Restore Access A R

TONB-3.3 Update TMS Profile R A

TONB-3.4 Update of TMS Profile by TMS
Administrator A R

TONB-3.5.1 Request PIV Card R A

TONB-3.5.2 Schedule PIV Appointment R A

TONB-3.5.3 Issue PIV Card A R

TONB-4.1 Notify HRMO of Change in 
Status R A
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R = Responsible     A = Accountable     C = Consulted    I = Informed home process goals back next
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TONB-4.2 Notify Sponsor to Direct Off-
Boarding R A

TONB-4.3 Direct Off-Boarding A R

TONB-4.4 Return Items for Off-Boarding R A

TONB-4.5 Accomplish Off-Boarding Local 
Actions R A

TONB-4.6 Notify HRMO Local Off-
Boarding Actions Complete R A

TONB-4.7 Receive Notification PIV Card 
Turned In A R

TONB-4.8 Coordinate Account 
Deactivations A R

TONB-4.9 Deactivate PIV A R
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R = Responsible     A = Accountable     C = Consulted    I = Informed
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TONB-4.10 Deactivate Virtual Private 
Network A R

TONB-4.11 Deactivate VA Network 
Accounts A R

TONB-4.12 Complete Off-Boarding R A

TONB-4.13.1 Initiate Emergent Off-Boarding R A

TONB-4.13.2 Provide Recommended Actions A R

TONB-4.13.3 Deactivate VA Network 
Accounts A R

TONB-4.13.4 Escort Off Premises A R

TONB-4.13.5 Deactivate Virtual Private 
Network A R

home process goals back next
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R = Responsible     A = Accountable     C = Consulted    I = Informed
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TONB-4.13.6 Conduct Emergent Off-
Boarding A R

TONB-4.13.7 Deactivate Physical Access A R

TONB-4.13.8 Notify HPT to Return 
Government Property R A

TONB-4.13.9 Return Government Property R A

TONB-4.13.10 Ensure Government Property 
Returned R A

TONB-4.13.11 Transfer Responsibility to 
Recover Property R A

TONB-4.13.12 Maintain Record of Emergent 
Off-Boarding R A

TONB-4.14 Archive Files R

home process goals back
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Health Professions Trainees On/Off-Boarding: TONB-1 Prepare for On-Boarding

TONB-1.4
Process

Information

TONB-1.1
Identify
Security 

Requirements

TONB-1.2
Initiate

Fingerprinting

TONB-1.8
Perform

Additional
HPT Screening

TONB-1.9
Adjudicate

HPT Information

Unfavorable/ 
Adverse?

Yes

Appointment
Recommendation?

Yes

Additional
Screening

Needs?

TONB-1.10
Notify

Sponsoring Entity
of Unfavorable 

Candidate
Yes

No

No

home process goals raci

TONB-1.11
Notification

of Recommendation

TONB-1.5
Review

HPT Training
Information

TONB-1.6
Identify 

HPT Screening 
Needs

TONB-1.7
Review

HPT HR
Information

    To: TONB-4.14
Archive

Files

TONB-1.3
Distribute

On-Boarding Packet

No



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-1.1 Identify Security Requirements

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] identifies the position sensitivity level for the Health Professions Trainees (HPT) based upon 
the assigned supervisor. All HPT positions are considered low risk, non-sensitive positions and require only a Special Agreement Check (SAC) unless 
supervised by VA staff designated at moderate or high risk. Position Designated Automated Tool (PDT) is used for trainees only when trainees are supervised 
by moderate or high risk designated VA employees.  The Sponsor initiates the CRISP Screening Checklist which is used to track completion of on-boarding 
requirements.

The Sponsor must verify that candidate HPTs are from sponsoring entities for VA experience in accredited training programs.  For non-VA sponsoring entities, 
the Sponsor must confirm that there is a signed, active affiliation agreement and if applicable a signed disbursement agreement for non-VA sponsored 
programs.

HPTs in VA-sponsored accredited programs do not require affiliation agreements.

The only allowed HPTs in non-accredited programs are:  post-training Chief Residents and VA Advanced Fellows.

home process goals raci

Affiliation Agreements (Training)
Disbursement Agreements (Training)

Position Designation Automated Tool (PDT) - (Used only when HPTs are supervised by moderate or high risk designated VA employees)

VA Directive 5005, Staffing
VHA Directive 0710, Personnel Security and Suitability Program
VHA Directive 2004-066 - Educational Affiliation Agreements
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VHA Handbook 1400.x, Health Professions Trainee Appointment Process

back

Local Agreement with Professional Programs (Training)
Program Letter of Agreement (PLAs) (Training)

CRISP Screening Checklist 
Position Designation Record (when appropriate)

The forms for Educational Affiliation Agreements between the VA and other organizations are available on the VA Office of Academic Affiliations website (link 
in the Tools section). As of December 2012, there are nine different affiliation agreements for the different types of schools and educational programs (VA Forms 
10-0094A through J).  For example, between the VA and a School of Medicine and its Affiliated Participating Institution you would use VA Form 10-0094A. In 
addition, there are separate affiliation agreements between VA and DoD, as well as Sharing Agreements between VA and State Guard Units.

Sponsoring entities include: 
DoD sponsored programs
Educational Programs and Affiliated schools and universities
Teaching hospitals
VA sponsored programs

     

Note: Title 5 trainees are not considered HPTs and are not covered by this HPT process.

�
�
�
�

VA Office of Academic Affiliations - Educational Affiliation Agreements
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Artifacts 
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Responsible 
Role
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-1.2 Initiate Fingerprinting

CRISP Screening Checklist

Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
Fingerprinting Instructions (as described above)
Updated CRISP Screening Checklist

Sponsor

The  Sponsor [Designated Education Officer (DEO) or designee] initiates the Government and Affiliates/Non-
Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet. The Sponsor completes the appropriate 
sections of the Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request 
Worksheet; the Worksheet is included in the Fingerprinting Instructions to be forwarded to the Health Professions 
Trainees (HPT) as part of the On-Boarding Packet.

Fingerprinting Instructions will include: 
A list of locations to obtain fingerprints from the VA HSPD-12 Program web site
Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
Instructions advising the HPT to:

Contact fingerprint locations to determine if an appointment is needed
Hand carry the Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint 
Request Worksheet to the fingerprint location for signature
Retain a copy of the completed Government and Affiliates/Non-Contractors Special Agreement Check (SAC) 
Fingerprint Request Worksheet
Return of the Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint 
Request Worksheet to the Sponsor

�
�
�
�
�

�

�

The list of locations to obtain cards and fingerprints is located on the VA HSPD-12 Program  web site. 

home process back goals raci

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

Security and Investigations Center Resource Site
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-1.3 Distribute On-Boarding Packet

Fingerprinting Instructions

Sponsor

An On-Boarding Packet, with timelines for completion, is mailed by the Sponsor [Designated Education Officer (DEO) or designee] to the Health 
Professions Trainees (HPTs) or to the sponsoring entity who forwards to the HPT. The On-Boarding Packet must include for completion by the HPT:

Instructions on how to self-enroll and take the VHA Mandatory Training for Trainees (MTT) & complete the Rules of Behavior in TMS 
   (These instructions are included in the Managed Self Enrollment-TMS Instructions Template)
Instructions on how to schedule fingerprinting (SAC), including the Government and Affiliates/Non-Contractors Special Agreement Check

         (SAC) Fingerprint Request Worksheet
Form I-9, Employment Eligibility Verification (only for HPTs who are paid directly by VA)
Optional Form 306, Declaration for Federal Employment
Standard Form 61, Appointment Affidavits
VA Form 10-2850D, Application for Health Professions Trainees

  

The Sponsor sends sample Trainee Qualifications and Credentials Verification Letter (TQCVL) templates to the sponsoring entities for 
completion.  The sponsoring entity must send the completed TQCVLs to the Sponsor as soon as trainees have been selected and their credentials 
and health status verified.

�

�

�
�
�
�

E-mail to HPT/sponsoring entity that includes the On-Boarding Packet
E-mail to sponsoring entity that includes the TQCVL
On-Boarding Packet (as described above)

home process goals raciback

Form I-9, Employment Eligibility Verification
How to Self-Enroll and Take the MTT in TMS
Optional Form 306, Declaration for Federal Employment
Standard Form 61, Appointment Affidavits
VA Directive 5005, Staffing
VA Form 10-2850D, Application for Health Professions Trainees
VA Handbook 6500, Information Security Program
VHA Directive 0710, Personnel Security and Suitability Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VHA Handbook 1400.x, Health Professions Trainee Appointment Process

HPT mandatory training consists of VHA Mandatory Training for Trainees (MTT). Each clinical profession has a VA Program Site Director and 
receives lists of trainees from the Sponsoring Entity.  The DEO coordinates with Human Resources, the VA Program Site Director, and affiliate 
Program Director, and uses local tracking to follow completion of on-boarding. The DEO also uses TQCVL (standard VA templates, Appendix C 
or D, in the VHA Handbook 1400.x, Health Professions Trainee Appointment Process) as the ‘roster’ of trainees. To expedite processing, the 
Sponsor provides facility specific information on where the HPT should report for fingerprinting and how to schedule fingerprinting.
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Health Professions Trainees On/Off-Boarding: TONB-1.4 Process Information

TONB-1.4.1
Submit

Information

TONB-1.4.3
Process 

Fingerprints

home process goals raciback

TONB-1.4.2
Obtain

Fingerprints

TONB-1.4.4
Process

Special Agreement
Check Report

TONB-1.4.5
Receive

Special Agreement
Check Report
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-1.4.1 Submit Information

Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
Managed Self Enrollment-TMS Instructions Template

Talent Management System (TMS)

The Health Professions Trainees (HPT) complete and submit required information to the Sponsor [Designated Education Officer (DEO) or 
designee] and complete the role-specific mandatory courses in the Talent Management System (TMS) after enrolling in the system using the 
Managed Self Enrollment (MSE)-TMS module. The HPTs complete and electronically sign the appropriate Rules of Behavior which is 
embedded in the course VHA Mandatory Training for Trainees (MTT), as well as the MTT-Refresher in TMS. 

HPTs must submit:
Form I-9,Employment Eligibility Verification (if applicable)
Optional Form 306, Declaration for Federal Employment
Standard Form 61, Appointment Affidavits
VA Form 10-2850D, Application for Health Professions Trainees

�
�

�
�

Form I-9, Employment Eligibility Verification
MSE-TMS - Completion record for VHA Mandatory Training for Trainees 
Optional Form 306, Declaration for Federal Employment (for low risk)
Standard Form 61, Appointment Affidavits
VA Form 10-2850D, Application for Health Professions Trainees

home process goals raciback

VA Directive 5005, Staffing
VA Handbook 6500, Information Security Program
VHA Directive 0710, Personnel Security and Suitability Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VHA Handbook 1400.x,Health Professions Trainee Appointment Process

Health Professions Trainees

VHA Mandatory Training for Trainees

Talent Management System Profile
Talent Management System Training Certificates
Updated Government and Affiliates/Non-Contractors  
   Special Agreement Check (SAC) Fingerprint Request Worksheet
VA Rules of Behavior (Electronically in TMS)
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Artifacts 
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Responsible 
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Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-1.4.2 Obtain Fingerprints

Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
List of Locations to Obtain Cards (and Fingerprints)

Updated Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet

Health Professions Trainees

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

The Health Professions Trainees (HPT) make an appointment with a VA facility to have electronic fingerprints taken 
(if appointments are required). Otherwise, the HPT requests information from the Sponsor to obtain fingerprints on a 
walk-in basis. Only electronic fingerprints are accepted by the VA, except for exceptional situations. 

Fingerprints are sent electronically from VA to Office of Personnel Management (OPM) to the FBI where the 
fingerprints are run against several databases. The results are then sent electronically back to VA and stored in folders 
according to the Security Office Identifier. 

Personnel Investigation Processing System

home process goals raciback

The list of locations to obtain cards and fingerprints is located on the VA HSPD-12 Program web site.
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-1.4.3 Process Fingerprints

Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet

Completed Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet

VA Security Specialist

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

The VA Security Specialist (or trained VA personnel security employee) processes the fingerprints electronically, 
usually at the VA law enforcement office. The VA Security Specialist completes the appropriate sections of the 
Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet and 
returns the form to the Requesting Office by secure means to safeguard Personally Identifiable Information (PII). The 
VA Security Specialist (or trained VA personnel security employee) also uploads the fingerprints to the Office of 
Personnel Management (OPM).

Fingerprints are sent electronically from VA to OPM to the FBI where the fingerprints are run against several 
databases. The results are then sent electronically back to OPM and stored in folders according to the Security Office 
Identifier. 

home process goals raciback
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-1.4.4 Process Special Agreement Check Report

Results from Adjudication in Personnel Investigations Processing System

Personnel Investigations Processing System Results

VA Security Specialist

The VA Security Specialist (or trained VA personnel security employee), within 5 business days of submission of the 
fingerprints, reviews the results of the special agreement check, received from the Office of Personnel Management, 
and makes a determination regarding eligibility for access to VA facilities and/or systems. 

If favorable, the PIPS Special Agreement Check results read as "closed no issues". Alternatively, the results may read as 
"with issues."

The PIPS System is a restricted access system only accessible by authorized personnel.

home process goals raciback

Security and Investigations Center Resource Site
Personnel Investigations Processing System (PIPS)
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-1.4.5 Receive Special Agreement Check Report

CRISP Screening Checklist
Personnel Investigations Processing System Results (E-mail)
Results from Adjudication in Personnel Investigations Processing System

Reviewed Personnel Investigations Processing System Result (E-mail)
Updated CRISP Screening Checklist

Human Resource Management Officer

The Servicing Human Resource Office receives results from the VA Security Specialist review of the Personnel
Investigations Processing System (PIPS). 

The Human Resource Management Officer communicates the results to the Sponsor. 

The PIPS System is a restricted access system only accessible by authorized personnel.

home process goals raciback

Security and Investigations Center Resource Site
Personnel Investigations Processing System (PIPS)
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-1.5 Review HPT Training Information

CRISP Screening Checklist
Notification to HPT
On-Boarding Packet (completed forms)

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] performs the following:
Validates the Health Professions Trainees (HPTs) profile in the Talent Management System (TMS)
Validates the HPTs completion of VHA Mandatory Training for Trainees course (MTT) TMS training and Rules 
of Behavior using the assistance of the TMS Domain Manager.  If the training is found to be incomplete, the 
Sponsor notifies the Program Director of the incomplete required training.

HPTs are cross-referenced with the Trainee List (TQCVL Appendix C or D) provided by the sponsoring entities and 
includes the selected trainees.

On-boarding packet forms received are forwarded to the Human Resource Management Officer (HRMO).

�
�

Reviewed CRISP Screening Checklist
Transmission to HRMO forwarding on-boarding forms

home process goals raciback

VA Directive 5005, Staffing
VHA Directive 0710, Personnel Security and Suitability Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VHA Handbook 1400.x Health Professions Trainee Appointment Process

The TMS Domain Manager or delegates (TMS Administrators) will access TMS to prepare the lists of persons who 
have completed role-specific mandatory training. 
Note: The Training Program Director or VA Program Site Director contact HPTs who are delinquent in submitting 
information or completing the MTT.

Talent Management System (TMS)

Talent Management System Profile
Trainee List - compiled by the DEO from the TQCVL Appendix C or D
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-1.6 Identify HPT Screening Needs

Validated VA Form 10-2850D, Application for Health Professions Trainees (from On-Boarding Packet)

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] identifies the HPTs who list a current or previously 
held full and unrestricted license, certification, registration, or drug enforcement agency (DEA) registration on VA 
Form 10-2850D, Application for Health Professions Trainees. The Sponsor requests for identified HPTs to have a 
Facility Designee perform additional screening against appropriate databases, confirm credentialing, and capturing 
adverse actions.

Screening Request

home process goals raciback

VA Directive 5005, Staffing
VA Handbook 6500, Information Security Program
VHA Directive 0710, Personnel Security and Suitability Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VHA Handbook 1400.x, Health Professions Trainee Appointment Process
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Artifacts 
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Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-1.7 Review HPT HR Information

Government and Affiliates/Non-Contractors Special Agreement Check (SAC) Fingerprint Request Worksheet
Trainee List - compiled by the DEO from the TQCVL Appendix C or D
Validated Form I-9, Employment Eligibility Verification (If paid directly by VA)
Validated Optional Form 306, Declaration for Federal Employment (for low risk)
Validated Standard Form 61, Appointment Affidavits
Validated VA Form 10-2850D, Application for Health Professions Trainees

Human Resource Management Officer

The Human Resource Management Officer (HRMO), performs the following reviews and brings to the forefront any 
unfavorable results: 

Reviews the following completed forms from the On-Boarding Packet returned by the Heath Professions 
Trainees (HPT); HPT's are cross-referenced with the Trainee List:

VA Form 10-2850D, Application for Health Professions Trainees
Standard Form 61, Appointment Affidavits
Optional Form 306, Declaration for Federal Employment
Form I-9, Employment Eligibility Verification (if applicable)

Reviews the HPT's Special Agreement Check (SAC) fingerprint results that were reported by the VA Security 
Specialist 

  

The HPT is notified if provided information is found incomplete. 

�

�
�
�
�

�

Notification to HPT (request for more information if required)
Notification to Sponsor [Designated Education Officer (DEO) or designee] (completion of screening)
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VA Directive 5005, Staffing
VHA Directive 0710, Personnel Security and Suitability Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VHA Handbook 1400.x Health Professions Trainee Appointment Process
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-1.8 Perform Additional HPT Screening

Facility Designee 

The Facility Designee (assigned by the Facility Director; e.g.., Credentialing Office) perform screening against the 
following, as appropriate, and returns the results (in the Screening Results) to the Sponsor:

Educational Commission for Foreign Medical Graduates (ECFMG) for international medical graduates 
including US citizens
Federation of State Medical Boards (FSMB) - VA Advanced Fellows and physician residents only
Healthcare Integrity and Protection Data Bank (HIPDB)
National certification agencies as appropriate
National Practitioner Data Bank (NPDB)
State License Board (SLB)

�

�
�
�
�
�

Educational Commission for Foreign Medical Graduates (ECFMG) Screening Results
E-mail Screening Result
Federation of State Medical Boards (FSMB) Screening Results
Healthcare Integrity and Protection Data Bank (HIPDB)  Screening Results
National certification agencies (as appropriate) Screening Results
National Practitioner Data Bank (NPDB)  Screening Results
State License Board (SLB) and national certification agencies (which vary according to discipline)  Screening Results

home process goals raciback

VA Directive 5005, Staffing
VA Handbook 6500, Information Security Program
VHA Directive 0710, Personnel Security and Suitability Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VHA Handbook 1400.x, Health Professions Trainee Appointment Process

Notification from Human Resource Management Officer (to complete screening)
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-1.9 Adjudicate HPT Information

Expert Panel

The Expert Panel (e.g.., Human Resources, DEO, VA Site Director, Clinical Program Director) members review all information received from 
the Sponsor for the Health Professions Trainees (HPT) that have had a return of adverse information against any screening databases and 
fingerprint results.  

The Expert Panel members make a recommendation to:
Appoint HPT to the Chief of Human Resources
Not-appoint HPT

The Expert Panel provides the Sponsor with the Human Resources Recommendations and Decisions and also notifies the HPT and explains 
the reasons for non-appointment.

�
�

Human Resources Recommendations and Decisions (determined by the Expert Panel) 

home process goals raciback

VA Directive 5005, Staffing
VA Handbook 6500, Information Security Program
VHA Directive 0710, Personnel Security and Suitability Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VHA Handbook 1400.x, Health Professions Trainee Appointment Process

Educational Commission for Foreign Medical Graduates (ECFMG)  Screening Results
Federation of State Medical Boards (FSMB) Screening Results
Form I-9, Employment Eligibility Verification (If paid directly by VA)
Healthcare Integrity and Protection Data Bank (HIPDB)  Screening Results
National certification agencies (as appropriate) Screening Results
National Practitioner Data Bank (NPDB)  Screening Results
Optional Form 306, Declaration for Federal Employment (for low risk)
Personnel Investigations Processing System entry results
Standard Form 61, Appointment Affidavits
State License Board (SLB) and national certification agencies (which vary according to discipline)  Screening Results
VA Form 10-2850D, Application for Health Professions Trainees

NOTE:  The participants on the Expert Panel are appointed by the Medical Center Director to advise and assist on trainee appointment 
matters. Applicants with adverse information are not necessarily prohibited from appointment to VA for clinical training.  Screening results 
from OPM background checks are returned to the local VA HRM official.  Adverse information on a trainee’s individual suitability for 
appointment must be discussed between HRM, the DEO, and other appropriate VA officials.  Together they determine whether an individual 
with adverse information can receive VA training.

If favorable, the PIPS Special Agreement Check results read as "closed no issues". Alternatively, the results may read as "with issues."

The PIPS System is a restricted access system only accessible by authorized personnel.

Personnel Investigations Processing System (PIPS)
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-1.10 Notify Sponsoring Entity of Unfavorable Candidate

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] notifies the Health Professions Trainees (HPT) 
Sponsoring Entity of the recommendation by the Expert Panel to not appoint an HPT because of unfavorable or 
adverse information.

Notification (e-mail or phone call)

home process goals raciback

VA Directive 5005, Staffing
VHA Handbook 1400.x, Health Professions Trainee Appointment Process

Human Resources Recommendations and Decisions (determined by the Expert Panel) 

NOTE:  The participants on the Expert Panel are appointed by the Medical Center Director to advise and assist on 
trainee appointment matters.
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-1.11 Notification of Recommendation

Sponsor

The affiliated educational institution provides a Trainee Qualification and Credentials Verification Letter (TQCVL) to 
the Sponsor (Designated Education Officer (DEO) or designee) that includes the list of trainees coming to VA from that 
institution and certifies that their credentials have been verified and that they are enrolled trainees at a specified level 
of training. The Sponsor updates that list, if needed, to remove or to ask the affiliate to remove the names of trainees 
who have been found unsuitable for appointment through screening, unfavorable adjudication, or other reasons or for 
whom a delayed appointment decision is anticipated. The updated TQCVL is sent by the Sponsor to the facility 
director (Medical Center Director) for sign-off.  The Sponsor may request that the affiliate prepares a separate TQCVL 
for any trainee for whom a delayed appointment decision is expected.

Forwarded Trainee Qualifications and Credentials Verification Letter (TQCVL)
Notification of Recommendation (e-mail or phone call)

home process goals raciback

CRISP Screening Checklist 
Human Resources Recommendations and Decisions (determined by the Expert Panel) 
Trainee Qualifications and Credentials Verification Letter (TQCVL)

Trainee Qualifications and Credentials Verification Letter (TQCVL) Appendix C
Trainee Qualifications and Credentials Verification Letter (TQCVL) Appendix D

VA Directive 5005, Staffing
VHA Directive 0710, Personnel Security and Suitability Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VHA Handbook 1400.x, Health Professions Trainee Appointment Process
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Health Professions Trainees On/Off-Boarding: TONB-2 Complete On-Boarding  

TONB-2.1
Signoff 
TQCVLs

TONB-2.3
Send

Appointment Letter 
to WOC Trainees

TONB-2.9
Schedule 

CPRS & Computer 
Training

TONB-2.8
Distribute 

Computer Access 
Codes

TONB-2.5
Complete

e-QIP or Reciprocity

BI
Required?

Paid?

TONB-2.4
Enter 

Into PAID

No

Yes

TONB-2.2
Determine 

BI
Requirements

Yes

TONB-2.6
Obtain

Network and 
Remote Access

TONB-2.10
Complete 

CPRS & Computer 
Training

home goals raciprocess

TONB-2.7
Schedule

PIV/Non-PIV Card 
and Initiate 
Certificate

No

TONB-2.11
Determine

GFE

TONB-2.12
Complete

Background
Investigation

Favorable
BI?

No

Yes

TONB-2.13
Notify

of Unfavorable BI

To: TONB-4
Complete

Off-Boarding

BI 
Required?

No

Yes
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.1 Signoff TQCVLs

Medical Center Director

The Medical Center Director (or designee) signs-off on the list of trainee appointments.

home process goals raci

Trainee Qualifications and Credentials Verification Letter (TQCVL)

VA Directive 5005, Staffing
VHA Directive 0710, Personnel Security and Suitability Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VHA Handbook 1400.x, Health Professions Trainee Appointment Process

back

Trainee Qualifications and Credentials Verification Letter (TQCVL) - signed

Trainee Qualifications and Credentials Verification Letter (TQCVL) Appendix C
Trainee Qualifications and Credentials Verification Letter (TQCVL) Appendix D
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Artifacts 
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Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.2 Determine BI Requirements

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] determines whether a Health Professions Trainees 
(HPT) appointment requires  a backgound investigation (BI) and determines the level of BI required.  HPTs are exempt 
from the use of the Position Designation Automated Tool unless they are training under the guidance and supervision 
of VA employees who occupy positions designated as moderate-risk or high-risk. (VHA Handbook 0710.1)
  

The following HPT groups are exempt from a NACI:
Physicians residents appointed under 38 U.S.C. 7406 to Low Risk/Nonsensitive positions are exempt from a NACI, 
provided they do not exceed one year of continuous service at a VA facility, regardless of the duration of the 
appointment to the residency program. (VHA Directive 0710). NOTE: No other resident trainee group is exempt.
  

All other HPTs appointed to Low Risk/Nonsensitive positions are exempt from a NACI provided that they do not 
exceed an aggregate of 180 days in a single year. (VHA Handbook 1400.x and VHA Directive 0710)

home process goals raci

Position Designation Record (when appropriate)
Trainee Qualifications and Credentials Verification Letter (TQCVL)
VA Form 10-2850D, Application for Heath Professions Trainees 

VA Directive 5005, Staffing
VHA Directive 0710, Personnel Security and Suitability Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VHA Handbook 1400.x, Health Professions Trainee Appointment Process

back

Per Security and Investigations Center (SIC) Help Desk, HPTs use the VA Employee Background Investigation Request.

Position Designation Automated Tool (PDT) - (Used only when HPTs are supervised by moderate or high risk
   designated VA employees)

Notification of Background Investigation Required and Appropriate Level
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.3 Send Appointment Letter to WOC Trainees

Human Resource Management Officer

The Human Resource Management Officer generates appointment letters for Without Compensation (WOC) Health 
Professions Trainees based upon a list supplied by the Designated Education Officer. 

home process goals raci

CRISP Screening Checklist 
WOC Appointment Letter 

VA Directive 5005, Staffing
VHA Directive 0710, Personnel Security and Suitability Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VHA Handbook 1400.x, Health Professions Trainee Appointment Process

back

Signed WOC Appointment Letter 
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.4 Enter Into PAID

Human Resource Management Officer

The Human Resource Management Officer enters into Personnel and Accounting Integrated Data (PAID) system the 
Health Professions Trainees that are paid directly by VA. The Nature of Action (5B) on the Standard Form 50 is either 
“Excepted Appointment” or “Excepted Appointment-Intermittent,” as appropriate, with the following statement in 
“Remarks:”  “This appointment is for the duration of this training unless sooner terminated and is subject to periodic 
review by the Designated Education Officer and appropriate program officials.”

home process goals raci

CRISP Screening Checklist
Standard Form 50, Notification of Personnel Action

VA Directive 5005, Staffing
VA Handbook 5007, Pay Administration
VHA Directive 0710, Personnel Security and Suitability Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VHA Handbook 1400.x, Health Professions Trainee Appointment Process

back

CRISP Screening Checklist - Updated 
PAID System Entry

Personnel and Accounting Integrated Data (PAID) System
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Health Professions Trainees On/Off-Boarding: TONB-2.5 Complete e-Qip or Reciprocity

TONB-2.5.10
Submit 

Completed 
e-QIP

home process goals raci

TONB-2.5.9
Request 

e-QIP
Questionnaire

Completion

TONB 2.5.1
Complete

Self Certification of 
Continuous Service

Reciprocity?

TONB-2.5.4
Conduct 
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No
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Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.5.1 Complete Self Certification of Continuous Service

Self Certification of Continuous Service

Health Professions Trainees

The Health Professions Trainees completes the Self Certification of Continuous Service (showing no more than a 24 
month break in service) and returns it to the Sponsor.

home process back goals raci

Electronic Code of Federal Regulations, Title 5, Part 731-Suitability

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VHA Directive 0710, Personnel Security and Suitability Program 

Signed WOC Appointment Letter 



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.5.2 Request Review 

Forwarded Optional Form 306, Declaration for Federal Employment 
Forwarded Self Certification of Continuous Service

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] reviews the Self Certification of Continuous Service 
(showing no more than a 24 month break in service and a full year of service in their previous position) and forwards 
it to the Human Resource Management Officer.
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Executive Order 13467, Reforming Processes Related to Suitability for Government Employment, Fitness for
   Contractor Employees, and Eligibility for Access to Classified National Security Information
Executive Order 13488, Granting Reciprocity on Excepted Service and Federal Contractor Employee Fitness and
   Reinvestigating Individuals in Positions of Public Trust
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

Optional Form 306, Declaration for Federal Employment 
Self Certification of Continuous Service

Electronic Code of Federal Regulations, Title 5, Part 731-Suitability

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.5.3 Upload Self Certification of Continuous Service Documents

Updated CRISP Screening Checklist
Uploaded Optional Form 306, Declaration for Federal Employment
Uploaded Self Certification of Continuous Service

Human Resource Management Officer

The Human Resource Management Officer (HRMO) submits the required documents by uploading the documents 
through the Security and Investigations Center (SIC) Resource Site. The HRMO scans Health Professions Trainees 
documents received from the Sponsor and renames them using SIC Naming Convention Instructions. The SIC naming 
system is used to save and upload documents. If the forms contain any mistakes or omissions, HRMO returns the 
forms to the Sponsor for corrections.

The documents are used by Office of Personnel Management for the reciprocity.

home process back goals raci

CRISP Screening Checklist
Optional Form 306, Declaration for Federal Employment
Self Certification of Continuous Service

If the break in service is less than 60 days, only the Self Certification of Continuous Service is required to be uploaded 
to the SIC.  If the break in service is greater than 60 days but less than 24 months, the Optional Form 306 is also 
required to be uploaded to the SIC.

Security and Investigations Center Resource Site
Secure Scanner to process faxed documents which include Personally Identifying Information

Information Access and Privacy Program Home Page



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.5.4 Conduct Reciprocity Applicability Review

VA Form 4236, Certificate of Eligibility 
Updated Self Certification of Continuous Service

Personnel Security Office/Specialist

Only the Security and Investigations Center (SIC) reviews and determines whether reciprocity is appropriate for 
Health Professions Trainees (HPT).  The Personnel Security Office/Specialist reviews and determines whether the HPT 
has a prior background investigation in the Personnel Investigations Processing System (PIPS) that can be reciprocated 
by the VA. If a favorably adjudicated investigation, that meets or exceeds requirements for the new position with no 
break in service within the past two years for the appropriate level, exists, the Personnel Security Office/Specialist 
sends the Self Certification of Continuous Service to the HPT.   
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Executive Order 13467, Reforming Processes Related to Suitability for Government Employment, Fitness for
   Contractor Employees, and Eligibility for Access to Classified National Security Information
Executive Order 13488, Granting Reciprocity on Excepted Service and Federal Contractor Employee Fitness and
   Reinvestigating Individuals in Positions of Public Trust
VHA Directive 0710, Personnel Security and Suitability Program 
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

Personnel Investigations Processing System (PIPS)

Optional Form 306, Declaration for Federal Employment 
Self Certification of Continuous Service

In some instances, instead of the SIC Staff reviewing, the Personnel Security Office Specialist reviews and determines 
whether reciprocity is appropriate for the Individuals.
The PIPS System is a restricted access system only accessible by authorized personnel.

Electronic Code of Federal Regulations, Title 5, Part 731-Suitability

Security and Investigations Center Resource Site
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.5.5 Request Background Investigation

VA Employee Background Investigation Request
Updated CRISP Screening Checklist

Human Resource Management Officer

The Human Resource Management Officer follows the guidance located on the Security and Investigations Center 
(SIC) resource site for investigation processing.

home process back goals raci

CRISP Screening Checklist
Notification of Background Investigation Required and Appropriate Level
Optional Form 306, Declaration for Federal Employment
Results from Adjudication in Personnel Investigations Processing System
VA Employee Background Investigation Request
VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.5.6 Prepare Background Investigation

VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)
Submitted VA Employee Background Investigation Request

Health Professions Trainees

The Health Professions Trainees (HPT) prepares background investigation materials and completes forms as directed 
by the Sponsor.

home process back goals raci

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Security and Investigations Center Resource Site

VA Employee Background Investigation Request



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.5.7 Receive and Forward Documents

Forwarded Optional Form 306, Declaration for Federal Employment
Forwarded Updated CRISP Screening Checklist
Forwarded VA Employee Background Investigation Request
Forwarded VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)

Sponsor

The Sponsor receives documents necessary for the background investigation from the Health Professions Trainees. 
After reviewing, the Sponsor forwards documents to the Human Resource Management Officer.

home process back goals raci

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Personnel Investigations Processing System (PIPS)

CRISP Screening Checklist
Optional Form 306, Declaration for Federal Employment
VA Employee Background Investigation Request
VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)

Documents containing Personally Identifying Information (i.e., Name and Social Security Number) need to be sent in a 
secure manner. The preferred method is to send by encrypted e-mail. If unable to send encrypted e-mail, reply with 
another FIPS 140-2 compliant method such as using a secure fax, or using a traceable mail service.



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.5.8 Prepare Documents for Security and Investigations Center

Updated CRISP Screening Checklist
Uploaded Optional Form 306, Declaration for Federal Employment
Uploaded VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)

Human Resource Management Officer

The Human Resource Management Officer (HRMO) submits the required documents by uploading the documents 
through the Security and Investigations Center (SIC) Resource Site. The HRMO scans documents received from the 
Health Professions Trainees and renames them using SIC Naming Convention Instructions. The SIC naming system
is used to save and upload documents. If the forms contain any mistakes or omissions, HRMO returns the forms to the 
Sponsor for corrections.

The documents are used by Office of Personnel Management for the Background Investigation.

home process back goals raci

CRISP Screening Checklist
Optional Form 306, Declaration for Federal Employment
VA Form 0710, Authorization for a Release of Information (for moderate and high risk investigations only)

Security and Investigations Center Resource Site
Secure Scanner to process faxed documents which include Personally Identifying Information

Information Access and Privacy Program Home Page



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.5.9 Request e-QIP Questionnaire Completion

Optional Form 306, Declaration for Federal Employment
VA Employee Background Investigation Request

E-mail Request to Complete e-QIP Forms

Personnel Security Office/Specialist

The Personnel Security Office/Specialist creates access for the Health Professions Trainees (HPT) in the Electronic 
Questionnaires for Investigations Processing (e-QIP) system. The Personnel Security Office/Specialist e-mails a 
Request to Complete e-QIP Forms to the HPTs.

home process back goals raci

Electronic Questionnaires for Investigations Processing (e-QIP)
Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.5.10 Submit Completed e-QIP

Electronic Questionnaire for Investigations Processing (e-QIP) Form
Signature Pages [Certification (CER), Release (REL), and Medical Release (MEL) (as appropriate)]

Health Professions Trainees

The Health Professions Trainees complete the Electronic Questionnaire for Investigations Processing (e-QIP) online 
form, certify and print the required e-QIP signature pages [Certification (CER), Release (REL), and Medical Release 
(MEL) (as appropriate)]. The HPT is instructed to complete e-QIP within five business days of receipt of the notice 
from the Personnel Security Office/Specialist.

The HPT then sends via e-mail, mail service, or faxes the e-QIP signature pages to the Sponsor [Designated Education 
Officer (DEO) or designee] to upload into the e-QIP system.

home process back goals raci

Electronic Questionnaires for Investigations Processing (e-QIP)

E-mail Request to Complete e-QIP Forms



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.5.11 Upload Required Documents

Submitted Electronic Questionnaire for Investigations Processing (e-QIP) Form
Submitted Signature Pages [Certification (CER), Release (REL), and Medical Release (MEL) (as appropriate)]

Human Resource Management Officer

The Human Resource Management Officer reviews and uploads the required documents into the Electronic 
Questionnaire for Investigations Processing (e-QIP) system.  
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Electronic Questionnaires for Investigations Processing (e-QIP)

Electronic Questionnaire for Investigations Processing (e-QIP) Form
E-mail Request to Complete e-QIP Forms
Signature Pages [Certification (CER), Release (REL), and Medical Release (MEL) (as appropriate)]

Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.5.12 Submit Signature Pages

Uploaded Signature Pages [Certification (CER), Release (REL), and Medical Release (MEL) (as appropriate)] 
and supporting documents

Personnel Security Office/Specialist 

The Personnel Security Office/Specialist reviews the Electronic Questionnaire for Investigations Processing (e-QIP) 
submission and the documentation required to accompany the investigation. If the Personnel Security Specialist 
identifies errors or omissions in the e-QIP package, the Personnel Security Office/Specialist rejects the package, using 
the e-QIP system, and notifies the Health Professions Trainees (HPT) through their personal e-mail of the need for 
corrections. Corrections need to be made within two business days.

The Personnel Security Office/Specialist uploads the signature pages to the Office of Personnel Management (OPM) 
within three business days of receipt of signature pages from the HPT. The Personnel Security Office/Specialist saves 
the signature pages in a local auditable security file repository. The investigation is scheduled by OPM.

If the Personnel Security Office/Specialist does not receive the signature pages within 14 days, the e-QIP Questionnaire 
is cancelled.

home process back goals raci

Signature Pages [Certification (CER), Release (REL) and Medical Release (MEL) (as appropriate)]

Electronic Questionnaires for Investigations Processing (e-QIP)

A secure scanner must be used when scanning documents which include Personally Identifying Information.

Secure Scanner
Security and Investigations Center Resource Site



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.5.13 Send Certificate of Eligibility

Submitted VA Form 4236, Certificate of Eligibility

Personnel Security Office/Specialist 

The Personnel Security Office/Specialist sends an Certificate of Eligibility to the Sponsor [Designated Education 
Officer (DEO) or designee].

home process back goals raci

Signature Pages [Certification (CER), Release (REL), and Medical Release (MEL) (as appropriate)]
VA Form 4236, Certificate of Eligibility

Electronic Questionnaires for Investigations Processing (e-QIP)
Secure Scanner

A secure scanner must be used when scanning documents which include Personally Identifying Information.
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Health Professions Trainees On/Off-Boarding: TONB-2.6 Obtain Network and Remote Access

TONB-2.6.1
Request 

Initial Network 
 Access 

TONB-2.6.4
Establish 

Initial Network 
Access 

TONB-2.6.2
Review
Initial 

Network Access

Concur?

home process goals raciback

No

Yes

TONB-2.6.5
Create 

Remote Access
Account

Remote
Access?

No

Yes

TONB-2.6.3
Review
Request

TONB-2.6.6
Access

Network

Access 
Successful?

No Yes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.6.1 Request Initial Network Access

E-mail to Notify Information Security Officer
Information Security Officer Locator 
Non-Disclosure Agreement (if applicable)
Personnel Investigations Processing System entry results 
Talent Management System Training Certificates
VA Rules of Behavior

VA Form 9957, Access Form (access activation)
Elevated Privilege Request Memorandum
Service Desk Ticket

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] requests initial network and remote access within 
three business days of obtaining required information: 

Proof of completion of VHA Mandatory Training for Trainees (MTT) which includes electronically signed VA 
Rules of Behavior
Favorably adjudicated Special Agreement Check (SAC)

The Sponsor contacts the National Service Desk or the local Help Desk to request access to the VA network, applicable 
applications/systems, e-mail (if applicable), and/or remote access (remote access is requested through the Information 
Security Officer).

�

�

VA Directive 6500, Information Security Program

home process back goals raci

Personnel Investigations Processing System (PIPS)
Talent Management System (TMS)

Remote Access Portal
Service Desk Ticketing Application

ISOs may verify/audit TMS training certificates, and the favorable Special Agreement Check adjudication decision.
Use ISO Locator List or contact VA FSS ISO REQUESTS to identify ISO. Encrypted email to ISO includes: Name, 
Supervisor, and Global Address List properties.
The VA Form 9957, Access Form is used in conjunction with the Service Desk Ticket.

ISO Virtual Private Network Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.6.2 Review Initial Network Access

Sponsor Access E-mail
Talent Management System Training Certificates 
VA Form 9957, Access Form

Approved VA Form 9957, Access Form

Information Security Officer

Service Desk Ticketing System 

Within five (5) business days of receipt of the Sponsor [Designated Education Officer (DEO) or designee] request for 
Health Professions Trainees (HPT) network and remote access, the Information Security Officer (ISO) reviews the request 
to determine if any separation of duty issues exists.

If the review reveals no known separation of duty issues, the ISO concurs by signing the VA Form 9957, Access Form. 
The ISO electronically (by e-mail or in the portal) sends the signed VA Form 9957, Access Form to the local Facility Chief 
Information Officer (FCIO) to create the accounts and copy the Sponsor that the network access has been approved 
and/or the remote access has been approved. If the review reveals known separation of duty issues, then the ISO non-
concurs. In the event of non-concurrence, the ISO informs the Sponsor and the FCIO /SDE Point of Contact of the specific 
separation of duties reasons for non-concurrence. 

For HPTs who access multiple VA sites, assurance of VA Directive 6500 compliance can be provided by the ISO of record 
for field security management. 

VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

home process back goals raci

ISO Virtual Private Network Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.6.3 Review Request

Approved VA Form 9957, Access Form
Service Desk Ticket

Forwarded Approved VA Form 9957, Access Form
Updated Service Desk Ticket

Facility Chief Information Officer

Service Desk Ticketing System 

The Facility Chief Information Officer (FCIO), or designee, reviews the VA Form 9957, Access Form. The FCIO, or 
designee, determines initial level of access until Background Investigation complete (Joint VA/ Department of Defense 
sites such as North Chicago site may have a variance).

If the FCIO concurs with the request, it is forwarded to the Service Delivery and Engineering (SDE) Point of Contact for 
review.  If the FICO does not concur with the request, the process returns to the Request Initial Network Access activity.
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VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.6.4 Establish Initial Network Access

Approved VA Form 9957, Access Form
Service Desk Ticket

Active Directory Account 
Instructions to Access Global Address List (GAL), if applicable
Notice of Password (one time)
Notice to Sponsor
Updated/Resolved/Closed Service Desk Ticket

Service Delivery and Engineering (SDE) Point of Contact

Service Desk Ticketing System 

Within 5 business days of receipt of the Facility Chief Information Officer (FCIO) authorized request, the Service Delivery 
and Engineering (SDE) Point of Contact (SDE) establishes initial network, application systems and/or remote access by 
reviewing request form and adding the user and requested options into the appropriate system(s). The SDE Point of 
Contact uses the service desk ticketing system. The SDE Point of Contact notifies the Sponsor [Designated Education 
Officer (DEO) or designee] and copies the FCIO and Information Security Officer that the account has been established 
and password is available. 
   

The SDE Point of Contact provides the Health Professions Trainees (HPT) with a user name and temporary password. The 
task is closed and the SDE staff resolve/close the service desk ticket. The Sponsor is notified that the request has been 
completed.  
  

If a VA e-mail address is required, the SDE Point of Contact provides the HPTs with instructions to access the Global 
Address List.
  

If elevated privileges requested, an additional active directory account is established by the SDE Point of Contact. 

home process back goals raci

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

Integrated Campus Support (ICS) may perform this function in some instances.
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.6.5 Create Remote Access Account

Approved VA Form 9957, Access Form
Service Desk Ticket

Remote Access
Resolved/Closed Service Desk Ticket

Citrix Access Gateway
Rescue AnyConnect Virtual Private Network
Service Desk Ticketing System 

The Service Delivery and Engineering (SDE) Point of Contact, or designee, creates a remote access account for the 
Health Professions Trainees (HPT) once network access has been activated and the need for a remote account has 
been established.
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Service Delivery and Engineering (SDE) Point of Contact
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.6.6 Access Network

Instructions to Access Global Address List (GAL) (if applicable)
Service Desk Ticket
Temporary VA Network Password

Access VA Network
Global Address List Data for HPT (if applicable)
Strong VA Network Password
Updated Service Desk Ticket

Service Desk Ticketing System

Within 30 calendar days of receipt of a user name and temporary password, the Health Professions Trainees (HPT) 
log into the system(s) and create a strong password, update Talent Management System (TMS) profile to ensure the 
Sponsors name is in the supervisor field (supervisor field in TMS) and e-mail addresses are correct (if applicable). 

The HPT, if provided a VA e-mail address, also updates the information in the Global Address List (GAL) (address 
and telephone number). The HPT requests necessary changes through the Facility Chief Information Officer.

 NOTE: Most HPTs do not receive a VA e-mail address.
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Health Professions Trainees

Talent Management System (TMS)

Federal Information Processing Standards Publications (FIPS) 140-2, Security Requirements for Cryptographic Modules

Failure to log into the system within 90 days of receipt of a user name and temporary password results in deactivation 
of the users account.



Pu
bl

ic
 K

ey
 

In
fr

as
tr

uc
tu

re
 

H
el

p 
D

es
k

Pe
rs

on
ne

l 
Se

cu
ri

ty
 

O
ffi

ce
/S

pe
ci

al
is

t
Sp

on
so

r
H

ea
lth

 P
ro

fe
ss

io
ns

 T
ra

in
ee

s

Health Professions Trainees On/Off-Boarding: TONB-2.7 Schedule PIV/Non-PIV Card and Initiate Certificate

home process goals raci

TONB-2.7.3
Schedule

PIV/Non-PIV 
Appointment

back

TONB-2.7.10
Issue

PIV/Non-PIV Card

Soft 
Certificate 
Needed?

No

TONB-2.7.4
Initiate

Soft Certificate

Yes

TONB-2.7.1
Request

PIV/Non-PIV Card

TONB-2.7.2
Determine 

if Soft Certificate 
Necessary

TONB-2.7.5
Provide

Soft Certificate
Information

TONB-2.7.6
Add

to Auto Enroll
Security Group

TONB-2.7.7
Submit

Soft Certificate
Request

TONB-2.7.8
Obtain

Soft Certificate

TONB-2.7.9
Configure

E-mail Client for
Soft Certificate



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.7.1 Request PIV/Non-PIV Card

PIV Sponsor Delegation of Authority Memorandum
Request for One-VA Card (Electronic)

Completed Online Application Form

Sponsor

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees and
   Contractors
VA Card Types and Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

The Sponsor [Designated Education Officer (DEO) or designee], in the role of Personal Identity Verification (PIV) 
sponsor, gathers and inputs the Health Professions Trainees (HPT) data in the online application form within VA PIV 
Enrollment Portal tool.  

There are five card types of PIV.  The PIV Sponsor determines the appropriate type of card.  Information on the card 
type is provided in the VA Card Types and Requirements document.  The VA uses hard certificates for public key 
infrastructure as part of the PIV card.  If the PIV Sponsor selects logical access for the HPT, the PIV contains the hard 
certificate.

home process back goals raci

VA PIV Enrollment Portal

The VA PIV Card Management System is a restricted access system only accessible by authorized personnel.

When a Non-PIV card expires after three years, a new Non-PIV is issued, unless  the conditions described below 
warrant a National Agency Check and Inquiries (NACI) and a PIV Card.  

Issuance of a PIV card requires the initiation of a NACI. PIV Cards are issued to HPTs in the following 
situations:

If HPT has been given an appointment where they are at VA > 180 days in aggregate, in a single year.
Physician residents only, are exempt from a NACI  unless they have greater than 365 days continuous 
assignment to the VA. No other type of resident falls under this exemption.

�

�

�
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Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.7.2 Determine if Soft Certificate Necessary

PIV Sponsor Delegation of Authority Memorandum
Position Designation Record (when appropriate)

Identity Proofing Form
Notice to Obtain Soft Certificate [Public Key Infrastructure (PKI)]

Sponsor

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document

The Sponsor determines whether a soft certificate is necessary in order to use encrypted e-mail on BlackBerry or for 
other special use.  The Sponsor notifies the Health Professions Trainees (HPT) to initiate obtaining the soft certificate 
[Public Key Infrastructure (PKI)]. The Citrix Access Gateway does not presently use certificates.
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All VA Users on the VA Network use automatic enrollment; manual requests for PKI are no longer approved for 
HPTs who qualify for automatic enrollment.

PKI training may be available through the Sponsor.

VA PKI Information and Enrollment Portal
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.7.3 Schedule PIV/Non-PIV Appointment

Either SAC Adjudication date, SAC Adjudication with BI schedule date, OR Favorably Adjudicated BI Completion Date
Identity Proofing Documents

Scheduled appointment with PIV Office

Health Professions Trainees

Upon notification by the Sponsor [Designated Education Officer (DEO) or designee] of the Health Professions Trainees 
(HPT) Special Agreement Check (SAC) Adjudication date, SAC Adjudication date with BI schedule date, OR Favorably 
Adjudicated Background Investigation (BI) Completion Date, the HPT makes an appointment with the Personal Identity 
Verification (PIV) Office.

home process back goals raci

Form I-9, Employment Eligibility Verification.  The Form I-9 is used as the list of acceptable documents for obtaining PIV.

Identity Documentation Criteria. The HPT must provide two forms of acceptable personal identification at the PIV
   appointment.

How to Get a VA ID Badge

PIV Badge Offices



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.7.4 Initiate Soft Certificate

Identity Proofing Form

Forwarded Identity Proofing Form
Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Health Professions Trainees

All VA Users on the VA Network use automatic enrollment; manual requests for PKI are no longer approved for 
HPTs who qualify for automatic enrollment.

home process back goals raci

VA PKI Information and Enrollment Portal

The Health Professions Trainees (HPT):
Accesses VA Public Key Infrastructure (PKI) Information and Enrollment Portal
Signs the VA PKI Subscriber Agreement portion of the Identity Proofing Form
Fills out section one of the Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form (also part of the
Identity Proofing Form)
Submits to Information Security Officer or Trusted Agent for Proofing 

Two forms of identification must be provided

The HPT submits the request for soft certificate PKI after proving his or her identity by completing Section 3 of the
Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form in the presence of the Registrar, Information Security 
Officer, Trusted Agent or Notary Public and having the person proofing complete Sections 4 through 8 of the Soft 
Certificate [Public Key Infrastructure (PKI)] Enrollment Form (Sections 4 & 5 are only applicable for Notary Public).

�

�
�

�
�

VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.7.5 Provide Soft Certificate Information

Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Updated Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] completes Section 2 of the Soft Certificate [Public Key 
Infrastructure (PKI)] Enrollment Form and submits to the Public Key Infrastructure Help desk.

home process back goals raci

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees
   and Contractors, Section 2.2 PIV Identity Proofing and Registration Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.7.6 Add to Auto Enroll Security Group

Auto-Enroll Security Group
Identity Proofing Form (including VA PKI Subscriber Agreement)
Notification from Sponsor
Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

E-mail sent to Health Professions Trainees
Updated Auto-Enroll Security Group
Updated Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Public Key Infrastructure Help Desk

The Public Key Infrastructure (PKI) Help Desk adds the Health Professions Trainees (HPT) VA network account to 
the auto-enroll security group.  An e-mail is sent to the HPT to enroll for certificates via the PKI portal.

home process back goals raci

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees
   and Contractors, Section 2.2 PIV Identity Proofing and Registration Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document

VA PKI Information and Enrollment Portal



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.7.7 Submit Soft Certificate Request

E-mail from PKI Help Desk
Identity Proofing Form (including VA PKI Subscriber Agreement)
Personal Identification Documents
Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Updated Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form

Health Professions Trainees

The Health Professions Trainees (HPT) submit the request for Soft Certificate [Public Key Infrastructure (PKI)] after 
proving his or her identity by completing Section 3 of the Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form 
in the presence of the Registrar, Information Security Officer, Trusted Agent or Notary Public and having the person 
proofing complete Sections 4 through 8 of the Soft Certificate [Public Key Infrastructure (PKI)] Enrollment Form (Sections 4 
& 5 are only applicable for Notary Public). The HPT provides two forms of identification, one of which contains photo 
identification.

home process back goals raci

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees
   and Contractors, Section 2.2 PIV Identity Proofing and Registration Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.7.8 Obtain Soft Certificate

E-mail from PKI Help Desk
Soft Certificate [Public Key Infrastructure (PKI)]

Archived Soft Certificate [Public Key Infrastructure (PKI)]

Health Professions Trainees

The Health Professions Trainees (HPT) obtain Soft Certificate [Public Key Infrastructure (PKI)] by accessing the link 
provided in the e-mail received from PKI Help Desk and following the instructions on the PKI screen. The Individual 
archives the Soft Certificate PKI on a secure backup location, as described in the User's Guide.

home process back goals raci

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees
   and Contractors, Section 2.2 PIV Identity Proofing and Registration Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program
VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Public Key Infrastructure (PKI) Program, Completing PKI Paperwork Instructional Document

VA PKI Information and Enrollment Portal

Additional, specific guidance on secure back up location can be found in the VA Public Key Infrastructure (PKI) Program 
Setting up E-mail Outlook 2003 (or 2007 or 2010).



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.7.9 Configure E-mail Client for Soft Certificate

Soft Certificate [Public Key Infrastructure (PKI)]

Configured E-mail Client Soft Certificate [Public Key Infrastructure (PKI)]

Health Professions Trainees

The Health Professions Trainees (HPT) configures his or her e-mail to use the Soft Certificate [Public Key 
Infrastructure (PKI)].

home process back goals raci

VA Public Key Infrastructure (PKI) Program Setting up E-mail Outlook 2003
VA Public Key Infrastructure (PKI) Program Setting up E-mail Outlook 2007
VA Public Key Infrastructure (PKI) Program Setting up E-mail Outlook 2010

VA PKI Information and Enrollment Portal

Additional, specific guidance on secure back up location can be found in the VA Public Key Infrastructure (PKI) Program 
Setting up E-mail Outlook 2003 (or 2007 or 2010).
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.7.10 Issue PIV/Non-PIV Card

Identity Proofing Documents

Non-Personal Identity Verification (Non-PIV) Card (if applicable)
Personal Identity Verification (PIV) Card (if applicable)

Personnel Security Office/Specialist

The Personal Security Office/Specialist issues the appropriate card [i.e., Non-Personal Identity Verification (Non-PIV) 
card or the Personal Identity Verification (PIV) card] to the Health Professions Trainees.  

NOTE:  The issued card may be a PIV Card or Non-PIV Card.

The PIV Card Management and PIPS Systems are restricted access systems only accessible by authorized personnel.

home process back goals raci

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees
   and Contractors, Section 2.2 PIV Identity Proofing and Registration Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

Personnel Investigations Processing System (PIPS)
PIV Card Management System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.8 Distribute Computer Access Codes

Information Technology Representative

The Information Technology Representative creates and distributes the computer access codes for the Health 
Professions Trainees.

home process goals raci

VA Directive 5005, Staffing
VHA Directive 0710, Personnel Security and Suitability Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VHA Handbook 1400.x, Health Professions Trainee Appointment Process

back

CRISP Screening Checklist 

System generated hardcopy of access codes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.9 Schedule CPRS and Computer Training

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] schedules Computerized Patient Record System 
(CPRS) or other appropriate computer training for the Health Professions Trainees.

home process goals raci

CRISP Screening Checklist 

back

CRISP Screening Checklist - Updated
Scheduled Computer Training (as appropriate)
Scheduled CPRS Training (as appropriate)

VA Computer Training facilities 
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.10 Complete CPRS and Computer Training

Health Professions Trainees

The Health Professions Trainees (HPT) complete required Computerized Patient Record System (CPRS) and other 
computer training. 

NOTE: This is not the VHA Mandatory Training for Trainees.

home process goals raci

CRISP Screening Checklist 
Scheduled CPRS Training
Scheduled Computer Training (as appropriate)

VA Directive 5005, Staffing
VHA Directive 0710, Personnel Security and Suitability Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VHA Handbook 1400.x, Health Professions Trainee Appointment Process

back

CRISP Screening Checklist - Updated

CPRS training is independent of Computer Training and is provided on different days by different individuals.

If not previously performed, the HPT logs into the system(s) and creates a strong password, updates Talent 
Management System (TMS) profile to ensure the Sponsors name is in the supervisor field (supervisor field in TMS) 
and e-mail addresses are correct (if applicable). 

The HPT, if provided a VA e-mail address, also updates the information in the Global Address List (GAL) (address 
and telephone number). The HPT requests necessary changes through the Facility Chief Information Officer.
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Health Professions Trainees On/Off-Boarding: TONB-2.11 Determine GFE

GFE?

TONB-2.11.2
Obtain 

GFE

Yes

No

home process goals raciback

To: ITAM
IT Asset

Management

TONB-2.11.1
Determine

GFE Assignment



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.11.1 Determine GFE Assignment

VA Form 0887, VA Government Property Loan Form
Updated Sponsor Checklist

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] determines whether Government Furnished 
Equipment (GFE) is authorized/assigned. VA Form 0887, VA Government Property Loan Form, is completed and 
signed by the Sponsor and sent to the Health Professions Trainees.

home process back goals raci

Sponsor Checklist
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.11.2 Obtain GFE

Record of Issuance of Government Furnished Equipment
Request for Government Furnished Equipment (following local protocol)
Updated Sponsor Checklist
Updated VA Form 0887, VA Government Property Loan Form

Health Professions Trainees

The Health Professions Trainees (HPT) work with the Sponsor and the IT Asset Manager, or the designee, to request 
the appropriate government furnished equipment (GFE) needed for the HPT to perform the day to day operations. 
The HPT signs VA Form 0887 and sends to the Sponsor.

home process back goals raci

Sponsor Checklist
VA Form 0887, VA Government Property Loan Form
VA Form 9957, Access Form

VA Directive 6500, Managing Information Security Risk: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

All issuance of GFE are in accordance with protocols from the IT Asset Management Process.
The Sponsor assumes responsibility for the management and tracking of the GFE. 
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Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.12 Complete Background Investigation

Certificate of Investigation

Recorded Adjudication in Personnel Investigations Processing System (PIPS)
Signed Certificate of Investigation

Personnel Security Office/Specialist

Personnel Investigations Processing System (PIPS)

The Personnel Security Office/Specialist adjudicates the Background Investigation, signs off on the Certificate of 
Investigation (COI), and notifies the Human Resource Management Officer of final adjudication and provides a copy 
of the Certificate of Investigation for the Health Professions Trainees file.

The Personnel Security Office/Specialist saves the COI in a local auditable security file repository. The Personnel 
Security Office/Specialist ensures that adjudication has been recorded in the Personnel Investigations Processing 
System (PIPS).

home process back goals raci

The PIPS System is a restricted access system only accessible by authorized personnel.

No link is provided to the Suitability Processing Handbook because it is a controlled item.

Security and Investigations Center Resource Site

Suitability Processing Handbook 
Electronic Code of Federal Regulations, Title 5, Part 731-Suitability



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-2.13 Notify of Unfavorable BI

Certificate of Investigation
Recorded Adjudication in Personnel Investigations Processing System (PIPS)

Unfavorable BI Notification

Human Resource Management Officer

The Human Resource Management Officer notifies the Sponsor [Designated Education Officer (DEO) or designee] 
that the Health Professions Trainees (HPT) Background Investigation is unfavorable.

The Human Resource Management Officer sends the Notification to the Sponsor to Update Talent Management 
System Profile via e-mail.

home process goals raciback
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Health Professions Trainees On/Off-Boarding: TONB-3 Monitor and Control Access

TONB-3.1
Monitor
Status

TONB-3.2
Verify

Training 
Requirements Met

Change in 
Status?

No

TONB-3.3
Update

TMS Profile 

Separating?

Yes

Performance 
Management?

No Yes

No

PIV 
Required?

TONB-3.5
Initiate

PIV Card

No

Yes

home goals raciprocess

TONB-3.4
Update

of TMS Profile
by TMS 

Administrator 

To: TONB-4
Complete

Off-Boarding

Yes

TMS Admin
Required?

No

Yes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

 Health Professions Trainees On/Off-Boarding: TONB-3.1 Monitor Status

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] monitors any training needs or changes in status for 
the Health Professions Trainees (HPT) under their supervision.  The Sponsor sets up and maintains a file for each 
HPT.  

If there is a change in status, the Sponsor determines if the change in status is due to pending separation.  If the change 
in status is due to separation, Off-Boarding procedures are followed.  If the change in status is not due to separation, 
the Sponsor determines the type of change in status.

If there is no change in status, the Sponsor continues to monitor the HPT and ensures the annual security training 
requirements and VHA Mandatory Training for Trainees (MTT) training requirements are met.

home process goals raci

Position Designation Record (when appropriate)
Talent Management System Profile

The Health Professions Trainee File is maintained, electronically preferably.

Talent Management System (TMS)

Health Professions Trainee File
Notification to HPT to Update TMS Profile (if applicable)

back
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Health Professions Trainees On/Off-Boarding: TONB-3.2 Verify Training Requirements Met

TONB-3.2.1
Generate
Training

Compliance - 
Deficiency Report

TONB-3.2.2
Review

Training Status

TONB-3.2.3
Receive

Training Notification

TONB-3.2.10
Restore
Access

home process goals raci

TONB-3.2.7
Complete

Required Training

TONB-3.2.5
Suspend

HPTs Access

Take 
Training?

No

Yes

Training 
Recorded in 

TMS?

TONB-3.2.8
Ensure

Training Recorded 
in TMS

No

Yes

back

Compliant?

No

Yes

TONB-3.2.4
Request

Suspension 
of Access

TONB-3.2.6
Notify
HPT of

Suspended Access

TONB-3.2.9
Request

Restoration 
of Access

To: TONB-4
Complete

Off-Boarding



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-3.2.1 Generate Training Compliance - Deficiency Report

Talent Management System Administrator

The Talent Management System (TMS) Administrator initiates the generation of a Training Compliance - Deficiency 
Report on a daily basis. This report contains information on Health Professions Trainees (HPT) who are compliant or 
deficient on the VHA Mandatory Training for Trainees (MTT)-Refresher annual security training requirements. The 
Training Compliance - Deficiency Report is sent to the Information Security Officer (ISO) and the Sponsor 
[Designated Education Officer (DEO) or designee].  The TMS Administrator will contact the HPTs of their upcoming 
need for MTT-Refresher.

Training Compliance - Deficiency Report

Talent Management System database

Talent Management System (TMS)

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback

VHA Mandatory Training for Trainees

The HPT is responsible for reporting systematic problems to their Sponsor and ISO. The Sponsor monitors the Training 
Compliance - Deficiency Report to ensure policy is being followed by the facility as a whole. The ISO contacts the 
Sponsor to report problems in the process such as the noncompliance list is increasing, HPTs existing on the report for 
an extended time, and Sponsors are not enforcing compliance, etc. The Sponsor follows up with the chain of command 
for the noncompliant HPTs.

TMS can only generate automatic reminders when a VA email address is provided.
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-3.2.2 Review Training Status

Talent Management System Profile
Training Compliance - Deficiency Report

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee]  reviews the Health Professions Trainees (HPT) 
training status using the Training Compliance - Deficiency Report which provides a current list of HPTs who are 
required to renew their annual VHA Mandatory Training for Trainees (MTT)-Refresher and security training within 
the next 30 days or less. The Sponsor checks the Talent Management System (TMS) for the completed training 
certificates.

If the annual VHA MTT-Refresher and security training is verified as complete, no further action is required for VHA 
MTT-Refresher security training verification until one month prior to the 1 year anniversary of the training.

If the annual VHA MTT-Refresher security training is not completed by the required date, the HPT is listed as deficient 
in the TMS database. The Sponsor contacts the HPT and instructs the HPT to complete the required training within the 
appropriate time frame.

Request for Notification of Talent Management System Training Certificates

Request for Notification of Completed Training Certificates is in the form of an e-mail. 

Talent Management System (TMS)

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback

VHA Mandatory Training for Trainees
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Artifacts 
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Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-3.2.3 Receive Training Notification

Talent Management System Learning Expiration Notification
Talent Management System Profile

Health Professions Trainees

home process goals raci

The Health Professions Trainees (HPT) receives an automated training notification from the Talent Management 
System (TMS) 30 days prior to the expiration of the required annual training (VHA Mandatory Training for Trainees-
Refresher, which includes VA Privacy and Information Security Awareness and Rules of Behavior and Privacy and 
Health Insurance Portability and Accountability Act (HIPAA) Training) and daily thereafter until expiration date. 

If the HPT completes the required annual training and receives a Certificate of Training Completion in TMS
prior to the expiration date, the HPT remains in compliance with training requirements for the designated
timeframe (currently one year) and the HPTs access remains unchanged.

If the HPT does not complete the required annual training by the expiration date, the Sponsor initiates
suspension of access to VA Systems.

Talent Management System Training Certificates

back

The required training courses are accessible in the Talent Management System (TMS).

The Individual receives instruction from the Supervisor to complete the required training within the appropriate time
frame.

VHA Mandatory Training for Trainees

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

Talent Management System (TMS)
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Artifacts 
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-3.2.4 Request Suspension of Access

Talent Management System Learning Expiration Notification
Training Compliance - Deficiency Report

Sponsor

home process goals raci

The Sponsor [Designated Education Officer (DEO) or designee] requests suspension of network access for the non-
compliant Health Professions Trainees based on the information provided by the Training Compliance - Deficiency 
Report sent by the Talent Management System. The Supervisor makes the request for suspension of access by 
opening a Service Desk Ticket.

Request for Suspension of Access
Service Desk Ticket

back

The required training courses are accessible in the Talent Management System (TMS).

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Service Desk Ticketing System
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Artifacts 
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Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-3.2.5 Suspend HPTs Access

Request for Suspension of Access
Service Desk Ticket

Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, suspends the Health Professions 
Trainees (HPT) VA System access based on the request from the Sponsor [Designated Education Officer (DEO) or 
designee] contained in the Service Desk Ticket and updates the Service Desk Ticket.  The Sponsor is updated via e-
mail on the completion of the suspension.

If the HPTs elect to complete the required MTT-Refresher training, the training is available on the Internet as well as 
through alternate means which the Sponsor can assist in identifying. 

If the HPTs elect not to complete the required MTT-Refresher training, appropriate action(s) are initiated by the 
Sponsor.

Notification of Suspended Access (e-mail)
Updated Service Desk Ticket

Service Desk Ticketing System

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-3.2.6 Notify HPT of Suspended Access

Notification of Suspended Access (e-mail)

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] notifies the Health Professions Trainees (HPT) that 
access to VA systems has been suspended and provides information on how the HPT can become compliant. The 
Sponsor also informs the HPT of the consequences resulting from failure to be compliant.

Forwarded Notification of Suspended Access (e-mail, if applicable)

This method of notification depends on the means available to the Sponsor based on proximity or other factors unique 
to the situation.

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback
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Artifacts 
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-3.2.7 Complete Required Training 

VHA Mandatory Training for Trainees-Refresher 

Contact with Sponsor (if applicable)
VHA Mandatory Training for Trainees-Refresher Certificate (if desired by user)

Health Professions Trainees

The Health Professions Trainees (HPT) complete the required VHA Mandatory Training for Trainees (MTT)-Refresher 
(includes VA Privacy and Information Security Awareness and Rules of Behavior and Privacy and Health Insurance 
Portability and Accountability Act (HIPAA) Training).

If the HPTs complete training online, the Talent Management System (TMS) automatically updates the HPTs record 
once the training is complete.

If TMS is not automatically updated upon completion of the required training or the HPTs complete the required 
training by some other means than using the online TMS training, the HPTs contact the Sponsor [Designated 
Education Officer (DEO) or designee] to assist with ensuring TMS is updated and access is restored.

The HPT uses personal e-mail or a phone call to contact the Sponsor.

Talent Management System (TMS)

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback

VHA Mandatory Training for Trainees
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More Info....

Health Professions Trainees On/Off-Boarding: TONB-3.2.8 Ensure Training Recorded in TMS

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] assists the Health Professions Trainees (HPT) to ensure 
the annual required training (VHA Mandatory Training for Trainees-Refresher) is recorded in the Talent Management 
System.

Updated Talent Management System Data

Contact with HPT (if applicable)
Talent Management System Data
VHA Mandatory Training for Trainees-Refresher Certificate (which includes approved substitutes for Privacy and
   Health Insurance Portability and Accountability Act as well as  VA Privacy and Information Security Awareness and
   Rules of Behavior Training)

Talent Management System (TMS)

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback

VHA Mandatory Training for Trainees - Refresher



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-3.2.9 Request Restoration of Access

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] submits a Service Desk ticket showing approval for 
restoration of the Health Professions Trainees (HPT) access to the appropriate level, within the VA system, once the 
HPTs completion of annual VHA Mandatory Training for Trainees (MTT)-Refresher requirement is recorded in the 
Talent Management System.

Request of Restoration of Access
Service Desk Ticket

Talent Management System Data
VHA Mandatory Training for Trainees-Refresher Certificate

VA Directive 6500, Managing Information Security Risk: VA Information Security Program

home process goals raciback

Service Desk Ticketing System



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-3.2.10 Restore Access

Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, restores access for the Health 
Professions Trainees and closes the Service Desk Ticket.

Restored Access for the Health Professions Trainee
Updated/Closed Service Desk Ticket

Service Desk Ticket

home process goals raciback
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-3.3 Update TMS Profile

Notification to HPT to Update Talent Management System Profile
Talent Management System Profile

Health Professions Trainees

The Health Professions Trainees (HPT) update the Talent Management System (TMS) profile with new status, contact 
information, sponsors name (supervisor field in TMS), etc. when changes occur. 

Updated Talent Management System Profile 

Talent Management System (TMS)

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-3.4 Update of TMS Profile by TMS Administrator

Talent Management System Profile

Talent Management System Administrator

The Talent Management System (TMS) Administrator updates the TMS profile for Health Professions Trainees as 
required when changes occur. 

Updated Talent Management System Profile 

Talent Management System (TMS)

home process goals raciback
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Health Professions Trainees On/Off-Boarding: TONB-3.5 Initiate PIV Card
home process goals raci

TONB-3.5.2
Schedule

PIV Appointment

TONB-3.5.1
Request

PIV Card

back

TONB-3.5.3
Issue

PIV Card



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-3.5.1 Request PIV Card

PIV Sponsor Delegation of Authority Memorandum
Request for One-VA Card (Electronic)

Completed Online Application Form

Sponsor

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees and
   Contractors
VA Card Types and Requirements
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

The Sponsor [Designated Education Officer (DEO) or designee], in the role of Personal Identity Verification (PIV) sponsor, 
gathers and inputs the Health Professions Trainees (HTP) data in the online application form within VA PIV Enrollment 
Portal tool.  

There are five card types of PIV.  The PIV Sponsor determines the appropriate type of card.  Information on the card type 
is provided in the VA Card Types and Requirements document.  The VA uses hard certificates for public key 
infrastructure as part of the PIV card.  If the PIV Sponsor selects logical access for the HPTs, the PIV contains the hard 
certificate.

home process back goals raci

PIV Card Management System

The VA PIV Card Management System is a restricted access system only accessible by authorized personnel.

When a Non-PIV card expires after three years, a new Non-PIV is issued, unless  the conditions described below warrant 
a National Agency Check and Inquiries (NACI) and a PIV Card.  

Issuance of a PIV card requires the initiation of a NACI. PIV Cards are issued to HPTs in the following situations:
If HPT has been given an appointment where they are at VA > 180 days in aggregate, in a single year.
Physician residents only, are exempt from a NACI  unless they have greater than 365 days continuous 
assignment to the VA. No other type of resident falls under this exemption.

�
�

�



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-3.5.2 Schedule PIV Appointment

Either SAC Adjudication date, SAC Adjudication date with BI schedule date, OR Favorably Adjudicated BI Completion Date
Identity Proofing Documents

Scheduled appointment with PIV Office

Health Professions Trainees

Upon notification by the Sponsor [Designated Education Officer (DEO) or designee]) of the Health Professions Trainees 
(HPT) Special Agreement Check (SAC) date, SAC Adjudication date with Background Investigation (BI) schedule date, 
OR Favorably Adjudicated BI Completion Date, the HPT makes an appointment with the Personal Identity Verification 
(PIV) Office to request a PIV badge.

home process back goals raci

Form I-9, Employment Eligibility Verification.  The Form I-9 is used as the list of acceptable documents for obtaining PIV.

Identity Documentation Criteria.  The HPT must provide two forms of acceptable personal identification at the PIV
   appointment.

How to Get a VA ID Badge

PIV Badge Offices



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-3.5.3 Issue PIV Card

Identity Proofing Documents

Personal Identity Verification Card

Personnel Security Office/Specialist

The Personal Security Office/Specialist issues the Personal Identity Verification (PIV) card to the Health Professions 
Trainees.  

The PIV Card Management and PIPS Systems are restricted access systems only accessible by authorized personnel.

home process back goals raci

Federal Information Processing Standards, FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees and
   Contractors
VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) Program

Personnel Investigations Processing System (PIPS)
PIV Card Management System
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Health Professions Trainees On/Off-Boarding: TONB-4 Complete Off-Boarding

TONB-4.7
Receive 

Notification
PIV Card Turned In

TONB-4.8
Coordinate

Account 
Deactivations

TONB-4.9
Deactivate 

PIV 

TONB-4.11
Deactivate

VA Network 
Accounts

GONB-4.10
Deactivate

Virtual Private 
Network

TONB-4.1
Notify

HRMO of Change in 
Status

TONB-4.4
Return 

Items for 
Off-Boarding

home goals raciprocess

TONB-4.2
Notify 

HRMO to Direct 
Off-Boarding

TONB-4.5
Accomplish

Off-Boarding Local 
Actions 

TONB-4.6
Notify

HRMO Local Off-
Boarding Actions

Complete 

Issues?

TONB-4.13
Perform

Emergent
Off-Boarding

TONB-4.14
Archive

Files

TONB-4.3
Direct

Off-Boarding

TONB-4.12
Complete

Off-Boarding

No

Yes



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.1 Notify HRMO of Change in Status

Notification to Human Resource Management Officer (HRMO) of the Change in Status 

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] notifies Human Resource Management Officer (HRMO) of 
the need to change the status of the Health Professions Trainees. 

The artifacts used as input to begin Off-Boarding vary widely depending on the reason for initiating the Off-Boarding. 

VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

E-mail from Health Professions Trainees Requesting/Informing of Status Change (if applicable)
Notification of Deactivation (if applicable)
Notification of Non-Compliance MTT-Refresher Requirements (if applicable)

home process goals raciback



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.2 Notify HRMO to Direct Off-Boarding

The Sponsor [Designated Education Officer (DEO) or designee] notifies the Human Resource Management Officer 
(HRMO) to perform appropriate actions to Off-Board the Health Professions Trainees (HPT) from the VA. The 
Sponsor ensures that the HPTs account in the VA Talent Management System is inactivated.  The Sponsor provides 
the direction by e-mail. 

NOTE:  If off-boarding of HPTs is due to relocation within the VA, then VA TMS account is not inactivated.

Sponsor

Notification to Human Resource Management Officer (HRMO) of the Change in Status

Notification to Human Resource Management Officer (HRMO) of Off-Boarding Requirements (if applicable) 

home process goals raciback

Each TMS domain within VA has a specific e-mail routing.

Talent Management System (TMS)

VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.3 Direct Off-Boarding

The Human Resource Management Officer (HRMO) instructs the Health Professions Trainees (HPT) to complete VA 
Form 3248, Employees Clearance from Indebtedness and instructs the HPTs to return, as applicable, government 
property including: 

Equipment (laptops, hard drives, notebooks, tablets, thumb drives, smartphones, mobile devices, etc.)
Fitness Room equipment
Keys, additional access devices
Library books
Parking Passes
Personal Identity Verification (PIV) Card/Non-PIV Card/Local Identifications 
Sanitize non-Government Furnished Equipment
Sensitive data (paper or electronic) turn-in
etc.

The HRMO confirms that the HPT completes all outstanding medical records. 

�
�

�
�

�
�

�
�
�

Human Resource Management Officer

Notification to Human Resource Management Officer of Change in Status
Notification to Human Resource Management Officer of Off-Boarding Requirements (if applicable) 
VA Form 0887, VA Government Property Loan Form (if applicable)

VA Form 3248, Employees Clearance from Indebtedness (if applicable)

home process goals raciback

VA Form 3248, Employees Clearance from Indebtedness can be completed electronically or manually. Also, VA Form 
3248 has multiple versions for the different locations and each location should select the one assigned by the Servicing 
Human Resource Office.

VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program



Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.4 Return Items for Off-Boarding

VA Form 0887, VA Government Property Loan Form
VA Form 3248, Employees Clearance from Indebtedness 

Updated VA Form 0887, VA Government Property Loan Form
Updated VA Form 3248, Employees Clearance from Indebtedness (if applicable)

Health Professions Trainees

VA Handbook 6500.1, Electronic Media Sanitization
VA Handbook 7002, Logistics Management Procedures

The Health Professions Trainees (HPT) return or, as appropriate, turn in for destruction items to either the Sponsor 
[Designated Education Officer (DEO) or designee] or Technical Support Staff within 24 hours of departing.  Items 
include:

Keys, additional access devices
Equipment (laptops, hard drives, notebooks, tablets, thumb drives, smartphones, mobile devices, etc.)
Parking Passes
Personal Identity Verification (PIV) Card/Non-PIV Card/Local Identifications 
Sanitize non-Government Furnished Equipment
Fitness Room equipment
Sensitive data (paper or electronic) turn-in
Library books
etc.

The Sponsor confirms that the HPTs complete all outstanding medical records. 

�

�

�

�

�

�

�

�

�

VA Form 0887, VA Government Property Loan Form is updated in Part II- VA Property Return Receipt. Also, VA
Form 3248 has multiple versions for the different locations and each location should select the one assigned by the
Servicing Human Resource Office.

home process goals raciback
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.5 Accomplish Off-Boarding Local Actions

Health Professions Trainees

The Health Professions Trainees (HPT) accomplish local Off-Boarding actions and complete Off-Boarding. The HPTs turn 
in Personal Identity Verification (PIV) Card (PIV or Non-PIV) and any remaining Government Furnished Equipment 
(GFE) or government property to the Sponsor [Designated Education Officer (DEO) or designee] when they are 
separated.  Within 30 days of separation, the HPTs certify they managed data in accordance with VA regulations, per VA 
Handbook 6500 Appendix D. 

The HPTs also must clear selected departments according to Site specific out-processing procedures.  

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

Personal Identity Verification Card (PIV) or Non-PIV Card
VA Form 0887, VA Government Property Loan Form (as applicable)
VA Form 3248, Employees Clearance from Indebtedness (as applicable)

Certification of Managed Data 
Site Specific Checklist (if applicable)
Updated VA Form 0887, VA Government Property Loan Form (as applicable)
Updated VA Form 3248, Employees Clearance from Indebtedness (as applicable)

VA Form 0887, VA Government Property Loan Form is updated in Part II- VA Property Return Receipt. Also, VA
Form 3248 has multiple versions for the different locations and each location should select the one assigned by the
Servicing Human Resource Office.

home process goals raciback
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.6 Notify HRMO Local Off-Boarding Actions Complete 

Local Administrative Support

The Local Administrative Support notifies the Human Resource Management Officer (HRMO) and/or Sponsor 
[Designated Education Officer (DEO) or designee] whether the local actions are complete or incomplete (return of 
Government Furnished Equipment, Parking Passes, issued tokens, etc.) and forwards any VA Form 0887, VA 
Government Property Loan Form, Part II- VA Property Return Receipts to the HRMO and/or Sponsor.  In the case of 
incomplete local actions an alert must be sent to the HRMO and Sponsor the same day.

The Local Administrative Support ensures the Personal Identification Verification (PIV) Database is updated if the 
PIV/Non-PIV card is returned.

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

Personal Identity Verification Database Card Record
VA Form 0887, VA Government Property Loan Form

Forwarded VA Form 0887, VA Government Property Loan Form
Notification to Human Resource Management Officer
Updated Personal Identity Verification Database Card Record

Local Administrative Support includes i.e.,  security and law enforcement, library, custodial officer, and Human Resources.

home process goals raciback

Personal Identity Verification Database
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.7 Receive Notification PIV Card Turned In 

Human Resource Management Officer

The Human Resource Management Officer (HRMO) and the Sponsor [Designated Education Officer (DEO) or 
designee] receives notification from the Local Administrative Support when the Personal Identity Verification (PIV) or 
Non-PIV Card is returned. The HRMO maintains the notification in the Human Resource Management Officer Record. 

For those trainees paid directly by the VA, the HRMO or Sponsor verifies the HPTs have been successfully Off-
Boarded and notifies payroll to release the final paycheck. If the HPTs have not successfully completed Off-Boarding, 
the HRMO withholds notification to payroll for release of final paycheck. 

Forwarded VA Form 0887, VA Government Property Loan Form
Notification to Human Resource Management Officer
Personal Identity Verification Database Card Record

Human Resource Management Officer Record (if applicable)
Notification to Release Payment (if applicable)
  

Personal Identity Verification Database
Personnel and Accounting Integrated Data (PAID) System (as appropriate)

home process goals raciback

Notification to release payment is made in the PAID tool for Individuals.
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.8 Coordinate Account Deactivations

Human Resource Management Officer

The Human Resource Management Officer (HRMO) coordinates account deactivations (i.e., IT systems, special system 
access, government credit cards, Talent Management System Profile, etc.) through appropriate organizations such as the 
National Help Desk.  

VA Form 3248, Employees Clearance from Indebtedness 
VA Form 9957, Access Form - account activations - (including Special System Access)

Service Desk Ticketing System

VA Form 9957, Access Form - account deactivations
Request to Deactivate Special System Access
Updated VA Form 3248, Employees Clearance from Indebtedness 

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

VA Form 9957, Access Form is used to request creation, modification and deletion of accounts. The Artifact Used, VA
Form 9957, Access Form is the form previously used to create a new account or modify an existing account, and the
Artifact Created, VA Form 9957, Access Form is for deleting an account.

VA Form 3248 has multiple versions for the different locations and each location should select the one assigned by the 
Human Resource Management Officer.

home process goals raciback
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Artifacts 
Created

Responsible 
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Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.9 Deactivate PIV

Personal Identity Verification Office

The Personal Identity Verification (PIV) Office staff deactivates the PIV and Non-PIV card according to VA Handbook 
6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program guidance. 
The PIV staff verifies the Health Professions Trainees PIV deactivation information is properly entered into the PIV 
Database.

Personal Identity Verification Card
Personal Identity Verification Database Card Record
VA Form 3248, Employees Clearance from Indebtedness 

Deactivated Personal Identity Verification Card Record

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

home process goals raciback

Personal Identity Verification Database

VA Form 3248 has multiple versions for the different locations and each location should select the one assigned by the 
Servicing Human Resource Office.
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Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.10 Deactivate Virtual Private Network 

Information Security Officer

The Information Security Officer (ISO) deactivates the Virtual Private Network (VPN) access for the Health Professions 
Trainees (HPT). The ISO notifies the Service Delivery and Engineering (SDE) Point of Contact to take appropriate action 
related to the Off-Boarding of the HPTs.  The ISO notifies the owner/manager of all IT Systems to remove the HPTs access 
according to local policy.

VA Form 9957, Access Form - account activations - (including Special System Access)
VA Form 9957, Access Form - account deactivations - (including Special System Access)

Notification to Service Delivery and Engineering (SDE) Point of Contact

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.11 Deactivate VA Network Accounts

Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, deactivates VA network accounts upon 
receiving notification from the Human Resource Management Office (HRMO) or Sponsor [Designated Education Officer 
(DEO) or designee].  The SDE Point of Contact notifies the HRMO or Sponsor when the action is completed.

Notification from the HRMO or Sponsor
VA Form 9957, Access Form - account deactivations - (including Special System Access)

Notification of Deactivation of  Network, Virtual Private Network and Special System Access

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.12 Complete Off-Boarding

Health Professions Trainees

The Health Professions Trainees turn in the VA Form 3248, Employees Clearance from Indebtedness (as applicable), 
and any other applicable out-processing paper work to the person designated by local out-processing procedures.

VA Form 3248, Employees Clearance from Indebtedness (as applicable)

Completed VA Form 3248, Employees Clearance from Indebtedness

home process goals raciback

VA Form 3248, Employees Clearance from Indebtedness. VA Form 3248 has multiple versions for the different
locations and each location should select the one assigned by the Servicing Human Resource Office.
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Health Professions Trainees On/Off-Boarding: TONB-4.13 Perform Emergent Off-Boarding

TONB-4.13.12
Maintain

Record of Emergent
Off-Boarding

TONB-4.13.8
Notify

HPT to Return 
Government 

Property

TONB-4.13.10
Ensure

Government 
Property Returned  

TONB-4.13.2
Provide

 Recommended 
Actions 

TONB-4.13.1
Initiate

Emergent 
Off-Boarding 

TONB-4.13.3
Deactivate

 VA Network
Accounts

TONB-4.13.5
Deactivate

Virtual Private 
Network

TONB-4.13.6
Conduct

Emergent 
Off-Boarding

TONB-4.13.11
Transfer

Responsibility to 
Recover Property

TONB-4.13.4
Escort

Off Premises

TONB-4.13.7
Deactivate 

Physical Access

TONB-4.13.9
Return

 Government 
Property
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.13.1 Initiate Emergent Off-Boarding 

Board of Investigation (if applicable)
Incident Report

VA Form 0923, Serious Incident Report (if applicable)
Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law
Enforcement

Sponsor

When the Sponsor [Designated Education Officer (DEO) or designee] receives notice of a situation with Health 
Professions Trainees (HPT) from the appropriate (depending on the situation) VA personnel, the Human Resource 
Management Officer (HRMO) determines the need for and initiates emergent off-boarding.   
  

The Sponsor immediately notifies the Information Security Officer (ISO), Service Delivery and Engineering (SDE) 
Point of Contact (Network Security Operations Center in after hours/emergency situations), and Law Enforcement 
of the need to emergently off-board HPTs and obtain government furnished equipment and other VA issued 
property (including Personal Identity Verification (PIV)/Non-PIV card, keys, etc.).

The Sponsor ensures the HPTs account in the VA Talent Management System is inactivated.

VA Directive 0321, Serious Incident Reports
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy

home process goals raciback

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information 
Security Program includes individual requirements which if not fulfilled, might initiate emergent off-boarding 
of an HPT, for instance:

Failure to immediately report a security incident
Theft or break-in or other criminal activity

�

�

Supervisor Statement (if applicable)
VA Form 0887, VA Government Property Loan Form

Talent Management System (TMS)
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Artifacts 
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Responsible 
Role
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Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.13.2 Provide Recommended Actions 

Notification to Service Delivery and Engineering (SDE) Point of Contact to Deactivate Network Access
Recommendations to Human Resource Management Office, Sponsor, and Security and Investigations Center  

Information Security Officer

The Information Security Officer (ISO) provides recommended actions to the Sponsor [Designated Education Officer (DEO) 
or designee] and Security and Investigations Center (SIC) and sends the Notification to the Service Delivery and Engineering 
(SDE) Point of Contact to Deactivate Network Access if appropriate.

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement
VA Form 0887, VA Government Property Loan Form

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
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Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.13.3 Deactivate VA Network Accounts

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement
Recommendations to Sponsor and Security and Investigations Center 

Notification to Sponsor from Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact

Service Delivery and Engineering (SDE) Point of Contact, frequently IT Operations, deactivates access to all Health 
Professions Trainees systems residing on the VA network and notifies Sponsor [Designated Education Officer (DEO) or 
designee] of completion.

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
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Artifacts 
Created

Responsible 
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Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.13.4 Escort Off Premises 

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement
Notification to Human Resource Management Officer from Service Delivery and Engineering (SDE) Point of Contact
Recommendations to Sponsor and Security and Investigations Center 

Notification to Sponsor from Law Enforcement  

Law Enforcement

If necessary, Law Enforcement is contacted to escort the Health Professions Trainees (HPT) off the premises. 
Otherwise, the Sponsor [Designated Education Officer (DEO) or designee] coordinates having the HPTs escorted off 
the premises.

Law Enforcement or a designated official seizes and/or secures the government furnished equipment.

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
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Health Professions Trainees On/Off-Boarding: TONB-4.13.5 Deactivate Virtual Private Network

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, 
and Law Enforcement

Notification of Network Access Deactivation 

Network Security Operations Center (NSOC)

The Network Security Operations Center (NSOC) disables remote access [Virtual Private Network (VPN), RESCUE, and 
Citrix Access Gateway] in after hours/emergency situations and notifies the Information Security Officer. 

The Talent Management System profile is also deactivated. 

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
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Health Professions Trainees On/Off-Boarding: TONB-4.13.6 Conduct Emergent Off-Boarding 

Board of Investigation (if applicable)
Incident Report
Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement
Supervisor Statement (if applicable)
VA Form 0887, VA Government Property Loan Form
VA Form 0923, Serious Incident Report (if applicable)

Notification to Service Delivery and Engineering (SDE) Point of Contact
Updated Incident Report
Updated VA Form 0923, Serious Incident Report (if applicable)

Information Security Officer

The Information Security Officer (ISO) conducts emergent Off-Boarding actions to ensure access to sensitive data, networks 
(to include the Virtual Private Network) and systems is deactivated. The ISO notifies the Service Delivery and Engineering 
(SDE) Point of Contact to take appropriate action related to the Off-Boarding of the Health Professions Trainees (HPT).  The 
ISO notifies the owner/manager of all IT Systems to remove the HPTs access according to local policy.

VA Directive 0321, Serious Incident Reports
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy

Network Security Operations Center Remedy Portal
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Health Professions Trainees On/Off-Boarding: TONB-4.13.7 Deactivate Physical Access

Notifications to Information Security Officer, Service Delivery and Engineering (SDE) Point of Contact, and Law Enforcement

Notification that Personal Identity Verification has been Disabled

Personal Identity Verification Office  

The Personal Identity Verification (PIV) Office deactivates physical access by disabling the PIV and Non-PIV card, according 
to VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information
Security Program guidance.  PIV Office notifies Sponsor [Designated Education Officer (DEO) or designee] that the action is 
complete. 

Personal Identity Verification System
Physical Access Control System 

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VHA Handbook 0710.01, Position Risk and Sensitivity Designations for VHA Positions and Medical Center Policy
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Health Professions Trainees On/Off-Boarding: TONB-4.13.8 Notify HPT to Return Government Property

VA Form 0887, VA Government Property Loan Form

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] notifies the Health Professions Trainees (HPT) of the 
process for returning government property.  The process varies depending upon the emergent situation.  Any property on 
site, to include Personal Identity Verification (PIV) or Non-PIV Card, is collected before HPTs are escorted off the 
premises. 

VA Handbook 0730/2, Security and Law Enforcement, Appendix B
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

Notification of Process to Return Government Property
Updated VA Form 0887, VA Government Property Loan Form

VA Form 0887, VA Government Property Loan Form is updated in Part II- VA Property Return Receipt.
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Health Professions Trainees On/Off-Boarding: TONB-4.13.9 Return Government Property

VA Form 0887, VA Government Property Loan Form
VA Form 3248, Employees Clearance from Indebtedness

Health Professions Trainees

The Health Professions Trainees (HPT) return any Government Property not already collected via the procedure outlined 
by the Sponsor [Designated Education Officer (DEO) or designee] within 24 hours.

Returned Government Property
Updated VA Form 0887, VA Government Property Loan Form

VA Handbook 0730/2, Security and Law Enforcement, Appendix B
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

VA Form 0887, VA Government Property Loan Form is updated in Part II- VA Property Return Receipt

home process goals raciback

Reference VA Form 3248, Employees Clearance from Indebtedness for a list of items that may need to be returned.  VA 
Form 3248 has multiple versions for the different locations and each location should select the one assigned by the Human 
Resource Management Officer.
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Health Professions Trainees On/Off-Boarding: TONB-4.13.10 Ensure Government Property Returned

VA Form 0887, VA Government Property Loan Form

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] ensures that all Government Property is returned and 
forwards to the appropriate asset manager.  The Sponsor checks the Government Property by referencing the Government 
Furnished Equipment Records and out-processing checklist.  The Sponsor verifies the Health Professions Trainees (HPT) 
have returned all Government Property to include Personal Identity Verification (PIV) or Non-PIV Card and notifies 
payroll to release the final paycheck (as applicable).  If the HPTs have not returned all Government Property to include 
PIV or Non-PIV Card, the Sponsor withholds notification to payroll for release of final paycheck (as applicable).  The 
Sponsor ensures the HPTs account in the VA Talent Management System is inactivated. 

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures

Notification to Release Payment
Updated VA Form 0887, VA Government Property Loan Form

Personnel and Accounting Integrated Data (PAID) System (as appropriate)

Notification to Release Payment is made in the PAID tool for applicable HPTs.  Note:  Most HPTs are in a Without 
Compensation (WOC) status.

VA Form 0887, VA Government Property Loan Form is updated in Part II- VA Property Return Receipt.
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Description

Artifacts 
Used

Artifacts 
Created

Responsible 
Role

Tools

Standards

More Info....

Health Professions Trainees On/Off-Boarding: TONB-4.13.11 Transfer Responsibility to Recover Property

VA Form 0887, VA Government Property Loan Form

Notification to Sponsor  
Updated VA Form 0887, VA Government Property Loan Form

Sponsor

The Sponsor [Designated Education Officer (DEO) or designee] transfers the recovered government property to the 
appropriate office (i.e., Asset Management, Security Office, PIV Office, etc.).  The Sponsor reports any un-recovered 
government property to the appropriate office.  

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
VA Handbook 7002, Logistics Management Procedures
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Health Professions Trainees On/Off-Boarding: TONB-4.13.12 Maintain Record of Emergent Off-Boarding 

Incident Report
Notification to Sponsor
VA Form 0887, VA Government Property Loan Form
VA Form 0923, Serious Incident Report (if applicable)

Health Professions Trainee File - Updated

The Sponsor [Designated Education Officer (DEO) or designee] maintains a record of the emergent Off-Boarding actions 
in the Health Professions Trainee File which is archived at the end of the Off-Boarding process.  The contents of the folder 
are dictated by official policy.

VA Handbook 0730/2, Security and Law Enforcement, Appendix B
VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program

Sponsor

home process goals raciback

In VA Handbook 0730/2, reference Appendix B, Physical Security Requirements and Options for guidance.
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Health Professions Trainees On/Off-Boarding: TONB-4.14 Archive Files

Human Resource Management Officer

The Human Resource Management Officer receives the VA Form 3248, Employees Clearance from Indebtedness
electronically and completes off-boarding by archiving the Health Professions Trainees (HPT) File.

Note:  Certain portions of the HPTs file must be maintained indefinitely.

Health Professions Trainee File
VA Form 3248, Employees Clearance from Indebtedness 

Health Professions Trainee File - Archived

VA Handbook 6500, Risk Management Framework for VA Information Systems - Tier 3: VA Information Security Program
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VA Form 3248 has multiple versions for the different locations and each location should select the one assigned by the 
Human Resource Management Officer.
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