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The Veterans Relationship Management (VRM) Program Executive Office (PEO) manages business-driven programs, leveraging principals, subject matter experts and joint initiatives between the Veterans Health Administration (VHA), Veterans Benefits Administration (VBA), National Cemetery Administration (NCA), Board of Veterans’ Appeal (BVA), Office of Resolution Management (ORM), Office of Performance Analysis & Integrity (PA&I), Office of Business Process Integration (OBPI), Office of Field Operation (OFO), Office of Information & Technology (OI&T), Board of Veterans’ Appeals (BVA), Office of Health Information (OHI), Patient Care Services (PCS) and the Department of Defense (DoD).  Cross cutting initiatives within in the VRM PEO include, but are not limited to, Identity and Access Management (IAM), Customer Relationship Management (CRM), Voice Access Modernization (VAM), Knowledge Management (KM), Unified Desktop (UD), Veteran Beneficiary Self-Service (VBSS), My Healthy Vet, Homeless Veterans, E-Gov, and Enrolment.  Initiatives from outside the Department of Veterans Affairs (VA) include, but are not limited to, joint programs conducted with DoD under the auspices of the Joint Executive Council and the Benefits Executive Council such as Transition Assistance Program (TAP), Disability Evaluation System (DES), Benefits Delivery at Discharge (BDD), Joint VA/DoD Health Care Facilities, VA/DoD Identity Repository (VADIR) and general benefits eligibility.  

An interagency VRM governance strategy and management structure has been established to provide guidance in realizing the VRM vision and ensuring that the VRM program is aligned with the VA’s strategic objective to look forward.  Oversight of the initiatives is conducted by internal chains of command within each business line, and elevated to committees established by the interagency governance strategy, to include the Joint Executive Council and the Benefits Executive Council.  Although executive governance of the program is interagency, a single Program Executive Office (PEO) and Program Manager (PM) have been named for all efforts associated with this program.  This PEO / PM is responsible for the management of all OI&T efforts, including requirements definition, design, acquisition strategy, budget, implementation, and testing of all IT related aspects to the program.  

[bookmark: _Toc285617387]2.0	SCOPE

The VRM program will provide the capabilities required to achieve on-demand access and benefits to comprehensive VA services and benefits in a consistent, user-centric manner to enhance veterans, their families, and their agents’ self-service experience through a multi-channel customer relationship management approach.  

The VRM strategic business objectives are listed below:  

· Improve efficiency by facilitating anytime, anywhere access via web to promote self service and access to personalized information. 
· Ensure that veterans and beneficiaries have access to accurate and consistent information on benefits and services through one knowledge base. 
· Streamline and improve internal business processes in order to provide high quality experiences for veterans and their beneficiaries. 
· Improve transparency and provide seamless support across all touch points. 
· Improve consistency and quality across all veteran interfaces through the sharing of knowledge. 
· Become more veteran-focused and information-centric by providing a single 360 view of the Veteran and all stakeholders. 
· Improve ability to measure service quality. 
· Improve VA’s ability to successfully resolve veterans and beneficiaries’ issues on first contact. 
· Allow Veterans to receive care in VA and community care centers at reduced burden to veterans through implementation of an industry standard beneficiary identification.  

This Performance Work Statement (PWS) directly supports all the programs and projects assigned to the OI&T VRM PEO and establishes the requirements for Contractor-provided solutions.  This includes services and hardware for client requirements that span across the entire spectrum of existing and future technical environments, hardware/software systems, lifecycle, and applications.  Descriptions of specific technical environments as well as information on software and hardware requirements shall be provided in the Request for Task Execution Plan (RTEP) / PWS for each task order.  

The Contractor shall provide total solutions, encompassing, but not limited to, required hardware, software, and IT / Telephonic products, in conjunction with all services needed to integrate systems, networks,  voice telephone or other IT service in order to meet the VRM PEO’s requirements.  Accordingly, task orders may include acquisitions of hardware, software, and other products.  This contract is not intended as a mechanism to solely purchase IT/ Telephonic products.  Such products may only be purchased to the extent that those products are necessary to deliver the solution required.  Services shall include technical, systems engineering and other solutions encompassing the entire range of IT / Telephonic requirements.  Services, as well as related products, may encompass the entire life-cycle of a system, including, as applicable, systems/software engineering, enterprise network, cyber security, operation and maintenance and IT / Telephonic facilities.  These technical areas will be applied to the VRM program which is designed to improve the speed, accuracy, and efficiency in which information is exchanged between veterans and VA, regardless of the communications method (e.g. phone, web, email, social media).  The focus will include modernization of voice telephony, unification of public contact representative desktops, implementation of IAM, development of cross VA knowledge management systems, implementation of CRM, and integrating self-service capabilities with multiple communication channels.  

Contractor-provided solutions may support VA, and DoD involving information technology and telecommunications integrated solutions that are federally funded.  

This PWS provides general requirements.  Specific requirements will be defined in individual task orders requiring all tasks to be coordinated to ensure technical interoperability and ease of use.  Functional area requirements are described in section 5.0 and are not mutually exclusive for task order requirements.  Requirements may fall within one specific functional area but in many cases, the requirements will encompass and apply across multiple functional areas to provide the total life cycle solution.  

[bookmark: _Toc285617388]3.0	APPLICABLE DOCUMENTS

Documents referenced or germane to this PWS are listed below.  The Contractor shall be guided by the information contained in the documents in performance of this PWS.  Additional documents may be listed in individual task orders.  

1.	44 U.S.C. § 3541, “Federal Information Security Management Act (FISMA) of 2002”
2.	Federal Information Processing Standards (FIPS) Publication 140-2, “Security Requirements For Cryptographic Modules”
3.	FIPS Pub 201, “Personal Identity Verification of Federal Employees and Contractors,” March 2006
4.	10 U.S.C. § 2224, "Defense Information Assurance Program"
5.	Software Engineering Institute, Software Acquisition Capability Maturity Modeling (SA CMM) Level 2 procedures and processes
6.	5 U.S.C. § 552a, as amended, “The Privacy Act of 1974” 
7.	42 U.S.C. § 2000d “Title VI of the Civil Rights Act of 1964”
8.	Department of Veterans Affairs (VA) Directive 0710, “Personnel Suitability and Security Program,” September 10, 2004
9.	VA Directive 6102, “Internet/Intranet Services,” July 15, 2008
10.	36 C.F.R. Part 1194 “Electronic and Information Technology Accessibility Standards,” July 1, 2003
11.	OMB Circular A-130, “Management of Federal Information Resources,” November 28, 2000
12.	32 C.F.R. Part 199, “Civilian Health and Medical Program of the Uniformed Services (CHAMPUS)”
13.	An Introductory Resource Guide for Implementing the Health Insurance Portability and Accountability Act (HIPAA) Security Rule, March 2005
14.	Sections 504 and 508 of the Rehabilitation Act (29 U.S.C. § 794d), as amended by the Workforce Investment Act of 1998 (P.L. 105-220), August 7, 1998
15.	Homeland Security Presidential Directive (12) (HSPD-12)
16.	VA Directive 6500, “Information Security Program,” August 4, 2006
17.	VA Handbook 6500, “Information Security Program,” September 18, 2007
18.	VA Handbook 6500.6, “Contract Security,” March 12, 2010
19.	NBS SP500-153, “Guide to Auditing for Controls and Security:  A System Development Life-Cycle Approach,” April 1988
20.	Program Management Accountability System (PMAS) portal (reference Vendor Library at http://www1.va.gov/oamm/oa/tac/)
21.	OED ProPath Process Methodology (reference Vendor Library at http://www1.va.gov/oamm/oa/tac/) NOTE:  In the event of a conflict, OED ProPath takes precedence over other processes or methodologies. 
22.	Technical Reference Model (TRM) (reference at http://www.ea.oit.va.gov/Technology.asp/)
23.	National Institute Standards and Technology (NIST) Special Publications 800 series
24.	Federal Segment Architecture Methodology (FSAM) v1.0, December 2008
25.	Department of Veterans Affairs Strategic Plan
26.	ANSI/EIA-748-B Earned Value Management Systems (2007)
27.	VA Policy and Procedure for IT Investments 
28.	OMB Guidelines for Capital Planning Investments (Circular A-94)
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The Contractor shall provide and/or acquire the services, hardware, and software required by individual task orders pursuant to the general requirements specified below.  

[bookmark: _Toc285617390]4.1	Contract Type

This is an Indefinite Delivery/Indefinite Quantity (IDIQ) Multiple Award contract.  Individual task orders will be issued on a Time-and-Materials (T&M), Cost Reimbursement (CR), and/or Firm-Fixed-Price (FFP) basis.

[bookmark: _Toc285617391]4.2	Period of Performance

The ordering period is sixty (60) months from the effective date of award.

Work at a Government site shall not take place on Federal holidays or weekends (but may require off-hour work due to network loading or other disruptions that could occur) unless directed by the Contracting Officer (CO).  The Contractor may also be required to support 24/7 operations 365 days per year as identified in individual task orders.
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The place of performance will be identified in individual task orders.  Locations will be Government or Contractor sites within the continental United States (CONUS).  Locations may include Federal, State, VA, or military data centers, facilities, treatment facilities, health clinics and Tricare facilities as defined in individual task orders.  
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Travel shall be in accordance with individual task order requirements.  Travel details must be provided to and approved by the Contracting Officer’s Technical Representative (COTR), or the Government designee, prior to the commencement of travel.  All travel shall be in accordance with the Federal Travel Regulations (FTR).  

[bookmark: _Toc285617394]4.5	Materials, Equipment and Facilities

[bookmark: _Toc285617395]4.5.1	Government-Furnished

Government Furnished Property (GFP) which includes Government Furnished Material (GFM), Government Furnished Information (GFI), and Government Furnished Equipment (GFE) may be provided and shall be identified in the individual task order.  The Contractor shall be responsible for conducting all necessary examinations, inspections, maintenance, and tests upon receipt.  The Contractor shall be responsible for reporting all inspection results, maintenance actions, losses, and damage to the Government or through the VA Technology Acquisition Center (TAC) website. 

VA will provide VA specific software such as Veterans Health Information System and Technology Architecture (VistA), Remedy, ProPath, and others as appropriate.  The Contractor shall utilize VA provided software development and test accounts, document and requirements repositories and others as required for the development, storage, maintenance and delivery of products.  Contractors shall not transmit, store or otherwise maintain sensitive data or products in systems or media other than VA provided systems within the VA firewall.  
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The Contractor shall acquire and/or provide hardware and/or software to deliver the required capabilities defined in each task order that is not provided as GFP.  The Contractor shall also provide desktop/laptops for utilization by their staff as appropriate for on-site work.  All desktops and laptops connecting to the VA network shall be required to support and maintain standardized VA desktop software image.  Specific desktop and laptop brands/models will be required to ensure compliance and will be specified in the task order.  Software integrity and hardware warranties shall be maintained by the Contractor within the licensing agreement of the producer until such software or hardware is delivered to the Government, or otherwise disposed of in accordance with Government direction.  See Section 7.0 for detailed security requirements.  
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Work may be performed at either a Government or Contractor facility.  Each task order will delineate the facility requirements.  

4.5.3.1	Government Facilities

Certain Government office or laboratory space may be made available for performance of individual task orders.  Contractors may be required to establish operations in, and support Government facilities.  This work shall comply with VA and/or Federal certification and accreditation requirements.  Such facilities shall be specified in the individual task order.  

4.5.3.2	Contractor Facilities

Personnel may perform at a Contractor facility or remote locations.  Contractors may be required to establish operations and support Contractor facilities and shall comply with VA and/or Federal certification and accreditation requirements.  Such facilities shall be specified in the individual task order.  The Contractor shall disclose this information during the Request for Task Execution Plan (RTEP) process.  
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Non-developmental items (NDI) and commercial-off-the-shelf (COTS) products shall be used to the maximum practicable extent.  The Contractor shall apply commercially available and industry best processes and technologies to the maximum practicable extent.  VA-owned software products and tools will be considered in the analysis, development or enhancement of systems.  Procurement of additional software products will require prior approval of the CO.  FAR 52.227-19 shall apply to all COTS software delivered under this contract.  FAR 52.227-14 shall apply to all data first produced and delivered under this contract.  

[bookmark: _Toc285617399]4.5.5	Warranty

Items acquired under this contract may require warranty protection.  Commercial warranties shall be transferred to the Government, with documentation showing the specific device, type of warranty, and warranty period of performance including start and expiration dates.  The type of warranty and extent of coverage shall be determined on an individual task order basis.  
 
[bookmark: _Toc285617400]4.5.6	Marking, Handling, Storage, Preservation, Packaging, & Shipping

The Contractor shall establish/maintain procedures for handling, storage, preservation, packaging, and shipping to protect the quality of products and prevent damage, loss, deterioration, degradation or substitution of products.  

[bookmark: _Toc285617401]4.5.7	Export Control

The Contractor shall comply with all applicable laws and regulations regarding export-controlled information and technology and shall not use, distribute, transfer or transmit technology (even if incorporated into products, software or other information) except in compliance with such laws and regulations.  In addition, the Contractor shall plan for, obtain, and maintain any and all export licensing required to satisfy individual task order requirements.  
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On August 7, 1998, Section 508 of the Rehabilitation Act of 1973 was amended to require that when Federal departments or agencies develop, procure, maintain, or use Electronic and Information Technology, that they shall ensure it allows Federal employees with disabilities to have access to and use of information and data that is comparable to the access to and use of information and data by other Federal employees.  The Contractor shall comply with all required Federal or agency standards, as specified in the individual task order.  Section 508, the Federal Information Technology Accessibility Initiative (36 CFR 1194), is incorporated into and made a part of this contract.  Section 508 applies to all task orders.  Specific Section 508 standards or other 508 requirements shall be stated in each task order.  The standards and information on how to administer the Section 508 requirements are covered at http://www.section508.gov.  Compliance with the applicable Section 508 standards is a material requirement of the contract.  Additionally 508 enhancements above the mandatory levels that improve the end user experience are desirable.  

[bookmark: _Toc285617403]4.5.9	Safety and Environmental

Safety and environmental procedures shall be identified in individual task order requirements.  

The Contractor shall comply with the Office of Federal Procurement Policy Green Acquisition initiatives as identified in individual task orders in accordance with the policies referenced at http://www.whitehouse.gov/omb/procurement_index_green.  
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The Contractor shall support the VA enterprise management framework.  In association with the framework, the Contractor shall comply with OI&T Technical Reference Model (One-VA TRM).  One-VA TRM is one component within the overall Enterprise Architecture (EA) that establishes a common vocabulary and structure for describing the information technology used to develop, operate, and maintain enterprise applications.  One-VA TRM includes the Standards Profile and Product List that collectively serves as a VA technology roadmap.  Enterprise Strategy, Policy, Plans & Programs (ESPPP) has overall responsibility for the One-VA TRM.  

The Contractor shall comply with Program Management Accountability System (PMAS) that mandates all new VA IT projects/programs use an incremental development approach, requiring frequent delivery milestones that deliver new capabilities for business sponsors to test and accept functionality.  Implemented by the Assistant Secretary for IT, PMAS is a VA-wide initiative to better empower the OI&T Project Managers and teams to meet their mission:  delivering world-class IT products that meet business needs on time and within budget.  

The Contractor shall utilize ProPath, a VA-wide process management tool, as a central resource that builds upon the Office of Enterprise and Development (OED) Program and Development managers' delivery of high-quality products.  ProPath provides an 'at-a-glance' perspective of nearly every step in the software development process.  

Additional frameworks may be specified in individual task orders.  

[bookmark: _Toc285617405]4.5.11	Transition and Orientation Support

The Contractor shall perform transition and orientation services (e.g. develop Phase-In/Phase-Out Transition Plan) to insure continuity of services as specified in the individual task order.  Transition and orientation support may include transitioning to Government or Contractor personnel.  Additionally specific transition plans and/or training may be required during the process of moving a system from a development/deployment status to staff assigned long term system operational duties (i.e. data center personnel, field operations, etc.).  

[bookmark: _Toc285617406]5.0	WORK STREAMS

The VRM Program has established seven (7) work streams:  VAM, IAM, CRM, UD, Web/Self Service, KM, and Member and Integration Services (MIS).  Individual task orders will be issued for the work to be performed within one or more work streams.  

[bookmark: _Toc285617407]5.1	Voice Access Modernization (VAM)

The Contractor shall perform detailed work as described in individual task orders to meet VRM VAM goals and objectives.  VAM efforts within the VRM program shall serve to identify and manage the technologies used by VA in Call Center and Interactive Voice Response (IVR) systems.  VAM shall provide mechanisms for measuring customer satisfaction (CSat) and incorporate technologies to maintain CSat at levels as defined in task orders.  VAM must provide for seamless transitions from IVR to call center or call center to IVR, including intelligent call routing (ICR) and Computer Telephony integration (CTI) to minimize the need for duplicate data capture or multiple agent routing.  The VAM systems and solutions shall provide for self-service functionality via IVR including support for multiple languages and support appropriate transaction types based on security and complexity.  The VRM solutions shall strive to be veteran centric in that design choices and made primarily based on their positive impact to the veteran experience when they choose to contact VA through voice channels.  Examples of goals that should be a focus due to Veteran centric design are improving first call resolution rate and reducing the need for repeated interactions regarding a single service or information request.  The VAM systems and solutions shall reduce the need for veterans to initiate contact with VA through proactive outbound capabilities via IVR and live agents.  The services must be highly available such that callers have access to resources regardless of the availability of a single site or service instance.  VAM must support the integration of findings and requirements generated through implementation of a virtual call center (VCC) under a separate contract.  Solutions shall advance flexibility and load sharing across all resources without strict ties to any particular geographical location.  The VAM systems shall be configurable for a wide degree of operational scenarios, including instances where a particular skill set related to a veteran service request is distributed across multiple call centers and extending to those situations where the requirement is for a specialized skill that is only available via a single group of agents in one location.  The solutions developed and implemented shall comply with VA and government-wide information security requirements.  VAM solutions shall be tightly integrated within the VRM program to achieve effective operations in conjunction with Customer Relationship Management, Identity and Access Management, Knowledge Management, and Unified Desktop solutions.  

[bookmark: _Toc285617408]5.2	Identity and Access Management (IAM)

The Contractor shall perform detailed work as described in individual task orders to meet VRM IAM goals and objectives.  IAM efforts within the VRM program shall allow VA to collect, manage, and correlate identity data for persons of interest to VA; manage the data used in VA systems to identify and authenticate users, manage and control access rights to information and information systems; and comply with VA and government-wide information security requirements.  The IAM solution will be designed to serve as an Enterprise solution upon which information systems (internally and externally facing) across VA can rely to ensure accurate, timely, and secure access to all information and information systems authorized to an individual based on proof of identity and associated credentials.  

The Contractor shall develop information systems that provide pre-configured and ad-hoc reporting capabilities to support capacity management, software licensing, security audits, incident investigation and other activities as needed.  

The Contractor shall develop IAM solutions that provide VA information to support proactive identification of user activities related to potential misuse of VA information or information systems.  The IAM solution shall allow for the identification and authentication of each individual user session for each controlled information system and must be complete and accurate.  Authorization to access controlled information systems must be allowed based on the authenticated identity, role, and other attributes assigned to each individual.  

IAM solutions must address the entire user account lifecycle, from identity creation through de-provisioning of the user.  The solutions must be highly available such that the information systems which rely on IAM to achieve their required capabilities do not have to significantly adjust or compensate for any potential lack of availability of the IAM services.  The IAM systems and solutions shall support ease of use and enhanced productivity throughout all aspects of the functionality provided for all supported systems and services.  

[bookmark: _Toc285617409]5.3	Customer Relationship Management (CRM)

The Contractor shall perform detailed work as described in individual task orders to meet VRM CRM goals and objectives.  CRM efforts within the VRM program shall support VA in providing customer service that meets or exceeds Veterans’ expectations by managing our veterans’ experience, and sharing and providing consistent information to our Veterans and other beneficiaries.  The Contractor shall perform detailed work as described in individual task orders to meet CRM goals and objectives.  The CRM capabilities delivered must provide an enterprise CRM solution which is oriented to delivering customer service in the public sector.  The CRM capabilities must deliver a call/contact center solution which is flexible and scalable.  The solution must comprise a variety of services and functionality including but not limited to call center management, call tracking, contact tracking, workflow, case management, content management, collaboration, analytics, and resource management.  The CRM systems and solutions shall provide both pre-configured and ad-hoc reporting capabilities to support proactive service level monitoring and corrective actions.  Reporting shall be configurable by users based on the role of the user and their authorized access levels.  CRM applications shall meet performance metrics as defined in task orders, the general requirement being that all required functionality shall be designed such that operational use of all capabilities is available concurrently while meeting performance requirements.  The CRM tools must integrate with the Veteran identity management service, multiple contact channels (email, chat, social networking), and VA web self-service applications.  The CRM tools shall track all veteran interactions through these channels and capture these interactions in a database which will be compatible with VA’s toolset.  The CRM solution must integrate smoothly with products currently in development at VA including Self Service, Knowledge base, and the Unified Desktop.  The solution must be compatible with other technology products and services in use at VA and support the security protocols in standard use at VA.  The solution must be able to route work from one location/or available individual to another and present caller specific information to the available agent depicting data such as the veteran profile and history of contacts.  

[bookmark: _Toc285617410]5.4	Unified Desktop (UD)

The Contractor shall perform detailed work as described in individual task orders to meet VRM UD goals and objectives.  The Contractor shall provide total solutions, encompassing, but not limited to, required hardware, software and database products, in conjunction with all services needed to provide a skills base unified desktop solution the VA.  This solution shall support VA employees in the provisioning of data needed to do their job and also provide information via self-service channels to authenticated veterans.  As part of the solution any required products software and hardware products should be identified.  Services shall include technical, systems engineering, COTS product implementation/integration and other solution activities encompassing the entire range of unified desktop requirements.  Services, as well as related products, may encompass the entire life-cycle of a system, including, as applicable, systems/software engineering, enterprise network, and cyber security.  Operations and maintenance activities will be limited to implementation of new releases.  The solutions developed and implemented shall comply with VA and government-wide information security requirements.  

The UD solutions shall have the ability to interface with Identity and Access Management process to authenticate any user, the ability to provide authenticated information back to the requesting user based on their VA role, the ability to maintain multiple instances of the same data element in sync with its authoritative instance and the ability to create error processes where planned update tasks fail to change subordinate instances in whole or in part.  The solution shall have the ability to reconcile/handle the same type of data originating from various sources; contain methods for ensuring data is linked to the correct individual; and provide load handling, including calls for same person’s data from multiple systems.  The solution shall also provide methods for interfacing other VA systems/solutions, such as CRM technologies.  

[bookmark: _Toc285617411]5.5	Web/Self Service

The Contractor shall perform detailed work as described in individual task orders to meet VRM Web/Self Service goals and objectives.  Veterans Self Service systems and solutions shall provide enterprise capabilities for Veterans, claimants, and their representatives to extract information from VA to satisfy their immediate and long term needs.  Web/Self Service systems and solutions shall support many Veteran-centric functions including available benefits and services and how to access or apply for them; individual claims status across all Administrations and Lines of Business; appointment creation and reminders, and many other potential uses that may not have yet been considered.  Web/Self Service solutions shall encompass multiple communications channels including web, phone, email, and chat at a minimum.  The solutions developed and implemented shall comply with VA and government-wide information security requirements.  

The Web/Self Service solution must present a Veteran perspective and be Veteran-friendly in look, feel, and navigation characteristics.  Web/Self Service systems and solutions shall be Veteran centric in making information retrieval easier for them yet shall also be directed towards creating efficiency through reduction in the time Veterans and their representatives engage VA staff in retrieving needed information and services.  Web/Self Service solutions shall integrate existing, enhanced, and planned self service capabilities across VBA, VHA, NCA, and BVA in an intuitive, consistent, and seamless manner.  Web/Self Service solutions shall provide the capability to link to knowledge repositories that may be centralized or distributed in implementation and which may be internal VA controlled or external to VA.  Web/Self Service systems and solutions shall leverage capabilities from, and levy requirements against, other parallel transformation efforts including:  

· IAM
· VAM
· KM
· UD
· CRM

Web/Self Service systems and solutions shall accommodate migration from the current environment to the full function strategic Web/Self Service solution through an ability to integrate with existing self service systems, applications and databases.  The Web/Self Service solution shall be capable of collecting measurements in support of service level management.  

[bookmark: _Toc285617412]5.6	Knowledge Management (KM)

The Contractor shall perform detailed work as described in individual task orders to meet VRM KM goals and objectives.  KM efforts within the VRM program shall serve to provide technical platforms, web-accessible information and role based user procedures to improve VA knowledge available both internally and externally.  KM is a constantly evolving process, supporting communities of interest about specific topics, both established and evolving, and a technology environment which shall be highly dynamic and easily maintainable by information stewards and non-technical staff.  Solutions implemented shall support rapid configuration and adjustments to KM processes and ability to control information as it is being created or changed by authenticated users with rights based on their assigned role.  The KM solution shall provide pre-configured and ad-hoc capabilities to support capacity management, auditing, versioning, archiving, reporting, navigating, online collaboration tools, software licensing and other activities as needed.  Information managed in the KM environment shall support identification of user activities related to stewardship of information, organization methods, taxonomies and ongoing improvements of the knowledge base and its organization.  

All Users of the KM solution shall have easy access to VA knowledge designated for external use.  Internal Users shall have easy access to internal VA knowledge appropriate to their authenticated identity and role.  All users shall be able to propose content that will be vetted to be later accessed and used as knowledge. Users shall be able to access tools that enable Communities of Practice to collaborate.  Users shall be able to access existing or additional repositories for knowledge and disseminate it across VA.  Users shall have the capability to locate and access data stewards.  Users shall have the capability to maintain knowledge repositories.  Users shall have the capability to perform searches on the KM content. Internal users will have the capability to generate reports and manage KM operations.  The KM solution shall support automated retrieval and presentation of knowledge base content in response to queries generated by other VA systems or services.  The KM solution implemented shall comply with VA and government-wide architecture, accessibility, website and information security requirements.  

[bookmark: _Toc285617413]5.7	Member and Integration Services

The Contractor shall perform detailed work as described in individual task orders to meet VRM Member Integration Services goals and objectives.  Member and Integration Services shall integrate workstreams by providing a single consolidated set of solutions for all VRM related services and business capabilities across the organization.  The capabilities for Member and Integration Services shall provide infrastructure and foundational information services to support VRM solutions across all the work streams – VAM, IAM, KM, CRM, UD, and Self Service.  The Member Integration Services shall implement services in accordance with the VA TRM and service oriented architecture (SOA) framework to ensure VRM services are made available in a secure manner to all consumers of the services.  The VA Enterprise Architecture shall be utilized as the basis for the technical service architecture developed for VRM within Member Integration Services.  The solutions developed and implemented shall comply with VA and government-wide information security requirements and shall form the basis for the secure implementation of all VRM Program capabilities.  

Additionally, the Contractor shall perform required activities, in accordance with specific task orders, to integrate products and services of VRM work streams to ensure solutions are implemented to provide capabilities in line with the overall VRM strategy, goals, and objectives.  This integration work shall serve to address technical integration tasks such as identification, discovery, de-duplication, and advertisement of services; authoritative data source identification; workflow definition; and process definition.  Non-technical integration tasks may include identification of dependencies, alignment of schedules, resource requirement definition, change and configuration management, stakeholder communications, and requirements management.  This task area shall also serve to create common VRM workflows within established VA processes to ensure the solutions developed and implemented comply with VA and government-wide information security requirements.  

[bookmark: _Toc285617414]6.0	DELIVERABLES

[bookmark: _Toc285617415]6.1	Products

All products shall be delivered to the Government locations specified in the individual task orders.  Inspection and acceptance shall be specifically identified in each task order PWS.  The CO shall be notified of any discrepancies found during acceptance inspection upon identification.  

[bookmark: _Toc285617416]6.2	Data

The preliminary and final deliverables and all associated working papers, application source code, and other material deemed relevant by the Government which has been generated by the Contractor in performance under this contract are the exclusive property of the Government.  Request for deviation shall be approved by the CO.  The Contractor shall deliver all data first produced under this contract to VA with unlimited rights as defined by FAR 52.227-14.  All commercial software and software licenses delivered by the Contractor to VA under this contract shall have the rights found at FAR 52.227-19.  

[bookmark: _Toc285617417]7.0	SECURITY

[bookmark: _Toc285617418]7.1	Systems Security

The Contractor(s) shall comply with all the physical and data security policies of the VA and if required DoD.  Copies shall be made available as part of the RTEP process.  The Contractor shall participate in security functions relevant to the tasks being performed that may include Security Safeguard Reviews, audits, reporting suspected security violations, acting to secure system environments, responding to computer security alerts and any other review or actions required to ensure computer systems are not violated or vulnerable.  

[bookmark: _Toc285617419]7.1.1	VA Systems Security

The Contractor shall comply with the VA security requirements provided at Attachment 1.  

[bookmark: _Toc285617420]7.2	Personnel Security

The Contractor(s) shall comply with all personnel security requirements included in this contract and any unique Agency security requirements described in each task order.  

[bookmark: _Toc285617421]7.2.1	VA Personnel Security Requirements

The position sensitivity impact [LIMITED, MODERATE, SUBSTANTIAL, or MAJOR] and level of background investigation [NACI, MBI, or BI] for each task order shall be designated as appropriate.  

All Contractor personnel who require access to VA computer systems shall be subject to background investigations and must receive a favorable clearance from either DOD or the VA Security and Investigations Center (07C).  Personnel shall be designated at the appropriate Automated Data Processing (ADP) level as defined in DoD Regulation 5200.2-R, “DoD Personnel Security Program,” April 1999 and VA Directive 0710 dated September 10, 2004.  Contractor personnel shall obtain the appropriate security clearance and provide a copy of the clearance to the designated VA representative.  If the security clearance determination is not completed prior to the start date of work identified in each task order, the employee may perform work as required by the task order while the security clearance is being processed, but the Contractor shall be responsible for the actions of those individuals they provide to perform work for the VA.  However, if notified of an unfavorable determination by the VA, the Contractor shall withdraw the employee from consideration from working under the task order.  

The investigative history for Contractor personnel working under the task order must be maintained in the databases of either the Office of Personnel Management (OPM) or the Defense Industrial Security Clearance Organization (DISCO).  Should the Contractor use a vendor other than OPM or Defense Security Service (DSS) to conduct investigations, the investigative company must be certified by OPM/DSS to conduct investigations.  

For services that involve the storage, generating, transmitting, or exchanging of VA sensitive information and requires Certification and Accreditation (C&A) or a Memorandum of Understanding-Interconnection Service Agreement (MOU-ISA) for system interconnection, the Contractor/Subcontractor must complete a Contractor Security Control Assessment (CSCA) on a yearly basis and provide it to the COTR

[bookmark: _Toc285617422]7.3	Badges

Contractor staff will be required to obtain a VA Personal Identity Verification (PIV) card. This card contains Public Key Infrastructure (PKI) certificates and biometric data that may be used for various purposes throughout the VA including, but not limited to; network and application authentication, email encryption, digital signature, and physical access. Staff will be required to display, on their person, the VA PIV card while on VA or other government facilities.  It is the responsibility of the Contractor to request and obtain VA PIV cards prior to the first workday of any Contractor employee.  The Contractor shall return all VA PIV cards to the Government program manager, or designee, on the same day an individual’s employment is terminated and upon termination of the contract.  The Contractor shall notify the Government program manager, or designee, immediately if a VA PIV card is lost or misplaced. The VA PIV card will be deactivated and a new VA PIV card will be issued.  

[bookmark: _Toc285617423]7.4	Data Security and Privacy

Contractor personnel may have access to privileged and confidential materials of the United States Government.  These printed and electronic documents are for internal use only, are not to be copied or released without permission and remain the sole property of the United States Government.  Some of these materials are protected by the Privacy Act of 1974 (revised by PL 93-5791) and Title 38.  Unauthorized disclosure of Privacy Act or Title 38 covered materials is a criminal offense.  Each Contractor employee shall be given access to only the information and facilities needed to perform that tasks associated with a task order.

[bookmark: _Toc285617424]7.5	Classified Work

Work acquired on this contract for the Department of Defense or other Federal Agencies may involve secure networks, facilities and sensitive information.  Specific security requirements and a suitability determination will be identified in the individual task order.  The Contractor should anticipate potentially providing personnel with the security clearances up to the Top Secret level as required by the task order.  Contractors must have the appropriate clearances for proposal purposes at the task order level.  

[bookmark: _Toc285617425]8.0	CONTRACT MANAGEMENT

[bookmark: _Toc285617426]8.1 Reporting Requirements
The deliverables defined below are required for the basic contract and each task order.  The basic contract report shall be a rollup of each task order and shall be delivered to the Contracting Officer responsible for the ITSS contract.  Each individual task order report shall be delivered to the COTR/COR for that task order. Any differences between the requirements for the overall basic contract report versus the task order report are noted below.   Each deliverable is required by the 15th day of each month.  The deliverables shall also be forwarded electronically to the VA TAC website, once established. 
[bookmark: _Toc285617427]8.1.1 Contractor’s Progress, Status and Management Report
The Contractor shall submit a monthly Status Report.  This report shall convey the status of all task orders awarded as of contract inception as well as cumulative contract performance.  Task orders that are completed shall be listed as such.  A standard format is set forth in Section J and shall be utilized for submission of the below required information.  This report is required at the basic contract and shall be a rollup/summary of each task order. The task order report shall be unique to that task order only. 
 
A.	For Each task order, indicate/discuss:
1.	Task order summary 
2.	Performance metrics 
3.	Task order schedule 
4.	PMAS Compliancy (as applicable)
5.	Critical items for Government review 
6.	Accomplishments 
7.	Significant open issues, risk and mitigation action
8.	Summary of issues closed
9.	Meetings completed
10.	Projected meetings
11.	Subcontractor performance – discuss 1st tier Subcontractors and vendor performance
12.	Projected activities for next reporting period
13.	Explanation if the reporting period is over one month

B.	For Each Time and Materials Task, indicate:
1.	High level summary
2.	Expenditures for the reporting period
3.	SLIN expenditure
4.	Burn rate
5.	Percentage of work completed

C.	For Each Fixed Price Task indicate:
1.	Receiving report submitted
2.	Milestone payment schedule

D.	For Each Cost Task, indicate:
1.	High level summary
2.	Expenditures for the reporting period
3.	SLIN expenditure
4.	Burn rate
5.	Percentage of work completed
                                  
E.	General and Cumulative Performance.  Indicate the following:
1.	Any general meetings that occurred with Government representatives during the reporting period
2.	Total dollars awarded to date (ceiling)
3.	Total dollars invoiced to date, by fiscal year, and since contract award.  These figures shall be further broken out by dollars and percentage of time and materials invoices vs. fixed price invoices.
[bookmark: _Toc285617428]8.1.2 Contract Performance Report (CPR)
This report is required at the basic contract and shall be a rollup/summary of each task order. The overall basic contract report shall show the detail for each task order with a summary column for the entire program.  The task order report shall be unique to that task order only.  This report is not required for Firm Fixed Price task orders.  Contractors may be required to support EVMS (Earned Value Management System) at the task order level. 

A.	For Each Time and Materials Task, indicate:
1.	Expenditures for the reporting period by labor, material and ODCs
2.	Labor costs shall be broken down by assigned numbering system for contract, task order and labor category, entity (Prime or Subcontractor), rates and hours
3.	Material costs and ODCs shall be identified by type, and vendor (as applicable), and discussed
4.	Total task expenditures for the fiscal year to date, indicated as total, labor, materials and ODCs
5.	Total task expenditures since task award, indicated as total, labor, materials and ODCs
6.	The Contract Performance Report as set forth in Section J, shall be submitted monthly via the VA TAC website. 

B.	For Each Cost Task, indicate:
1.	Labor costs broken down by assigned numbering system for contract, task order and labor category, skill level, entity (Prime or Subcontractor) rate and hours, material costs, ODCs, Cost of Money and fee.
2.	Total task expenditures for the fiscal year to date, indicated as total labor, materials, ODCs, Cost of Money, and fee.
3.	Total task expenditures since task award, indicated as total, labor, materials, ODCs, Cost of Money, and fee.
4.	The Contract Performance Report as set forth in Section J, shall be submitted monthly via the VA TAC website.
[bookmark: _Toc285617429]8.1.3 Status of Government Furnished Equipment (GFE) Report 
This report is required at the basic contract and shall be a rollup/summary of each task order. The overall basic contract report shall show the detail for each task order with a summary column for the entire program.  The task order report shall be unique to that task order only.  

A.	Task Order
B.	Project Name
C.	Type of Equipment
D.	Tracking Number
E.	Location
F.	Value
G.	Total Number of Pieces
H.	Total Value of Equipment
I.	Anticipated Transfer Date to Government
J.	Anticipated Transfer Location
K.	The Government Furnished Equipment Report as set forth in Section J, shall be submitted monthly via the VA TAC website.

[bookmark: _Toc285617430]8.1.4 Personnel Contractor Manpower Report
The Contractor shall provide a Personnel Report (MS Excel), on a monthly basis listing all personnel working at a VA facility or accessing VA networks under each task order.  As personnel changes occur, a revised report is required only for the individual task order affected for Background Investigations.  The overall basic contract report should only be updated on the monthly basis. The overall basic contract report shall show the detail for each task order with a summary column for the entire program.  The individual task order report will be unique to that task order.  The information required is as follows:

A.	Task Order
B.	Name
C.	Clearance level and/or Status
D.	Company name
E.	Prime/Subcontractor
F.	Labor Category
G.	Facility location
H.	Tour of Duty Schedules (e.g. Monday through Friday, 9:00 am to 5:00 pm)
I.	Project supporting
J.	Contractor Rules of Behavior
K.	VA Cyber Security Awareness and Rules of Behavior Training 
L.	Annual VA Privacy Training  
M.	The Personnel Contractor Manpower Report as set forth in Section J, shall be submitted monthly via the VA TAC website.


[bookmark: _Toc285617431]8.2	Customer Relationship

The resulting contract is intended to create a cooperative relationship between VA and the Contractor.  The VA/Contractor relationship will reflect the attributes of an open, collaborative, customer-oriented, and professional association.  VA intends to structure the contract in a manner that ensures the Contractor’s goals and objectives are in alignment with those of the VA VRM Program, thus making the Contractor’s performance critical to accomplishment of the VA mission.  

[bookmark: _Toc285617432]8.3	Government Support

8.3.1	Contracting Officer’s Technical Representative (COTR)  

A COTR shall be designated for each task order and shall reside within the Requiring Activity.  The COTR shall be appointed by the CO and duties delegated in an appointment letter.  The COTR is the Requiring Activity’s designated representative.  The COTR designated for each task order shall provide the Contractor access to all available Government furnished information, facilities, material, equipment, services, among others as required to accomplish each task order.  Contract surveillance duties shall be defined and accomplished in accordance with the Performance Assessment Plan and, if a unique plan is required, the task order Quality Assurance Plan shall take precedence.  

8.3.2	Contracting Officer’s Representative (COR)

A COR shall be designated for each contract and shall reside within the VA TAC.  The COR shall be appointed by the Contracting Officer and duties delegated in an appointment letter.  Contract surveillance duties shall be defined and be in accordance with the Performance Assessment Plan.  

[bookmark: _Toc285617433]8.4	Contractor Program Management

The Contractor shall establish a single management focal point, the Program Manager, to accomplish the administrative, managerial and financial aspects of this contract and all subsequent task orders.  This individual shall be identified to the VRM Program Manager as the focal point for all programmatic issues.  

[bookmark: _Toc285617434]8.4.1	Work Control

All program requirements, contract actions and data interchange shall be conducted in a digital environment using electronic and web-based applications.  At minimum, such data shall be compatible with the Microsoft Office 2007® family of products, and Microsoft XP® network protocols.  The Government shall designate a standard naming convention for all electronic submissions within 60 days after contract award.  An interactive portal concept is envisioned for the interchange of data/documents (to include deliverables and invoices).  

[bookmark: _Toc285617435]8.5	Pre-Award Procedures

[bookmark: _Toc285617436]8.5.1	Request for Task Execution Plan (RTEP)

The Government’s intent is to issue RTEPs that reflect a Performance-Based Contracting approach.  The Government will specify requirements in terms of performance objectives and the Contractor will be requested to propose “how to” best satisfy those objectives.  The RTEP will contain a PWS, and will request the Contractor’s proposal addressing metrics to measure and evaluate performance.  

[bookmark: _Toc285617437]8.5.2	RTEP Process

Upon identification of the need for a task order, the Government will assign a tracking number and then the CO will then issue a RTEP to the Contractor.  

8.5.2.1	Yes/No Responses to RTEPs

The Contractor shall provide an electronic yes/no response to a RTEP within five working days after receipt of the RTEP to the COTR and CO.  The Contractor shall provide rationale for a negative response.  

[bookmark: _Toc285617438]8.5.3	Task Execution Plan (TEP)

Fair opportunity requirements will be in accordance with applicable statutes, regulations, and case law.  The Government’s RTEP does NOT constitute an authorization to start work.  The Government is not required to approve the resulting TEP and issue a task order.  

Within seven (7) work days of receipt of the RTEP, or as otherwise approved by the Contracting Officer, the Contractor shall submit one TEP in accordance with the following.  The following information shall be provided:  

a.	The following shall be addressed in every TEP:
· Proposal Summary including:
· Task number;
· Date submitted;
· Contractor’s name;
· Contractor task leader contact information;
· Primary subcontractor(s) and vendors by name(as applicable);
· Proposed start and finish dates;
· Proposed total cost with separate option or CLIN pricing, as applicable;
· Reference to any unique terms or conditions, or any requests to deviate from standard contract terms and conditions. 
· Deliverables and schedules. 
· Complete description of the technical approach to satisfying task requirements. 
· A GANTT chart indicating expected start and completion dates, for all project tasks and sub-tasks on the critical path. 
· Metrics to measure and evaluate performance objectives.  This requirement is applicable to RTEPs that contain Performance Work Statements. 
· Project Management Plan meeting OI&T guidelines including but not limited to a Configuration Management Plan, Change Management Plan, Quality Management Plan, and Communications Plan. 

b.	The following shall be addressed only in TEPs for T&M tasks:  
· The proposal summary required above shall also state the total dollars and percentages for labor, materials, travel, and other direct costs (ODCs). 
· The cost proposal shall be submitted in spreadsheet format.  The first tab shall be a summary to include a top level rollup of the costs by labor, materials, travel, ODCs, and total task order cost.  Labor shall further be broken out by labor category and hours.  A separate tab shall be used for the Prime and each Subcontractor. 
· The Labor Categories submitted shall reference the Government designated numbering system in the Labor Category Description Attachment. 
· When both the Prime and/or Subcontractor bid the Program Manager and/or Project Director, labor categories, detailed rationale shall be provided. 
· Material costs shall indicate raw material costs and material handling charges, as applicable.  The nature and cost associated with each ODC shall be described. 
· Bill of materials, indicating the source, quantity, unit cost and total cost for all required materials.
· The Contractor shall notify the Government when using Department of Labor (DoL) labor categories.  The notice shall provide what county and state the work is being performed in, and what labor categories are bid.  

c.	The following shall be addressed only in TEPs for FFP tasks:  
· Clear statement of the total price and any options. 
· A performance-based (e.g., milestone) payment schedule, as applicable per FAR 32.10. 
· “Cost or Pricing Data” or “Information Other than Cost or Pricing Data” may be required where there is not “adequate price competition” as defined in FAR 15.403-1(c). 

d.	The following shall be addressed only in the TEPs for CR tasks:  
· The proposal summary required above shall also state the total dollars and percentages for labor, materials, other direct costs (ODC), Facilities Capital Cost of Money (COM) and proposed fee.
· The cost proposal shall be submitted in spreadsheet format.  The first tab shall be a summary to include a top level rollup of the costs by labor category, skill level, hours, materials, ODCs, and total task order cost.  A separate tab shall be used for the Prime and each Subcontractor.  When both the Prime and/or Subcontractor bid the Program Manager and/or Project Director, labor categories, detailed rationale shall be provided. 
· The Labor Categories submitted shall reference the Government designated numbering system in the Labor Category Description Attachment.
· Material costs shall indicate raw material costs and material handling charges, as applicable.  The nature and cost associated with each ODC shall be described. 
· Bill of materials, indicating the source, quantity, unit cost and total cost for all required materials. 
· The Contractor shall notify the Government when using Department of Labor (DoL) labor categories.  The notice shall provide the county and state the work is being performed in, and what labor categories are bid. 
· “Cost or Pricing Data” or “Information Other Than Cost or Pricing Data” may be required where there is not “adequate price competition” as defined in FAR 15.403-1.

e.	The following pertains to the preparation and submission of all TEPs:  
· Offerors at the discretion and direction of the Contracting Officer may submit TEPs that depart from stated requirements. 
· Contractors shall NOT submit past performance as a part of their TEP. 
· Task orders are performance based and the Contractor's performance shall be assessed in accordance with the VRM Performance Assessment Plan (PAP).  The method of assessment shall be a semi annually client survey, covering four areas that are completed by the COTR and achievement of milestones, as applicable. 
1.	Technical 
2.	Schedule 
3.	Management 
4.	Cost 
· TEP Format
a.	One page Cover Letter, to include, 
1.	Duration for which proposal is valid, 
2.	Total value of the proposal by Base and Option periods,
3.	 Point of Contact for questions, 
4.	Task Number
b.	Technical Approach
1.	Microsoft Word or PDF format, 
2.	Identify Technical POC for Prime and major Subcontractors/vendors (if applicable) with phone number and email address, 
3.	Separate stand-alone section identifying any Special Terms and Conditions, Deviations, and/or Critical Assumptions, 
4.	Type of Contract (T&M, FFP, CR), 
5.	Period of Performance specified, 
6.	No marketing materials; information relevant to the requirement only.
c.	Cost
1.	Microsoft Excel is the required software and format
2.	(T&M only) All Prime, Subcontractor and Vendor Labor costs, Material costs, Travel, and Other Direct Costs (ODC) must be broken out.
3.	 (MS Excel) Summary Tab for Cost roll-up, and separate Tabs for Base Period and any Option.
4.	Separate tabs for Subcontractors or vendors is desired.
5.	Contractor shall notify the Government when using Department of Labor (DoL) labor categories.  The notice shall provide in what County and State the work shall be performed, and what labor category(s) are bid.
d.	Sole Source Cost and Firm, Fixed-price requirements All Prime, Subcontractor and Vendor Labor costs, Material costs, travel, and ODCs must be broken out
1.	Performance based payment milestones, if applicable
2.	Profit or fee identified as applicable
3.	“Cost or pricing data” or “information other than cost or pricing data” may be required where there is not “adequate price competition” as defined in FAR 15.403-1(c).

[bookmark: _Toc285617439]8.5.4	TEP Evaluation

The goal is to evaluate TEP submittals within twelve (12) business days of receipt.  Questions and clarifications may be required which can prolong the evaluation period.  When requested by the CO, the Contractor shall provide a revised TEP to address changes.  

[bookmark: _Toc285617440]8.6	Issuance of task orders

Upon Government approval of the TEP and designation of an appropriate fund cite, the CO will issue a task order to the Contractor.  Contractor work shall commence only after issuance of the task order by the CO.  The Government will provide notification of contract award to both the successful and unsuccessful offerors.  

[bookmark: _Toc285617441]8.7	Logical Follow-On task orders

Logical follow-on task orders may be issued IAW FAR 16.505 for services and/or products.  Logical follow-on task orders for maintenance/unique products shall only be authorized for economy and efficiency purposes as long as the services are on an existing or prior task order.  

[bookmark: _Toc285617442]8.8	Post Award Procedures

[bookmark: _Toc285617443]8.8.1	Request for Post Award Action

Upon identification of the need for a modification to a task order, the Government will issue a Request for Post Award Action, designated by an action number, to the Contractor.  The CO will designate individuals authorized to issue such requests upon contract award, in writing.  The Contractor shall respond to requests from these authorized individuals only.  All Contractor correspondence shall reference the Government designated action number.  The Government’s Request for Post Award Action does NOT constitute an authorization to start work.  A Request for Post Award action may include, but is not limited to, cost and no cost changes, period of performance extensions, within scope changes, shipping or inspections changes, etc.  

[bookmark: _Toc285617444]8.8.2	Revised Task Execution Plan

Within five (5) business days of receipt of the Request for Post Award Action, the Contractor shall submit a Revised Task Execution Plan (TEP), in accordance with the format defined in paragraph 8.5.3.  

[bookmark: _Toc285617445]8.8.3	Post Award Action Approval

The goal is to approve each Revised TEP within five (5) business days of receipt.  The Government will either approve the TEP or enter discussions as soon as practical after TEP receipt.  When requested, the Contractor shall provide an updated TEP to address the results of such discussions.  

[bookmark: _Toc285617446]8.9	Meetings and Reviews

For successful management and contract surveillance, the following meetings and reviews are required.  

8.9.1	Project Office Initial Program Review (IPR)

The VRM PEO will host an IPR within thirty (30) days after contract award to review the PWS, business policies, and procedures, introduce personnel, etc.  

8.9.2	Post-Award Conferences

The Government intends to convene a Post-Award Conference with each awardee within sixty (60) days after contract award.   The CO shall notify all Prime Contractors of a specific date, location and agenda within 30 days after contract award.  

8.9.3	Monthly Program Reviews

Monthly Program Review Meetings shall be conducted by the COTR, or Procurement Coordinator for each contract.  Dates, locations, agenda, and attendance requirements shall be specified by the appropriate Government representative, at least five (5) calendar days prior to the meeting.  

[bookmark: _Toc285617447]8.9.4	Semi-Annual Prime Program Reviews

The Contractor’s Program Manager shall meet periodically with the VRM PEO PM concerning performance evaluation.  Meetings will be scheduled as needed, but at least semi-annually.  The Contractor shall provide quality assurance surveillance metrics, which define what the Government must do to ensure that the Contractor has performed in accordance with the task orders assigned.  These metrics shall include, at a minimum, a surveillance schedule and state the surveillance method(s) to be used.  The quality surveillance measures must address how the Contractor will assess, manage, and report on the quality of its performance.  This information shall be included in the Monthly Progress Report and shall be revised or modified as circumstances warrant.  The dates, locations, and agenda for this meeting shall be specified at least five (5) calendar days prior to the meeting.  

[bookmark: _Toc285617448]8.9.5	Task order Kickoff Meetings

As required by the COTR, or CO, a kickoff meeting may be held on the task order level after award.  Dates, locations, and agenda shall be specified at least five (5) calendar days prior to the meeting.

ATTACHMENT 1:  DETAILED SECURITY REQUIREMENTS
A1.0	Cyber and Information Security Requirements for VA IT Services
The Contractor shall ensure adequate LAN/Internet, data, information, and system security in accordance with VA standard operating procedures and standard PWS language, conditions, laws, and regulations.[footnoteRef:1]  The Contractor’s firewall and web server shall meet or exceed the VA minimum requirements for security.  All VA data shall be protected behind an approved firewall.  Any security violations or attempted violations shall be reported to the VA Program Manager and VA Information Security Officer as soon as possible.  The Contractor shall follow all applicable VA policies and procedures governing information security, especially those that pertain to certification and accreditation. [1:  See VAAR 852.273-75 referenced infra. ] 


Each documented initiative under this contract incorporates the security clauses at VAAR 852.273-75 voiced in the Secretary’s 27 February 2009 memorandum, “Protecting Information Security and Privacy” by reference as though fully set forth therein.  The clauses shall also be included in every related agreement, contract or order.  Referenced memoranda are attached below. 


Training requirements:  The Contractor shall complete all mandatory training courses identified on the Intranet at the current VA training site Learning Management System (LMS) and will be tracked therein.  The LMS may be accessed at https://www.lms.va.gov/plateau/user/login.jsp.

Contractor employees shall complete a VA Systems Access Agreement if they are provided access privileges as an authorized user of the computer system of VA.

A2.0	VA Enterprise Architecture Compliance
The applications, supplies, and services furnished under this contract must comply with One-VA Enterprise Architecture (EA), available at http://vaww.eas.vaco.va.gov/OneVAEA/ in force at the time of issuance of this contract, including the Program Management Plan and VA's rules, standards, and guidelines in the Technical Reference Model/Standards Profile (TRMSP).  The VA reserves the right to assess contract deliverables for EA compliance prior to acceptance.

A2.1.	VA Internet and Intranet Standards:  
The Contractor shall adhere to and comply with VA Directive 6102 and VA Handbook 6102, Internet/Intranet Services, including applicable amendments and changes, if the Contractor’s work includes managing, maintaining, establishing and presenting information on VA’s Internet/Intranet Service Sites.  This pertains, but is not limited to: creating announcements; collecting information; databases to be accessed, graphics and links to external sites. 

Internet/Intranet Services Directive 6102 is posted at (copy and paste the following URL to browser): http://www1.va.gov/vapubs/viewPublication.asp?Pub_ID=409&FType=2

Internet/Intranet Services Handbook 6102 is posted at (copy and paste following URL to browser):  http://www1.va.gov/vapubs/viewPublication.asp?Pub_ID=410&FType=2
A3.0	Notice of the Federal Accessibility Law Affecting All Electronic and Information Technology Procurements  (Section 508)
On August 7, 1998, Section 508 of the Rehabilitation Act of 1973 was amended to require that when Federal departments or agencies develop, procure, maintain, or use Electronic and Information Technology, that they shall ensure it allows Federal employees with disabilities to have access to and use of information and data that is comparable to the access to and use of information and data by other Federal employees.  Section 508 required the Architectural and Transportation Barriers Compliance Board (Access Board) to publish standards setting forth a definition of electronic and information technology and the technical and functional criteria for such technology to comply with Section 508.  These standards have been developed are published with an effective date of December 21, 2000. Federal departments and agencies shall develop all Electronic and Information Technology requirements to comply with the standards found in 36 CFR 1194.  

Section 508 – Electronic and Information Technology (EIT) Standards:

The Section 508 standards established by the Architectural and Transportation Barriers Compliance Board (Access Board) are incorporated into, and made part of all VA orders, solicitations and purchase orders developed to procure Electronic and Information Technology (EIT).  These standards are found in their entirety at: http//www.section508.gov and http://www.access-board.gov/sec508/standards.htm.  A printed copy of the standards will be supplied upon request.  The Contractor shall comply with the technical standards as marked:  

_x_§ 1194.21 Software applications and operating systems
_x_§ 1194.22 Web-based intranet and internet information and applications
_x_§ 1194.23 Telecommunications products
_x_§ 1194.24 Video and multimedia products
  x   § 1194.25 Self contained, closed products
_x_§ 1194.26 Desktop and portable computers

The standards do not require the installation of specific accessibility-related software or the attachment of an assistive technology device, but merely require that the EIT be compatible with such software and devices so that it can be made accessible if so required by the agency in the future.  
A4.0	Physical Security & Safety Requirements:
The Contractor and their personnel shall follow all VA policies, standard operating procedures, applicable laws and regulations while on VA property.  Violations of VA regulations and policies may result in citation and disciplinary measures for persons violating the law.
1.	The Contractor and their personnel shall wear visible identification at all times while they are on the premises.  
2.	The VA does not provide parking spaces at the work site; the Contractor must obtain parking at the work site if needed.  It is the responsibility of the Contractor to park in the appropriate designated parking areas.  The VA will not invalidate or make reimbursement for parking violations of the Contractor under any conditions.  
3.	Smoking is prohibited inside/outside any building other than the designated smoking areas.
4.	Possession of weapons is prohibited.  
5.	The Contractor shall obtain all necessary licenses and/or permits required to perform the work, with the exception of software licenses that need to be procured from a Contractor or vendor in accordance with the requirements document.  The Contractor shall take all reasonable precautions necessary to protect persons and property from injury or damage during the performance of this contract.  

A5.0	Confidentiality and Non-Disclosure

The Contractor shall follow all VA rules and regulations regarding information security to prevent disclosure of sensitive information to unauthorized individuals or organizations.  

The Contractor may have access to Protected Health Information (PHI) and Electronic Protected Health Information (EPHI) that is subject to protection under the regulations issued by the Department of Health and Human Services, as mandated by the Health Insurance Portability and Accountability Act of 1996 (HIPAA); 45 CFR Parts 160 and 164, Subparts A and E, the Standards for Privacy of Individually Identifiable Health Information (“Privacy Rule”); and 45 CFR Parts 160 and 164, Subparts A and C, the Security Standard (“Security Rule”).  Pursuant to the Privacy and Security Rules, the Contractor must agree in writing to certain mandatory provisions regarding the use and disclosure of PHI and EPHI.  
1.	The Contractor will have access to some privileged and confidential materials of the VA.  These printed and electronic documents are for internal use only, are not to be copied or released without permission, and remain the sole property of the VA.  Some of these materials are protected by the Privacy Act of 1974 (revised by PL 93-5791) and Title 38.  Unauthorized disclosure of Privacy Act or Title 38 covered materials is a criminal offense.  
2.	The VA Contracting Officer will be the sole authorized official to release in writing, any data, draft deliverables, final deliverables, or any other written or printed materials pertaining to this contract.  The Contractor shall release no information.  Any request for information relating to this contract presented to the Contractor shall be submitted to the VA Contracting Officer for response.  
3.	Contractor personnel recognize that in the performance of this PWS, Contractor personnel may receive or have access to sensitive information, including information provided on a proprietary basis by carriers, equipment manufacturers and other private or public entities.  Contractor personnel agree to safeguard such information and use the information exclusively in the performance of this contract.  Contractor shall follow all VA rules and regulations regarding information security to prevent disclosure of sensitive information to unauthorized individuals or organizations as enumerated in this section and elsewhere in this Contract and its subparts and appendices.  
4.	Contractor shall limit access to the minimum number of personnel necessary for contract performance for all information considered sensitive or proprietary in nature.  If the Contractor is uncertain of the sensitivity of any information obtained during the performance this contract, the Contractor has a responsibility to ask the VA Contracting Officer.  
5.	Contractor shall train all of their employees involved in the performance of this contract on their roles and responsibilities for proper handling and nondisclosure of sensitive VA or proprietary information.  Contractor personnel shall not engage in any other action, venture or employment wherein sensitive information shall be used for the profit of any party other than those furnishing the information. The sensitive information transferred, generated, transmitted, or stored herein is for VA benefit and ownership alone.  
6.	Contractor shall maintain physical security at all facilities housing the activities performed under this contract, including any Contractor facilities according to VA-approved guidelines and directives.  The Contractor shall ensure that security procedures are defined and enforced to ensure all personnel who are provided access to patient data must comply with published procedures to protect the privacy and confidentiality of such information as required by the VA.  
7.	Contractor must adhere to the following:  
8.	The use of “thumb drives” or any other medium for transport of information is expressly prohibited.  
9.	Controlled access to system and security software and documentation.  
10.	Recording, monitoring, and control of passwords and privileges.  
11.	All terminated personnel are denied physical and electronic access to all data, program listings, data processing equipment and systems.  
12.	VA, as well as any Contractor (or Contractor) systems used to support development, provide the capability to cancel immediately all access privileges and authorizations upon employee termination.  
13.	Contractor PM and VA PM are informed within twenty-four (24) hours of any employee termination.  
14.	Acquisition sensitive information shall be marked "Acquisition Sensitive" and shall be handled as "For Official Use Only (FOUO)".  
15.	Contractor does not require access to classified data.  
16. Regulatory standard of conduct governs all personnel directly and indirectly involved in procurements.  All personnel engaged in procurement and related activities shall conduct business in a manner above reproach and, except as authorized by statute or regulation, with complete impartiality and with preferential treatment for none.  The general rule is to strictly avoid any conflict of interest or even the appearance of a conflict of interest in VA/Contractor relationships.
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