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Our Only Discipline is Cyber Security & Privacy Solutions 

Status: VA Certified Service Disabled Veteran Owned Small Business 

Locations:  Arlington, VA (HQ), Maryland, California, Colorado, Ohio,  
Florida, Oregon, Michigan, Massachusetts, and Pennsylvania 

Corporate Charity:  Warrior to Cyber Warrior (W2CW.org) 

Employees:  100+  

Founded / Incorporated:  2004 

Government / Commercial Mix:  50% / 50% 

Company Certifications: ISO 9001:2008, CMMI L2, DCAA, Top Secret  
Facility Clearance, NSA/CNSS Approved Courseware,  
FedRAMP Accredited 3PAO 

Staff Statistics: ~50% hold Secret or higher clearances, ~90% hold at  
least one certification, ~95% retention rate, and annual growth  
since 2004 has been between 20-100%.  

Business: Uniquely qualified small business incorporating services,  
products, and training to offer full cyber and privacy security solutions.   
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Lunarline also offers products for 
security automation and threat 
intelligence. 

Information Assurance, Cyber Security Program 
Support, C&A (NIST, NIAP, FIPS, DIACAP, DIARMF, 
DCID, NSA, ICD, ISO), IV&V (Independent Verification 
& Validation), Road Maps, RMF (Risk Management 
Framework), IT/ Security Governance consulting 

Business Impact Assessments, Continuity of 
Operation Plans, Contingency Plans, Disaster 
Recovery Planning, (Development, Testing) 

Incident Response and Eradication (Full Response 
Life Cycle), Security Monitoring (24X7X365), Security 
Strategy/ EA (Enterprise Architecture), Focused 
Operations, Forensics, Training 

Security Requirements Analysis, Security Functional 
Analysis (System, Robotics, Weapons) 

SPECIALIZED SERVICES 

Security Training Programs - Specialized and 
Tailored to Organization / Agency 

Practical Training – Penetration Testing, 
Malware Analysis, Advanced Persistent 
Threat/Privacy  

Certified Trainers Teaching NIST RMF, 
DIACAP/ DoD IT RMF, FISMA, CNSS, Security 
+, and Cyber Security Certificate Programs  

Courseware Certifications include NSA/CNSS 
NSTISSI No. 4011, and 4015, CNSSI 4012, 
INFOSEC Professional / NICE Framework 

Organization Dedicated to Training Cyber 
Security Practitioners – School of Cyber 
Security 

CERTIFIED TRAINING PRODUCTS 

HIPAA, Privacy & Meaningful Use Services  
(HITECH Act Incentives)  

Security Policy Procedure Standards and 
Guidelines Development 

Cloud Security Services  
(Private, Commercial Cloud, FedRAMP, DoD/DISA)  

Customized  Level of Depth  and Perspective - 
Hands-on, Overview, Offense, Defense, 
Technical, Management, Strategy 

 
 
 
 
 

 
Collaborative, Real-time Pen Testing 

Penetration Testing (Whitebox, Blackbox),  
Security Control Validation and Verification 

Customized  on-line training courses, 
courseware development, LMS development 
/ hosting, Conference Support 
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Quick and secure configuration (including 

STIGs) for enterprise assets. (Read more…) 

Aggregate and organize threat 

intelligence, then correlate it to your 

organization's assets. (Read more…) 

A search engine for security automation data, 

such as vulnerabilities and weaknesses. 

Includes a REST API. (Read more…) 

Vulnerability Scan Converter combines 

vulnerability and discovery scans from 

multiple scanners and quickly 

Combine them into a single Excel 

spreadsheet. (Read more…) 

A portable pen testing device that focuses 

on teamwork, safety, and real-time 

results. Sniper integrates with popular 

open source and third party tools in order 

to maximize your existing investment in 

assessment tools. (Read more…) 
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https://lunarline.com/airlock
https://lunarline.com/airlock
https://lunarline.com/security-content-automation-protocol
https://lunarline.com/vsc
https://lunarline.com/sniper
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• FISMA-Based 

• Federal Civilian - NIST Risk Management Framework (RMF), CNSS, Agency Specific 
Implementations 

• Dept. of Defense - DIACAP, DoD IT RMF, Army Certificate of Networthiness (CON), DISA 
Connection Approval Process (CAP) 

• Intelligence Community – Intelligence Community Directive 503 / Special Access 
Programs 

• Cloud Architectures – FedRAMP Third Party Assessment Organization (3PAO) via Joint 
Authorization Board (JAB) and/or Agency Approval Chains; DoD/DISA, Assessor or 
Consulting Services   

• HIPAA / HITECH   

• Security Rule  

• Privacy Rule  

• Meaningful Use  

• ISO 27001 / 27002 

• and many others... 
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• Privacy Program Governance  

• Global Privacy  

• Data Loss Prevention  

• Breach Notification and Incident 
Containment  

• Advanced Persistent Threat   

• Regulatory Assessments  

• Privacy Training and Awareness Courses 

• Privacy Compliance Assessments 
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Lunarline’s Security Operations Center  
(SOC) Capabilities include:  

• Focused Operations / Advanced Malware Analysis / Forensics 

• Security Event Correlation and Analysis 

• Uptime and Availability Monitoring 

• System Performance Monitoring 

• Specialized Amazon Cloud Monitoring Services 

• Custom Compliance Monitoring & Reporting 

• Access to a team of Cyber Security Subject Matter Experts (SME) 

• 24x7x365 Live Network Security Monitoring  

• IDS/IPS Monitoring 

• Insider Threat Detection 

• Cyber Threat Intelligence Reporting 

• Incident Response Support  

• Log Monitoring 

• Threat Intelligence  

• First stage recommendations into resolving high priority alerts 
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• Custom Cyber Security/Privacy 
Online Course Development  

• Cybersecurity Fundamentals 
Workshop  

• Fundamentals of Software 
Assurance  

• Cloud Security and FedRAMP  

• Assessing Network 
Vulnerabilities  

• Ethical Hacking  

• Penetration Testing  

• Counterintelligence for 
IT/Cyber Professionals  

• Network and Packet Analysis  

• Malware Analysis  

• Securing Web  
Applications, Services, and Servers  

• Recovery Planning  
Practitioner  

• CompTIA Security+ Security 
Certification Boot Camp 

• DIACAP Intensity / Hands-On 

• DoD IT RMF Intensity / Hands-On  

• DIACAP Validator Workshop 

• Applying the NIST Risk Management 
Framework (Federal Civilian)  

• Applying the NIST Risk Management 
Framework (CNSS) 

• NIST 800-53 Security Controls 
Validator 
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SOLUTIONS = 
 

Services + Products +  

Training 

Products 

24X7X365 Managed Services SOC 

Training 
Online / Instructor Lead / Development 

Full Cyber Security Program Services 

Compliance, Pen Testing 
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We provide SOLUTIONS BUILT ON SECURITY ™ for our clients  
Offering services and products, we ensure our clients are on the right path,  

then through training we ensure they’re not held to long term consultant support.  

   

Civilian Agencies 

FAA, DOT, FRA,  
CMS, FCC, BIA,  
CSOSA, DOE, NIH, 
COTS and others  

Department of Defense 

Army, Navy, 
CENTCOM, USUHS, 
DISA, and others  

Healthcare & Privacy 

Parata Systems, 
Barco, Aetna, Active 
Health, Siemens, 
Epiphany Cardio, 
Beckman Culture, and 
others 

Satellite and Communications 

IGEN, ECHO360, 
Nuance, Spacenet, 
and others  

FedRAMP/Cloud Security 

Hewlett Packard,  Verizon-
Terremark, Virtustream  

Government Industry 
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• U.S. Chamber of Commerce –  
Best of Washington – 2011 

• INC 500|5000 – 2010, 2011, 2012, 2013, 2014 

• Diversity Business – #20 of the top 100 Disabled 
Veteran Owned Business in the US – 2012 

• Volt Leaders in Technology Cyber Warrior/Small 
Business – 2012 

• Fast 50 Award – 2013 

• Washington Smart100 CEO – Waylon Krush – 2011 

• Capability Maturity Model Integration (CMMI) 
Level 2 

• International Organization for Standardization  
(ISO 9001:2008) 

• Department of Transportation Cyber Security 
Excellence Award – 2008 
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• DOT FAA eFAST 

• GSA Schedule 70 

• DOT OST BPA 

• Navy Seaport E 

• SDV GWAC: Team SMS 

• DHS EAGLE: Team AT&T 

• Maryland CATS: Team Alion 

• CIOSP3: Team LGS  

• APC2: Team Criterion  

 

 

• ITS-SB: Team OnPoint  

• R23G: Team Arinc 

• IRS TIPSS-4: Team BAH 

• NETCENTS EISM: Team DRC 

• ENCORE II: Team ManTech 

• Alliant Large: Team Wyle 
Information Systems 

• SNIM: Team Booz Allen 
Hamilton  

• TMIS: Team SAIC  
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Note (throughout this presentation): CMMI is registered in the U.S. Patent and Trademark Office by Carnegie Mellon University 

ISO 9001:2008  CMMI® Level 2 Certified  NSA/CNSS Approved Courseware / Training  VA Certified SDVOSB 
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Accredited FedRAMP 3PAO 
  

 

 

WEBSITES: 

www.lunarline.com      www.schoolofcybersecurity.com   www.diacaptraining.com   www.fismatraining.com    www.cnsstraining.com 

Waylon Krush 
CEO 

3300 North Fairfax Drive, Ste. 308 
Arlington, VA 22201 

O: 571-481-9301 
C: 703-200-8123 
 

Email: waylon.krush@lunarline.com 

  

Connette Rogers Banks 
Director, Business Development 

3300 North Fairfax Drive, Ste. 308 
Arlington, VA 22201O 

O: 571-481-9310 

C: 240-375-7792 

Email: connette.banks@lunarline.com 

m 
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http://www.schoolofcybersecurity.com/
http://www.diacaptraining.com/
http://www.fismatraining.com
http://www.cnsstraining.com/

