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1. Purpose 
The Veterans Health Information Systems and Technology Architecture (VistA) Reference Guide 
was created by the VistA Office (VO) to provide product teams with a valuable reference 
document which must be followed to ensure the success of internal and external products 
interfacing with VistA. The VistA Reference Guide is intended for product team members, 
including Developers, Product Line Managers, and Stakeholders who make design decisions for 
the product being developed. 

The VistA Reference Guide (VRG) provides interface reference information to ensure product 
teams adhere to: 

• Authorized systems/application boundaries 

• Product namespace boundaries for all product software components 

• VistA provisioning, authentication, and authorization requirements 

• Obtaining approval for interfaces which deviate from the authorized boundaries and 
Identity Access Management (IAM)/Kernel guidance 

• Receiving approvals for interface agreements between two products before going to 
production testing in the development lifecycle 

• M Programming Standards 
 
Additionally, the VistA Reference Guide provides reference information related to: 

• National Patch release requirements to facilitate VistA Change Management  

• Periodic security assessments 
 
The guidance provided in this document has previously been available from sources such as the 
Process Asset Library (PAL) and VA Software Document Library (VDL) and has now been 
combined to create a consolidated artifact. This artifact can be used to ensure products abide 
by authorized boundaries, interfaces, security, and processes. 

 

  

New TMS VA 4645511 Self-Certification Training Recommendation: 
The VistA Reference Guide and its supporting documents are now recommended TMS training 
for VistA Developers. TMS Training ID is VA 4645511. 
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2. Assumptions 
The following are baseline assumptions defining the intentions, boundaries, and scope of 
this document: 

• The immediate focus of the VistA Reference Guide is addressing authorization boundary 
and interface reference materials for internal and external products interfacing with and 
within VistA. 

• The VistA Reference Guide is not intended to address the VistA Development Life Cycle 
and Agile development methodology used within VA. 

• The VistA Reference Guide is a living, iterative document and will be updated as the 
VistA Office expands the references to additional guidance, processes, and standards for 
product team awareness. 

• The Massachusetts General Hospital Utility Multi-Programming System (MUMPS) 
programming language will be referred to as M code in this document. 
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3. Target Audience 
The target audience is any product team developing, enhancing, supporting, or maintaining a 
product which interfaces with VistA, to include: 

• VA Office of Information and Technology (OIT) Class 1 product teams  

• VA OIT field offices (Class 2 and 3), and field product teams  

• Business-partners external to VA (Class 2 and 3) product teams 
 
This document will refer to product teams, a term encompassing Developers, Product Line 
Managers, and Stakeholders. 
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4. VistA Office Background 
The Director of the VistA Office (VO) is the VistA Information System Owner (ISO). The VO has 
three pillars established to address the VO mission: Information Assurance, Configuration and 
Change Management and Business Operations Management.  More information on VO and 
each Pillar can be found at VistA Office - Home (sharepoint.com). 

VO was established to serve as a standing body for issue resolution for the many organizational 
stakeholders within the VistA domain. The VistA ISO is responsible for all VistA Risk 
Management Framework (RMF) lifecycle activities and ensuring compliance with information 
security requirements. 

The VistA Reference Guide (VRG) was created as a tool to support the VO mission and is based 
on obstacles identified by the VO with existing and new products. 

 

  

https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice
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5. VistA Background 
VistA is a comprehensive, full-featured Health Information System and Electronic Health Record 
(EHR) owned by the Veterans Affairs Office of Information and Technology (OIT). VistA supports 
a large variety of clinical settings. Facilities range from small clinics solely providing outpatient 
care to large medical centers with significant inpatient populations and their 
associated specialties. 

VistA modules focus on clinically relevant record keeping which improves patient care by 
enhancing clinical and administrative decision making. VistA is utilized across VHA at more than 
1,500 sites of care supporting Veterans Affairs Medical Centers (VAMC), Community Based 
Outpatient Clinics (CBOC) and Community Living Centers (CLC), as well as at nearly 300 VA Vet 
Centers. Enterprise VistA serves America's veterans by supporting exceptional quality 
healthcare. The VistA modules support a multitude of areas including medical and mental 
health treatment, medical imaging, supply management, decision support, medical research, 
and education. The purpose of the system is to collect, create, and maintain data about our VA 
employees, volunteers, business partners, and veterans. 

VistA is comprised of the following: 

• Virtual servers 

• The RedHat Linux Enterprise Operating System 

• Ask VA (AVA) (Ask VA has replaced the Inquiry Routing and Information System.) 

• Database Monitoring Systems (DBMS) 

• The VistA database application 

• Over 100 M-based application modules 
 
Each package is comprised of multiple software programs which includes administrative and 
clinical data. VistA Kernel software provides identification and authentication, access control via 
menu management and auditing of user actions. VA FileMan, the VistA database management 
software, in conjunction with Kernel, provides data access control. Access to the system is 
controlled by assigned menus and security keys which are determined prior to the initial 
issuance of access codes to new users or users who are changing positions within 
the organization. 
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6. VistA Authorization Boundary Data Flow 
Refer to Figure 6-1. The VistA Authorization Boundary Data Flow illustration depicts everything 
falling within VistA authorization boundaries and the flow of data entering and leaving VistA. 
Under the direction of the VistA ISO, the Information Assurance Staff applies the Risk 
Management Framework (RMF) and National Institute of Standards and Technology (NIST) 
standards on a continuous basis to secure the boundaries through the topics introduced in 
this reference guide. 

Figure 6-1: VistA Authorization Boundary Data Flow 

 

 

The VistA ISO is responsible for maintaining the Authority to Operate (ATO) on the VA network 
for that portion depicted in Figure 6-1 outlining VistA Authorization Boundaries. 
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Nationally released OIT DevSecOps Software Product Management (SPM) VistA software 
includes all interfaces installed on or interacting with VA computing environments. The OIT 
DevSecOps SPM VistA software reference documents are accessible by following the links in the 
Additional References Section of this document: 

 

• VA Software Document Library (VDL) 

• VA Enterprise Architecture (EA) VistA Dashboard 

• VA System Inventory (VASI) 
 

Refer to Table 6-1, which lists the acronyms used in Figure 6-1. 

Table 6-1: Acronyms 

Acronym Expansion 

AITC Austin Information Technology Center 

AVA Ask VA 

AWS Amazon Web Services  

BCMA Bar Code Medication Administration 

COI Community of Interest 

COTS Commercial Off the Shelf (software) 

CPRS Computerized Patient Record System 

DBMS Database Management System 

DMLSS Defense Medical Logistics Standards Support 

DoD-JLV Department of Defense - Joint Longitudinal Viewer 

GUI Graphic User Interface 

HL7 Health Level Seven 

IRIS 
InterSystems IRIS for Health (where ‘IRIS’ denotes Interoperable, 
Reliable, Intuitive, Scalable) 

JLV Joint Longitudinal Viewer System 

M2M MUMPS to MUMPS 

MED-COI Medical Communities of Interest 

PITC Philadelphia Information Technology Center 

RPC Remote Procedure Call 

RPC Broker Remote Procedure Call Broker 

SMTP Simple Mail Transfer Protocol 

VDIF-EP Veterans Data Integration and Federation Enterprise Platform 

VIA VistA Integration Adaptor 

VistA VAEC VA Enterprise Cloud 

VMWare Virtual Machine 

WAN Wide Area Network 
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7. VistA Reference Guide Sections 
This section provides detailed guidance on the VistA Monograph, VistA Office Review Board 
(VORB), Standards and Conventions (SAC), VistA Package/Namespace Setup, Integration Control 
Registration, Interface Requirements, Kernel Security, Health Level Seven (HL7), Veterans Data 
Integration Federation – Enterprise Platform (VDIF-EP), VistA National Patch Release 
Requirements, and VistA System Security Assessments. 

7.1. VistA Monograph 

This section describes the VistA Monograph, its function, and processes. 

7.1.1. Introduction 

The VistA Monograph provides an overview of VistA and VistA-related applications used by the 
VHA in serving America’s veterans. This collection serves as an introduction and resource to 
VHA software. The Monograph also provides a brief historical and technical overview of VistA. 

Each application listed in the Monograph contains valuable information, such as VA Systems 
Inventory (VASI) Name, VA Package Name, Version, Namespace, Software Product 
Management (SPM) Product Line, VASI System Status, and VHA Business information. Legacy 
and supplemental application information is also listed as Technical References in the 
Monograph. Additionally, mapping and linkage to VASI and the VA Software Document Library 
(VDL) is provided. 

7.1.2. Processes 

The VistA Monograph document is the result of supporting information provided by OIT, to 
include SPM Product Lines who oversee the applications. On a yearly basis, VistA Office 
facilitates the review and update process of the Monograph document with the Product Lines. 
The updated Monograph document is then published to both the VDL website and the OIT SPM 
VistA Office SharePoint site. For more information regarding this process and to discuss any 
changes, including additions to Monograph, please use the VistA Office contact 
information below. 

7.1.3. References 

Monograph references are available at: 

• VA Software Document Library 

• VistA Office Monograph 

• VA Systems Inventory (VASI) 
 

7.1.4. Contact 

For more information on the Monograph, please contact OIT SPM Monograph at 
OITPDProductSupportMonograph@va.gov. 

  

https://www.va.gov/vdl/application.asp?appid=239
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VistA-Monograph.aspx?source=https%3a//dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/Forms/ByAuthor.aspx
https://vaww.ea.oit.va.gov/enterprise-architecture/va-systems-inventory/
mailto:OITPDProductSupportMonograph@va.gov
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7.2. VistA Software Document Library (VDL) 

This section describes the VA Software Document Library (VDL), its function, and processes. 

7.2.1. Introduction 

The VA Software Document Library (VDL) is a public-facing repository which stores and 
makes available redacted reference materials regarding released VistA Class I software 
applications in VA. 

The VDL Manager is an application internal to the VA and is used by authorized users to 
update and maintain the redacted, Section 508-compliant documents found on the VDL. 

7.2.2. Processes 

Access to the VDL Manager Application is requested via the VDL Service Request Form and 
can also be found on the VDL Service Management SharePoint site. The VDL Service Request 
Form is also used to request that new applications to be added to the VDL or to report 
issues concerning the VDL. 

• The publishing user (VDL Manager) ensures all documents uploaded to the VDL are 
properly redacted and Section 508-compliant. 

• For Section 508 compliance and accessibility issues, VA recommends installing the 
CommonLook Commercial of the Shelf (COTS) product for Microsoft Word and Adobe 
Acrobat since this is the tool used by the Office of the CIO to verify compliance. 

• The Section 508 Office site has instructions on obtaining the CommonLook plug-in for 
both Word and Adobe products at Desktop Productivity Tools - Section 508 Office 
(va.gov). 

7.2.3. References 

VDL references are available at: 

• VDL Service Management 

• VA Software Document Library (VDL) 
 

7.2.4. Contact 

For more information regarding the VDL, please contact the VA Software Document Library 
Administrators at VASoftwareDocumentLibraryAdministrators@va.gov. 

  

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.va.gov%2Fvdl%2F&data=05%7C02%7C%7C482fea5b088542cde06308dd448646e1%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C638742065681158369%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=%2Flj6HiU5PRayW1l08wqSDVE%2BY5FLTt%2FTnONNdlDa%2BzA%3D&reserved=0
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VDL%20Service%20Request%20Form.aspx?xsdata=MDV8MDJ8fDQ4MmZlYTViMDg4NTQyY2RlMDYzMDhkZDQ0ODY0NmUxfGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDB8MHw2Mzg3NDIwNjU2ODExNzE2NDV8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=VUhzVlhPTkxLaXRGeVRkQWhrd1RNbS9vZkJmVlVFUnRXTzZJeTNSYmpUMD0%3d
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VDL-Service-Management.aspx?xsdata=MDV8MDJ8fDQ4MmZlYTViMDg4NTQyY2RlMDYzMDhkZDQ0ODY0NmUxfGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDB8MHw2Mzg3NDIwNjU2ODExODEyNTB8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=YUx0c1EvRmFaYjRHc1VEUmtHcjRJOUtMMEMvdEVDTWNCV0VubjVRVkM4Zz0%3d
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VDL%20Service%20Request%20Form.aspx?xsdata=MDV8MDJ8fDQ4MmZlYTViMDg4NTQyY2RlMDYzMDhkZDQ0ODY0NmUxfGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDB8MHw2Mzg3NDIwNjU2ODExOTA1Njd8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=UmJIUVNub1lDd0IvVkFrWWNyTjZ6Mys2VmZpRllpU2Z2R3JjcWY2SGRpaz0%3d
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VDL%20Service%20Request%20Form.aspx?xsdata=MDV8MDJ8fDQ4MmZlYTViMDg4NTQyY2RlMDYzMDhkZDQ0ODY0NmUxfGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDB8MHw2Mzg3NDIwNjU2ODExOTA1Njd8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=UmJIUVNub1lDd0IvVkFrWWNyTjZ6Mys2VmZpRllpU2Z2R3JjcWY2SGRpaz0%3d
https://dvagov.sharepoint.com/sites/vasection508/SitePages/Desktop-Productivity-Tools.aspx
https://dvagov.sharepoint.com/sites/vasection508/SitePages/Desktop-Productivity-Tools.aspx
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VDL-Service-Management.aspx?xsdata=MDV8MDJ8fDQ4MmZlYTViMDg4NTQyY2RlMDYzMDhkZDQ0ODY0NmUxfGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDB8MHw2Mzg3NDIwNjU2ODExMjcyNDl8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=UjZWd2hReW9RU3ZobzBMRVJDRTg1ckxsVTRSNnV6WFliZmRCLzhEa1A2TT0%3d
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.va.gov%2Fvdl%2F&data=05%7C02%7C%7C482fea5b088542cde06308dd448646e1%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C638742065681144235%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=E%2Bm2vce49JuQNEH86WFt1BYKVKq%2BvP3O4labS%2Fjye08%3D&reserved=0
mailto:VASoftwareDocumentLibraryAdministrators@va.gov
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7.3. VistA Office Review Board (VORB) 

This section describes VORB function, roles, and processes. 

7.3.1. Introduction 

The VistA Office Review Board (VORB) is a review and decision-making body, the purpose of 
which is to process requests including, but not limited to, Service Accounts and Application 
Interface connectivity to VistA. 

The VORB process consists of four actors: 

• Requestor, the person submitting the request for a VORB determination. 

• Members of the VistA Office (VO) Team tasked to perform VORB Request Intake and 
Assessment functions. 

• VistA Working Groups composed of Subject Matter Experts (SMEs) tasked to analyze 
requests and make recommendations to the VORB based on those analyses. 

• The VORB, composed of the VO Information System Owner (ISO) and Director, the VistA 
Office Information Assurance (VOIA) Team Lead, the VO Management Analyst, the VistA 
Office Change and Configuration Management (VOCCM) Team Lead, the Sub-Product 
Line Manager, Operations First Response (OFR), Applications Division representative(s), 
Health Systems Engineering representative(s), a designated VistA Technical Lead, the 
VistA Information System Security Officer (ISSO), Commercial-off-the-Shelf (COTS) 
Interface representative(s), and any other members selected for this role by 
the Director. 

7.3.2. Processes 

The VORB process is comprised of four component subprocesses, beginning with the initial 
submission by the Requestor and culminating with a final VORB decision: 

• SharePoint VORB Intake Form Access and Entry: The Requestor accesses, completes 
and submits the VORB Intake Form, which initiates a SharePoint display notifying the 
Requestor that their request has been successfully submitted. 

• Initial Intake and Assessment: Once submitted, the completed form is assessed by 
members of the VO Team, which reviews the submission and checks for its validity, 
correctness, and completeness. Determination of invalid, incorrect, or incomplete 
requests serve as a SharePoint notification trigger, causing an email to be sent to the 
requestor and informing them of the request status and providing guidance appropriate 
to that status. 

• VistA SME Working Group Analysis and Recommendation: Once the VO Team 
determines the request is valid, correct, and complete, the VORB Intake form is either 
prepared by the VO Team for further processing or, if a SME is deemed necessary, 
forwarded to the appropriate VistA SME Working Group, which then conducts its 
analysis and makes its recommendation. 

  

https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VistA%20Office%20Review%20Board%20Form.aspx
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• VORB Review and Decision: Once the Request Form is ready for VORB review and 
determination, the request is assigned to the VORB meeting agenda. The VO Team then 
presents the VORB with the analysis of and recommendation for that Request. Note 
there are five possible outcomes to any given request: 

▪ Approval 
▪ Approval with Constraints 
▪ Closed, No Action 
▪ Denial 
▪ Escalation 

7.3.3. References 

The following references are available on SharePoint in the VistA Office Review Board 
(VORB) folder: 

• VistA Office Review Board (VORB) Standard Operating Procedure (SOP) 

• VistA Office Review Board (VORB) Review Request Process Guide 
 

7.3.4. Contact 

For more information, please contact the VORB at 
OIT_DSO_SPM_HEALTH_VISTA_OFFICE_VORB@va.gov 

7.4. Standards and Conventions (SAC) 

This section provides information regarding VistA Standards and Conventions (SAC). 

7.4.1. Introduction 

Standards and Conventions (SAC) specify coding practices that must be adhered to (standards), 
and which should be adhered to (conventions) in VistA code. It is a set of requirements that 
supplements the language standard: ISO/IEC 11756:1999 Information Technology – 
Programming Languages – M by specifying constraints that must be adhered to by M based 
applications in the VistA environment for VistA to operate properly. Adherence to the SAC is 
crucial to maintaining security and privacy of data and maintaining system integrity. As an 
example, modern programming languages such as Java or Python typically provide namespaces 
as a language feature, but in VistA, segregation of code and data into individual packages 
(Order Entry, Lab, Pharmacy, etc.) is accomplished by imposing standards which must be 
followed by VistA code over and above the ISO standard. 

• System Boundaries: For the purposes of the SAC, VistA may be defined as the set of M 
based applications based on Kernel and VA FileMan that run in a medical center 
environment. Other environments based on Kernel and FileMan such as FORUM, Master 
Patient Index (MPI)/Master Veteran Index (MVI), and VA Central Office (VACO) are 
generally considered not to fall within the system boundaries of VistA. Applications 
running in the medical center environment may be divided into nationally released and 
supported Class 1 applications and Field Enhancement and Sustainment (FES) approved 

https://dvagov.sharepoint.com/:f:/r/sites/OITEPMOVistAOffice/VistA%20Reference%20Guide/VistA%20Office%20Review%20Board%20(VORB)?csf=1&web=1&e=nJD0Gi
https://dvagov.sharepoint.com/:f:/r/sites/OITEPMOVistAOffice/VistA%20Reference%20Guide/VistA%20Office%20Review%20Board%20(VORB)?csf=1&web=1&e=nJD0Gi
mailto:OIT_DSO_SPM_HEALTH_VISTA_OFFICE_VORB@va.gov
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Class 2 applications, which must adhere to the provisions of the SAC, and locally 
developed and supported Class 3 applications which should adhere to the SAC. 

• Conformance and Exemptions: The SAC also provides for uniformity of interfaces and a 
consistent user experience. Modern computer architectures and the needs of 
interoperability sometime require that applications vary from the SAC, so a process 
exists for granting exemptions (e.g., to use InterSystems ObjectScript language elements 
to implement web services). Exemptions are granted by a majority vote of the SAC 
Working Group (SAC WG) and are normally for one version only, although there are 
some standing exemptions, as well. 

• Compliance: As a mechanism for ensuring compliance, Kernel Toolkit provides a tool 
known as XINDEX, a static analysis tool that, among other things, attempts to identify 
standards violations. Since M is a dynamic language, static analysis tools are limited 
(e.g., they cannot evaluate code built at runtime) so manual review of code to ensure 
compliance is also essential. 

7.4.2. Processes 

VistA code is modified through the release of patches, although in some rare circumstances 
new packages (or modules) may be introduced as VistA components. Patches are maintained 
through an application known as the National Patch Module (NPM). It serves both as a code 
repository and version management system. It also automates several aspects of the 
patch lifecycle. 

7.4.3. References 

The SAC Work Group maintains four documents describing the processes that must be followed 
when developing patches. These documents are the definitive references for the processes that 
must be followed when entering, developing, and reviewing patches, and are available on the 
Standards and Conventions - Home SharePoint Site and in the OIT Process Asset Library (PAL). 

• Primary Developer Checklist 

• Secondary Developer Checklist 

• Software Quality Assurance (SQA) Checklist 

• National Patch Module Guide (NMPG) (Note: The National Patch Module Guide (NPMG) 
provides details on how to use the National Patch Module.) 

 

Additional SAC references include the following: 

• ISO/IEC 11756:1999 Information Technology – Programming Languages – M (Note: This 
document was originally published as ANSI X11.1-1995) 

▪ M Standards and Conventions (Available in the VA Technical Reference Model (TRM))  

• Standards and Conventions - Home (sharepoint.com) 

7.4.4. Contact 

For more information on SAC, please contact the VA OIT EPMO M SAC Working Group at 
VAOITEPMOMSACWG@va.gov. 

https://dvagov.sharepoint.com/sites/oitspmsaccomm?xsdata=MDV8MDF8fDEwYjMwMjBiNzdhMzQyODBlOTM4MDhkYTk4MTU2OGVifGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDF8MHw2Mzc5ODk1MTQ5NDgzNzI3OTJ8R29vZHxWR1ZoYlhOVFpXTjFjbWwwZVZObGNuWnBZMlY4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazkwYUdWeUlpd2lWMVFpT2pFeGZRPT18MXxNVGs2TXpsaVpUVXlZakF0WWpkbU55MDBOMlUzTFRsbVlUY3ROelJrTVdJME1qaGpaV1poWHpZek4yTTFNemd4TFdNM01qRXRORFV4TVMwNE5HWmlMVFF6WVRFNU5tSTVZVFV3TlVCMWJuRXVaMkpzTG5Od1lXTmxjdz09fHw%3D&sdata=dU54T1psdGtyYXVUaS9jL0dGYWNNVU81Y09aVHdvaXk3cHZQM2J6clhQWT0%3D&ovuser=e95f1b23-abaf-45ee-821d-b7ab251ab3bf%2CRadhika.Sahay%40va.gov&OR=Teams-HL&CT=1663354707246&clickparams=eyJBcHBOYW1lIjoiVGVhbXMtRGVza3RvcCIsIkFwcFZlcnNpb24iOiIyNy8yMjA3MzEwMTAwNSIsIkhhc0ZlZGVyYXRlZFVzZXIiOmZhbHNlfQ%3D%3D
https://dvagov.sharepoint.com/sites/OITProcessAssetLibrary/?xsdata=MDV8MDJ8fDljNjY2ZWE5YmNhZTRlYTc0OTkzMDhkZDg3ZTQ0MWFifGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDB8MHw2Mzg4MTYxMzY1OTUxMDg0Mjl8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=ZURSWjJwc2VxZlpYeEdGN0Zjb0Z4YjRXTzFqZTcrRGhOeW1rRFBQSzJ6UT0%3d
https://www.iso.org/obp/ui/fr/#iso:std:iso-iec:11756:ed-2:v1:en
https://dvagov.sharepoint.com/sites/asl/s2fd/AppMailRep/ISO_Security_Audit/Forms/AllItems.aspx?id=%2Fsites%2Fasl%2Fs2fd%2FAppMailRep%2FISO%5FSecurity%5FAudit%2FM%5FProgramming%5FSAC%2Epdf&parent=%2Fsites%2Fasl%2Fs2fd%2FAppMailRep%2FISO%5FSecurity%5FAudit
https://trm.oit.va.gov/
https://dvagov.sharepoint.com/sites/oitspmsaccomm?OR=Teams-HL&CT=1663354707246
https://dvagov.sharepoint.com/sites/oitspmsaccomm?xsdata=MDV8MDF8fDEwYjMwMjBiNzdhMzQyODBlOTM4MDhkYTk4MTU2OGVifGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDF8MHw2Mzc5ODk1MTQ5NDgzNzI3OTJ8R29vZHxWR1ZoYlhOVFpXTjFjbWwwZVZObGNuWnBZMlY4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazkwYUdWeUlpd2lWMVFpT2pFeGZRPT18MXxNVGs2TXpsaVpUVXlZakF0WWpkbU55MDBOMlUzTFRsbVlUY3ROelJrTVdJME1qaGpaV1poWHpZek4yTTFNemd4TFdNM01qRXRORFV4TVMwNE5HWmlMVFF6WVRFNU5tSTVZVFV3TlVCMWJuRXVaMkpzTG5Od1lXTmxjdz09fHw%3D&sdata=dU54T1psdGtyYXVUaS9jL0dGYWNNVU81Y09aVHdvaXk3cHZQM2J6clhQWT0%3D&ovuser=e95f1b23-abaf-45ee-821d-b7ab251ab3bf%2CRadhika.Sahay%40va.gov&OR=Teams-HL&CT=1663354707246&clickparams=eyJBcHBOYW1lIjoiVGVhbXMtRGVza3RvcCIsIkFwcFZlcnNpb24iOiIyNy8yMjA3MzEwMTAwNSIsIkhhc0ZlZGVyYXRlZFVzZXIiOmZhbHNlfQ%3D%3D
https://dvagov.sharepoint.com/sites/oitspmsaccomm?xsdata=MDV8MDF8fDEwYjMwMjBiNzdhMzQyODBlOTM4MDhkYTk4MTU2OGVifGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDF8MHw2Mzc5ODk1MTQ5NDgzNzI3OTJ8R29vZHxWR1ZoYlhOVFpXTjFjbWwwZVZObGNuWnBZMlY4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazkwYUdWeUlpd2lWMVFpT2pFeGZRPT18MXxNVGs2TXpsaVpUVXlZakF0WWpkbU55MDBOMlUzTFRsbVlUY3ROelJrTVdJME1qaGpaV1poWHpZek4yTTFNemd4TFdNM01qRXRORFV4TVMwNE5HWmlMVFF6WVRFNU5tSTVZVFV3TlVCMWJuRXVaMkpzTG5Od1lXTmxjdz09fHw%3D&sdata=dU54T1psdGtyYXVUaS9jL0dGYWNNVU81Y09aVHdvaXk3cHZQM2J6clhQWT0%3D&ovuser=e95f1b23-abaf-45ee-821d-b7ab251ab3bf%2CRadhika.Sahay%40va.gov&OR=Teams-HL&CT=1663354707246&clickparams=eyJBcHBOYW1lIjoiVGVhbXMtRGVza3RvcCIsIkFwcFZlcnNpb24iOiIyNy8yMjA3MzEwMTAwNSIsIkhhc0ZlZGVyYXRlZFVzZXIiOmZhbHNlfQ%3D%3D
mailto:VAOITEPMOMSACWG@va.gov
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7.5. VistA Package Namespace Setup Guide 

This section provides guidance on the VistA Package Namespace Setup for product 
development teams who have identified the need for a new unique package name, namespace 
and file range which will be used to define the application boundaries for a new product. 
Detailed information is available in the VistA Package Namespace Setup Guide, linked in the 
References section below. 

7.5.1. Introduction 

The VA requires all product development using M code to work within assigned 
package application boundaries. The package is defined in the PACKAGE file (#9.4) in FORUM by 
the Database Administration (DBA) Team.  The PACKAGE definition entry will include package 
class, prefix (namespace), file range low and high numbers, and other identifying 
information which define the application boundary. The package namespace is used to prevent 
conflicts within VistA applications. 

7.5.2. Processes 

To request a new Package Namespace please contact the VA OIT VISTA DBA GROUP at 
OEDVistADBA@va.gov. Packages distributed as a VistA Class 1 product will also require a 
second process to set up the National Patch Module in FORUM for the new package. This 
process is required to release VistA package software. 

When a patch is approved and ready for the first patch release from the National Patch 
Module, the Project manager needs to add the Product information and/or documentation to 
the following repositories for public access to Monograph, VA System Inventory (VASI), and VDL 
Service Management. To enter a request on the VDL Service Management site, use the VistA 
Office - VDL Service Request Form. 

7.5.3. References 

The VistA Package Namespace Setup folder has the following reference information: 

• VistA Package Namespace Setup Guide 

• VDL – Request New Application 
 
The following are additional links that are discussed in the VistA Package Namespace 
Setup Guide: 

• Monograph 

• VistA Monograph – New Item Form Entry 

• VA Software Document Library (VDL) 

• VistA Office - VDL Service Request Form 

• VA System Inventory (VASI) 

• VA Directive 6402 Modifications to Nationally Released VistA Software is available in 
‘Useful Links’ on the VistA Reference Guide SharePoint page. 

mailto:OEDVistADBA@va.gov
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VistA-Monograph.aspx?source=https%3a//dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/Forms/ByAuthor.aspx
https://vaww.vear.ea.oit.va.gov/#system_and_application_domain_vasystems_na.html
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VDL-Service-Management.aspx?xsdata=MDV8MDJ8fDQzNmFlMTRmNTAwOTRjNGM0NGI5MDhkZDQxNzdiY2VmfGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDB8MHw2Mzg3Mzg3MDQ3MDE5MzIxMTl8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=NTRycSt0SDUveDBKcU9ybkJ4d1IwY01WSmtRS2IyWHl6V1JsMThIcjJpRT0%3d
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VDL-Service-Management.aspx?xsdata=MDV8MDJ8fDQzNmFlMTRmNTAwOTRjNGM0NGI5MDhkZDQxNzdiY2VmfGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDB8MHw2Mzg3Mzg3MDQ3MDE5MzIxMTl8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=NTRycSt0SDUveDBKcU9ybkJ4d1IwY01WSmtRS2IyWHl6V1JsMThIcjJpRT0%3d
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VDL%20Service%20Request%20Form.aspx?xsdata=MDV8MDJ8fDQzNmFlMTRmNTAwOTRjNGM0NGI5MDhkZDQxNzdiY2VmfGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDB8MHw2Mzg3Mzg3MDQ3MDE5NDkxNTh8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=SURVNHNXWm5NQUExV29BTlZiYnVHa0V4Ty9TWm9IVE4wSWtYK3grWUo0RT0%3d
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VDL%20Service%20Request%20Form.aspx?xsdata=MDV8MDJ8fDQzNmFlMTRmNTAwOTRjNGM0NGI5MDhkZDQxNzdiY2VmfGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDB8MHw2Mzg3Mzg3MDQ3MDE5NDkxNTh8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=SURVNHNXWm5NQUExV29BTlZiYnVHa0V4Ty9TWm9IVE4wSWtYK3grWUo0RT0%3d
https://dvagov.sharepoint.com/:f:/r/sites/OITEPMOVistAOffice/VistA%20Reference%20Guide/VistA%20Package%20Namespace%20Setup?csf=1&web=1&e=UorilJ
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VistA-Monograph.aspx?source=https%3a//dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/Forms/ByAuthor.aspx
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdvagov.sharepoint.com%2Fsites%2FOITEPMOVistAOffice%2FLists%2FVistA%2520Monograph%2FItem%2Fnewifs.aspx%3FList%3D2a486908-1610-4e52-bd86-7cd25e992c1c%26Source%3Dhttps%253A%252F%252Fdvagov.sharepoint.com%252Fsites%252FOITEPMOVistAOffice%252FLists%252FVistA%252520Monograph%252FAllItems.aspx%26RootFolder%3D%252Fsites%252FOITEPMOVistAOffice%252FLists%252FVistA%2520Monograph%26Web%3Db2d212db-db75-4c6c-968b-02fd8a0d1c4a&data=05%7C01%7C%7C5a57ba3ee739451cd88008dbc5eeba5c%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C638321401353598297%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=JWiRVunUTg8J7mEyjL2ujhCwTZe%2FWeTArfVs8o6L6wU%3D&reserved=0
https://www.va.gov/vdl/
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VDL%20Service%20Request%20Form.aspx?xsdata=MDV8MDJ8fDQzNmFlMTRmNTAwOTRjNGM0NGI5MDhkZDQxNzdiY2VmfGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDB8MHw2Mzg3Mzg3MDQ3MDE5NDkxNTh8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=SURVNHNXWm5NQUExV29BTlZiYnVHa0V4Ty9TWm9IVE4wSWtYK3grWUo0RT0%3d
https://vaww.vear.ea.oit.va.gov/#system_and_application_domain_vasystems_na.html
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VistA%20Guide.aspx
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• National Patch Module Guide is available in the National Patch Release 
Requirements folder. 

 

7.5.4. Contact 

For more information on VistA Package/Namespace Setup, please contact the DBA group 
at OEDVistADBA@va.gov. 

7.6. Integration Control Registration (ICR) 

This section provides information on Integration Control Registrations (ICRs) to product teams 
who develop a product containing a reference to a software component outside the product’s 
application boundary (namespace). Software components include file, routine, remote 
procedure, option, protocol, application proxy and other access external to the product’s 
package domain. 

7.6.1. Introduction 

VistA software has over 150 unique Class 1 products with Released Patches containing the 
software components owned by the Packages. The authoritative source for each integration 
agreement between two packages is defined in an Integration Control Registration (ICR). 

ICRs, or integration agreements, are needed between the custodial package owning the 
software component and the subscribing package using the software component. 

7.6.2. Processes 

The following processes will be involved with establishing ICRs for the package: 

• ICRs and Product Developer’s Role 

• ICR Definitions in FORUM 

• ICR Request Process 
 

7.6.3. References 

• The VistA Office has created an ICR Process and Standards SharePoint site to provide 
guidance to all ICR-related content. 

• Standards and Conventions Work Group SharePoint site 
▪ M Programming Standards and Conventions SAC (Available in the Documents 

section of the SAC SharePoint site)  

• M Programming Standards and Conventions SAC Document (Available in the VA 
Technical Reference Model (TRM)) 

• VistA ICR Lookup 
 

7.6.4. Contact 

For more information on ICRs, please contact the OIT DSO SPM Health VistA Office Integration 
Control Registrations group at ICRS@va.gov. 

https://dvagov.sharepoint.com/:f:/r/sites/OITEPMOVistAOffice/VistA%20Reference%20Guide/National%20Patch%20Release%20Requirements?csf=1&web=1&e=TICXcP
https://dvagov.sharepoint.com/:f:/r/sites/OITEPMOVistAOffice/VistA%20Reference%20Guide/National%20Patch%20Release%20Requirements?csf=1&web=1&e=TICXcP
mailto:OEDVistADBA@va.gov
mailto:OEDVistADBA@va.gov
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VOICRManagement.aspx
https://dvagov.sharepoint.com/sites/oitspmsaccomm?xsdata=MDV8MDF8fGE5MDZmNjBmZTFkZDRhN2YyMGIxMDhkYWE1NzYzMzVkfGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDF8MHw2MzgwMDQyMjQzMTI4MTE2OTd8R29vZHxWR1ZoYlhOVFpXTjFjbWwwZVZObGNuWnBZMlY4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazkwYUdWeUlpd2lWMVFpT2pFeGZRPT18MXxNVGs2YldWbGRHbHVaMTlPYlZrelRtMVNiRTFxVVhST1ZFVjZUVU13TUU1SFZtdE1WR2QzVGpKSmRGbHFTWHBPVkZwc1dYcEdhMDB5VlRKQWRHaHlaV0ZrTG5ZeXx8&sdata=MmwzMzFRMW5qMlZ3dnFuMUN0cEpySktJcVE3VDlIR0RxMzJSRGJWajZmVT0%3D&ovuser=e95f1b23-abaf-45ee-821d-b7ab251ab3bf%2CGregory.Woodhouse%40va.gov&OR=Teams-HL&CT=1664825655377&clickparams=eyJBcHBOYW1lIjoiVGVhbXMtRGVza3RvcCIsIkFwcFZlcnNpb24iOiIyNy8yMjA5MDQwMDcxMiIsIkhhc0ZlZGVyYXRlZFVzZXIiOmZhbHNlfQ%3D%3D
https://dvagov.sharepoint.com/sites/oitspmsaccomm/Shared%20Documents/Forms/AllItems.aspx?viewid=47cc2a83%2D3cdb%2D4ec8%2D9b77%2D1a1f93546b9c
https://dvagov.sharepoint.com/sites/oitspmsaccomm/Shared%20Documents/Forms/AllItems.aspx?viewid=47cc2a83%2D3cdb%2D4ec8%2D9b77%2D1a1f93546b9c
https://trm.oit.va.gov/RequestFiles/64102/M_Programming_SAC.docx
https://trm.oit.va.gov/
https://trm.oit.va.gov/
https://oithinwebcsp04.va.gov/ddvr0tsvr/csp/r1icrlist/R1ICRList.csp
mailto:ICRS@va.gov
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7.7. Interface Requirements 

This section provides information on Interface Requirements to both Product owners and 
developers on the implementation of common VistA interfaces communicating and 
transmitting data between two or more applications or systems. For more information 
regarding implementing, enhancing, maintaining, and supporting infrastructure-related 
products and projects, refer to the site maintained by VistA Infrastructure Shared Services 
(sharepoint.com). 

7.7.1. Introduction 

The tenets of the Identity Management process are followed to ensure user account creation 
(proper permissions are applied, changed, or disabled according to standard practices). A keen 
focus on User Identity Provisioning, User Authentication, and User Authorization must be 
woven within interface development practices. 

7.7.2. Processes 

This section encompasses Fundamental and Non-Fundamental Interfaces used to connect 
remote applications or systems to VistA. The term fundamental interface is used to identify the 
most common remotely connected interfaces which are well documented, developed, and 
follow the recommended development standards for VistA. To reduce scheduling delays in the 
release of an interface, VistA Link, Remote Procedure Calls, and Terminal Session are the three 
primary remote connections used to connect an application or system within VistA. 

Non-fundamental interfaces connecting to VistA include—but are not limited to—the following: 

• VistA Integration Adapter 

• Server Options 

• MUMPS-to-MUMPS Server 

• Veterans Data Integration and Federation 
 
These non-fundamental interfaces are unique remote connections that all follow a 
documented, developed implementation process and may require additional time and 
resources to securely interconnect with VistA. Non-fundamental interface requirements are 
documented in detail in the Interface Requirements reference document linked in the 
References section below. 

The development of a non-fundamental interface must begin by contacting the VistA Office 
Review Board (VORB). Any design, architectural or coding standards and conventions applied to 
the development of non-fundamental interfaces must be reviewed by VistA security and 
integration experts before development begins. An ongoing dialog between non-fundamental 
interface developers, VistA security, and integration experts can be expected. To meet this 
need and formalize this ongoing collaborative process, the VORB has been created. For more 
information regarding VORB roles and processes, refer to section 7.2. 

https://dvagov.sharepoint.com/sites/oitdsospmhealthinformatics/SitePages/VistA-Infrastructure-Shared-Services.aspx?OR=Teams-HL&CT=1681837204339
https://dvagov.sharepoint.com/sites/oitdsospmhealthinformatics/SitePages/VistA-Infrastructure-Shared-Services.aspx?OR=Teams-HL&CT=1681837204339
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7.7.3. References 

The following references are available on SharePoint in the Interface Requirements folder: 

• Interface Requirements 

• VistALink System Management Guide v1.6 

• VistALink Developer Guide v1.6  

• Kernel Authentication and Authorization for J2EE (KAAJEE) v1.2.0 Deployment Guide 

• RPC Broker 1.1 Developers Guide. 

• FileMan Delphi Components 1.0 (FMDC) Getting Started Guide,  

• FileMan Delphi Components (FMDC) Technical Manual and Security Guide 

• Kernel 8.0 & Kernel Toolkit 7.3 Technical Manual 

• VistA Health Level Seven (HL7) Site Manager and Developer Manual 

• VistA Messaging Services_HL7 Optimized (HLO) Developer Manual 

• HealtheVet Web Services Client (HWSC) 1.0 Developer’s Guide 
 

7.7.4. Contact 

For more information on Interface Requirements, please contact the VistA Process Governance 
Workgroup at VISTAProcessGovernanceWorkgroup@va.gov. 

7.8. VistA Health Level Seven (HL7) 

This section describes the VistA Health Level Seven (HL7) Package. 

7.8.1. Introduction 

HL7 is an American National Standards Institute (ANSI) standard messaging protocol that 
specifies the set of transactions and encoding rules for electronic data exchange between 
healthcare computer systems. In HL7, information is exchanged using HL7 messages when an 
event occurs in an application. Each HL7 message consists of one or more HL7 segments. To 
better grasp its function, think of an HL7 segment as a record in a file. 

• Consisting of a set of utility routines and files that provide a generic interface to the HL7 
protocol, the VistA HL7 package assists VistA applications in the exchange of healthcare 
information with other applications using the HL7 protocol. 

• The VistA HL7 package can be divided into two parts: Lower-level protocol support and 
VistA interface to the HL7 protocol. Note the VistA HL7 package does not provide tools 
supporting either HL7 International standard version 3 or Fast Healthcare 
Interoperability Resources (FHIR). 

• VistA HL7 is an implementation of the International Standard HL7 v2.x. VistA HL7 is an 
‘infrastructure package’ within VistA, similar to MailMan, FileMan, VistALink, and Kernel. 
The current version of the VistA HL7 Package is v1.6. (v1.5 is also supported.) 

• VistA HL7 is one of the fundamental means by which VistA communicates with other 
systems (including other VistA systems). 

For more comprehensive information regarding VistA HL7 package functionality, refer to the 
documents listed and linked in section 7.7.3. References. 

https://dvagov.sharepoint.com/:f:/r/sites/OITEPMOVistAOffice/VistA%20Reference%20Guide/Interface%20Requirements?csf=1&web=1&e=SYKQsZ
mailto:VISTAProcessGovernanceWorkgroup@va.gov
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7.8.2. Processes 

» Lower-level Protocol Support 
The VistA HL7 package supports the following lower-level interfaces, which provide protocol 
support between sending and receiving applications: 

• HL7 Hybrid Lower Layer Protocol over an RS-232 connection 

• VistA MailMan messages 

• X3.28 

• Minimal Lower Layer Protocol (MLLP) over Transmission Control Protocol (TCP) both 
Original and HL7 Optimized (HLO) 

 
Using these lower-level interfaces, the VistA HL7 package can support Layers 1–4 of the Open 
Systems Interconnection (OSI) model and eliminate the need for VistA applications to write 
lower-level interfaces each time these VistA applications seek to exchange data with 
another application. 

These lower-level interfaces perform the following functions: 

• Receive and send HL7 messages. 

• Validate the HL7 Message Header (MSH/BHS/FHS) information. 

• Invoke the appropriate VistA application routine to process the data in the message. 

• Send HL7 accept acknowledgment (ACK) messages back to the sending application. 
 

» VistA Interface to the HL7 Protocol 

• Modules 

VistA HL7 supports several methods/Modules for interfacing to the HL7 protocol. The 
method established by v1.5 is still supported, but there are three other ‘modules’ 
available: MailMan, TCP, and HLO. 

▪ V1.5 Module: This is still supported for backwards compatibility; however, sites are 
encouraged to migrate to one of the other three Modules. Some sites still use the v1.5 
module for legacy lab interfaces. 

▪ MailMan Module: Email messages containing HL7 Messages are created/received 
via MailMan. 

▪ Original TCP (aka Standard) TCP Module: Messages are transmitted via MLLP over 
TCP. This is by far the most used Module, with the greatest amount of understanding 
by the support and development community. 

▪ HLO Module: This was initially developed to replace the original TCP Module, but 
despite certain functional and efficiency enhancements, the HLO Module is often the 
second choice for new development projects. 
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• Relationship to Application Packages 

The transmission and processing of HL7 messages requires both the VistA HL7 package 
and application logic. 

▪ The functions of event analysis, data extraction, and data filing must be performed by 
each application package. 

▪ The VistA HL7 package provides the following utilities to assist the application package 
with data formatting: 

 

o Creation of HL7 Message Header (MSH) segments 
o Utility calls to convert HL7 data to VA FileMan formats and vice versa 
o Validation of Message Header information for all HL7 messages received 
o A set of pre-defined variables for use in building HL7 messages/segments 

 

▪ The VistA HL7 package provides the following functions to assist the application 
package with message administration: 

o Support for tracking transmissions and providing a status for each 
o Generation of reports on pending transmissions and transmissions with errors 
o A queue for incoming and outgoing transmissions 
o Real-time monitors to monitor active transmission links and their statuses 

7.8.3. References 

The following references are available in the VA Software Document Library: 

• HL7 HL*1.6 HLO VMS Developer Manual 

• HL7 V. 1.6*161 Site Manager Developer Manual 
 
The following training is available via the VA Talent Management System (TMS): 

• Introduction to VistA HL7 

• VistA HL7 Intermediate 
 
The following reference is available in the VistA Office SharePoint HL7 folder: 

• Regional Infrastructure Team Daily System Checks Regions 1 to 4 
 
In a sub-folder labeled Examples - HL7 Interface Documents and Resource Emails, application-
specific documents and email-threads have been posted to be emulated by software 
developers for different applications, which provide direction for the particular purposes for 
which they were written: 

• Create a client interface for MAG; or 

• Create a client interface for HT. 
 

These could be used by a developer to develop a checklist of things to include in their 
own application. 

https://www.va.gov/vdl/
https://www.va.gov/vdl/documents/Infrastructure/Health_Level_7_(HL7)/vms_hlo_developer_manual.pdf
https://www.va.gov/vdl/documents/Infrastructure/Health_Level_7_(HL7)/hl71_6smdm_p161.pdf
https://logon.iam.va.gov/affwebservices/public/saml2sso?SPID=https://www.successfactors.com/VAHCM03
https://dvagov.sharepoint.com/:f:/r/sites/OITEPMOVistAOffice/VistA%20Reference%20Guide/HL7?csf=1&web=1&e=c8CYwS
https://dvagov.sharepoint.com/:f:/r/sites/OITEPMOVistAOffice/VistA%20Reference%20Guide/HL7/Examples%20-%20HL7%20Interface%20Documents%20and%20Resource%20Emails?csf=1&web=1&e=uwd5xf
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7.8.4. Contact 

The HL7 Messaging Repository (previously named the Messaging Administration Repository 
Maintenance (MARM)) is located on SharePoint at HL7 Messaging Repository - Home 
(sharepoint.com). If any form of messaging is affected, an email message must be sent to the 
HL7 Message Administrator at OIT DSO SPM Health Services - Messaging Administration 
VAOITPDADCTA_MSGADM@va.gov mail group, which is responsible for reviewing and 
approving HL7 Messaging profiles using the Messaging Workbench (MWB) application. 

7.9. Veterans Data Integration and Federation – Enterprise Platform (VDIF-EP) 

This section describes the Veterans Data Integration and Federation – Enterprise Platform 
(VDIF-EP), with emphasis on its interrelationships with VistA applications such as Virtual Patient 
Record (VPR). 

7.9.1. Introduction 

Veterans Data Integration and Federation – Enterprise Platform (VDIF-EP) is a framework that 
enables a unified patient-centric view of veterans’ data across the enterprise and does so in a 
manner that is horizontally scalable. It consists of several components, as follows: 

• InterSystems HealthShare: A commercial product that supports sharing patient data 
across enterprises. 

• InterSystems HealthConnect: The component of HealthShare that interacts directly 
with VistA. 

• Virtual Patient Record (VPR): VPR is a VistA application that detects updates to the 
patient record and formats the relevant patient data in an InterSystems proprietary 
Extensible Markup Language (XML)-based format known as Summary Data Architecture 
(SDA) and makes it available to be “picked up” by HealthConnect through a mechanism 
known as Enterprise Cache Protocol (ECP) and integrated into the federated record. 

• Initial Patient Load (IPL) and Call to Populate (CTP) applications: These are HealthShare 
applications that provide the initial load to HealthShare and updates to existing records 
when new mapped fields are added, respectively. 

• Simple Object Access Protocol (SOAP): SOAP is a protocol based on XML to implement 
web services that follow an object oriented model. It is used by VDIF Web Service Layer 
(VWSL) to implement web services that query VistA directly. FileMan to Class 
(FM2Class) utility: Several reference tables are populated using this utility in order to 
maintain the stable non-patient-centric data needed for the proper functioning of VDIF. 

  

https://dvagov.sharepoint.com/sites/oitspmhsphihl7
https://dvagov.sharepoint.com/sites/oitspmhsphihl7
mailto:VAOITPDADCTA_MSGADM@va.gov
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7.9.2. Processes 

Of these components, VPR is most thoroughly integrated into VistA, and requires project teams 
to play an active role by identifying data elements that need to be shared with VDIF and 
requesting that they be mapped to SDA. The process is essentially as follows: 

1. New data elements (files and fields) are identified as needing to be integrated into VDIF. 
2. The project team requests through the (currently evolving) intake process that these 

elements be mapped to the corresponding fields in either one of the thirty (30) SDA 
Containers or their corresponding extension elements (needed for VA-specific data 
elements, such as period of service). 

3. The VPR team creates mappings (mappings which may not be one-to-one, and which 
may require transformations) using the FileMan ENTITY (#1.5) file. The VistA data 
elements then need to be associated with protocols that fire when those elements are 
updated, or with custom cross-references, which invoke VPR APIs to stage the data. 

4. Updates to protocols or additional cross-references are released using patches to the 
relevant VistA applications. New mappings added to the ENTITY file (as well as any other 
changes to VPR code) are released via a VPR patch. VDIF needs to be modified to expect 
and handle these new data elements, which is accomplished through a new release of 
VDIF. New releases of VDIF and VPR patches normally occur in tandem. 

 

7.9.3. References 

The following VPR-related references are available in the Virtual Patient Record (VPR): 

• Virtual Patient Record (VPR) Developer's Guide 

• Virtual Patient Record (VPR) Technical Manual 
 

Additional references include the following: 

• Health Middleware Data Management (HMDM) Sub -Product Line  

• InterSystems HealthShare 
 

7.9.4. Contact: 

For more information on VDIF, please contact the VDIF VPR Team at VISTA-VPRTeam@va.gov. 

7.10. Kernel Security 

This section provides information on Kernel Security. 

7.10.1. Introduction 

VistA Kernel is the intermediary layer between the host operating system and other VistA 
software applications to ensure VistA software can coexist in a standard operating-system-
independent computing environment. Kernel provides a standard and consistent user and 
developer interface between software applications and the underlying M implementation. 
Kernel adds user identity and permissions information to this layer after the user is provisioned 
and authenticated. 

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.va.gov%2Fvdl%2Fapplication.asp%3Fappid%3D197&data=05%7C02%7C%7C436ae14f50094c4c44b908dd4177bcef%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C638738704701960662%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=NQx5Xk8WcmB3%2Bj5UpGdXcvc90chKsyX0XF5KaIMwZ1I%3D&reserved=0
https://www.va.gov/vdl/documents/Clinical/virtual_patient_record/vpr_dg.docx
https://www.va.gov/vdl/documents/Clinical/virtual_patient_record/vpr_tm.docx
https://dvagov.sharepoint.com/sites/OITEPMOEHRMVDIF
https://www.intersystems.com/interoperability-platform/
mailto:VISTA-VPRTeam@va.gov
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7.10.2. Processes 

VistA Kernel Security is focused on processes complying with Executive Order 14028: Improving 
the Nation’s Cybersecurity when accessing VistA; as well as ensuring the VistA security 
boundary is upheld by all entities by utilizing established processes. 

VistA Kernel Security has evolved over the years, and it has several components with various 
names and documented in different products.  To better understand and describe the latest 
evolution in Security implementations in VistA, the Kernel Security Section contains a short 
description of the existing components, products, and their corresponding names and 
documents.  The security aspects of this documentation will be mainly those in the category of 
User Identity Provisioning, User Authentication and User Authorization. 

• User Provisioning: Creating user access accounts and assigning privileges 
or entitlements within the scope of a defined process or interaction; provide users with 
access rights to applications and other resources which may be available in an 
environment, may include the creation, modification, deletion, suspension, or 
restoration of a defined set of privileges. Source: FICAM Roadmap 

• User Authentication: The process of establishing confidence in the identity of users or 
information systems. Source: NIST SP800-63-2 

• User Authorization: Access privileges granted to a user, program, or process or the act 
of granting those privileges. Source: CNSS Instruction No. 4009 

 

7.10.3. References 

The following references are available on SharePoint in the VistA Kernel Security folder: 

• VistA Kernel Security 

• RPC Broker Technical Manual 

• RPC Broker User Guide 

• OIT-ITOPS-SOP Service Account SOP 

• VistALink System Management Guide v1.6 

• Kernel Authentication and Authorization for J2EE (KAAJEE) v1.2.0 Deployment Guide 

• Kernel 8.0 & Kernel Toolkit 7.3 Technical Manual 

Additional references related to this section include the following: 

• Remote Procedure Call (RPC) Broker 

• VistALink (XOBV) 

• VistA Kernel 

• Standards and Conventions Work Group SharePoint site 
▪ M Programming Standards and Conventions SAC (Available in the Documents 

section of the SAC SharePoint site) 

• M Programming Standards and Conventions SAC Document (Available in the VA 
Technical Reference Model (TRM)) 

• IAM PIV Compliance 

• Executive Order 14028: Improving the Nation's Cybersecurity 

https://dvagov.sharepoint.com/:f:/r/sites/OITEPMOVistAOffice/VistA%20Reference%20Guide/VistA%20Kernel%20Security?csf=1&web=1&e=lGHqb1
https://www.va.gov/vdl/application.asp?appid=23
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.va.gov%2Fvdl%2Fapplication.asp%3Fappid%3D163&data=04%7C01%7C%7C02e9e2ba7ec049a8086208d9f006c7ee%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C637804734171035389%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=zoXHJbpiWRxslPjqf1cWhrxK9P59y2cEt6kSRON%2BloQ%3D&reserved=0
https://www.va.gov/vdl/application.asp?appid=163
https://dvagov.sharepoint.com/sites/oitspmsaccomm?xsdata=MDV8MDF8fGE5MDZmNjBmZTFkZDRhN2YyMGIxMDhkYWE1NzYzMzVkfGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDF8MHw2MzgwMDQyMjQzMTI4MTE2OTd8R29vZHxWR1ZoYlhOVFpXTjFjbWwwZVZObGNuWnBZMlY4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazkwYUdWeUlpd2lWMVFpT2pFeGZRPT18MXxNVGs2YldWbGRHbHVaMTlPYlZrelRtMVNiRTFxVVhST1ZFVjZUVU13TUU1SFZtdE1WR2QzVGpKSmRGbHFTWHBPVkZwc1dYcEdhMDB5VlRKQWRHaHlaV0ZrTG5ZeXx8&sdata=MmwzMzFRMW5qMlZ3dnFuMUN0cEpySktJcVE3VDlIR0RxMzJSRGJWajZmVT0%3D&ovuser=e95f1b23-abaf-45ee-821d-b7ab251ab3bf%2CGregory.Woodhouse%40va.gov&OR=Teams-HL&CT=1664825655377&clickparams=eyJBcHBOYW1lIjoiVGVhbXMtRGVza3RvcCIsIkFwcFZlcnNpb24iOiIyNy8yMjA5MDQwMDcxMiIsIkhhc0ZlZGVyYXRlZFVzZXIiOmZhbHNlfQ%3D%3D
https://dvagov.sharepoint.com/sites/oitspmsaccomm/Shared%20Documents/Forms/AllItems.aspx?viewid=47cc2a83%2D3cdb%2D4ec8%2D9b77%2D1a1f93546b9c
https://dvagov.sharepoint.com/sites/oitspmsaccomm/Shared%20Documents/Forms/AllItems.aspx?viewid=47cc2a83%2D3cdb%2D4ec8%2D9b77%2D1a1f93546b9c
https://trm.oit.va.gov/RequestFiles/64102/M_Programming_SAC.docx
https://trm.oit.va.gov/
https://trm.oit.va.gov/
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdvagov.sharepoint.com%2Fsites%2FOITEPMOIAM%2Fplaybooks%2Fpages%2Fpiv%2520compliance%2Fpiv%2520compliance.aspx&data=04%7C01%7C%7C02e9e2ba7ec049a8086208d9f006c7ee%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C637804734171035389%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=PEvmBDDmiSYohx267skfdwfFWxqeweTWAPv3gMbt4Ck%3D&reserved=0
https://www.cisa.gov/executive-order-improving-nations-cybersecurity
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• Federal ICAM Architecture Introduction (idmanagement.gov) 

• NIST SP800-63-3 Digital Identity Guidelines 

• CNSS Instruction No 4009 Committee on National Security Systems (CNSS) Glossary 
 

7.10.4. Contact 

For more information on Kernel Security, please contact the VistA Process Governance 
Workgroup at VISTAProcessGovernanceWorkgroup@va.gov. 

7.11. VistA National Patch Release Requirements 

This section provides information on VistA National Patch Release Requirements. 

7.11.1. Introduction 

The purpose of the VistA National Patch Release Requirements information in this guide is to 
call attention to the importance of following and completing all the steps in the VistA patch 
release process. The VistA National Patch Module Guide (NPMG) is the authoritative source and 
provides the necessary information to initiate, develop, create, and release patches to VistA 
products. VistA patch products consists of both MUMPS and non-MUMPS software code 
affecting systems inside and outside of the VistA authorization boundary; therefore, 
collaboration is essential to provide support to all consumers of VistA software. 

Product staff who contribute to the release of a VistA patch are comprised of both VA and 
contractor personnel assigned to various organizational elements. VistA patch releases are 
managed as national releases; a standard change management process is currently under 
development in coordination with Enterprise Change Management. To ensure security 
requirements are met, product staff is responsible for the proper execution of key tasks and 
responsibilities within the VistA patch release process. 

7.11.2. Processes 

The VistA patch release process is assessed by the Office of Inspector General (OIG) on an 
annual basis under the lens of the NIST Special Publication 800-53, revision 4. The primary 
security control evaluated is Configuration Management with a specific focus on Baseline 
Configurations and Change Control, Access Restrictions for Change, Security Impact Analysis, 
and Information System Component inventory. The OIG team reviews the practices by Product 
Staff to confirm the enforcement of physical and logical changes within VistA patches are 
approved, while inspecting an inventory of documentation associated with the release of VistA 
patches. The aim of this document is to eliminate the findings levied by security assessment 
teams when inspecting the VistA Change and Configuration Management process. 

7.11.3. VistA Office Change Control Board (VOCCB) 

The VOCCB reviews all VistA patches to determine whether a patch might have an impact on 
the VistA/Cerner Millennium environment at Transition Sites undergoing Electronic Health 
Record Modernization (EHRM) transition, and at Converted Sites that have completed EHRM 
transition. The VOCCB decides whether a patch should be installed and tested by Independent 
Verification & Validation (IV&V) and whether the patch is approved to be installed in the 

https://playbooks.idmanagement.gov/arch/
https://csrc.nist.gov/publications/detail/sp/800-63/3/final
https://rmf.org/wp-content/uploads/2017/10/CNSSI-4009.pdf 
mailto:VISTAProcessGovernanceWorkgroup@va.gov
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Production environment at Transition and Converted Sites. The VOCCB VistA patch review 
process is in addition to, in parallel with, and synchronized with existing VIP VistA patch 
development, testing, and release life cycle and schedule. The VOCCB does not review VistA 
patches for general release, but only for installation at EHRM sites. 

▪ VistA Office (VO) Change Control Board (VOCCB) Submission: The VOCCB 
recommends that the VistA Patch Development Project Manager (PM) submit the 
patch to the VOCCB for review at the beginning of IOC Production Testing (including 
Informational VistA patches). This is the link to the PowerApps dashboard containing 
the VOCCB Patch Decision (VPD) Form. 

 

7.11.4. References 

The following references are available on SharePoint in the National Patch Release 
Requirements folder: 

• Deployment Installation Backout Rollback Template 

• HISM SPM Agreement Memorandum 

• IOC Site Memorandum of Understanding Template 

• PLM Testing Waiver Request 

• Technical Manual Template 

• User Guide Template 

• VistA Verifier Account Table 

• VistA Network File Share (NFS) Guide 

• VistA Patch Process RACI 

• VistA Primary Developer Checklist Guide 

• VistA Secondary Developer Review Checklist Guide 

• VistA Verifier Account Maintenance Guide 

• VistA Verifier Checklist 

• VistA National Patch Installation Checklist Guide 

• VistA National Patch Module Guide 

• VistA Patch Template with Instructions Host File 

• VistA Patch Template with Instructions Packman 
 

7.11.5. Contact 

For more information on VistA National Patch Release Requirements, please contact the VistA 
Process Governance Workgroup at VISTAProcessGovernanceWorkgroup@va.gov. 

  

https://app.powerbigov.us/groups/me/reports/5e3b9345-761e-4a0a-bf63-4cf4a0a036e7/f5dcbcc519a75068049e?ctid=e95f1b23-abaf-45ee-821d-b7ab251ab3bf
https://dvagov.sharepoint.com/:f:/r/sites/OITEPMOVistAOffice/VistA%20Reference%20Guide/National%20Patch%20Release%20Requirements?csf=1&web=1&e=euRGlB
https://dvagov.sharepoint.com/:f:/r/sites/OITEPMOVistAOffice/VistA%20Reference%20Guide/National%20Patch%20Release%20Requirements?csf=1&web=1&e=euRGlB
mailto:VISTAProcessGovernanceWorkgroup@va.gov
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7.12. VistA System Security Assessments 

This section provides information on VistA System Security Assessments. 

7.12.1. Introduction 

The purpose of the VistA System Security Assessment section is to capture the objectives, roles, 
and responsibilities of key security assessments the VistA System undergoes while operating on 
the Veterans Administration Network. Identifying the security assessment, along with the 
security assessor’s objectives, roles and responsibilities is the point of convergence for 
managing the intersection of products created by development teams with the respective 
system. Applying NIST Security Standards, Risk Management Framework, and security controls 
are the practical steps used to secure and defend the authorization boundaries of the 
VistA systems. 

Each year, VistA undergoes several Security Assessments to ensure security controls have been 
effectively applied to reduce material weaknesses within its system boundaries. A few of the 
more prominent Security Assessments conducted are the Annual Office of Inspector General 
Inspection, Authority to Operate, and Authority-to-Connect, along with independent security 
and privacy control assessments and validations. One of the tenets of the Risk Management 
Framework is applying continuous monitoring practices to a system. Strong continuous 
monitoring practices create an assurance that information security practices such as 
administrative, technical, and non-technical security controls are in balance. The elimination of 
threats and vulnerabilities protects the confidentiality, integrity, and availability of an 
information system. This section reminds all members who read this guide of their 
responsibility in securing and protecting VistA. 

7.12.2. Processes 

VistA is maintained in the VA Enterprise Cloud (VAEC) Amazon Web Services (AWS) 
environment. VistA is comprised of virtual servers, RedHat Linux Operating System, 
InterSystems IRIS, the VistA database application, and over 100 M code-based application 
modules. Each package is comprised of multiple software programs that include administrative 
and clinical data. Access to the system is controlled by set of menus and security keys, which 
are determined prior to the initial issuance of access codes to users within the organization. 

Managing and securing the components comprising of VistA is a daunting task. Utilizing the 
Continuance Monitoring step from the Risk Management Framework, the Information System 
Owner can direct the Information Assurance Team to execute organizational security policies to 
secure the VistA system. 

The VistA Information Assurance Team prepares the VistA team to undergo the following 
assessments at any time: 

• Authority to Operate 

• Office of the Inspector General 

• Authority to Connect 

• Security and Privacy Control Assessment 
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7.12.3. References 

For details regarding Continuous Monitoring Procedures, refer to the VistA System Security 
Assessments document available on SharePoint in the System Security Assessment folder. 

7.12.4. Contact 

For more information on VistA System Security Assessments, please contact the VistA Process 
Governance Workgroup at VISTAProcessGovernanceWorkgroup@va.gov. 

  

https://dvagov.sharepoint.com/:f:/r/sites/OITEPMOVistAOffice/VistA%20Reference%20Guide/System%20Security%20Assessment?csf=1&web=1&e=Shaqgm
mailto:VISTAProcessGovernanceWorkgroup@va.gov
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8. Glossary 
Refer to Table 8-1. 

Table 8-1: Glossary 

Term Definition 

Class 1 or Class I Software  

In accordance with VA Directive 6402: Nationally released OIT 
DevSecOps SPM VistA software includes all interfaces installed on or 
interacting with VA computing environments. National Software has 
been created by or evaluated and certified by DevSecOps to comply 
with VA established criteria listed below.  
(1) Architecture and technology  
(2) Capacity and performance  
(3) Coding standards  
(4) Documentation  
(5) Interagency agreements  
(6) Name spacing and interface control agreements  
(7) Network capacity impacts  
(8) OIT Technical Reference Model (TRM)  
(9) Privacy and confidentiality  
(10) Section 508 accessibility  
(11) Security  
(12) Testing  

Class 2 or Class II Software  

In accordance with VA Directive 6402: Represents a Class III product 
that has been verified as compliant with established standards. These 
are products coming out of field development (FD) and are certified and 
approved for Class II deployment and follow-on support by FD.  

Class 3 or Class III Software  

In accordance with VA Directive 6402: Products originating from any 
unrelated OIT DevSecOps SPM source including field developers, non-
Information Technology (IT) VA staff (e.g., physicians), vendors, open 
source, research, or educational organizations located on a VAMC 
specific VistA instance. These software products generally have a 
limited and non-standardized distribution across VA systems and are 
not covered by OIT DevSecOps SPM support commitments.  

VistA Authorization 
Boundary  

The VistA Authorization Boundary reflects the portion of VistA that the 
VistA Information System Owner is responsible for maintaining 
Authority to Operate (ATO) on the VA network. 
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9. Additional References 
Additional references include the following: 

• VistA Reference Guide SharePoint Site 

• VistA Cloud Migration 

• VistA Cerner Migration Schedule | ServiceNow (va.gov) 

• OIT PAL Master Glossary 

• Process Asset Library (PAL) 

• VA Acronym Lookup 

• VistA Monograph 

• VA Software Document Library (VDL) 

• VDL Service Management 

• VA System Inventory (VASI) 

• VistA Dashboard - Power BI (powerbigov.us) 

• Software Product Management (SPM) Health Intake Training 

• VistA Monograph – New Item Form Entry 

• VASI Registration Form – VA | Enterprise Architecture 

• VistA Office - VDL Service Request Form 
 

 
  

https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VistA%20Guide.aspx
https://www.va.gov/opa/docs/EHRM-Comprehensive-Lessons-Learned-Progress-Update-FINAL-11-29-21.pdf
https://yourit.va.gov/nav_to.do?uri=%2F$pa_dashboard.do%3Fsysparm_dashboard%3De0614987db96c0989cea76721f961943%26sysparm_tab%3D1b03ee371bb245102ea5a867624bcbed%26sysparm_cancelable%3Dtrue%26sysparm_editable%3Dundefined%26sysparm_active_panel%3Dfalse
https://apps.gov.powerapps.us/play/5e28ae6f-5c8b-41da-a3ca-8c33e5f553bf?tenantId=e95f1b23-abaf-45ee-821d-b7ab251ab3bf
https://dvagov.sharepoint.com/sites/OITProcessAssetLibrary/?xsdata=MDV8MDJ8fDljNjY2ZWE5YmNhZTRlYTc0OTkzMDhkZDg3ZTQ0MWFifGU5NWYxYjIzYWJhZjQ1ZWU4MjFkYjdhYjI1MWFiM2JmfDB8MHw2Mzg4MTYxMzY1OTUxMDg0Mjl8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=ZURSWjJwc2VxZlpYeEdGN0Zjb0Z4YjRXTzFqZTcrRGhOeW1rRFBQSzJ6UT0%3d
https://vaww.va.gov/Acronyms/
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VistA-Monograph.aspx?source=https%3a//dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/Forms/ByAuthor.aspx
http://www.va.gov/vdl
https://dvagov.sharepoint.com/sites/OITEPMOVistAOffice/SitePages/VDL-Service-Management.aspx
https://vaww.ea.oit.va.gov/enterprise-architecture/va-systems-inventory/
https://vaww.ea.oit.va.gov/enterprise-architecture/va-systems-inventory/
https://app.powerbigov.us/groups/me/apps/5303d5ca-e063-4a4c-bc46-43392328111d/reports/adbbf65e-f668-440f-a627-b2081f985b19/ReportSection0fc99f2070328484b554
https://dvagov.sharepoint.com/sites/OITDSOSPMHealthServices/SitePages/SPM-Health-Intake-Training-and-Resources.aspx
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdvagov.sharepoint.com%2Fsites%2FOITEPMOVistAOffice%2FLists%2FVistA%2520Monograph%2FItem%2Fnewifs.aspx%3FList%3D2a486908-1610-4e52-bd86-7cd25e992c1c%26Source%3Dhttps%253A%252F%252Fdvagov.sharepoint.com%252Fsites%252FOITEPMOVistAOffice%252FLists%252FVistA%252520Monograph%252FAllItems.aspx%26RootFolder%3D%252Fsites%252FOITEPMOVistAOffice%252FLists%252FVistA%2520Monograph%26Web%3Db2d212db-db75-4c6c-968b-02fd8a0d1c4a&data=05%7C01%7C%7C5a57ba3ee739451cd88008dbc5eeba5c%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C638321401353598297%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=JWiRVunUTg8J7mEyjL2ujhCwTZe%2FWeTArfVs8o6L6wU%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fvaww.ea.oit.va.gov%2Fenterprise-architecture%2Fva-systems-inventory%2Fvasi-registration-form%2F&data=05%7C01%7C%7C5a57ba3ee739451cd88008dbc5eeba5c%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C638321401353598297%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=bWEe7UBokjRcIKFCV6%2BZmKSQxoVgiK4uDuA9MyozTxI%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdvagov.sharepoint.com%2Fsites%2FOITEPMOVistAOffice%2FSitePages%2FVDL%2520Service%2520Request%2520Form.aspx&data=05%7C01%7C%7C5a57ba3ee739451cd88008dbc5eeba5c%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C638321401353598297%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=SP8LcYeA9TmQi3QXLEbNae4ZX633nbYkmTsvUsgKFW4%3D&reserved=0


VistA Office 

FOR INTERNAL USE ONLY  VistA Reference Guide | 31 
 

10. VistA Process Governance Workgroup 
To contact members of the VistA Process Governance Workgroup (VPGW), please use the email 
address VISTAProcessGovernanceWorkgroup@va.gov. 

 

mailto:VISTAProcessGovernanceWorkgroup@va.gov

