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1. Introduction

An Interface Control Document (ICD) describes the relationship between two components of a system in terms of data items and messages passed, protocols observed and the timing and sequencing of events. For example, an ICD may describe the interaction between a user and system, software components and hardware devices or two different software components.

1.1. Purpose

Place the document in context by describing its overall purpose, for example: 

This Interface Control Document (ICD) presents the software interface requirements between the [System #1] and [System #2]), which are located in the SAP ERP solution. The purpose of the Interface Control Document is to specify interface requirements to be met by the participating systems. It describes the concept of operations for the interface, defines the message structure and protocols which govern the interchange of data, and identifies the communication paths along which the data is expected to flow. 
1.2. Scope

Define the scope of this document, including details of the relevant system, subsystems, Hardware Configuration Items, Computer Software Configuration Items, and other components that will be used to achieve one or more interfaces among these entities.

Sample text:

This Interface Control Document specifies the interface(s) between [System #1] and [System #2]. Upon formal approval for each participating system, this ICD shall be incorporated into the requirements baseline for each system. This document provides details on the functional, performance, operational and design requirements for the interface between [System #1] and [System #2]. This document describes the file parameters and record layouts for the data that the [System #1] receives from the [System #2].This data is used in conjunction with other datasets to create [System #1] datasets. It is intended for all parties requiring such information, including software developers, system designers and testers responsible for implementing the interface.
1.3. System Identification 

Identify the systems participating in the interface, consultants and vendors developing or involved in system activities, interfacing entities, and the interfaces to which this document applies. 

Provide a separate paragraph for each system that comprises the interface.

Sample text: 

This Interface Control Document describes the interface between [System A] and [System B]. 

[System A] collects and distributes data reports to authorized users. In this interface, [System A] provides a monthly data feed on US customer’s financial data. [System B] uses this data to develop datasets used in credit risk analysis.

The system receives the data at the central host, an IBM multi-node processor, which forwards it to SAP.  SAP copies and stores the files for back-up purposes. It then checks the records for data management purposes and analyzes the files to defined business rules to create and post the datasets.
1.3.1. System #1

Describe the system participating in the interface and vendors/consultants developing and maintaining the systems. 
	System 
	Details

	Identification number
	

	Title
	

	Abbreviation
	

	Version number
	

	Release number
	

	Point of Contact
	

	Vendor [optional]
	


1.3.2. System 2

Describe the system participating in the interface and vendors/consultants developing and maintaining the systems. 
	System 
	Details

	Identification number
	

	Title
	

	Abbreviation
	

	Version number
	

	Release number
	

	Point of Contact
	

	Vendor [optional]
	


1.4. Operational Agreement

Describe the operational agreement between the relevant parties. For example: 

This Interface Control Document provides the specification for an interface between [System #1] and [System #2] regarding financial data requirements. The [Project Manager] is responsible for notifying [Vendor] of any potential or planned changes to data feeds once these changes are known in order to minimize adverse impacts on [System]. 

Modifications to the ICD will be made [System #1 Program Office] with a copy of the revised ICD sent to [System #2 Program Office]. 

2. Interface Definition

Identify and describe the type of interfaces (e.g. software, mechanical, electrical, fluid, gaseous etc.) Provide diagrams to illustrate their relationships.
2.1. System Overview

Summarize each system involved in interfacing activities with special emphasis placed on the functionality related to each interface. List and describe hardware and software components for each system. 
Provide an illustration of the interface and the data exchanged between the interfaces with additional information on the functionality and architecture of the participating systems.

2.2. Interface Overview

Describe the functionality and architecture of the interfacing system as it relates to the proposed interface. Summarize the system, with special emphasis on functionality, including identification of key hardware and software components, as they relate to the interface. 
NOTE:  Include additional sections if more than one external system is part of the interface being defined.
2.3. Operations

Describe the operations performed on each system involved in the interface and how users will interact with the interface being defined. If the user does not interact directly with the interface, describe the events that trigger the transfer of information using the interface being defined. 
2.4. Data Transfer

Describe how data will be moved among components of the interface being defined. Include descriptions and diagrams of how connectivity will be implemented and the messaging or packaging of data that will be used to transfer data among the systems. 
Identify each respective system if more than one interface between these two systems is defined in this document. Include a separate subsection for each interface.

2.5. Transaction Types

Describe the types of transactions that will be used to move data among the component systems of the interface being defined. Include a separate section for each interface if multiple types of transactions will be used for different parts of the interface. 
2.6. Data Exchanges

Identify the data exchanges between [System #1] to [System N].

2.7. Precedence and Criticality

Identify who will provide information to the [Organization’s] decision-makers and critical issues surrounding the delivery of this information. 

Sample text:   

Accurate customer data is necessary for [Organization] to make informed decisions. A minimum of [x] monthly updates are required for effective performance of the business. An inability to obtain this data for a period of [x] months or greater will have adverse consequences on the business.  

2.8. Communications Methods

Discuss how communications will be managed throughout this activity, for example:

The [Program Manager] will use Secure File Transfer Protocol to transmit data/records from [System 1] to the [System 2]. The Secure File Transfer Protocol provides encryption, compression, guaranteed delivery, and error recovery capabilities to protect the data being transferred.  

2.9. Performance Requirements

Identify any performance requirements for the data being transferred.

2.10. Security

Identify any security requirements for the data being transferred. For example, describe: 

· Access security and data transmission security that will be implemented for the interface being defined.
· Transmission media. State whether it’s a public or secure line. 
· Methods to protect and guarantee data integrity during transmission. 
· Methods to ensure that the systems are communicating with each other.

· Methods to audit systems and any accountability for resulting actions on the interfacing components.
3. Interface Requirements

Specify the requirements for one or more interfaces between two systems. State the type and purpose of each interface. Identify all interface design requirements and constraints. Provide explicit definitions of the content and format of every message/file that may pass between the systems and the conditions under which each is to be sent. (For non-IT interfaces, identify assembly characteristics, stresses, connections for electrics, accessibility requirements, signal functions, descriptions, etc. 

Provide reference material such as data dictionaries, protocols, and standards in the Appendix section. 

Use tables, diagrams and figures to aid the reader in understandability the interface definition.
3.1. Interface #1 Requirements

Summarize the interface requirements by describing data protocols, communication methods and processing priorities used by the interface. 
· Data protocols may include messages and ASCII files. 
· Communication methods may include networks or magnetic media. 
· Highlight if specific information processing must be prioritized, formatted and communicated as the data is created, as batch files, or in accordance with schedules. 
3.1.1. Interface Processing Time Requirements

Highlight processing priorities for data that must be formatted and communicated, for data created by operator actions, or for schedules. 
· State the priority levels that the interfacing entities must assign to the interface. 

· Identify performance or response time requirements

· Identify data requests that must be processed to meet the interface requirements.

· Response time requirements (e.g. communication networks) beyond the control of the interfacing systems are outside the scope of an ICD.

3.1.2. Message/File Requirements

Specify the definitions and conditions under which each message is to be sent. 
Data Assembly Characteristics

Define the content and format of every message, file, record, array, display, report, etc.

NOTE:  Define how data will be packaged when data is moved among systems. As the structure and processing of each packet is dependent on the techniques used to implement the interface, define the required characteristics that the interfacing entities must provide, store, send, access, receive, etc.
Provide the following information for each packaging technique used:

· Abbreviation
· Name/identifier
· Project-unique identifier

· Non-technical name

· Technical name (e.g., record or data structure name) 

· Priority, timing, frequency, volume, sequencing, and other constraints

· Relationships among different data element assemblies
· Sources (sending entities) and recipients (using entities) 

· Structure of data element assembly

· Visual and auditory characteristics of displays (e.g. colors, layouts, fonts, icons, beeps etc)

Field/Element Definition

Optional: you may combine sections 3.1.2.1 and 3.1.2.2 into one table for the sake of brevity and readability. Alternatively, you can display the data in separate tables if this assists the reader in approaching the material. 

Describe data element definitions features relevant to the interface being defined, such as: 

· Abbreviation or synonymous names

· Accuracy and precision (number of significant digits)

· Data type (alphanumeric, integer, etc.)

· Names/identifiers

· Priority, timing, frequency, volume, and sequencing

· Project-unique identifier

· Range or enumeration of possible values (such as 0-999)

· Security and privacy constraints

· Size and format (such as length of character strings)

· Sources (sending entitles) and recipients (receiving entities) 

· Technical name (e.g. field name in database)

· Units of measurement (such as meters, dollars)
3.1.3. Communication Methods

Identify communication requirements such as presentation, session, network and data layers to which both interfacing systems must conform. Use the following subsections as appropriate and supplement with additional information where needed.
Interface Initiation

Describe the process for initiating connections between participating systems. Identify the minimum and maximum number of connections and availability requirements (e.g., 24x7x365) to be supported by the interface. 
NOTE:  The scope of the ICD does not cover availability requirements outside of the control of the interfacing systems, for example, network availability. 

Flow Control

Specify the sequence numbering, legality checks, error control and recovery procedures that will be used to manage the interface. Include any acknowledgment messages related to these procedures. 
3.1.4. Security Requirements

Specify the security features to be implemented within the message/file structure or in the communications processes. Discuss safety, security, privacy considerations, encryption, user authentication, compartmentalization, and auditing. 
NOTE:  If the interface relies solely on network and firewalls through which the systems are connected, then highlight this point. 
3.1.5. Physical Requirements

[Optional] Discuss physical requirements for the interfacing systems. 

3.1.6. Structural Requirements

[Optional] Discuss structural requirements for the interfacing systems. 

3.1.7. Mechanical Requirements

[Optional] Discuss mechanical requirements for the interfacing systems. 

3.1.8. Electrical Requirements

[Optional] Discuss electrical requirements for the interfacing systems. 

3.1.9. Thermal Requirements

[Optional] Discuss thermal requirements for the interfacing systems. 

3.1.10. Special Fluid Requirements

[Optional] Discuss special fluid requirements for the interfacing systems. 

3.1.11. Signal Requirements

[Optional] Discuss signal requirement for the interfacing systems. 

3.2. Interface #2 Requirements

Define each interface separately when more than one interface between two systems is being defined in a single Interface Control Document. Include all of the characteristics as described in Section 3.1. 
4. Interface Verification

Describe the verification methods (e.g. test, analysis, inspection, review) and verification requirements that will be used to ensure that the interface requirements are satisfied.

The following qualification methods will be used to verify that requirements have been met:

· Demonstration - The operation of interfacing entities that rely on observable functional operation. 

· Test - The operation of interfacing entities using specialist test equipment to collect data for analysis. 

· Analysis - The processing of data obtained from methods, such as reduction, interpretation, or extrapolation of test results.
· Inspection - The visual examination of interfacing entities, documentation, etc. 

· Special qualification methods - Methods for the interfacing entities, such as specialist tools, techniques, procedures, facilities etc. 
5. Interface Control

Describe how the current design satisfies the interface requirements. In this example, the unit’s electrical, mechanical and thermal interfaces are presented.
5.1. Electrical Interface 

There are [x] serial interfaces. The following tables report the parameters values of the serial receiver and serial driver. 
Sample - Serial Receiver’s input parameters
	Parameter
	Value

	Max. input voltage
	(15 V

	Common mode range
	(15 V

	Differential input voltage
	( 500 mV

	Input impedance
	150 Ohm

	Max. input current
	100 mA @ Vin=5V

	
	


Sample - Serial Driver’s electrical characteristics

	Parameter
	Test conditions
	Min
	Max
	Unit

	High level output voltage
	Vcc= 1.5; Ioh= -10mA
	2.5
	
	V

	Low level output voltage
	Vcc= 1.5; Ioh= 10mA
	
	0.5
	V

	Differential output voltage
	Vcc= 1.5; RL= 100
	2.0
	
	V

	Short circuit output current
	Vcc= 1.5V; Vo=0
	-50
	100
	mA

	
	
	
	
	


6. Appendix A – Data Elements
6.1. Data Structure 

Identify the data structure.
	State
	Usage
	Type
	Units
	Description

	x
	Internal
	Char
	Seconds
	

	y
	Developers
	double
	Feet
	

	z
	Developers
	double
	Feet
	

	
	
	
	
	


6.2. Data Elements
Identify the data elements:

	Field Name
	Field Length
	Position
	Data Type
	Functional Description

	Name
	50
	Delimited
	A-Numeric
	Last name, first name, middle name, suffix.

	SSN
	10
	Delimited
	A-Numeric
	Social Security Number

	Birth Date
	8
	Delimited
	A-Numeric
	Date of birth. Format: YYYYMMDD.

	Status
	8
	Delimited
	A-Numeric
	Date of the status. Format: YYYYMMDD.
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