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Example Target Information Flow Diagram 
Below is an example of a Target Information Flow Diagram and its associated description.  This particular example is directly attributable to the Information Sharing Environment (ISE) business context associated with Suspicious Activity Reporting (SAR).  The diagram depicts the flow of information across providers and consumers.  The associated description provides the relevant detail for the business context associated with the target information flow.
The diagram is accompanied by a table that provides a description of steps, process description, and additional notes for the business context associated with the information flows.  Steps provide a logical ordering of the processes that comprise the business context.  Process descriptions provide detail of the activities related to the information flows described in the diagram.
ISE-SAR Information Flow Diagram
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Example ISE-SAR Information Flow Description

	Step No.
	Step Label
	Process Description
	Notes

	1
	Observation
	The process begins when a person or persons observe unusual behavior. Such activities could include, but are not limited to, surveillance, photography of facilities, site breach or physical intrusion, cyber attacks, possible testing of security or security response, indications of unusual public health sector activity, unauthorized attempts to obtain precursor chemical/agents or toxic materials, or other usual behavior or sector-specific incidents.

	The observer may be a private citizen, a government official, or a law enforcement officer.

	2
	Initial Response and Investigation
	An official of a Federal, State, or local agency with jurisdiction responds to the reported observation.
 This official gathers additional facts through personal observations, interviews, and other investigative activities. In the context of priority information requirements, as provided by State and major urban area fusion centers, the officer/agent may use a number of fact based systems to continue the investigation. These fact based systems provide the officer/agent with a more complete picture of the activity being investigated. Some examples of fact based systems and the information they may provide include:

· Department of Motor Vehicles provides drivers license and vehicle registration information
· National Crime Information Center provides wants and warrants information, criminal history information and access to the Terrorist Screening Center and the terrorist watch list, and Violent Gang/Terrorism Organization File (VGTOF)
· Other Federal, State, and local systems can provide criminal checks within the immediate and surrounding jurisdictions
When the initial investigation is complete, the official documents the event. The report becomes the initial record for the law enforcement or Federal agency’s records management system (RMS). 
	The event may be documented using a variety of reporting mechanisms and processes, including but not limited to, reports of investigation, event histories, field interviews (FI), citations, incident reports, and arrest reports.

The record may be hard and/or soft copy and does not yet constitute an ISE-SAR.

	3
	Local/Regional Processing
	The agency processes and stores the information in the RMS following agency policies and procedures. The flow will vary depending on whether the reporting organization is a State or local agency or a field element of a Federal agency.

State and local: Based on specific criteria or the nature of the activity observed, the State or local law enforcement components forward the information to the State or major urban area fusion center for further analysis.

Federal: Federal field components collecting suspicious activity would forward their reports to the appropriate resident, district, or division office. This information—still only fact information—would be reported to field intelligence groups or headquarters elements through processes that vary from agency to agency.

In addition to providing the fact information to its headquarters, the Federal field component would provide an information copy to the State or major urban area fusion center in its geographic region. This information contributes to the assessment of all suspicious activity in the State or major urban area fusion center’s area of responsibility. 
	The State or major urban area fusion center should have access to all suspicious activity reporting in its geographic region whether collected by SLT or Federal field components.

	4
	Creation of an ISE-SAR
	The determination of an ISE-SAR is a two-part process. First, at the State or major urban area fusion center or Federal agency, an analyst or law enforcement officer reviews the newly reported information against ISE-SAR criteria. Second, based on available knowledge and information, the analyst or law enforcement officer determines whether the information meeting the criteria may have a nexus to terrorism.

Once this determination is made, the information becomes an “ISE-SAR” and is formatted in accordance with ISE-FS-200 (ISE-SAR Functional Standard). The ISE-SAR would then be shared with appropriate law enforcement and homeland security personnel in the State or major urban area fusion center’s area of responsibility.
	Some of this information may be intelligence, which identifies trends and other terrorist related information and is derived from Federal agencies such as NCTC, DHS, and the FBI.

For State, local, and tribal law enforcement, the ISE-SAR information, may be fact information or criminal intelligence and is handled in accordance with 28 CFR Part 23. It may be shared with State or Federal law enforcement personnel with the privacy field included.

	5
	ISE-SAR Sharing and Dissemination
	In a State or major urban area fusion center, the ISE-SAR is shared with the appropriate FBI field components and the DHS representative and placed in the State or major urban area fusion center’s Shared Space or otherwise made available to members of the ISE.

The FBI field component enters the ISE-SAR information into the FBI system and sends the information to FBI Headquarters.

The DHS representative enters the ISE-SAR information into the DHS system and sends the information to DHS, Office of Intelligence Analysis.
	

	6
	Federal Headquarters (HQ) Processing
	At the Federal headquarters level, ISE-SAR information is combined with information from other State or major urban area fusion centers and Federal field components and incorporated into an agency-specific national threat assessment that is shared with ISE members.

The ISE-SAR information may be provided to NCTC in the form of an agency-specific strategic threat assessment (e.g., strategic intelligence product).
	When a State or local originated ISE-SAR is in the Federal system, the rules of sharing are no longer governed by 28 CFR Part 23, but rather by appropriate Federal privacy laws and guidelines.



	7
	NCTC Analysis
	When product(s) containing the ISE-SAR information are made available to NCTC, they are processed, collated, and analyzed with terrorism information from across the five communities—intelligence, defense, law enforcement, homeland security, and foreign affairs—and open sources.

NCTC has the primary responsibility within the Federal government for analysis of terrorism information. NCTC produces federally coordinated analytic products that are shared through NCTC Online, the NCTC secure web site.

The Interagency Threat Assessment and Coordinating Group (ITACG), housed at NCTC, facilitates the production of coordinated terrorism-related products that are focused on issues and needs of State, local, and tribal entities and when appropriate private sector entities. ITACG is the mechanism that facilitates the sharing of counterterrorism information with SLT.
	

	8
	NCTC Alerts, Warnings, Notifications
	NCTC products
, informed by the ITACG as appropriate, are shared with all appropriate Federal departments and agencies and with SLT through the State or major urban area fusion centers. The sharing with SLT and private sector occurs through the Federal departments or agencies that have been assigned the responsibility and have connectivity with the State or major urban area fusion centers. Some State or major urban area fusion centers, with secure connectivity and an NCTC Online account, can access NCTC products directly. State or major urban area fusion centers will use NCTC and ITACG informed products to help develop geographic-specific risk assessments (GSRA) to facilitate regional counterterrorism efforts. The GSRA are shared with SLT organizations and the private sector as appropriate. The recipient of the GSRA may use the GSRA to develop information gathering priorities or requirements. 
	NCTC products form the foundation of informational needs and guide collection of additional information.

NCTC products should be responsive to informational needs of State, local, and tribal entities.

	9
	Focused Collection
	The information has come full circle and the process begins again, informed by an NCTC or other Federal organization’s product and the identified information needs of State, local and tribal entities and Federal field components. 
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�	Suspicious activity reporting (SAR) is an official documentation of observed behavior that may be indicative of intelligence gathering or pre-operational planning related to terrorism, criminal, or other illicit intention. ISE-SARs are a subset of all SARs that have been determined by an appropriate authority to have a potential nexus to terrorism.


�	If a suspicious activity has a direct connection to terrorist activity the flow moves along an operational path. Depending upon urgency, the information could move immediately into law enforcement operations and lead to action against the identified terrorist activity. In this case, the suspicious activity would travel from the initial law enforcement contact directly to the law enforcement agency with enforcement responsibility.


�	NCTC product include: Alerts, warnings, and notifications—identifying time sensitive or strategic threats; Situational awareness reports; and Strategic and foundational assessments of terrorist risks and threats to the United States and related intelligence information.





