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Health Product Support Remedy® Support Application
1. PURPOSE
This document will identify a consistent method for entering information into the Enterprise Support Solution (ESS) Remedy® Support application, detailing how to create, work, refer and resolve Remedy® tickets across the different support, development, and maintenance groups that provide service to our customer.

The ESS Remedy® Support application will be the software used to provide help desk support, to include problem definition, diagnosis, and resolution activities. All VA Service Desk requests will be entered in this application and assigned a ticket number, with each ticket limited to one issue.

2. RESPONSIBILITIES
a. Tier 2 Support Specialists – Staff within Product Development, primarily Health Product Support (HPS), and Enterprise Infrastructure Engineering (EIE) staff, which provide a combination of first and second level support. The specialist is involved in problem definition, diagnosis, resolution, and problem referral to Tier 3 support specialist. The Tier 2 support teams group name within Remedy® start with the prefix of “SUP-“.
b. Tier 3 Support Specialists – Staff within Product Developmen, primarily Development staff, which provides third level of support. This includes defect management and problem resolution. Tier 3 support teams group name within Remedy® start with a prefix of “MNT” or “DEV”. An “MNT” group is a group of specialists that are responsible for the ongoing maintenance of an application. A “DEV” group is a group of specialists that are responsible for new development/enhancements for an application. Under certain conditions, a “DEV” group may be providing the maintenance for an application due to a recent software enhancement release. 
c. External OI Support Specialists – Some nationally supported software is provided by vendors that have a contract with Veterans Health Administration (VHA). A vendor that provides a national released software application may have both Tier 2 and Tier 3 support specialists depending on the nature of the contractual agreement.

d. Division Directors for Development Management Services – The Division Directions for Development Management Services  have the responsibility for their respective divisions to ensure that policy and operating procedures are enforced.

3. STEPS
The sections below provide general instructions for entering information into Remedy® when creating, working, referring, and resolving Remedy® tickets. Detailed information on the functionality of the Remedy® Help Desk application and the alerts notifications for tickets may be found in the Remedy® Help Desk User Manual. A link to the User Manual is found in Section 4, “References and Related Links”.

Upon receipt of a help desk request, determine if it is an existing, open request or if it is a new request. If it is an existing open (assigned, work in progress, pending, resolved) request, enter a note in the Work Log of the open request to indicate that the customer has made a follow-up call.

In accordance with security policy, help desk tickets will not contain patient/employee sensitive data. This restriction includes attachments to the problem ticket. Uploads into the Remedy® system will be checked/edited for sensitive data by the initiator and/or the receiver of the upload. If sensitive data is inadvertently entered into a Remedy® Ticket, the VA Service Desk should be contacted immediately.

The VA Service Desk will log a problem ticket with the Remedy® support team to edit the sensitive data ticket to remove the sensitive data. The description and work log entry on the sensitive ticket will be annotated with standard wording that sensitive data is involved and has been edited to protect confidentiality. 
a. Initiating a new ticket

(1) Help desk requests will be made via telephone, e-mail to the VA Service Desk, or by direct entry in the Remedy Help Desk® Application. Tier 3 specialists typically will not received help desk requests directly from sites, except for follow-up to an existing request. If a Tier 2 or Tier 3 specialist is contacted directly by sites for an initial problem report that has not been processed through the Remedy® System, the specialist will enter a help desk request; and if unable to handle the problem at that time, will inform the customer that their problem will be picked up by the next available specialist. If they are unable to enter a help desk request, the specialist will transfer or refer the caller to the VA Service Desk. 
(2) Tier 2 Support Specialists: Ensure that the following fields are completed when a Remedy® Help Desk ticket is opened:

(a) Category – the appropriate Category. For VistA or HealtheVet, the categories are Applications VistA, Applications HealtheVet VistA.

(b) Type – The name of the package within VistA. 

(c) Item – A specific type of problem within the package. If the type is not listed, choose other.

(d) Status – Leave the default entry of “NEW”. When the ticket is saved and closed, the status will update to “ASSIGNED”.

(e) Remedy® Patient Safety Flag and Justification, if applicable – Completing these fields will alert the members of the Remedy® Patient Safety Liaison group. The support specialist must also follow the patient safety notification processes as outlined in OI Directive 19-0201, “Patient Safety Notifications”. A link to the patient safety directive is found in Section 4, “References and Related Links”.

(f) Summary – Enter information into the ‘Summary’ field.

(g) Group – Select the ‘Group’ if needed. If a group is not selected from the drop down box, one will be chosen automatically by Remedy® based on the ‘Category/Type/Item’ fields when the ticket is saved and closed. The group should be “SUP” group, since these are the Tier 2 groups.

(h) Individual – Either click on the “Take Ticket” button to assign yourself (status will update to “WORK IN PROGRESS’) or assign a Tier 2 individual from the drop down box (status will remain “ASSIGNED”). Assigning a Tier 2 individual other than yourself will be a rare occurrence.

(i) Status – Set the status as follows:

1. Set to “ASSIGNED” if work is not starting immediately.

2. Set to ‘WORK IN PROGRESS” if work on the ticket is stating.

3. Set to “PENDING” if awaiting action or information from another source. Choose one of the appropriate pending reasons as defined in Section 4.e. ‘Explanation of Pending Statuses’.
(j) Work Log – No entries are required in the ‘Work Log’ when creating a ticket. However, if there is immediate action taken during the creation process, the ‘Work Log’ may be used to document the actions. Review Section 4.f. ‘Making Work Log Entries’ for more information about making entries to the ‘Work Log’.

(k) Priority – If no priority is entered, the field will be populated with the default value of “Medium”.

(l) Case Type – If no case type is entered, the field will be populated with the default value of “Problem”.

(m) Source – If no source is entered, the field will be populated with the default value of “Requestor”.

(n) Description – Enter a detailed description of the problem. Use the attachment functionality if there is lengthy information to communicate, such as global dumps or screen captures. A ticket may have up to three (3) attachments. 

(o) Login Name – Enter the login name of the requestor. This is the person requesting assistance. Use uppercase only for Login Name.

(p) Duplicates Tab – Mark the ticket as a duplicate as appropriate. When marking a ticket as a duplicate, the ability to then edit the ticket is restricted. Please refer to the Remedy® Help Desk User manual for details. See Attachment C for detailed duplicate evaluation process.
1. Manually confirm that the two tickets are the same category, type, and item.

2. Manually review the tickets for their patient safety flag settings. The original/parent ticket must have the patient safety flag set if any of the children/duplicate tickets have the patient safety flag set with an assigned patient safety reference number. See Attachment C for detailed duplicate evaluation process which includes Patient Safety Duplicate flow diagram. Also see the Remedy Help Desk® User manual for details on the duplicate handling functionality.
3. Make an entry in the Work Log noting the primary (parent) ticket number. Note: When tickets with duplicates (parents and child tickets) are referred to Tier 3, all child tickets will populate the ‘Tier 2 Assigned Individual’ fields from the parent ticket Tier 2 Assigned Individual information. Notify any assigned individuals that will be affected by the action.
b. Assigning and working a ticket – Tier 2 Specialist

(1) Open the ticket to be assigned. Review all fields as described in the previous section for accuracy and completeness.

(2) Assign the ticket to yourself by clicking the ‘Take Ticket’ button in the Assignment region of the ticket.

(3) The ‘Status’ field value is changed to “WORK IN PROGRESS” when the ‘Take Ticket’ button is clicked.

(4) Click Save. A message indicates that the ticket is assigned and that the requester has been notified of the assignment.

(5) Click Close to dismiss the message.

(6) Update the Work Log as activity occurs on the ticket. Review Section 4.f. ‘Making Work Log Entries” for more information about making entries to the Work Log.
(7) On the duplicates tab, mark the ticket as a duplicate if appropriate. When marking a ticket as a duplicate, the ability to then edit the ticket is restricted. Please refer to the Remedy Help Desk® User manual for details. See Attachment C for detailed duplicate evaluation process.

(a) Manually confirm that the two tickets are the same category, type, and item.

(b) Manually review the tickets for their patient safety flag settings. The original/parent ticket must have the patient safety flag set if any of the children/duplicate tickets have the patient safety flag set with an assigned patient safety reference number. See Attachment C for detailed duplicate evaluation process which includes Patient Safety Duplicate flow diagram. Also see the Remedy Help Desk® User manual for details on the duplicate handling functionality.

(c) Make an entry in the Work Log noting the primary (parent) ticket number. Note: When tickets with duplicates (parents and child tickets) are referred to Tier 3, all child tickets will populate the ‘Tier 2 Assigned Individual’ fields from the parent ticket Tier 2 Assigned Individual information. Notify any assigned individuals that will be affected by the action.
c. Referring tickets to Tier 3

The section below describes steps to take when referring tickets to Tier 3 maintenance and development teams and the steps these teams should take when analyzing the problem and communicating their progress. Attachment A contains the table summarizing referral ticket status.

(a) Tier 2 Support Specialist:

(1) Update the ‘Maintenance Priority” field if the type (application) is supported by the VistA Maintenance Project. See Attachment B, “Defect Priority Definitions” to help determine what the priority of the ticket should be.

(2) Check the ‘Refer to Tier 3’ checkbox. Checking this box triggers the ‘Tier 2 Assigned Individual’ fields to populate automatically.
(3) Assign to a Tier 3 group. If more than one group is available, assign the ticket to the “MNT”. The “MNT” group will re-assign to a “DEV” group if required.

(4) Do not choose an individual – the assigned group support specialist will assign the ticket to an individual.

(5) The status will update to “ASSIGNED” when the Tier 3 box is checked and a group is assigned.

(6) Update the Work Log. Review Section 4.f. ‘Making Work Log entries’ for more information about making entries to the Work Log.

(7) Click on the ‘Subscribe’ button to continue to receive alerts from the Tier 3 activity.

(8) Duplicates Tap – Mark the ticket as a duplicate if appropriate. See Attachment C for detailed duplicate evaluation process.

1. Manually confirm that the two tickets are the same category, type, and item.

2. Make an entry in the Work Log noting the primary (parent) ticket number. Note: When tickets with duplicates (parents and child tickets) are referred to Tier 3, all child tickets will populate the ‘Tier 2 Assigned Individual’ fields from the parent ticket Tier 2 Assigned Individual information. Notify any assigned individuals that will be affected by the action.
(b) Tier 3 Support Specialist:
(1) Once the ticket has been referred to a Tier 3 group, complete the following:

a) Update Work Log to communicate to the requestor that you or your group will be working on the ticket. Review Section 4.f. ‘Making Work Log Entries’ for more information about making entries to the Work Log.

b) Verify that the ticket has been assigned to the correct Tier 3 group. If not, re-assign to the appropriate group.

c) Assign an individual to the ticket by either choosing a name from the drop down list for the ‘Individual’ field or assign it to yourself by clicking the ‘Take Ticket’ button. When the ‘Take Ticket’ button is clicked, your name will be displayed in the ‘Individual’ field and the ‘Status’ field will update to ‘WORK IN PROGRESS’. If a name is chosen from the drop down list, the ‘Status’ field will remain ‘ASSIGNED’.
d) Set the status as follows:

1. Set to ‘ASSIGNED’ if work is not starting immediately.

2. Set to ‘WORK IN PROGRESS’ if work on the ticket is starting.

3. Set to ‘PENDING’ if awaiting action or information from another source. Choose one of the appropriate pending reasons as defined in Section 4.e. ‘Explanation of Pending Statuses’.

e) Ensure that the TeamPlay ID for Tier 3 is entered in the ‘Tier 3 TeamPlay ID’ field.

f) Review the information regarding duplicates – update if required. Make an entry in the Work Log detailing any action taken to mark or unmark duplicates. See Attachment C for detailed duplicate evaluation process.

g) If the ticket is a patient safety ticket and HPS review has been completed, review the ticket for the appropriate maintenance priority.
(2) If the ticket resolution involves creating a patch and work has started, perform the following steps:

a) Update the ‘Status’ field to ‘WORK IN PROGRESS’ if it is not already. This means work has started on the patch that is associated with the ticket.

b) Update the ‘Repair ID’ field with the patch number as soon as it is known. Use “TBD” in the ‘Repair ID’ field until the patch number is known.

c) Update the ‘Keyword’ field with the patch number. This is an interim step until the ‘Repair ID’ field is made a searchable field on query forms. 

d) Update the ‘Work Log’ with assessment and, if known, estimated completion date. Use the attachment functionality if there is lengthy information to communicate, such as global dumps or screen captures. Review Section 4.f. ‘Making Work Log Entries’ for more information about making entries to the Work Log. Update the ticket’s Work Log regularly until the patch is completed.

(3) If the ticket resolution involves creating a patch but work has not started on the patch, perform the following steps:
a) Update the ‘Status’ field as pending with a pending reason of “Awaiting Patch”.

b) Update the ‘Repair ID’ field with the patch number as soon as it is known. Use “TBD” in the ‘Repair ID’ field until the patch number is known.

c) Repair ID’ field is made a searchable field on query forms. 

d) Update the Work Log with information that a patch will be involved but work has not begun yet.

e) Update the ‘Keyword’ field with the patch number. 

(4) If ticket resolution does not involve a patch, complete the steps below. Status should be ‘WORK IN PROGRESS’ once work has started on the ticket.

a) Update the Work Log with the assessment of the problem and all communications between the Tier 2, Tier 3 and the requestor. Use the attachment functionality if there is lengthy information to communicate, such as global dumps or screen captures. Review Section 4.f. ‘Making Work Log Entries’ for more information about making entries to the Work Log.

b) Update the ticket regularly until the ticket is resolved. When Tier 3 work has been completed, follow the steps outlined in the resolution below.

d. Resolution and Closure
(a) Tier 3 Support Specialist:

(1) When Tier 3 work has been completed for the ticket, return the ticket to Tier 2 by completing the following:

a) Update the Work Log with the final information about the resolution. Review Section 4.f. ‘Making Work Log Entries’ for more information about making entries to the Work Log.

b) For tickets not involving a patch, uncheck the ‘Tier 3’ box. The status of the ticket will update to assigned, and the individual and group field will be populated with the Tier 2 group/individual information. According to the duplicate functionality rules, unchecking the ‘Tier 3’ box on a primary/original ticket that has duplicate children, will automatically uncheck the ‘Tier 3’ box on the children tickets. Click the ‘Subscribe’ button to continue receiving alerts for the ticket during the closing process.

(b) Tier 2 Support Specialist:

(1) When a referred ticket not involving a patch is returned to Tier 2, complete the following:

a) Complete all reviews as appropriate.

b) Update the status to “Resolved”. NOTE: When the ticket status is updated to “Resolved”, the ‘Tier 2 Assigned Individual’ field is updated with the name of the person that updated the status.
1. If you have not actually done any (or much) work on the ticket that you are resolving, rather than updating the status to resolved, make a Work Log entry on the ticket requesting that the original specialist resolve the ticket. This way the Tier 2 specialist that actually worked on the ticket will remain as the Tier 2 individual.

2. If you have provided the resolution then update the status to “RESOLVED’. You will become the Tier 2 assigned individual.

c) Update the ‘Resolution’ field with a summary about the final resolution for the problem.

(2) When a referred tickets does involve a patch, when a patch is released the Release Coordinator completes the following for all tickets associated with the released patch:
a) Complete all reviews as appropriate.

b) Uncheck the ‘Tier 3’ box. The status of the ticket will update to assigned, and the individual and group field will be populated with the Tier 2 group/individual information. According to the duplicate functionality rules, unchecking the ‘Tier 3’ box on a primary/original ticket that has duplicate children, will automatically uncheck the ‘Tier 3’ box on the children tickets.

c) Update the status to “RESOLVED”. NOTE: When the ticket status is updated to “Resolved”, the ‘Tier 2 Assigned Individual’ field is updated with the name of the person that updated the status.
(3) When a ticket is resolved that was never referred to Tier 3, complete the following:
a) Update the status to “RESOLVED”. NOTE: When the ticket status is updated to “Resolved”, the ‘Tier 2 Assigned Individual’ field is updated with the name of the person that updated the status.
1. If you have not actually done any (or much) work on the ticket that you are resolving, rather than updating the status to “RESOLVED”, make a Work Log entry on the ticket requesting that the original specialist resolve the ticket. This way the Tier 2 specialist that actually worked on the ticket will remain as the Tier 2 individual.

2. If you have provided the resolution then update the status to “RESOLVED’. You will become the Tier 2 assigned individual.

b) Update the ‘Resolution’ field with a summary for the final resolution for the problem.

(c) Customer: The customer may update the ticket to ‘CLOSED’, or auto-close will occur after 30 days. The customer will be prompted to complete a survey when they close the ticket.

e. Explanation of Pending Statuses

The status of “PENDING” should be used when awaiting action or information from another source. When the status is set to “PENDING”, the ‘Pending Reason’ field comes into view. This section provides guidance on each of the pending reason choices. The following are choices in the ‘Pending Reason’ drop down menu:

(a) Awaiting Patch – When the resolution to the problem will be fixed with a nationally released patch, but active work on the defect fix has not begun.

(b) Consultant – The service provider is awaiting word from an unnamed person not affiliated with either Tier 2 or 3 but is familiar with an aspect of the resolution of the ticket. 

(c) Deferred – The resolution to this ticket will be researched at some unspecified time, or if due to support level/maintenance priority rules, the ticket will not be worked.

(d) Next Release – The resolution to this ticket will be included in the next release of the CTI. This status should only be used if a ‘Next Release” is approved and planned.

(e) Other Govt. Agency – The service provider is awaiting word from another government agency familiar with an aspect of the resolution of the ticket.

(f) Parts – The service provider is awaiting mechanical parts to be used in the resolution of the ticket.

(g) Released Patch Installed – The service provider is awaiting the install of a nationally released patch to be used in the resolution of the reported problem.

(h) Referred to Expert Panel – The service provider is awaiting word from an established group of site level support specialists familiar with an aspect of the resolution of the ticket.
(i) Requestor Information – The service provider is awaiting word from the original or alternate requestor of the ticket on some aspect of its resolution.

(j) Tier 2 Consult – The service provider is awaiting word from a Tier 2 group not his/her own with an aspect of the resolution of the ticket.

(k) Tier 3 Consult - The service provider is awaiting word from a Tier 3 group not his/her own with an aspect of the resolution of the ticket.

(l) User Group Consult – The service provider is awaiting word from an established group of site level support specialists familiar with an aspect of the resolution of the ticket. (Same as Referred to Expert Panel).

(m) Vendor Consultant – The service provider is awaiting word from an unnamed person not affiliated with either Tier 2 or 3 but is familiar with an aspect of the resolution of the ticket (Same as Consultant).

f. Making Work Log Entries
The Work Log in Remedy® is the primary means of communication between the requestor and all levels of support specialist. The requestor and support staff need a good method of communication to facilitate resolution of the problems reported; the Remedy® Work Log serves this purpose. Additionally, the Work Log serves to document the activities and actions taken to resolve the ticket. All significant actions taken should be documented within the Work Log. The section below summarizes the actions that require a Work Log entry. Make a Work Log entry whenever the following occurs.

(a) Status Changes – When the status of the ticket is updated, make an entry in the Work Log describing in detail the reason for the status change.

(b) Patch Required – If a patch is required to resolve the ticket, make a Work Log entry when:

(1) It is determined that a patch is required.

(2) The repair ID is added.

(3) The patch is ready to go to test sites.

(4) The patch is completed.

(5) The patch is released.

(c) Duplicates are marked – Note the primary (parent) ticket number and change in assigned individual and/or change in Tier 2 Specialist.
(d) Referral to Tier 3 – Not the referral and any pertinent information that will aid the Tier 3 referral specialist. Updates to the Group or Individual – Note who and why the ticket group or individual was updated.

(e) Significant telephone or e-mail communications – Communications about the ticket that are not done via the Remedy® Work Log should be added to the Work Log or captured as an attachment to the ticket.

g. Creating, Reviewing and Approving Solutions – Health Product Support Teams (Tier 2 Support Teams)
(a) A Tier 2 Specialist may submit a solution to a problem for inclusion in the solutions database. The relevant information is entered in the ‘Solution Summary and Solution Details’ field on the Remedy® ticket and ‘Propose Solution’ is then selected.
(b) The Division Director of the Tier 2 support team will appoint a member of the team to be responsible for coordinating the reviews of the solutions with the entire team.

(c) After the team has reviewed the solution and determined it to be viable, the Division Director will approve the solution for national use. If not viable, the solution will be disapproved.

(d) Review and approval will be done on a weekly basis.

(e) If a specialist submits a solution that he/she feels to be of an urgent nature, the specialist is responsible for advising the appointed team member of the submittal. The appointed team member should ensure that the team conducts the review and the resolution is approved/rejected as soon as possible.
4. REFERENCES AND LINKS
· SOP HSITES 196-002 Creating, Working, Referring and Resolving Remedy Tickets
· SOP HSD&D 192-146 Creating, Working, Referring and Resolving Remedy Tickets
· Remedy Help Desk User Guide
5. FOLLOW UP RESPONSIBILITY AND FOLLOW UP DATE
Health Product Support Managers
April 2014

REFERRAL TICKET STATUS TABLE

	Event
	Status
	Repair ID
	Refer to Tier 3 box

	Ticket received, work not started.
	Assigned
	Blank
	Checked

	Problem assessment underway. Ticket being worked on – unknown if patch needed or patch will not be needed
	Work in Progress
	Blank 
	Checked

	Patch Required, work on patch not started. Ticket needs to be resolved by patch, but no patch is being worked on yet. 
	Pending – Awaiting Patch
	Patch Number if assigned. If not assigned yet – “TBD”.
	Checked

	Patch required, work underway.  Ticket needs to be resolved by patch and patch is actively being worked on
	Work in Progress
	Patch Number if assigned.  If not assigned yet– “TBD”.
	Checked

	Waiting on Info. Ticket is waiting on information from other sources. Patch required or not required.
	Pending – with appropriate pending reason
	Patch number, “TBD” or blank.
	Checked


DEFECT PRIORITY DEFINITIONS

When determining the order in which REMEDY® calls will be addressed for a given application, the VistA Maintenance Team will work them in priority order unless otherwise directed by the EVS Manager who is responsible for the application.

REFERRED REMEDY® PRIORITY RANKINGS

Priority 1 - Patient Safety Adversely Affected

Priority 2 - Logging Software Error, Functionality Essential

Priority 3 - Systems/Resource Issue

Priority 4 - Patient Personally Affected

Priority 5 - Logging Software Error, Functionality Needed

Priority 6 - Functionality Called Into Question

Priority 7 - External Data Base Interface Issue

Priority 8 - Nuisance Problem, Work Around In Place

Priority 9 - Miscellaneous/Housekeeping Problems

Priority 1 - Patient Safety Adversely Affected.  These would be bugs, or material weakness in the code that could endanger the Patient’s health if not resolved right away.  It is likely these would mostly entail clinical applications.

Priority 2 - Logging Software Error, Functionality Essential.  These are REMEDY® calls logged where the application was bombing with a software error, and the resulting loss of functionality would be deemed critical to the Medical Center.

Priority 3 - Systems/Resource Issue.  We would categorize these REMEDY® issues where computer resources are impacted in a negative manner.  This might include interactive jobs stuck in an endless loop, or runaway processes that consume increasing amounts of disk space, mail storms, etc.

Priority 4 - Patient Personally Affected.  This is where the results of a bug or material weakness in the code directly affected the patient.  For instance, getting system generated letters sent to the patient, or getting billed for services, where it is not appropriate.

Priority 5 - Logging Software Error, Functionality Needed.  This would be REMEDY® calls where the application was logging software errors, but the resulting loss of functionality is less critical to the Medical Center.

Priority 6 - Functionality Called Into Question.  We would put a REMEDY® in this category when the application seems to be deviating from its normal function, or the results of a task are debated.  For example, where the results of an output report is challenged by the user, or search criteria are not evaluated properly.

Priority 7 - External Data Base Interface Issue.  We would categorize a Referred REMEDY® in this category when the crux of the problem lies between VistA and one of the many remote data bases that VistA shares data with.  This is assuming the urgency of the problem would not be ranked in one of the higher category, and might sometimes involve coordinating a solution with the keepers of the remote DB in question.

Priority 8 - Nuisance Problem, Work Around In Place.  These are routine problems in a REMEDY® where the site is not adversely affected, and a work around has been provided to circumvent the problem as it arises.  Nonetheless, the problem warrants a permanent fix.  

Priority 9 - Miscellaneous/Housekeeping Problems.  This is pretty much a catch-all category where very minor problems exist with the product or documentation.  This could be as simple as misspelled words in Help Text, or inconsistencies between the documentation and the actual product.  
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