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1. Purpose

The National Patch Module Guide describes the purpose, roles, responsibilities, and steps for the initiation, development, and entry of patches to VHA Information Systems and Technology Architecture (VistA) products via the National Patch Module (NPM).
2. Responsibilities

The following roles and responsibilities are involved during the initiation and development of VistA patches.
2.1. Team Leader

The Team Leader is responsible for:

For the purpose of this document, the Team Leader will be defined as the Development Project Manager or Team Leader responsible for the patch. (The team may be a team of one.) The Team Leader will be responsible for the oversight and management of the patch development process.

· Enter and maintain Fiscal Year Maintenance project entries in Primavera for each application.

· When a unique defect is referred to development, the Team Leader or designee will:

· Assign the primary Remedy ticket to the next available defect activity in the Fiscal Year Maintenance project for the application.

· Assign the Fiscal Year Maintenance project Defect Identifier (ID) number (project-phase-activity) to the primary Remedy ticket for this defect.

· Ensure that all technical reviews are requested and all appropriate documentation is submitted for each review.
2.2. Developer 

The Developer is responsible for: 

When the Developer receives the assigned defect or enhancement, the following tasks will be performed, not necessarily in the order listed.  However, after creating the patch stub in the NPM, and before modifying any routine, it is the responsibility of the developer to coordinate any potential routine conflicts.  The developer of the other patch(es) listed must be contacted in order to coordinate the development and release of the affected patches.  At any time, however, the Developer may inspect the “Routines that Overlap in Patches” report on the Developer’s menu on FORUM to review all of the overlaps.  The Developer is responsible for completing the Primary Developer's Checklist and saving an electronic copy of the completed checklist.
· Investigating the defect to determine if a patch is warranted. 

· Analyzing the Business Requirements Document (BRD) and Software Requirements Specification (RSD)
· Creating the patch stub in the NPM.

· Updating the defects status of the appropriate Remedy ticket(s).

· Alerting other team members (Development Project Manager, Product Support Release Coordinator, Software Quality Assurance (SQA) Analyst, Secondary Developer, Technical Writer, etc.) that the patch is under development.
· Making modifications.
· Unit testing all modifications.
· Creating the patch-tracking message and sending the message on FORUM to test sites, and the appropriate Product Support Release Coordinator.
· Determining if an OED Testing Service review is required. If so, submit an OED Testing Service Request.  Take into consideration whether the patch is Food and Drug Administration (FDA) regulated, patient safety related, or mandated by the Director.
· Coordinating Initial Operating Capability (IOC) Testing.
· Coordinating completion of patch with the SQA Analyst and Product Support Release Coordinator.

2.3. SQA Analyst
The SQA Analyst is responsible for:

· Ensuring that all SQA policies, practices and guidelines are followed for a specific project. 
· Being a member of the development team if applicable, as determined by the Development Project Manager or team leader having responsibility for the patch.
· Ensuring the SQA Review Checklist is completed for each test version they review.

· Coordinating completion of patch with the Developer and Product Support Release Coordinator.

2.4. Secondary Developer
The Secondary Developer is responsible for:

Providing an independent peer review of the patch focusing on the completeness and appropriateness of the patch's ability to address the issues or problems it is supposed to correct. The Secondary Developer is responsible for completing the Secondary Developer's Review Checklist and saving an electronic copy of the completed checklist.
2.5. Technical Writer (Optional)
The Technical Writer is responsible for:

· Preparing any new or modified documentation applicable to the patch. (e.g., Technical, User Manuals, Release Notes, etc.)

2.6. Functional Analyst (Optional)
The Functional Analyst is responsible for:

· Reviewing and updating function point data, if applicable to the patch.

3. Steps

3.1. Develop the Patch Resolution
· Review the Remedy ticket and update it once the work begins on the patch

NOTE:
An asterisk (*) preceding the step name indicates the step pertains only to defect maintenance.

· *Determine if  the Remedy ticket is a unique issue

· *If the issue identified is unique, update the Remedy ticket with Primavera ID.  
· Duplicate the issue.  
· Create Patch Stub.  The patch stub should include all the required sections as listed in the Patch Format. The patch stub should be as complete as possible, given the amount of information known at this time.
· Update the Remedy ticket. Make a note within the Remedy ticket entry. This is beneficial if information regarding our progress is available. This is an opportune time to get feedback and recruit test sites.
· Coordinate with New Development.  If new development is underway on the product being patched, it is necessary to review the final patch resolution with the appropriate Product Support Release Coordinator or Functional Analyst prior to releasing the patch to the test sites.
· Modification of Routines.  Prior to making any modifications, pre-patch checksums should be determined. A backup copy of the routines prior to beginning modifications should be made in the event that they need to be restored. Routines should be saved to a Host File System (HFS) file or in a MailMan message. 
· Update Routine File.  The Routine file may be updated to add any new routines included in the patch by doing one of the following: 

(a)
Use the Kernel Installation & Distribution System (KIDS) Utility [XPD UTILITY], Update Routine File [XPD ROUTINE UPDATE].

(b)
Run ^XINDEX and answer “YES” to the “Save parameters in ROUTINE file?” prompt.
· Modify Data Dictionary.  If the patch contains changes to data dictionaries, regardless of significance, a mail message must be sent to the Database Administrator (DBA) for concurrence.  This message should include a description of the change and request formal approval to make the change. The message should also be sent to the Team Leader, SQA Analyst, and Product Support Release Coordinator. This request should be made as early as possible in the process.
· Check for Integration Control Registrations (ICRs).  Check each component included in the patch for appropriate Integration Control Registrations (ICRs). Obtain updates to existing ICRs when necessary. Review all external references for ICRs in all components of this patch.

NOTE:
Requests for ICRs shall be sent to the appropriate custodial development team(s), DBA, Team Leader, and all SQA Analysts.

· Review Messaging.  If any form of messaging is affected, a mail message must be sent to Message Administration.
· FDA Clearance.  Patches that alter the underlying platform, or interface with devices that are FDA regulated, must be submitted to the developer of those applications for impact review and analysis. The analysis will result in one of the following actions:

(a)
Analysis determines the patch does not impact the performance of the FDA regulated device and a “clearance” will be issued and documented in the patch description.

(b)
Analysis determines the patch does impact the performance of the FDA regulated device and successful integration/regression testing will be performed and documented in the patch description.

· Analysis of External Impacts.  Patches should be analyzed for their potential impact on external systems (e.g., national databases at AITC or elsewhere). When a potential impact on an external system is discovered, appropriate personnel should be notified for requirements gathering, cost estimation, and work delivery activities.

· Technical Reviews.  If changes to the structure of VistA are expected (i.e. adding a new module, significantly changing an existing one, etc), you must submit the changes to for review by Architecture Review group.

· Capacity Planning Reviews.  The Capacity Planning Team must review any changes to identify the potential impact on computer systems capacity and resources. These reviews must be requested by submitting an Application Self-Scoring Evaluation Support System (ASSESS) form from the Capacity Planning Website.

· Unit Testing of Patch.  Patches shall be tested thoroughly by the developer.

· Preparing Patch. Complete Software Quality Assurance (SQA) Review Checklist.  Prior to sending the first test version of the patch to the test sites and the SQA Analyst, the SQA Patch Review Checklist will be completed. Utilize Software Quality Assurance (SQA) Review Checklist.  All required components should be completed within the NPM. The goal is to test all aspects of that patch, including installation instructions, problem description, etc. All updates to the patch distributed to the test sites MUST be done by creating a new test version of the patch and sent via the NPM.
NOTE:
Always send patch messages to users on FORUM so that subsequent responses are received. 
To move the KIDS build to the patch entry on the NPM you should use the following steps.

(a)
Create KIDS Build.

1 Ensure all required builds are listed.

2 Track Package nationally field should be set to “YES.”

3 Alpha/Beta Testing field should be set to “NO” prior to completing the patch.

4 Package File Link field must be defined.

5 Description must be entered.

(b)
Store in MailMan Message or Host File for Transport.

6 Subject title should be a combination of patch number and description (e.g., XYZ*2*12 Test Version 1).

7 Send MailMan message to XXX@Q-PATCH at FORUM.

(c)
To send the test patch to the test sites you must link the MailMan message containing the build to the patch. Choose the Edit a Patch option on the Developers Menu under the Patch User Menu on FORUM to edit the patch. At the prompt Patch Status, you must enter “U” for “Under Development.” Accepting the default will not provide the following prompts. See example below.
PATCH DESCRIPTION:

347> Install Message sent #12345678

EDIT Option: <RET>

Select ROUTINE NAME: <RET>

           Editing MESSAGE TEXT

Do you want to copy a packman message into the Message Text? No// 

Yes

      (1) XYZ*2*12 Test Version 1      <DOE.JANE@DEVXYZ.  1438

      (2) XYZ*2*12 Test Version 2      <DOE.JANE@DEVXYZ.  1722

Select Message to copy: 2// <RET>

  Using message 'XYZ*2*12 Test Version 2’ Checking the input ..

  Deleting old text..

     Merge KIDS message into patch message text

MESSAGE TEXT: . . .

1361>

1362>$END KID XYZ*2.0*12

EDIT Option: <RET>

Editing comments only seen by releasers/developers

INTERNAL COMMENTS: <RET>

  1> <RET>

Select PATCH RELEASE CHECK: <RET>

STATUS OF PATCH: UNDER DEVELOPMENT// U UNDER DEVELOPMENT

Option to create a Patch message to send to test sites.

TEST v2   will be added to the Patch message subject.

You may change the TEST v[#] if necessary.:  (1-99): 2//  <RET

<you are prompted for recipients, message is created and sent>

· Secondary Developer Reviews Patch.  The Secondary Developer reviews the first developer's checklist using this checklist review, the patch description and components for compliance. Also review the patch for dependencies on other patches under development in the same namespace.

· SQA Analyst Reviews Patch.  The SQA Analyst thoroughly reviews the patch using the checklist in Software Quality Assurance (SQA) Review Checklist. 

· Test Sites Test the Patch.  The patch is provided to the test sites for testing and reporting of anomalies and other related issues/problems.

· Create Patch Tracking Message.  The primary developer of the patch will initiate one message in order to track patch progress. It will be sent to all patch team members (other developers), SQA Analyst, the appropriate Product Support Release Coordinator, and a contact person at each test site. Send this message to the recipients on FORUM.

(a)
Include any information team members may need to know in the original message.

(b)
Each new test version should be documented on the patch-tracking message.

(c)
All pertinent dialogs dealing with the patch should be contained in the patch-tracking message.

(d)
The name of the message must be “Patch Designation - Patch Tracking Message” (e.g. XYZ*2*12 – Patch Tracking Message).

· Additional Updates to Remedy Ticket.  Notes should be added to appropriate Remedy ticket throughout the patch development and testing processes. 

· Completion of the Patch.  Ensure the patch is accurate, complete and correct.

· Update Function Point Data.  If the patch alters functionality, function point data should be reviewed and revised if necessary. 
· Patch Release Check.  Ensure all associated patch(es) are identified and entered in the Patch Release Check multiple. If there are patch dependencies, enter the required or associated patch(es) in this field. You should designate if the patch(es) entered in this field should be verified/installed prior to the installation of the current patch you are creating. See the following example.

Select PATCH RELEASE CHECK: XYZ*2*7 EXCEPTION MESSAGE

Are you adding 'XYZ*2*7' as a new PATCH RELEASE CHECK (the 1ST for this

DHCP PATCHES)? No// Y  (Yes)

   PATCH RELEASE CHECK REQUIRED FOR VERIFICATION:??

    Enter yes if the Patch in the 'PATCH RELEASE CHECK' must be verified and installed prior to verification and installation of this Patch.

   PATCH RELEASE CHECK REQUIRED FOR VERIFICATION: Y YES

  REQUIRED FOR VERIFICATION: YES// <RET>

Select PATCH RELEASE CHECK:  <RET>

If you answer "YES", the following is displayed on the top of the patch:

Associated patches: (v)XYZ*2*7     <<= must be installed BEFORE 'XYZ*2*12'

· Patch Format.  The patch format entered into the NPM will follow the standard format outlined below.
(1)
Subject:
(a)
Use all capitals.

(b)
Descriptive for the contents of the entire patch. Words such as "miscellaneous", "several" and "various" are to be avoided.

Subject: EXCEPTION MESSAGE ENHANCEMENTS

(c)
When multiple projects share a namespace, include a meaningful project name.

(d)
When an individual project issues a patch associated with multiple namespaces, include the meaningful project name.

(2)
Category:  Include all appropriate category designations.

Category:  ROUTINE

           DATA DICTIONARY

(3)
Description:  The Developer will use the National Patch Module Patch Template to create the information for this field.  The template provides sections, some containing sub-sections, for
· Description

· Patch Components

· Additional Information
· Documentation Retrieval Instructions

· Patch Installation 
4. Related References

4.1. Related References

· National Patch Module Patch Template

http://vaww.oed.wss.va.gov/process/Library/national_patch_module_patch_template.doc
· Primary Developer’s Review Checklist

http://vaww.oed.wss.va.gov/process/Library/primary_developer_review_checklist.doc
· Secondary Developer’s Review Checklist
http://vaww.oed.wss.va.gov/process/Library/secondary_developer_review_checklist.doc
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